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[bookmark: _Toc212219705]INTRODUCTION 
[bookmark: _heading=h.endc687g06kg]The precision and accuracy in the AI-driven decisions in the financial organisations are significant. Still, at the same time, it is limited by the moral and regulatory dilemma due to the possibility of algorithmic bias, security issues, and lack of accountability [13]. This might complicate the regulatory environment of the nation, creating a conflict between the systemic hazards and flaws, as well as AI’s efficiency [11].
[bookmark: _heading=h.3pkp91jrwof5]The ethical challenges are present due to the possibility of algorithmic bias and discriminatory outcomes. This is mostly associated with amplifying human biases, if present in historical training datasets in AI models. For example, in automated credit scoring, ethnic minorities might experience unfair disadvantages (loan rejection), because of the presence of human bias against those particular groups in the training dataset [7]. 
This project proposes a holistic governance framework for the ethical use and application of AI in the financial decision-making process, and drives necessary regulatory integration to ensure ethics in AI. The research particularly has a central focus on the mitigation of ethical risks in the use of AI in financial decision-making, including algorithmic bias, data security breaches, and accountability issues. 
[bookmark: _heading=h.1eud1h68k5cy][bookmark: _Toc212219706]LITERATURE REVIEW
A number of previous researchers have worked on Artificial Intelligence for Financial Decision-Making.  As highlighted by [10], the moral dilemmas in the integration of AI in the financial decision-making processes are identified, where the algorithmic bias is found to be the most critical issue. The researchers suggested the need for the protection of the accountability and transparency of the overall system to strengthen the public trust. The use of large datasets by the GenAI is also a critical matter of risks, due to data security issues, leading to the inclusion of copyrights or IP-protected data in the system [5]. The associated non-adherence to the data protection is crucial for the financial risk of legal penalties as well as reputational damage to the institutions. It is exemplified by the legal penalties of 17.5 million GBP, experienced by the UK’s financial sector due to the data protection issues and non-compliance with the GDPR [3]. In this context, it is obvious that the moral integrity associated with the data protection rule in the UK is regulated by the GDPR, as opined by [9]. The vulnerabilities to data breaches by the use of AI may impose the risk of manipulation of financial markets, hindering the security and reliability. 
The steady upgradation of AI usage due to technological innovation cannot keep pace with the comparatively stagnant regulatory guidelines [4]. This leads to the creation of oversight gaps, where the existing legal landscape is unable to assess whether the applied AI models could meet the moral and legislative standards.  Further, the decentralisation of the UK’s AI-based legal regulation creates a problem due to the lack of a universal guideline [8]. 
More robust and holistic legislative guidelines must be integrated to address the issues, as the researchers suggested, keeping morality and ethical significance at the top of the priority [12]. In addition, the universality of the relevant regulatory guidelines must be crucial to maintain the interconnectedness between the diverse institutions. 
The table below shows the comparison of previous work.
[bookmark: _heading=h.awmmwzbuqent][bookmark: _Toc212219707]Comparison table 
	Authors 
	Journal 
	Article 
	Aim 
	Methodology 
	Main findings
	Strength/ limitations 

	[10]
	Computer and Information Science 
	“Ethical implication of artificial intelligence (AI) adoption in
financial decision making”
	To propose a comprehensive ethical framework with clearer guidelines for AI adoption in financial decision-making 
	Secondary data analysis 
	The regulatory guidelines for the AI usage must be associated with fairness, accountability, and transparency 
	No empirical evidence 

	[5]
	Journal of Information Security and Application 
	“Workplace
Security and privacy implications in the GenAI age: A survey.” 
	To examine the diverse attacks by the Gen AI with respect to their potential to disrupt data integrity 
	Primary data analysis through a survey 
	The complicated Gen AI-associated workplace is vulnerable to attacks through the use of deepfakes, leading to data integrity loss. 
	Empirical evidence witha  scientific analytical base 

	[4] 
	Banking and Finance Law Review 
	“Transforming the Financial Advice Market-The Roles of Robo-
advice, Financial Regulation and Public Governance in the UK” 
	To analyse the role of the robo advisor in financial regulation in the UK 
	Secondary data analysis
	Changes in regulatory governance are required to keep pace with the technology transformation. 
	Strong data sources 

	[3]
	Online source 
	List of Cybersecurity Laws and Regulations in the UK
	To highlight different cybersecuirty laws and regulations in the UK
	Secondary data analysis
	Different cybersecurity regulations are highlighted 
	Use of evidence-based research, but a lack of peer review 

	[9]
	arXiv preprint arXiv:2503.14541.
	“Regulating Ai In Financial Services: Legal Frameworks And
Compliance Challenges” 
	To analyse the legal framework and compliance challenges of AI usage in the financial sector 
	Secondary data analysis
	In the complex landscape of AI usage in the financial service sector need for more agile and adaptable regulatory approaches 
	No empirical evidence

	[12] 
	The Journal of Strategic
Information Systems
	“Responsible artificial
intelligence governance: A review and research framework” 
	To analyse the AI governance and related loopholes 
	Systematic literature review 
	The structural, relational, and procedural practices of AI usage in the financial service sector must be analysed. 
	Strong critical analysis 

	[8]
	Online source
	“The Artificial Intelligence (Regulation) Bill: Closing the UK&#39;s AI
Regulation Gap?”
	To analyse the impact of AI bills on the UK’s regulatory landscape 
	Secondary data analysis
	The lack of any centralised AI-related regulation in the UK creates the issue of universal legal application. 
	Strong critical analysis and empirical evidence 

	[2] 
	Sydney Law Review 
	“Regulating artificial
Intelligence in finance: Putting the human in the loop” 
	To analyse the regulatory landscape of the AI implementation in business 
	Secondary data analysis
	The ethical dimension of AI usage is one of the major concerns. 
	Strong empirical evidence 

	[7]
	AI & SOCIETY 
	“Algorithmic discrimination in
the credit domain: what do we know about it?” 
	To analyse the aspect of algorithmic bias and related discrimination by the use of AI in the financial domain 
	Systematic literature review
	Algorithmic bias has been found to be the potential issue of AI use in the financial domain. 
	Strong critical analysis

	[11]
	International
Journal of Scientific Research in Computer Science, Engineering and Information
Technology
	“Ethical AI
in financial decision-making: Transparency, bias, and regulation”
	To analyse the role of ethics in AI usage in the financial decision-making 
	Secondary data analysis
	Algorithmic bias creates an issue in the AI usage in the financial domain due to lack of fairness 
	Lack of empirical evidence 



Conceptual framework:
[image: ]
Figure 1: Conceptual framework
(Source: Self-created)
The conceptual framework demonstrates the interconnected link between the legal and ethical challenges of AI use in financial decision-making and the need for regulatory reforms for AI adoption. The driving factors of AI integration in financial decision-making have been identified in the literature, including the convenience of technological advancement, economic advantages, and optimisation of public services. However, the fragmented regulatory approaches of AI governance in different parts of the world and the lack of any unified centralised system impose critical challenges to AI use in an ethical way in the financial sector. It points to a broader governance deficit in this context, leading to the need for a clarified regulation for strengthening public trust, transparency, and accountability. 
[bookmark: _heading=h.2ctiyndlj15k][bookmark: _Toc212219708]RATIONALE AND RESEARCH GAP 
The existing literature studies are devoid of empirical research data to show the evidence-based outcome of regulatory and moral dilemmas in the field of AI use in the financial services industry. Most of the existing studies mostly focus on theoretical and conceptual discussions. 
The ethical concerns are associated with adhering to a set of guiding principles for financial decision-making so that the decisions are understandable by the stakeholders and exclude discrimination against any particular demographic group. Security breach issues are quite common in the financial sector, eroding trust among the stakeholders. 
[bookmark: _heading=h.1xdz69374wdg]The UK financial service sector has been found to experience the loss of more than 5.4 million GBP due to data breach issues between 2023 and 2024 [6]. In addition, the regulatory frameworks in the UK in terms of the financial decisions, in most cases, are outpaced, due to the rapid development of AI, further creating legal issues [2]. 
The core issues in this context are the misalignment between the regulatory guidelines of AI use in the financial sector and the rapid evolution of AI. The faster technological evolution cannot keep pace with the slower regulatory reforms and risk management [1]. 
The lack of a comprehensive regulatory framework and guidelines leads to a deficit of responsible and sustainable adoption of AI in the financial sector [14]. This might be a key concern to the regulators and industry leaders due to the discriminatory and unethical consequences of AI-based outcomes, driven by security breaches and algorithmic bias. 
[bookmark: _heading=h.zccbxg1emyf9][bookmark: _Toc212219709]RESEARCH AIM AND OBJECTIVES 
The aim of this project is to evaluate the moral and legal dilemma of the AI application in the financial service sector in the UK. 
Objectives:
· To examine the current regulatory landscape governing AI applications in the UK financial sector.
· To identify gaps and shortcomings in the regulatory oversight of AI usage.
· To investigate challenges faced by UK financial organisations arising from moral and legal dilemmas related to AI.
· To propose more robust regulatory guidelines for the ethical and legal use of AI across financial institutions.
· To develop a prototype for fraud detection using AI tailored to the needs of UK financial organisations.
[bookmark: _heading=h.ykf6ri6euj4i][bookmark: _Toc212219710]SCOPE AND LIMITATIONS 
The dissertation will systematically analyse the research problem and propose a more robust regulatory framework as the final solution. 
Moral and legal conundrums surrounding the application of AI in the UK’s financial decision-making mostly focus on areas like credit scoring, fraud detection, investment advice, and algorithmic trading. It analyses ethical principles (fairness, transparency, accountability) and the UK’s regulatory framework, including FCA guidelines and data protection laws. The primary focus of the current research is to develop a prototype for the AI-tailored action in the financial sector in the UK, associated with credit scoring and fraud detection. This prototype will provide opportunities for empirical investigation of algorithmic bias, data security breaches, and explainability issues by analysing the ethical principles of fairness and accountability, within the regulatory context in the UK. However, the research is limited to publicly available policies and case studies rather than proprietary algorithms or confidential compliance practices. It also does not cover AI applications outside financial services or in jurisdictions beyond the UK, which may restrict the cross-border generalisability of findings.
[bookmark: _heading=h.jriypr9pon2z][bookmark: _Toc212219711]METHODOLOGY 
[bookmark: _heading=h.8t8abfyrn12w][bookmark: _Toc212219712]Research steps 
The study planned to employ a mixed-method study design by including both primary and secondary contexts. Relevant secondary data will be gathered from academic papers, journal articles, case studies (UK-based), and website publications (Bank of England and FCA). 
Next, primary data will also be collected, involving both a semi-structured interview and a survey session. A total of 5 financial compliance officers will be involved in the interview session, which will be recruited through online platforms. An online interview via Zoom meeting will be conducted, employing a total of 7-8 open-ended questions aligning with the research objectives. Secondly, a survey with the fintech developers in the UK will be conducted, where 70-80 participants will be recruited. An online survey will be arranged, using Google Forms, consisting of 10-12 closed-ended and MCQ-based questions to gather the opinion of participants regarding the ethical and regulatory breaches of the use of AI in the UK’s financial sectors and respective mitigation strategies. 
[bookmark: _heading=h.eixudgmbmuk1][bookmark: _Toc212219713]Data Collection Method
The secondary data will be analysed using a thematic analysis strategy after data familiarisation and thematic coding. The primary data collection will allow the researcher to triangulate the data using a comparison and contrasting technique. The interview data will be analysed through thematic analysis, and a quantitative numerical analysis strategy will be employed, using Excel charts to interpret the survey findings. The collected secondary data will be directly fed into the prototype by informing the key design principles of the prototype, leading to the establishment of a built-in logging feature. Further, the qualitative insights gained from the interview data will be used for the validation of the prototype’s features from the perspective of AI usage in the financial industry. Finally, the quantitative survey data will provide the benchmark for the prototype development. 
[bookmark: _heading=h.1laf3jvndwpm][bookmark: _Toc212219714]Tools and technologies 
Different tools that are needed for primary analysis are Excel, Google Survey form, Consent form. To align with the ethical consideration of the research method, informed consent will be collected by the researcher from all the survey and interview participants, and all these different forms and links would be beneficial. 
[bookmark: _heading=h.65ansm38au42]Prototype on this study will be developed in Python with the help of the publicly available financial data, dataset on Kaggle. The prototype will be configured to show how Artificial Intelligence will help to make ethical and safe financial decisions. Machine learning models can be used such as Logistic Regression or a Random Forest classifier, to detect possible fraud transactions. The data will pre-process with the help of Python packages such as Pandas and NumPy to clean and normalize data in the future. Scikit-learn will be used to train and test the model, whereas Matplotlib and Seaborn will be utilized to analyse the patterns and detect the bias of the algorithm. 
Explainable AI (XAI) tools such as SHAP will be incorporated to achieve model predictions interpretability, which facilitates transparency and fairness. The prototype will have a naive interface to present the results of prediction and the level of confidence to prove how AI can be used to increase the accuracy of fraud detection without accountability. The purpose of this prototype will be to give real-world information about the ethical application of AI in financial decision-making. This helps to justify the suggested regulatory model by emphasizing explainability, fairness, and transparency in the AI-based decision-making.
[bookmark: _heading=h.xino0x3b4y6c][bookmark: _Toc212219715]EXPECTED OUTCOMES AND IMPACTS 
The integration of a mixed method approach has been intended to employ a holistic and in-depth research, where qualitative data can be contrasted and compared with the quantitative findings. This provides a stronger critical analysis approach with evidence-based outcomes, from the primary data as well as previous case studies from the UK. The research will also develop a prototype for AI fraud detection in the financial sector and related applications using XAI principles. This can also help to bridge the gap of regulatory deficit in the UK’s AI governance. 
[bookmark: _heading=h.b3cqh8tpis1o][bookmark: _Toc212219716]PROJECT TIMELINE 
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