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Peering Through the Keyhole
Core Concepts: Scanning Networks and Enumeration

The lab introduces the critical early stages of ethical hacking: network scanning and enumeration. These are not just technical tasks – they are methods of systematically uncovering how a system is structured, what services it exposes, and where potential weaknesses may lie.
Scanning is about discovering what is visible on the network, while enumeration digs deeper to extract specific details like usernames, shares, or system roles. Together, they form the foundation of informed exploitation.
The emphasis must be on moving beyond tool usage and thinking critically: 
· What does this data tell us? 
· What assumptions is system making? 
· What risks arise from this exposure? 
By analysing how systems respond to probing, one can learn to map out a target's digital landscape – a key skill in both offensive and defensive security.


Task: Peering Through the Keyhole

You have recently joined PoweRanger Inc. as a Junior Penetration Tester and are currently assisting with the company's quarterly System Hardening Project. As part of this initiative, your task is to assess the internal server network for potential security exposures. Your work will help the security team prioritize remediation efforts and improve the organization's security posture.
Your specific assignment is to scan the server subnet 192.168.56.0/24, identify active hosts, and analyse them for open ports and running services. Once discovered, you are expected to perform detailed enumeration and information gathering to uncover service versions, operating systems, and possible misconfigurations or known vulnerabilities.
You are required to submit a comprehensive report that includes the following information for each identified server:
· A list of all open ports and their associated services
· The exact version numbers of services and operating system details
· Any discovered vulnerabilities or misconfigurations
· A clear explanation of the tools and commands used during the process, including the purpose of each
Instructions for the Lab Exercise
1. Download from the shared folder the VMs (LAB04-01.ova & LAB04-02.ova), import them to your VirtualBox, and start the VMs. It might take 3 to 4 minutes for the VMs to get completely initialized.
2. Start scanning the given network range and run your tests on the VMs using a scanning tool of your choice.
a. State the tools used
i. nmap
b. List any target servers discovered and their IP addresses
i. Linux server (192.168.56.20)
ii. Windows server (192.168.56.30)
c. Identify any active hosts from various scans such as port discovery, service version detection, banner grabbing, OS enumeration, etc. - Note: tools and commands use can be found in lecture 5-6.
d. NOTE: The commands mentioned in these results are just for quick reference and activities as part of this exercise must not be limited to these results examples or tools.

Part 1: Initial Discovery
After identifying the IP addresses of the active servers, a basic reconnaissance scan can be initiated for each server using the following nmap commands to discover the open ports and services:
· nmap -sT -Pn 192.168.56.x		## TCP Ports
· nmap -sU -Pn 192.168.56.x		## UDP Ports
The services expected to be discovered after the quick scans are as follows:
Linux Server (192.168.56.20)
· Apache (HTTP)		: 8080
· SSH				: 2222
· MySQL			: 3307
· FTP				: 2121 (anonymous)
· SMB Share			: 139/445 (//192.168.56.20/lab_public)
· NFS				: 2049 (/srv/nfs)
· DNS			: 5353 (zone: poweranger.com)
· SMTP			: 2525
· SNMP			: 161 (community: public)
· Redis			: 6380 (seeded keys)
· LDAP			: 389 (admin pw: labpass)
Windows Server (192.168.56.30)
· RDP			: 3389
· VNC			: 5900
· SMB / File Sharing	: 445
· IIS (HTTP)			: 8080
· FTP			: 2121 (anonymous)
· DNS			: 5353 (zone: poweranger.com)
· SNMP			: 161 (community: public)

Part 2: Deep Scanning
Service Version Enumeration
· nmap -sV -p 2121,8080,2222,3307,6380,445,161 -Pn 192.168.56.20
· nmap -sV -p 21,8080,1433,3389,445,161 -Pn 192.168.56.30
OS Detection
· nmap -O -Pn 192.168.56.20 192.168.56.30
Nmap Scripts for Vulnerability Detection
· nmap --script smb-vuln* -p445 192.168.56.20
· nmap --script ftp-anon,ftp-vsftpd-backdoor -p2121 192.168.56.30
· nmap --script http-vuln* -p8080 192.168.56.20
· nmap --script ms-sql-info -p1433 192.168.56.30
· nmap --script snmp-info -p161 192.168.56.20
Service-specific Enumeration
· HTTP	: Service scripts, version, banner, content probes
· SSH	: Auth methods, banner, host key
· MySQL	: Service info, version enumeration, default settings
· FTP	: Anonymous login, weak passwords
· SMB	: Enumerate shares & users, anonymous login
· NFS	: Show mount, directory listing
· DNS	: Recursion, zone transfer
· SMTP	: Enumerate users & commands
· SNMP	: Service info, community string
· RDP/VNC	: Banner info, weak passwords

3. Once done with the testing, report all the information about the vulnerabilities that you were able to identify.
a. For additional information and report writing, use lecture 7-8 to aid with this.
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