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1.	Custom Desktop Computer
1.1.	CPU & Motherboard
IntroductionAs per the coursework task description, the CPU and the motherboard needs to be able to efficiently run LabVIEW and SolidWorks Electrical for engineering tasks such as design and simulating these designs.


Research
According to [1] the recommended PC system features are for the processor to be a minimum of 4GHz, intel or an AMD with an SSE2 support. With these settings, the memory would need to be a minimum of 32GB RAM for the CPU and motherboard to operate efficiently when running SolidWorks Electrical.
When the student investigated the LabVIEW requirements, [2] states that LabVIEW’s recommended requirements are Intel Core i5 but it will operate on a minimum requirement of an Intel Core i3. There is also an option of an AMD Ryzen 5 equivalent or better or a minimum of an AMD Ryzen 3 equivalent or better. The recommended RAM by [2] is 16GB with a minimum of 4GB or more with 16GB ensuring a smoother operating experience and faster data processing whilst working on more advanced pieces of work. 
With this research the student has chosen an Intel core i5 [3], specifically an i5-14500 which has been chosen due to it having a processing power of 4.9GHz which covers all applications and is one of the most recent release of this CPU according to [3] which ensures that it will operate efficiently and will be up to date with running all the current applications effectively.The student then chose a motherboard which was compatible with the CPU and the applications needed. Using [16] the student chose a compatible motherboard which is “MSI Pro Z790-P WiFi DDR4” this has been chosen by the student due to it being the correct chipset for the CPU ensuring a correct fit. As well as having a maximum RAM of 128GB which is more than enough to accommodate the applications that are going to be used on the PC such as SolidWorks Electrical, LabVIEW, Word, Microsoft Teams and more. It also has 4 RAM slots if the user wants to expand the RAM memory in the future to keep the PC sustainable.


1.2.	Non-volatile Storage
For the non-volatile storage the student chose to use an SSD drive as [4] states that an SSD drive doesn’t have a problem with heat being generated as it doesn’t have an HDD’s moving parts. This means that an SSD can maintain a lower temperature compared to an HDD and have a much higher performance whilst doing so. [4] It is also more durable storage option which can manage everyday wear and tear while still being faster than HDD, more power and energy efficient, whilst having less weight and no noise due to no moving parts. 
The storage size has been chosen based on [5] saying that 512GB or more is better for big files and more complex work which will require more data space to store while 256GB is enough for basic web browsing and office work. 
So, the student has decided to choose 512GB-1TB which will ensure that it has plenty of storage with applications continuing to evolve and use more data and to ensure that plenty of data is available for engineering software such as LabView and SolidWorks. From this the student chose the “XPG GAMMIX S50 Lite” using [6] to ensure that it would be compatible with the motherboard to ensure that it will work smoothly. 
1.3.	The Ports and Features Needed
The ports and features for the PC are determined by the type of motherboard the student has chosen, on the [6] website the back panel ports for the MSI PRO Z790-P WIFI DDR4 are as follows:
A Keyboard and Mouse Port
A DisplayPort
Two USB 2.0 Ports
2.5G LAN Port
Wi-Fi / Bluetooth Port (RJ-45 Port)
Audio Connectors
Flash BIOS button
HDMI Port
USB 3.2 Gen 1 5Gps Type A
USB 3.2 Gen 2x2 20Gps Type C
USB 3.2 Gen 2 10Gps Type A










These allow a range of different uses and connections with the multiple USB Ports always allowing plug in extensions if more ports were needed but for the function that the PC is being built for it is a perfect array and number of ports. The motherboard also supports Windows 11 64-bit as an operating system and Windows 10 64-bit which is required by applications such as word and excel.

1.4.	Graphics Card
The MSI PRO Z790-P motherboard is compatible with any modern graphics card that uses PCI Express (PCIe) interface according to [6] MSI. The specifications recommended for the applications that the student previously specified are 1080P (1920x1080 pixels) as a recommended value but could also use higher values such as 2K (2560x1440 pixels) or 4K (3840x2160 pixels). 
From this the student chose a NVIDIA Geforce RTX 5080 graphics card this is due to [7] the card being a PCIe 5.0 x16 which is compatible with the MSI Pro Z790-P motherboard that I have chosen and conforms to the same specifications as my CPU [3] GPU specifications for the Intel core i5 14500 which can operate to a maximum (4090x2160 pixels) through a HDMI connection and (7680x4320 pixels) through a DisplayPort cable. It has a price of £1000 but this is due to it being a very current and new graphics card which won’t need to be changed for years to come as the applications improve their products and provides a smooth and seamless experience when using the system due to the massive memory size and clock speeds.










1.5.	Case and Power Supply
The motherboard is an ATX form factor which is why the student has chosen a compatible ATX full tower form factor, the student has chosen to use a Corsair Graphite Series 760T which also has 9 Expansion Slots if they are required for the purpose of the PC.
For the power supply the student has chosen an ATX size power supply [8], “CORSAIR RM750e 750w ATX Power Supply Unit” the student has chosen this as it’s a 750W power supply unit which has an efficiency of 80+ Gold which ensures that the power won’t be wasted within the system which ensures that components won’t overheat from the power flowing to them and ensure that no components will be damaged when operating.

1.6.	Suitable Monitor and Accessories 
The student has chosen a “Samsung LU32J590UQPXXU UJ590 32" 4K UHD Monitor” this is due to it having a 4K resolution which conforms to the resolution of the graphics card chosen for the applications and the intel core i5 CPU. It also has a Display port to connect to the PC and two HDMI connections. 
The accessories being used are a “UGreen Webcam for PC” which uses a USB connection for video calling and a Cherry wireless keyboard and mouse which uses only one USB slot for both and enable more space to be used from no wires.

1.7.	Network Connectivity and Software
The network connectivity as previously stated will be an ethernet cable to a LAN connecting from a router to the PC RJ-45 which ensures a better connection for fast data transmission but also has the option for Wi-Fi.
For security software to protect against malware and virus’ the student has chosen to use Bitdefender Antivirus Plus, this is due to it having a range of different features such as [9] ransomware protection, a secure browser for financial transactions and a VPN which will protect a user’s data when accessing a website and creates a secure cover for the user to access sensitive information without worrying about it from a home environment.


1.8.     Table of Components- Conclusion of Task
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2. Cybersecurity Cybersecurity is related to any technologies, practices or policies which are used to prevent cyberattacks or mitigating the impact of an attack [18]. Cybersecurity is important due to its ability to stop cyberattacks which can lead to identity theft, personal or corporate extortion and can contribute to loss of sensitive data and information about a person or company. 


2.1. Potential Impacts of Cybersecurity Risks
The potential risk of the company having outdated firewall configurations is that [10] it allows multiple different security threats through such as malware or phishing that would have normally been blocked, it can lead to ransomware attacks, data theft and an overall loss of confidence in the business itself. Outdated firewalls may also lack the features to look at the depth of traffic to consider what is being delivered or received by the system or lack the ability to actively scan for viruses.
The potential risk of the company using outdated firmware and default passwords is that [11] it has compromised security due to lacking the latest security patches and updates which puts them at risk of a cyberattack. Outdated software can also lead to performance issues which slow systems and can have frequent crashes which leads to disruption in the business and can lead to losses of data and puts critical data at risk.
Having an international supplier which lack cybersecurity practises [12] can enable attacks on both the supplier and the company itself due to them having unsecured communication channels such as through emails or file transfers and exchanges of data between the company and supplier, this can lead to the sensitive and critical data being an easy target by a cyberattack.
Having employees which have limited cybersecurity training can lead to increased vulnerability to cyberattacks due to not being up to date with the latest cybersecurity threats and are more likely to fall victim to them. [13] These can have a reputational and financial damage to the company due to data being leaked and customers may lose trust in a company that isn’t able to prioritise their sensitive information.



2.2. Prioritising Risks on Potential Impacts
1. The potential impact that has the highest risk to the company’s operations that the student has chosen is employees having limited cybersecurity training as this will make the biggest difference due to cybersecurity attacks usually target a person through fishing to try to gain access to their files and data which they have access to. [13] If they are not trained properly it could lead to workers unintentionally mishandling data and letting a hacker gain access to that data and intellectual property. This leads to an overall unawareness from employees and weakens an organisation’s ability to respond and react to these threats.
2. The student has chosen that the second highest risk is using outdated firmware and software due to the default passwords being easy to crack by hackers and also that it can lead to [14] spying and hackers redirecting users to malicious websites in order to gain access to data on a company’s device. They also lack the ability to update their firmware which exposes them to evolving risks.
3. The student has chosen that the third highest risk is the firewall configurations being outdated this is due to [15] as they lack the recent security updates and protections against changing threats which can leave a massive hole in a business’s defences. It can lead to financial loss and potential legal ramifications, but it is in third place due to not having a bigger impact on a company as the previous two risks and wouldn’t make as big an impact if the previous two risks aren’t solved.
4. The student has chosen the international supplier which lack security practises, this is due to the fact that even though it is as big of an issue as the other three risks as the company can choose which suppliers they use so they would be able to either change supplier or also ask them to increase their cyber security standards if they would want to stay in business with each other otherwise it presents a massive data risk due to unsecure communication channels which are an easy target for a cyber-attack.




2.3. Cybersecurity Strategy
The student has decided that the best strategy to improve the cyber security across the whole company is, firstly to implement re occurring compulsory training that all staff must undertake every 6 months this will ensure that all employees are aware of any new cyber attacks and are regularly ensuring that they do not fall prey to a cyberattack this is due to them being regularly informed and kept aware of the importance of cyber security. 
The next part of the strategy is to upgrade all firmware across the company to all the newest firmware and software this will allow the company more security due to it being up to date and will allow it to continue to update to stop potential cyberattacks with being able to stop different cyberattacks and viruses from gaining access into the server and will get rid of easy default passwords in which a hacker could easily crack and gain access.
The third part of the strategy will be to update all firewall configurations to the newest possible version or add new firewall configurations for the one’s that are at the end of the products lifespan this will ensure that they are up to date and able to protect against new threats that have been developed and will be able to scan for viruses and malware more efficiently and block them from being able to gain access to the server which will aid in keeping the company’s sensitive data secure.
Lastly the international supplier should be giving a list of things such as like what the company adheres to with their own cybersecurity policies, and they will have to meet them to continue being in business with the company otherwise its an easy avenue for hackers to gain access to the server and the sensitive company data.








2.4.	Incident Response Plan 
Firstly, the company would need a team which is responsible for the upkeep of the cybersecurity strategies and ensure that they are kept to a high standard, this team would then deal with any breaches or potential attacks. 
If an employee’s device is suspected of having been part of a cyber-attack, then the next steps that they should take are as follows:1.	Obtain the User’s device
2.	Note the reasons as to why the user think’s they have experienced a cyber-attack.
3.	Use the information to figure out what type of cyber-attack it is.
4.	Document which data has been compromised.
5.	Wipe the device of all its data so that the hacker won’t be able to access anything more than what they already have.
6.	Investigate how the attack happened if it was due to fishing or a virus.
7.	Ensure that the employee receives the proper training if the attack was due from an unintentional act by the employee.
8.	Ensure that all security measures are still working and have not been compromised and need to be replaced. 
9.	Check to ensure that no other devices that are linked within the same network have been compromised.
10.	 Return the wiped device and ensure that it is secured once again if this can’t be done give a new device to the employee.











2.5   Conclusion
To conclude these strategies should ensure a secure and safe working environment for the employees within the company and ensure that little data is loss at the hands of hackers and cyberattacks which in turn will protect sensitive data and enable customers to be confident when working with the company.
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