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Forensic Report
                                                                                Introducti

Abstract 

Today Cyber-crimes has reached threatening level. The use of the internet become part of our life and also for the governments and businesses. This has created a world without barriers, as a consequences of this technology all networks and individual machines become vulnerable to cyber criminals.  This paper will discuss the forensic tools that are in used today and analysis of a forensic audit on an impending terrorism attack evidence collected from Heathrow International Airport.
Acronyms

HIA- Heathrow International Airport

FA-Forensic Audit

CAINE-Computer Aided Investigative Environment

The modern world has enabled the computers to not only store and process data but also retrieve relevant data that can be used in the courts as evidence. Most of the forensic professionals find the computer useful when conducting investigations in relations to the data stored in the computer. Depending on the type of the information being retrieved the professional can use a range of tools to gain access. This section will highlight the most common computer forensic tools that are considered important when undertaking a forensic audit of the computer [1]. The following list provides the most common tools are used in the forensic audits;

1. SANS SIFT

2. XPLICO

3. X-ways forensics

4. CAINE

5. Volatility framework

SANS SIFT

This is an Ubuntu based forensic audit that is based on a live CD where all the required tools are included. SANS is an open source tools that can be used by any unix system freely. Perhaps the most unique feature about SANS is the ability to support Expert Witness Format, Advanced Forensic Format and RAW evidence formats. SANS is a 64-bit based system with good memory utilization. Its file system is relatively expansive to accommodate many file formats. It also have cross compatibility with Windows version. It can be noted that SANS has been used in many of the forensic investigations are proved valuable and reliable [2]. The following figure can be used to illustrate the computer interface for SANS; [image: image2.png]



Figur 1 SANS
interfachttp://resources.infosecinstitute.com
ProDiscover Forensic

This is yet another powerful computer security tool that provided capability for locating all the files and data in a computer disc. The tool can also be used to protect the evidence that is retrieved from the scene thus creating reliable evidentiary reports that can be presented in the court. Perhaps the most outstanding feature of this tool is the ability to recover deleted files, evaluate slack space in the computer and gain access to Windows alternate data streams [3].  It can also allow for previewing the search and image-capture ability of the Hardware protected area on the memory disk. Prodiscover forensic tool can create a bit-stream copy of the memory disk, examine and cross-reference the data at the cluster level, make use of perl scripts  in order to automate the investigation tasks and search files on the entire disk. The following figure can be used to illustrate the interface for Prodiscover forensic tool;
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  Figure 2 ProDiscover    https://www.scmagazine.com
CAINE

CAINE is a linux based forensic tool that constitutes a live CD that contains all the relevant digital forensic tools for investigations. As such CAINE is an open source tools that can be used by any unix system freely. Perhaps the most unique feature about CAINE is the ability to support Expert Witness Format, Advanced Forensic Format and RAW evidence formats. CAINE is a 64-bit based system with good memory utilization. Its file system is relatively expansive to accommodate many file formats [4]. It also have cross compatibility with Windows version. It can be 
noted that CAINE has been used in many of the forensic investigations are proved valuable and reliable. Additionally, CAINE has a user friendly interface that combines all the forensic tools in a single interface. It can be considered to be a semi-automated report generator for both the mobile and network forensic investigations [5]. 
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Figure 3 CAINE

http://www.linuxbsdos.com

Volatility framework

This is yet another forensic tool that is well known for computer memory analysis. it is basically suited for analyzing the runtime state of the system and the retrieval of the data from the system that is already stored in the volatile storage. The good thing about volatility framework is the availability of cross-reference and the extensive platform that makes the forensic investigations easier to handle. Perhaps the most outstanding feature of this tool is the ability to recover deleted files, evaluate slack space in the computer and gain access to Windows alternate data streams. It can also allow for previewing the search and image-capture ability of the Hardware protected area on the memory disk [6]. Volatility forensic tool can create a bit-stream copy of the memory disk, examine and cross-reference the data at the cluster level, make use of perl scripts  in order to automate the investigation tasks and search files on the entire disk. The following figure can be used to illustrate the interface for Volatility framework interface; [image: image5.png]208 ° -, G, 2
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Figure 3 Volatility Framework interface
Https://techtalk.gfi.com

XPLICO

Xplico is considered to be a network of forensic analysis tools where different software’s are connected to deliver given forensic analysis. The software is renowned for ability of reconstructing contents of acquisitions that are either performed with a packet sniffer or processed by the computer system. It is supported by many network protocols and it is port independent [7]. This is critical especially when analyzing the flow of information within a given network under focus. As such it can reassemble data  with no size limits. The following figure can be used to illustrate the interface of Xplico;
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Figure 4 Xplico interface
 https://www.xplico.org
Case Study

In relation to the terrorist attack case that occurred at Heathrow International Airport it is clear that the victim was indeed a terrorist. In reference to the number and type of evidences retrieved from the scene, computer and the communications it is with no doubt that the victim was actually planning a terror attack. John should have therefore collected as much as information from the scene of the incident in order to sufficiently support the court case. Some of the information that John should not forget to include in the chain of custody include the date and time of collection of forensic data, location of collection, his name, the name of the owner of the media, the main reason for making such a collection, the type of media used to collect the information, the model of the hard drive, the forensic methodology employed to collect data, the physical description of the computer and its status, the hash value of the source drive, the signature of the persons given the evidence including the police and the list of the documents and data retrieved from the computer [8]. 

Since the computer was in the stand-by mode it made it easier to access the computer by only by-passing the password prompt. However, if the computer did not have the password I would then proceed to retrieve all the required information from the computer by use of forensic tool. As such, the access to the MS word, Excel, PDF, images, videos and audio files would not be a problem when the system has been accessed.

It prefer to use the forensic tools such as ProDiscover forensic tool [9]. The tool can also be used to protect the evidence that is retrieved from the scene thus creating reliable evidentiary reports that can be presented in the court. Perhaps the most outstanding feature of this tool is the ability to recover deleted files, evaluate slack space in the computer and gain access to Windows alternate data streams. It can also allow for previewing the search and image-capture ability of the Hardware protected area on the memory disk. Prodiscover forensic tool can create a bit-stream copy of the memory disk, examine and cross-reference the data at the cluster level, make use of perl scripts  in order to automate the investigation tasks and search files on the entire disk [10].

The retrieval of the MS word, Excel, PDF, images, videos and audio files was obtained by accessing first the recent files and searching for their extensions in the computer system. In this way all the documents with such extensions were displayed in the search engine [11]. 

For the outlook mails and contacts I selected all the contacts on the outlook search engine in order to retrieve all the contacts including the emails, phone contacts and the contents of such mails. The chat history and the temporary and cache files were obtained from the temporary files in the Temp file for the windows system [12] . 

It may not however considered valuable to prepare a list and description of the videos retrieved from the computer since they do not directly support the case. The presence of such videos is a clear indication of the motivation of the victim was terrorism. Perhaps the mention of some of the videos can be sufficient to support the case. In reference to the evidence obtained from the scene that I have prepared together with other additional evidence I believe there is sufficient they form a sufficient evidence that can be presented in a court of law. The information provided here is considered confidential and should only be produced in court [13]. 
INVOICE

	Client : Mr. Mark Wales

	Mr. John

	Date: 25th Mar 2018

	Item
	Ref. No
	Invoice Amount

	Forensic Audit Investigations
	124
	£2890.00

	Forensic Report
	067
	£560.00

	Total
	£3450


Conclusion 

Analysis of a forensic audit on an impending terrorism attack evidence collected from Heathrow International Airport. Different forensic tools have also been discussed. A chain of custody items included in the forensic investigator report have been included in the report. There also many other forensic tools that forensic investigator can use during their investigations. Staying ahead of cyber criminals is very important for any investigator by using the latest forensic tools in order to carry their investigations reliably. 
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