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[bookmark: _Toc216401173]Task 1: Digital Forensics: Current State, Trends, Challenges, and Job Market
[bookmark: _Toc216398303][bookmark: _Toc216401174]Abstract
[bookmark: _Toc216398304]It empowers the recovery of evidence from digital devices in light of the ever-improving cyber threats. This report examines the status quo of the field through key tools like Autopsy and EnCase, its intersection with cybersecurity via DFIR workflows, emerging trends such as AI automation and cloud analysis, major challenges including data overload and encryption, and robust national/international job markets. The findings bring out clearly the necessity for skill development and technological adaptation to deal with backlogs and emerging threats, underlining the strategic importance of forensics in incident response. [1][2]
[bookmark: _Toc216398305][bookmark: _Toc216401175]Introduction
[bookmark: _Toc216398306]Digital forensics means saving, spotting, pulling out, plus recording digital proof used in court – super useful when fighting online crimes such as ransomware or stolen data, which drain billions every year. As worldwide hacking attempts climb about 15% each year, this area’s grown into a mix of tech know-how and structured methods, shaped by rules from groups like NIST and ISO 27037.[3] Here, we look at today’s tools, how it ties into security work, new shifts happening, major roadblocks, along with hiring patterns – using studies, company insights, and employment stats from 2023 to 2025. The main idea? Even though digital sleuthing boosts defenses against threats, issues like strong encryption and not enough trained people push us to find fresh fixes.[4][5]
[bookmark: _Toc216398307][bookmark: _Toc216401176]Current State and Tools
The field thrives on sophisticated open-source and commercial tools tailored for diverse data sources, from hard drives to cloud storage. Autopsy excels in timeline reconstruction and deleted file recovery across NTFS/Ext4 systems, supporting hash databases like NSRL for artifact filtering. EnCase provides enterprise-grade imaging with encryption handling and remote collections, processing terabytes efficiently. Cellebrite UFED dominates mobile forensics, extracting app data from iOS/Android via advanced bypasses, while Volatility Framework nalyses RAM dumps for malware artifacts across Windows/Linux.[6][7]
	Tool
	Key Features
	Capabilities

	Autopsy
	Open-source, modular plugins
	File carving, keyword search[6]

	EnCase
	Encrypted evidence processing
	Multi-platform imaging[3]

	Cellebrite
	Cloud/mobile extractions
	Logical/physical dumps[7]

	Volatility
	Memory analysis framework
	Process enumeration, rootkits[1]


Adoption spans law enforcement (e.g., FBI) and corporations, with 2025 reviews noting 80% tool integration in SOCs for faster triage.[8]
[bookmark: _Toc216398308][bookmark: _Toc216401177]Intersection with Cybersecurity
Digital forensics extends cybersecurity’s defensive posture into reactive investigation, forming the backbone of Digital Forensics and Incident Response (DFIR). Post-breach, tools like Magnet AXIOM reconstruct attack timelines, attributing threats via IOCs and enabling mitigation—vital in cases like SolarWinds where forensics traced supply-chain compromises.[4] NIST SP 800-86 frameworks integrate forensics with SIEM systems for proactive hunting, reducing mean time to respond (MTTR) by 40%. This synergy ensures compliance with GDPR/CCPA through defensible evidence chains.[9]
[bookmark: _Toc216398309][bookmark: _Toc216401178][bookmark: OLE_LINK1]Emerging Trends
AI/ML integration automates anomaly detection and evidence prioritization, slashing analysis from days to hours in tools like Cyber Triage. Cloud forensics rises with AWS/Azure support, addressing ephemeral data via remote API collections. IoT/5G analysis and deepfake detection gain traction, using blockchain for tamper-proof custody. Rapid triage via edge computing tackles backlogs, with 2025 whitepapers forecasting quantum-safe hashing.[2][10]
AI-driven pattern recognition: 50% faster malware identification.[5]
Mobile/IoT expansion: Parsing wearables and smart devices.
Automation workflows: No-code scripting for scalability.[11]
Generative AI enables simulated attack reconstructions, allowing investigators to test hypotheses on virtual environments without risking evidence integrity. Federated learning preserves privacy in multi-jurisdictional cases by training models across agencies without data centralization. Quantum computing threats spur post-quantum cryptography integration for evidence hashing, while 6G networks demand real-time forensics for ultra-low latency threats. These advancements promise to resolve 30% more cases annually by 2027.
[bookmark: _Toc216398310][bookmark: _Toc216401179]Key Challenges
[bookmark: _Toc216398311]Exabytes of data generated daily overwhelm digital forensics investigators, creating average case backlogs of 6-12 months primarily due to reliance on manual triage processes. Full-disk encryption technologies like BitLocker and File-Based Encryption (FBE) on modern devices render vast amounts of evidence inaccessible without advanced bypass techniques or legal mandates, while anti-forensics tools—such as secure file wipers (e.g., Ccleaner in malicious modes) and steganography—actively evade detection. GDPR and similar privacy regulations impose strict data minimization and cross-border transfer restrictions, complicating international investigations and risking non-compliance penalties. Skills gaps remain acute, with only 20% of professionals holding certifications in specialized areas like memory forensics, exacerbated by rapid attacker innovations including living-off-the-land binaries (LOLBins) and fileless malware that leave minimal disk footprints. Resource constraints plague underfunded public labs, where outdated hardware struggles with petabyte-scale imaging, necessitating urgent policy reforms for increased funding, standardized training programs, and public-private partnerships to distribute workload[12].
[bookmark: _Toc216398312]Evolving device ecosystems add layers of complexity: IoT fragmentation across thousands of protocols hinders comprehensive analysis, and ephemeral cloud data (e.g., AWS S3 auto-deletion) demands real-time acquisition capabilities not yet standardized. Jurisdictional conflicts arise in multinational cybercrimes, where mutual legal assistance treaties (MLATs) delay evidence sharing by months. Moreover, the rise of homomorphic encryption allows computations on ciphertext, potentially shielding criminal communications indefinitely. These challenges collectively reduce conviction rates in cyber cases to below 30% in some jurisdictions, underscoring the need for automated triage, AI-assisted decryption, and global harmonization of forensic standards[13].
[bookmark: _Toc216398313][bookmark: _Toc216401180]Job Market Analysis
The digital forensics job market experiences surging demand amid persistent cyber skills shortages, with the UK’s 2025 government report identifying 11,000 unfilled cybersecurity vacancies, approximately 20% forensics-specific roles like DFIR analysts earning £50-80k annually. Globally, the sector projects a 15% compound annual growth rate (CAGR), forecasting 50,000 new positions by 2030, propelled by NCSC initiatives, escalating ransomware epidemics, and regulatory mandates like the EU’s NIS2 Directive requiring forensic readiness.[14]
	Region
	Avg. Salary
	Demand Drivers
	Key Roles
	
	
	

	UK
	£60k
	Law enforcement expansion, NCSC funding
	DFIR Analyst, Forensic Examiner
	
	
	

	USA/EU
	$110k
	Ransomware surges, GDPR compliance
	Incident Responder, eDiscovery Specialist
	
	
	

	Global
	$95k
	Cloud breaches, IoT attacks
	Cloud Forensics Expert
	
	
	



Job portals like LinkedIn and Indeed reveal over 500 UK listings in December 2025 alone, prioritizing proficiency in EnCase, Autopsy, and Cellebrite, alongside scripting skills in Python for custom tooling. Entry-level positions demand foundational certifications such as CompTIA CySA+ or Security+, evolving to mid-level roles requiring GIAC Certified Forensic Analyst (GCFA) or Certified Forensic Computer Examiner (CFCE). Senior positions, often at £80k+ or $150k+, emphasize leadership in DFIR teams at firms like Deloitte, KPMG, or government agencies (e.g., FBI, GCHQ), with hybrid remote work now standard post-pandemic.
Emerging opportunities cluster in high-growth areas: cloud forensics specialists for AWS/GCP investigations command 20% premiums, while AI-augmented forensics roles in private sector SOCs grow 25% yearly. Women and underrepresented groups face barriers but benefit from initiatives like NCSC’s CyberFirst scholarships. Freelance consulting via platforms like Upwork offers £400-£800/day rates for expert witnesses, though court admissibility under Daubert/Frye standards requires rigorous validation. Overall, the market favors adaptable professionals blending technical acumen with legal knowledge, positioning digital forensics as a recession-proof career amid perpetual cyber threats.[15]
[bookmark: _Toc216398314][bookmark: _Toc216401181]Conclusion and Recommendations
Digital forensics advances cybersecurity through robust tools and trends, yet data scale and regulations pose hurdles in a high-demand job market. Pursue GCFA certifications, invest in AI training, and foster international standards for collaboration.
[bookmark: digital_forensic_investigation_report][bookmark: _Toc216401182]Task 2 : DIGITAL FORENSIC INVESTIGATION REPORT
[bookmark: quantum_tech_patent_theft_qt_ai_2025][bookmark: _Toc216401183]Quantum Tech Patent Theft (QT-AI-2025)

[bookmark: executive_summary][bookmark: _Toc216401184]EXECUTIVE SUMMARY
A coordinated conspiracy involving Emma (senior engineer, perpetrator), Joe (intermediary), and Norman Smith (buyer representative) has been uncovered through digital forensic examination of three smartphones and a removable USB storage device. Evidence confirms:
Emma (/"Peter Dover") accessed Quantum Tech’s QT-AI-2025 AI chip patent using her insider credentials
Joe identified and approached a buyer at an external competitor (“NSI compa”/”NexGen Circuits”)
Norman negotiated purchase terms and a 5 million USD offshore payment, with 2 million USD upfront to Emma
Ulefone USB device (Note 14 backup) was staged with approximately 437 MB of documents, databases and design files for exfiltration
Timeline confirmed: Conspirators agreed on 31 January 2025 to deliver blueprints within 48 hours via secure channels, then “be ghosts”
All evidence preserved with cryptographic hash verification (SHA-256) and documented chain-of-custody via Cellebrite UFED extraction protocols.

[bookmark: case_background_investigation_scope][bookmark: _Toc216401185]CASE BACKGROUND & INVESTIGATION SCOPE
[bookmark: incident_overview][bookmark: _Toc216401186]Incident Overview
Quantum Tech’s IT security team detected unauthorised access to the proprietary patent database on the AI chip design patent (ID: QT-AI-2025). Initial investigation identified Emma, a recently hired senior engineer, as the primary suspect. Subsequent analysis revealed a wider conspiracy involving two additional co-conspirators coordinating external sale to a competitor.
[bookmark: scope_of_investigation][bookmark: _Toc216401187]Scope of Investigation
This forensic examination focused on:
Acquisition of forensic images from three seized smartphones and one USB backup device
Extraction and analysis of communication logs (WhatsApp, Instagram, Facebook Messenger, SMS, emails)
Reconstruction of a detailed timeline of communications regarding theft, transfer and payment
Correlation of file metadata with exfiltration planning
Attribution of roles and determination of each suspect’s intent and motive
[bookmark: legal_authority][bookmark: _Toc216401188]Legal Authority
Evidence was seized under proper continuity-of-evidence protocols and all examination conducted using industry-standard forensic tools (Cellebrite UFED v7.73.0.162 and Physical Analyzer v7.71.0.42) to ensure admissibility in legal proceedings.

[bookmark: evidence_inventory_chain_of_custody][bookmark: _Toc216401189]EVIDENCE INVENTORY & CHAIN OF CUSTODY
[bookmark: device_summary][bookmark: _Toc216401190]Device Summary
[bookmark: _Toc216398316]Emma – D1 Huawei POT‑LX1 P Smart
Emma’s Huawei is basically the “inside job” in handset form: fully imaged with proper hashes so nobody can claim the spicy chats were Photoshopped. Inside are WhatsApp, Instagram and Under the alias “Peter Dover” in Facebook Messenger, she haggles over taking the blueprint “in chunks” and signs off a 5M offshore deal,where she cheerfully admits having “highly valuable” Quantum data and negotiates blueprint drops and payouts like it’s a side‑hustle, not a felony.
[bookmark: _Toc216398317]Joe – D2 Samsung Galaxy A13
Joe’s Samsung looks like a Swiss‑army phone for digital mischief: Messenger, Insta, Gmail, Chrome and cloud‑storage apps, all neatly preserved and hash‑checked.From the artefacts and his DMs about “someone in NSI compa”, Joe is clearly the middleman who says “I know a guy” and then wires your stolen IP to that guy.
[bookmark: _Toc216398318]Norman – D3 Nokia C2 2nd Edition
Norman’s Nokia proves budget phones can do premium crimes; the backup (again, nicely hashed) holds WhatsApp databases, locations and timelines ready for correlation.[4] Under Facebook account, he haggles over taking the blueprint “in chunks” and signs off a 5M offshore deal, which is a lot of money to save on R&D.
[bookmark: _Toc216398319]Emma’s USB – D4 Ulefone “Note 14”
The Ulefone Note 14 is Emma’s pretend‑phone, real‑USB: acquired as an Android backup with its own SHA‑256 fingerprint, so every suspicious bit is locked in.[5] It’s stuffed with hundreds of documents and data‑files, making it the digital equivalent of a duffel bag in the boot where you stash the QT‑AI‑2025 blueprints before meeting your new “friends”.


Examiner: VIRAJ
Unit ID: 1136568878
Report Generation: 03/12/2025 17:00–17:48 (UTC+0)
Timezone: UTC+0 (London, Europe)
[bookmark: chain_of_custody_notes][bookmark: _Toc216401191]Chain of Custody Notes
All gadgets were reached using a Cellebrite UFED tool, with seals in place to block any changes
Extracted IDs recorded per gadget - so you can track every move without hassle
Check done right after pulling data – every part came back fine
Physical proof packed + sealed - recorded properly (not seen here, yet taken for granted under police norms)
[bookmark: methodology_tools_techniques][bookmark: _Toc216401192]METHODOLOGY: TOOLS & TECHNIQUES
[bookmark: acquisition_strategy][bookmark: _Toc216401193]Acquisition Strategy
· Huawei D1: File-system extraction via Android Debug Bridge (ADB) connection, full system partition decoding
· Samsung D2: Selective-apps decoding focusing on communication clients (Messenger, WhatsApp, Instagram, Gmail), cloud storage (Google Drive, OneDrive) and system metadata
· Nokia D3: Android-backup extraction preserving encrypted WhatsApp databases (msgstore.db.crypt14) and application data
· Ulefone D4: Android-backup image treated as removable USB storage; full data-file inventory and timeline analysis
[bookmark: decoding_analysis][bookmark: _Toc216401194]Decoding & Analysis
· Cellebrite Physical Analyzer v7.71 used for all report generation and data interpretation
· Plugins deployed: PreProject, Android Databases, AndroidUnlockPatterns, AndroidUnlockPassword,Sqlite3, ProcData Analyzer, ContactsCrossReference, and post-project finishers
· Decoding scope: Communication apps, call logs, email, installed applications, cookies, device settings, user accounts, timelines and data files
[bookmark: hash_verification_integrity][bookmark: _Toc216401195]Hash Verification & Integrity
· Each extracted image encrypted with SHA-256 and size recorded in bytes
· Post-acquisition hash validation performed to confirm zero tampering
· All images marked "Intact" in Image Hash Details section, meeting forensic best-practice standards

[bookmark: findings_detailed_analysis][bookmark: _Toc216401196]FINDINGS: DETAILED ANALYSIS
[bookmark: part_1_initial_approach_buyer_ide_8612ba][bookmark: _Toc216401197]Part 1: Initial Approach & Buyer Identification
[bookmark: message_1_joe_contacts_emma_via_i_aeb8c7]Message 1: Joe contacts Emma via Instagram (09/09/2024 16:55:59)
· From: hamster.184397 (Joe)
· To: Emma (Instagram contact on her Huawei, D1)
· Platform: Instagram Direct Messages
· Content: "Hi Emma… I found someone in NSI compa. He is interested. He needs to know the level of information, you would be willing to share. Could you provide any information on that?"
· Interpretation: Joe explicitly identifies an external buyer within an NSI-related company (consistent with NexGen Circuits or competitor intelligence) and tests Emma's willingness to share IP. The phrase "NSI compa" likely refers to a rival electronics/semiconductor firm.
[bookmark: message_2_joe_references_quantum_a872ab]Message 2: Joe references Quantum's value (21/08/2024)
· From: Joe
· To: Emma
· Platform: Instagram DM (recovered from D1 Huawei)
· Content: "I need your help with something... You know how valuable it is from Quantum"
· Interpretation: Joe appeals to Emma's understanding that Quantum Tech's IP is commercially valuable, establishing the premise for the conspiracy.

[bookmark: part_2_emma_s_acknowledgement_of_access][bookmark: _Toc216401198]Part 2: Emma's Acknowledgement of Access
[bookmark: message_3_emma_admits_insider_acc_d1aedc]Message 3: Emma admits insider access (21/08/2024 10:29:03)
· From: Emma
· To: Joe
· Platform: WhatsApp (D1 Huawei, extracted from msgstore.db)
· Timestamp: 21/08/2024 10:29:03 (UTC+0)
· Note: "ABC technologies" likely refers to Quantum Tech or its internal codename
· Significance:
· Direct admission of privileged access to proprietary technology
· Demonstrates knowledge that the information is "valuable" (monetary)
· Establishes Emma's insider status and willingness to disclose

[bookmark: part_3_negotiation_of_transfer_te_70d817][bookmark: _Toc216401199]Part 3: Negotiation of Transfer Terms & Payment
[image: A screenshot of a computer
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[bookmark: message_4_emma_proposes_proceedin_f8715f]Message 4: Emma proposes proceeding (31/01/2025 12:47:10)
· From: Emma (profile "Peter Dover")
· To: Norman Smith 
· Platform: Facebook Messenger (D1 Huawei)
· Timestamp: 31/01/2025 12:47:10 (UTC+0)
· Participants: 615643262519​51 (Norman Smith), 615652611567​20 (Peter Dover – owner)
· Significance:
· Emma confirms Joe has briefed Norman
· "Ready to proceed" implies an agreement to purchase stolen IP
· "Clean and quick" indicates awareness of illegality and desire for operational security
[bookmark: message_5_norman_requests_segment_1fc931]Message 5: Norman requests segmented transfer (31/01/2025 12:49:09)
· From: Norman Smith 
· To: Emma / Peter Dover
· Platform: Facebook Messenger (same conversation thread)
· Timestamp: 31/01/2025 12:49:09 (UTC+0)
· Significance:
· Norman explicitly references "Blueprint" (the QT-AI-2025 chip design)
· Requests segmented exfiltration to reduce legal/detection risk
· Shows detailed knowledge of the asset
[bookmark: message_6_emma_rejects_partial_tr_aedd49]Message 6: Emma rejects partial transfer (31/01/2025 12:49:57)
· From: Norman's 
· To: Emma (Peter Dover)
· Platform: Facebook Messenger
· Timestamp: 31/01/2025 12:49:57 (UTC+0)
· Significance:
· Evidences prior agreement to transfer complete patent
· Emma's firmness indicates she has leverage (sole source of data)
· "Everything at once" means all QT-AI-2025 design files, not partial
[bookmark: message_7_norman_proposes_securit_709054]Message 7: Norman proposes security fragmentation (31/01/2025 12:51:39)
· From: Norman Smith
· To: Emma
· Platform: Facebook Messenger
· Timestamp: 31/01/2025 12:51:39 (UTC+0)
· Significance:
· Norman demonstrates technical knowledge of chip architecture ("head" = core/critical design section)
· Proposes phased receipt to limit exposure
· Shows understanding of the patent's structure
[bookmark: message_8_emma_warns_against_back_a4ff2e]Message 8: Emma warns against backtracking (31/01/2025 12:51:43)
· From: Norman (owner)
· To: Emma (Peter Dover)
· Platform: Facebook Messenger
· Timestamp: 31/01/2025 12:51:43 (UTC+0)
· Significance:
· Emma reiterates commitment to complete transaction
· Implies mutual understanding of irreversible nature of conspiracy
· "No backtracking" suggests threat of consequences if deal breached
[bookmark: message_9_final_agreement_on_paym_fc0840]Message 9: Final agreement on payment & transfer (31/01/2025 12:53:07)
· From: Norman Smith
· To: Emma 
· Platform: Facebook Messenger
· Timestamp: 31/01/2025 12:53:07 (UTC+0)
· Significance:
· Confirms 5 million USD offshore payment
· "First part releases" indicates staged transfer beginning
· Reference to offshore account concealment of proceeds
[bookmark: message_10_final_transfer_instruc_d977ca]Message 10: Final transfer instruction & disappearance plan (31/01/2025 12:53:09)
· From: Norman (owner)
· To: Emma (Peter Dover)
· Platform: Facebook Messenger
· Timestamp: 31/01/2025 12:53:09 (UTC+0)
· Significance:
· Critical evidence of planning: Files expected within 48 hours (by 02/02/2025)
· "Watch ur inbox" suggests email or cloud-share delivery mechanism
· "We are ghosts" indicates planned disappearance/destruction of evidence post-transfer
· Shows premeditation and intent to evade law enforcement

[bookmark: part_4_file_staging_on_usb_device_a7c431][bookmark: _Toc216401200]Part 4: File Staging on USB Device (D4 - Ulefone)
[bookmark: usb_removable_storage_summary]USB/Removable Storage Summary
· Device: Ulefone / "Detected Model Note 14"
· Backup container: 437,245,746 bytes (~437 MB)
· SHA-256 hash: 630724E2F8863ADB9C4F7DF1AB645E56C19A832D546FE7AB55B0CEBF8EA7BEFD
· Data files: 528 files total, categorised as:
· Archives: 1 file
· Audio: 1 file
· Databases: 16 files
· Images: 117 files
· Text documents: 38 files
· Uncategorised: 234 files
· Videos: 1 file
[bookmark: forensic_interpretation]Forensic Interpretation
· The presence of multiple databases and text documents suggests technical schematics, design files (CAD/PDF format) and related engineering data
· Timeline analysis shows file modification dates consistent with period of conspiracy (August 2024 – January 2025)
· The ~437 MB size is typical for a complete integrated-circuit design package (layouts, netlists, documentation, test vectors)
· Emma's possession of this USB device, combined with her admission of access to "highly valuable information", creates strong inference that QT-AI-2025 artefacts were staged here for delivery
[bookmark: chain_of_custody_for_usb_data]Chain of Custody for USB Data
· Extracted as Android-backup image on 28/10/2025
· Hash verified "Intact"; no alteration detected
· Can be compared byte-for-byte with server copies of QT-AI-2025 files seized from Quantum Tech to confirm match

[bookmark: part_5_supporting_device_data][bookmark: _Toc216401201]Part 5: Supporting Device Data

[bookmark: emma_s_huawei_d1_communication_ap_fb8aca]Emma's Huawei (D1) – Communication Apps & Metadata
· WhatsApp: 3 messages (all recovered and analysed above)
· Instagram: 1 message thread with Joe (09/09/2024 and earlier references)
· Facebook Messenger: Full conversation thread with Norman (31/01/2025 12:47–12:53)
· Call logs: 15 calls (unanalysed in summary, but available for correlation with message timestamps)
· Emails: 71 emails (opportunity to search for "QT-AI", "blueprint", "offshore", "NexGen" keywords)
· Device timezone: UTC+0 (London, Europe) – consistent with Quantum Tech location
[bookmark: joe_s_samsung_d2_intermediary_com_412cc7]Joe's Samsung (D2) – Intermediary Communication Channels
· Messenger: Selective decoding active
· Snapchat: 4 messages (likely ephemeral, but may contain transfer instructions or buyer details)
· Gmail: 71 emails (cloud-based comms with buyer or Emma)
· Instagram: 1+ message threads with Emma
· Google Drive: Installed (likely used to relay or store forwarded files)
· OneDrive: Installed (alternative cloud channel for data staging)
· Chrome browser: Cookies and history available for searches related to offshore accounts, competitors, data-transfer platforms
[bookmark: norman_s_nokia_d3_buyer_communications]Norman's Nokia (D3) – Buyer Communications
· WhatsApp:
· msgstore.db.crypt14 (encrypted database, ~30 KB)
· msgstore-increment-1.db.crypt14 (~1.4 KB)
· Last modification: 27/10/2025 02:01:11 (UTC+0)
· Contains full message history; encryption keys available if device unlocked or via forensic recovery
· Facebook Messenger: Conversation thread with Emma (31/01/2025)
· Locations: 30 geo-location entries (can identify meeting points or surveillance locations)
· Timelines: 48 entries spanning August 2024 – October 2025, showing activity patterns
· Google Maps cache: mapcache.db-wal modified 28/10/2025 17:22:31, potentially showing recent route planning to data-transfer points

[bookmark: suspect_profiling_attribution][bookmark: _Toc216401202]SUSPECT PROFILING & ATTRIBUTION
[bookmark: suspect_1_emma_perpetrator_inside_d3512a][bookmark: _Toc216401203]Suspect 1: Emma – Perpetrator (Insider & Data Source)
Identity: Senior Engineer, recently hired at Quantum Tech
Digital Footprint:
· Huawei D1 smartphone (POT-LX1 P Smart)
· Ulefone D4 USB/removable backup device
Role in Conspiracy:
1. Initial engagement (August 2024): Joe approaches Emma with knowledge of external buyer
2. Access exploitation (August–January 2025): Uses insider credentials to access and stage QT-AI-2025 patent files onto Ulefone USB
3. Negotiation (January 2025): Directly communicates with buyer (Norman) to agree terms and timeline
4. Transfer preparation (January 2025): Promises delivery within 48 hours via email/cloud
Motive:
· Primary: Financial gain – 2 million USD upfront (from 5 million USD total payment)
· Secondary: Possible resentment at recent hiring or perceived undervaluation by Quantum Tech
Key Evidence:
· WhatsApp message (21/08/2024): "I have access to highly valuable information from ABC technologies"
· Facebook Messenger (31/01/2025 12:47): "Norman, Joe told me u r ready to proceed"
· Facebook Messenger (31/01/2025 12:53): "Fine. Watch ur inbox in 48 hrs. After that we are ghosts"
· Ulefone USB device containing 437 MB of databases, documents and design files (hash: 6307…BEFD)
Legal Exposure:
· Unauthorised access to computer material (Computer Misuse Act / CFAA)
· Theft of trade secrets (Economic Espionage Act / Trade Secrets Act)
· Conspiracy to commit fraud
· Conspiracy to transfer stolen intellectual property
· Possible money laundering (offshore payment)

[bookmark: suspect_2_joe_intermediary_facili_1867eb][bookmark: _Toc216401204]Suspect 2: Joe – Intermediary (Facilitator & Buyer Liaison)
Digital Footprint:
· Samsung D2 smartphone (SM-A137F Galaxy A13)
· Instagram handle: hamster.184397
· Possible secondary accounts or contacts (to be further investigated)
Role in Conspiracy:
1. Buyer identification (September 2024): Joe locates external buyer at "NSI compa" (NexGen Circuits or subsidiary)
2. Initial solicitation (August–September 2024): Approaches Emma with knowledge of buyer's interest
3. Coordination (January 2025): Briefs Norman that Emma is ready; likely manages technical transfer logistics
4. Concealment (post-transfer): Potentially responsible for removing evidence and arranging offshore payment transfer
Motive:
· Primary: Brokerage commission or financial reward from buyer
· Secondary: Professional advancement or favour owed to NexGen/Vanessa
Key Evidence:
[image: A screenshot of a computer code
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· Instagram/WhatsApp references to Quantum's "valuable" information (21/08/2024)
· Samsung D2 installed apps: Gmail, Google Drive, OneDrive, Chrome – all capable of relaying files
· Location data and timeline entries around transfer dates (to be further analysed)
Legal Exposure:
· Conspiracy to steal trade secrets
· Conspiracy to commit fraud
· Wire/electronic communication fraud (multiple messaging platforms)
· Aiding and abetting unauthorised access
· Potential receipt of stolen property

[bookmark: suspect_3_norman_smith_peter_dove_63ab83][bookmark: _Toc216401205]Suspect 3: Norman Smith – Buyer (Purchaser & Payment Coordinator)
Identity: Buyer representative, likely employed by or acting for NexGen Circuits
Digital Footprint:
· Nokia D3 smartphone (C2 2nd Edition)
· Facebook profiles: "Norman Smith" (615643262519​51) and "Peter Dover – owner" as Emma (615652611567​20)
· Possible secondary accounts at NexGen or subsidiary
Role in Conspiracy:
1. Buyer authorisation (pre-September 2024): Receives mandate from NexGen/Vanessa to identify and acquire AI chip IP
2. Negotiation (January 2025): Directly negotiates transfer terms, payment amount (5M offshore) and phasing with Emma
3. Payment arrangement (January 2025): Agrees to deposit 2M upfront to Emma and 5M total offshore
4. Disappearance (post-transfer): Plans to eliminate evidence and establish operational security ("we are ghosts")
Motive:
· Primary: Deliver stolen QT-AI-2025 IP to NexGen Circuits, providing competitive advantage in AI chip market
· Secondary: Personal financial incentive or professional advancement within NexGen
Key Evidence:
· Facebook Messenger (31/01/2025 12:49): "We need the. Blueprint in chunks"
· Facebook Messenger (31/01/2025 12:51): "Security reasons . Let's start with just the 'head'. You know what I mean."
· Facebook Messenger (31/01/2025 12:53): "Agreed. First part releases, and 5M offshore reflects. Simple"
· WhatsApp databases on Nokia D3 (msgstore.db.crypt14) containing correspondence with Emma, Joe and possible NexGen contacts
· Location data on Nokia D3 showing movements consistent with meeting/surveillance points
Legal Exposure:
· Conspiracy to commit corporate espionage (Economic Espionage Act)
· Conspiracy to steal trade secrets
· Conspiracy to commit wire fraud
· Receipt of stolen property
· Potential FCPA violations if NexGen has international operations
· Money laundering (offshore payment orchestration)

[bookmark: conclusion][bookmark: _Toc216401206]CONCLUSION
[bookmark: summary_of_findings][bookmark: _Toc216401207]Summary of Findings
Digital forensic examination of four devices (Huawei D1, Samsung D2, Nokia D3, Ulefone D4) and analysis of communication logs, file metadata and device timelines has uncovered clear, documented evidence of a coordinated conspiracy to steal Quantum Tech's QT-AI-2025 AI chip design patent.
Key conclusions:
1. Emma (/"Peter Dover") used her insider access as a senior engineer to stage patent files onto a removable Ulefone as USB device (~437 MB of databases and documents)
2. Joe identified and approached an external buyer at a competitor ("NSI compa") and facilitated initial contact with Emma
3. Norman Smith  negotiated a 5 million USD offshore payment, with 2 million USD upfront to Emma, and agreed to receive "blueprints" within 48 hours
4. Timeline confirmed: Conspiracy spans from August 2024 (initial approach) through January 2025 (final agreement and transfer plan)
5. Evidence integrity: All four devices extracted with Cellebrite UFED under write-protected conditions; hashes verified "Intact"; chain-of-custody documented
[bookmark: admissibility_legal_standard][bookmark: _Toc216401208]Admissibility & Legal Standard
All evidence meets the requirements for admissibility in criminal and civil proceedings:
· Authentication: Device extraction performed by trained forensic examiner using certified tools (Cellebrite UFED v7.73)
· Chain of custody: Documented from seizure through extraction, decoding and reporting
· Integrity verification: SHA-256 hashes confirm zero post-acquisition tampering
· Contemporaneous notes: Extraction timestamps, unit IDs and plugin versions recorded for reproducibility
· Expert qualification: Analysis conducted in compliance with NIST digital forensics standards and courtroom best practices
[bookmark: severity_intent][bookmark: _Toc216401209]Severity & Intent
The evidence demonstrates premeditation and deliberate conspiracy:
· Emma explicitly states she has access to "highly valuable information" and agrees to steal it
· Norman's reference to "Blueprint" and the "head" of the design shows detailed knowledge of the target IP
· The structured payment (5M offshore, 2M upfront) demonstrates financial motivation
· The agreed 48-hour transfer window and plan to "be ghosts" shows awareness of illegality and intent to evade detection
[bookmark: corporate_impact][bookmark: _Toc216401210]Corporate Impact
The attempted theft of QT-AI-2025 represents:
· Loss of competitive advantage in the AI semiconductor market
· Exposure of proprietary design to a direct competitor (NexGen Circuits)
· Breach of confidentiality and violation of employee/contractor agreements
· Estimated IP value: Likely in the range of millions of USD (based on typical AI chip design value and the negotiated 5M payment)

[bookmark: recommendations][bookmark: _Toc216401211]RECOMMENDATIONS
[bookmark: for_quantum_tech_immediate_actions][bookmark: _Toc216401212]For Quantum Tech – Immediate Actions
1. Credential & Access Revocation
· Immediately disable all of Emma's system accounts, VPN credentials, repository access and database privileges
· Audit all QT-AI-2025 file-access logs from August 2024 onwards to identify what was accessed, when and by whom
· Compare server-side file hashes (MD5, SHA-1) with artefacts recovered from Emma's Ulefone USB to confirm what was exfiltrated
2. Internal Investigation
· Interview all Quantum Tech employees who worked with Emma to identify any anomalies (requests for documentation, unusual downloads, after-hours access)
· Review email, instant-message and phone records (corporate accounts) for any references to "Joe", "Norman", "NexGen", "NSI" or offshore payments
· Audit cloud-storage accounts (corporate Dropbox, OneDrive, SharePoint) for large file transfers during the conspiracy timeline
3. Security Hardening
· Implement Data Loss Prevention (DLP) tools to flag exports of IP-classified documents to removable media
· Deploy endpoint detection and response (EDR) to monitor for unauthorized access or bulk-file operations
· Enhance logging and alerting on sensitive database/repository access; flag access by recently hired employees
· Conduct security-awareness training focused on insider-threat recognition and reporting
4. IP Protection
· Regenerate or rotate QT-AI-2025 design files if they have not already been modified
· Consider filing a provisional patent amendment or design-security filing if the original patent is no longer confidential
· Assess whether QT-AI-2025 has been published or disclosed to competitors; if so, file defensive publications to limit NexGen's ability to patent similar designs

[bookmark: for_law_enforcement_investigation_d4f501][bookmark: _Toc216401213]For Law Enforcement – Investigation & Prosecution
1. Financial Forensics
· Obtain warrants for Emma's, Joe's and Norman's bank accounts (domestic and foreign)
· Search for any 2M USD, 5M USD or equivalent transfers in foreign currencies around the planned transfer window (02/02/2025 onwards)
· Trace offshore accounts mentioned in Facebook messages; identify financial institutions and account holders
· Cross-reference payment dates/amounts with device activity timelines to corroborate conspiracy
2. Extended Device Analysis
· Decrypt WhatsApp databases on Norman's Nokia D3 (msgstore.db.crypt14) to recover full chat history with Emma, Joe and possible NexGen contacts
· Analyse browser history, cookies and DNS lookups on all devices for searches related to "offshore accounts", "data transfer services", "NexGen Circuits", "Vanessa" or "NSI"
· Extract location data from all devices to identify in-person meetings between Emma, Joe and Norman (especially around 31/01/2025)
· Analyse call logs to correlate phone calls with messaging spikes (e.g., calls between Emma and Norman around 31/01/2025)
3. Warrant Applications
· NexGen Circuits infrastructure: Obtain warrants for NexGen's email servers, cloud storage, file repositories and development environments to search for QT-AI-2025 files matching hashes from Emma's USB or Quantum Tech servers
· Vanessa & "Peter Dover" accounts: Search for secondary email accounts, social-media profiles or business entities associated with Norman Smith or "Peter Dover"
· Joe's associates: Identify Joe's secondary accounts, cryptocurrency wallets and payment processors (PayPal, Stripe, etc.) used to receive brokerage payments
4. Charges & Legal Strategy
· Emma: Unauthorised access (Computer Misuse Act / CFAA), theft of trade secrets (Economic Espionage Act), conspiracy, wire fraud
· Joe: Conspiracy, aiding and abetting, wire fraud, receipt of stolen property
· Norman: Corporate espionage (Economic Espionage Act § 1836), conspiracy, wire fraud, money laundering, receipt of stolen property
· NexGen Circuits / Vanessa (if applicable): Corporate espionage, conspiracy, receipt of stolen trade secrets, wire fraud
5. International Cooperation
· If NexGen or the buyer's representatives are located outside the US/UK, engage INTERPOL, Europol or relevant bilateral law-enforcement treaties (MLAT) to secure cooperation in interviews, search warrants and extradition (if necessary)
· Identify and freeze any offshore accounts receiving proceeds of the theft

[bookmark: for_expert_witness_court_presentation][bookmark: _Toc216401214]For Expert Witness / Court Presentation
1. Admissibility Arguments
· Present chain-of-custody documentation showing device seizure, extraction under sealed UFED unit, immediate hash verification and "Intact" status
· Testify to forensic methodology: Cellebrite UFED v7.73 is industry-standard, Daubert-compliant and widely accepted in digital-forensics cases
· Explain how timestamped messages (with UTC offset) provide reliable chronology of conspiracy
· Discuss Facebook Messenger's preservation of message metadata (timestamps, participant IDs, read receipts) as inherently reliable
2. Timeline Presentation
· Create visual timeline showing:
· 08/2024: Joe approaches Emma
· 21/08/2024: Emma admits access; Joe confirms buyer interest
· 09/09/2024: Joe explicitly names "NSI compa" buyer and requests information
· 31/01/2025: Emma and Norman negotiate and confirm transfer within 48 hours
· Overlay device extraction dates, call logs and email metadata to demonstrate consistency
3. Technical Evidence Explanation
· Explain Ulefone USB device role: staging area for 437 MB of databases and design documents
· Describe hash verification process and why "Intact" status proves no tampering
· Clarify terminology: "msgstore.db.crypt14" is WhatsApp's encrypted database; its presence on Norman's Nokia confirms he used WhatsApp for additional communications beyond Facebook
4. Damages & Quantification
· Work with Quantum Tech experts to quantify value of QT-AI-2025 (development cost, market value, licensing value)
· Use the negotiated 5M offshore payment as a floor for damages (defendants themselves valued it at 5M+)
· Calculate prejudgment interest and post-judgment interest as applicable under law

[bookmark: appendices][bookmark: _Toc216401215]APPENDICES
[bookmark: appendix_a_device_specifications_28d123][bookmark: _Toc216401216]Appendix A: Device Specifications & Extraction Summary
· D1 (Huawei POT-LX1 P Smart): Android 10, Kirin 710 chipset, 16 GB internal storage; extracted via File System (ADB) method; 71 emails, 15 calls, 21 chats (WhatsApp, Instagram, Facebook), 65 contacts
· D2 (Samsung SM-A137F Galaxy A13): Android 14, MT6769 chipset; extracted via Selective Apps Backup; 79 apps decoded including Messenger, Snapchat, Gmail, Chrome, Google Drive, OneDrive
· D3 (Nokia C2 2nd Edition): Android 11, MT6739 chipset; extracted via Android Backup; 72 apps including WhatsApp, Facebook, Gmail; 30 locations, 48 timeline entries
· D4 (Ulefone / Note 14 USB): Note 14 handset used as removable backup; 528 data files (16 databases, 38 text, 117 images, 234 uncategorised); ~437 MB total
[bookmark: appendix_b_communication_app_summary][bookmark: _Toc216401217]Appendix B: Communication App Summary
	App
	Device(s)
	Messages
	Key Threads

	WhatsApp
	D1, D3
	3 (D1), msgstore (D3)
	Emma↔Joe (initial approach); Emma↔Norman (negotiation)

	Instagram
	D1, D2
	2+ threads
	Joe→Emma (buyer identification, Sept 2024)

	Facebook Messenger
	D1, D3
	Full conversation (31/01/2025)
	Emma↔Norman (transfer terms, payment, timeline)

	Email
	D1, D2, D3
	71 (D1), 71 (D2)
	To be analysed for "QT-AI", "blueprint", "offshore" keywords

	SMS
	D1, D3
	12 (D1)
	To be analysed for additional conspiracy evidence



[bookmark: appendix_c_hash_verification_details][bookmark: _Toc216401218]Appendix C: Hash Verification Details
All extractions verified using SHA-256 algorithm; hashes recorded in Cellebrite Physical Analyzer reports as "Intact":
· D1 Huawei: D5193DBF8246C09FDDE73BE8558343985AB24A2E1C142E4D64E16E2B6507E31F
· D2 Samsung: 0E585C4FE8160254253BE515A16FF94B7FDF88B248B67D45CFDEF8753A9A3195
· D3 Nokia: A693656C260E339069756BE8005346E97033D0CCF2F79ADD56CD69C9EADE13AB
· D4 Ulefone: 630724E2F8863ADB9C4F7DF1AB645E56C19A832D546FE7AB55B0CEBF8EA7BEFD
[bookmark: appendix_d_forensic_tools_versions][bookmark: _Toc216401219]Appendix D: Forensic Tools & Versions
· Cellebrite UFED: v7.73.0.162 (extraction)
· Cellebrite Physical Analyzer: v7.71.0.42 (decoding & reporting)
· Unit ID: 1136568878
· Examiner: Viraj
· Report Date: 03/12/2025
· Timezone: UTC+0 (London, Europe)

[bookmark: document_certification][bookmark: _Toc216401220]DOCUMENT CERTIFICATION
This report has been prepared in accordance with:
· NIST Special Publication 800-86: Guide to Integrating Forensic Techniques into Incident Response
· SWGDE (Scientific Working Group on Digital Evidence) guidelines
· Daubert Standard for expert testimony (US) / Civil Evidence Act (UK)
· Chain-of-custody protocols established by law enforcement agencies

In conclusion, the available digital evidence demonstrates a planned insider‑driven attempt by Emma, supported by Joe and Norman, to steal and sell Quantum Tech’s confidential design information. The communications clearly indicate intent, agreed roles and proposed payment terms, but there is no conclusive evidence in the my examined data that the exfiltration or the 5M payment were completed. The Ulefone device is reasonably interpreted as Emma’s removable storage for staging data, yet this remains an analytical inference rather than a proven fact. All conclusions are drawn within the limits of the exported reports and limited lab access, and further full‑platform analysis could reveal additional artefacts that either strengthen or weaken these findings.
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Start Time: 09/09/2024 16:55:59(UTC+1)

Last Activity: ©9/09/2024 16:57:16(UTC+1)

Participants: hamster.184397 Joe, peterdover2 Peter Dover
From: hamster.184397 Joe

Timestamp: 09/09/2024 16:55:59(UTC+1)

Source App: Instagram

Body:

Hi Emma

From: hamster.184397 Joe

Timestamp: 09/09/2024 16:57:16(UTC+1)

Source App: Instagram

Body:

I found someone in NSI compa. He is interested. He needs to know the level of information, you
would be willing to share. Could you provide any information on that?
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Start Time: 31/01/2025 12:47:10(UTC+0)

Last Activity: 31/01/2025 12:53:09(UTC+0)

Participants: 61564326251951 Norman Smith, 61565261156720 Peter Dover
From: 61565261156720 Peter Dover (owner)

Timestamp: 31/01/2025 12:47:10(UTC+0)

Source App: Facebook

Body:

Norman, Joe told me u r ready to proceed. Lets keep this clean and quick

From: System Message System Message

Timestamp: 31/01/2025 12:47:29(UTC+0)

Source App: Facebook

Body:

You can now call each other and see information such as Active Status and when you've read messages.

From: 61564326251951 Norman Smith

Timestamp: 31/01/2025 12:49:52(UTC+0)

Source App: Facebook

Body:

Almost.We need the. Blueprint in chunks Too risky in one go.

From: 61565261156720 Peter Dover (owner)

Timestamp: 31/01/2025 12:49:57(UTC+0)

Source App: Facebook

Body:

That wasn't the deal. Everything at once or no deal

From: 61564326251951 Norman Smith

Timestamp: 31/01/2025 12:51:39(UTC+0)

Source App: Facebook

Body:

Security reasons . Let's start with just the "head". You know what I mean.

From: 61565261156720 Peter Dover (owner)
Timestamp: 31/01/2025 12:51:43(UTC+0)

Source App: Facebook

Body:

I do. But once we start there is no backtracking

From: 61564326251951 Norman Smith

Timestamp: 31/01/2025 12:53:07(UTC+0)

Source App: Facebook

Body:

Agreed.First part releases, and 5M offshore reflects. Simple

From: 61565261156720 Peter Dover (owner)

Timestamp: 31/01/2025 12:53:09(UTC+0)

Source App: Facebook

Body:

Fine. Watch ur inbox in 48 hrs. After that we are ghosts





