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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Managing a Secure Network. Apply your understanding and knowledge from what you learnt in the lecture about these topics by doing the following exercises: 


Use your lecture notes, library database and/or the Internet to answer the questions. 

1. Do you think business continuity planning is necessary of an Organization? Justify your explanations.

2. Explain some recovery and business continuity plans 

3. Fully discus the SDLC phases to design a network.

4. Acquisition and Development is a critical phase in the network SDLC, why do you think this is so?

5. Why is it necessary to develop a comprehensive security policy?

6. Outline the security policy hierarchy and explain why the technical policy is the responsibility of the technical team.

7. What are some of the areas included in the technical policy?


8. Discuss the following security policy document:
a. Standard
b. Guidelines
c. procedures

9. Do you think security awareness program is essential?

10. [bookmark: _GoBack]Is it important to be familiar with the Law and ethics when setting security polices and implementing awareness programs? Fully discuss and justify your reasoning.
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