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Below, I will speak about the 2 design patterns I chose to use. First being the specification design pattern and the singleton design pattern. In my practical stage of this assignment, I created an online website that can;
1. create, delete and update the DVD’s.
2. the admins can look at the history of other users that have viewed certain DVD’s and the time viewed. 
3. The website also has a login system with session timeout.
4. Uses of class’s, inheritance, interfaces etc.
5. Use of plugins such as sweet alerts, bootstrap, jQuery, ParsleyJS etc.
Note: All code/classes used have been placed within the appendix and the full website will also be uploaded in the ‘DVDWEB’ folder with the SQL database dumped.
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[1]–[4]Design patterns are not only for php but for most to all coding languages. A design pattern is used to solve common problems that occur in software development. A design pattern is a skeleton that allows the developer to use to fix problems and to follow a ‘standard’ way of fixing the common problems. However, there it quite easy to use design patterns in the wrong place or incorrectly.
[5]There is 3 types of common design patterns and they are;
Creational Patterns – Introduce several different methods to build objects to be reused and flexible for more implementations.
Structural Patterns – building classes and objects that are in bigger structure, however keeping the code efficient, functional and flexible. 
Behavioural Patterns – manage and provide solutions while an object is being used, for example, how an object communicates, provide flexibility, how objects interact with each other.



[bookmark: _Toc535576594]3 Specification Design Pattern

[image: ]
In the screenshot above, I first include the Dbconfig.php file, this contains the Dbconfig class for the database.
I then create an interface for the DvdNameIsAvailable class.

[image: ]
In the image above, I first create an object of the class DVDExists, this will be used within the isSatisfiedBy function, the parameter is sent from the creation or the update of the DVD via Ajax.
In the isSatisfiedBy function, the dvd name supplied gets passed through the _DVDexists object created earlier and calls the function getDVDCount.
The if statement checks if the function returns true or false and returns a Boolean.
[image: ]
In the image above, the function GetDVDCount is called from the DvdNameIsAvailable class and passes the dvdname, the getDVDCount function then prepares a PDO statement and executes it. It then uses a fetch to see if a record was found, if a record was found it turns true if not returns false.
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[6]The specification design patterns are used to create logic checks, this means the specification design pattern handles a function to check for a Boolean, yes or no. The specification is commonly used for business rules, this method is called to test if it will return true or false.

I used the specification design pattern to check if a DVD exists in the database, If a user try’s to create a DVD that exists in the database. The ajax will request and send the DVD to be created or updated however will check the name to see if it’s in the database via the specification design pattern and will return and display a alert to the user or false and allowing the creation of the DVD to be created in the database.

I also used the same code for updating the DVD, however a slight difference is that the code needed extra checking to see if the DVD being updated is the same as the product ID and if so it will return true however can be updated due to the DVD being modified is the same name as the contained row in the database, however if returns false will alert the user.



[bookmark: _Toc535576596]4 Singleton Design Pattern

[image: ]
In the image above, the constructor is called first, this setup the database connection. When using this class, I call the getIntance function. This is to check if there is a instance already of this object, if so it will used the instance that already exists, if not it will create a new instance of that object and passes it back. In the image below, this shows how I would call this class and check if the object exists or not. Then I use the object.
[image: ]
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[7]The singleton design pattern is used to create one instance of an object; this instance is called a ‘global object’. The use of this design pattern is to only have one active instance of the object, this is important because creating an object over and over does use processing power and is not needed for some code. 

I used the singleton design pattern for my database creation, used the constructor for the creation of the PDO connection and return the connection. If a page uses more than 1 connection, it will use the currently active instance instead of creating a new one. This is due to the database connection not needing to be created each time being used.
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	No.
	Test name
	What should happen
	Did it work as intended?
	How the problem got fixed
	Notes:

	1
	Login page
	Login page should load correctly.
	Yes
	N/A
	

	2
	Login submit 
	Send data through certain classes to verify login
	Yes
	N/A
	Login worked correctly and relocated to dashboard

	3
	Login error
	If wrong email/password given, error message will appear
	Yes
	N/A
	

	4
	Dashboard Page
	Dashboard page should load correctly
	Yes
	N/A
	

	5
	 DVD table
	All the buttons, data and functionality of the table should work as intended
	Yes
	N/A
	

	6
	Create DVD
	Be able to input data to create a DVD, data should be checked before submitting form
	Yes
	N/A
	

	7
	ParsleyJS
	The plugin ‘ParsleyJS’ should validate forms
	Yes
	N/A
	

	8
	DVD exists
	Before submitting create dvd form, it should check if the dvd name exists In the database
	Yes
	N/A
	

	9
	Dvdpage
	All data should be taken from the db where the productid is equal to the product you clicked on
	Yes
	N/A
	

	10
	View provider
	Should show the correct provider of the DVD
	Yes
	N/A
	

	11
	Edit DVD
	Be able to update data to update a DVD, data should be checked before submitting form
	Yes
	N/A
	I also needed to implement another method to verify if the product updating is the same as the dvd name.

	12
	DeleteDVD
	Should delete the selected DVD
	Yes
	N/A
	

	13
	Ajax for create / update
	Ajax should send the data that has been given to create or update a DVD.
	Yes
	N/A
	

	14
	Admin Panel
	Admin Panel page should load correctly
	
	
	

	15
	 User Traffic table
	All the buttons, data and functionality of the table should work as intended
	Yes
	N/A
	

	16
	Certain User Taffic
	All traffic of selected user shows correctly, with the username, dvd viewed and time
	Yes
	N/A
	

	17
	Session timeout
	After 30mins of inactivity, the sessions will be terminated and after next use, page will go to login.
	Yes
	N/A
	

	18
	Verify password
	Verify hash password with the none hash password given to login
	Yes
	N/A
	

	19
	Sign out 
	Atfer signout, the user should have no permission to go back / access without relogging in.
	Yes
	N/A
	

	20
	Loading assets
	All classes, files should be loaded in correctly
	Yes
	N/A
	I used inspect element and networking to ensure all files loaded correctly.

	21
	Loading Plugins/
frameworks/ liberty’s
	All Plugins I used such as Sweet Alerts, jQuery, bootstrap 4, datatables, Font Awesome, ParsleyJS etc. should load correctly and function as intended
	Yes
	N/A
	

	22
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<?php
include_once("../Assets/Classes/Session.php");
$session = new Session();

include_once("../Assets/Payload/Payload.php");
$Payload = new Payload();

include_once("../Assets/Classes/Observer.php");

if(isset($_POST["Login"]))
{
$emailaddress = htmlspecialchars($_POST['emailaddress'], ENT_QUOTES, 'UTF-8');
$password = htmlspecialchars($_POST['password'], ENT_QUOTES, 'UTF-8');
$Login = new Login();
$Login->attach(new MailAdmin());
$Login->checkCredentials($emailaddress, $password);
}


?>

<!DOCTYPE html>
<html>
<head>
<title>Login Page </title>
<?php $Payload->headerRequired();?>

<link href="../Assets/CSS/custom.css" rel="stylesheet">
<link href="../Assets/CSS/parsleyjscss.css" rel="stylesheet">
</head>

<body class="text-center">
  <form id="loginform" class="form-login" method="post" action="">
    <h1 class="h3 mb-3 font-weight-normal">Please sign in</h1>
        <div id="loginerror" class="text-danger"><?php if(isset($Login)){echo $Login->_error;}?></div>
    <label for="inputEmail" class="sr-only">Email address</label>
    <input id="email" type="email" id="inputEmail" data-parsley-trigger="change" class="form-control" placeholder="Email address" name="emailaddress" required autofocus>
    <label for="inputPassword" class="sr-only">Password</label>
    <input type="password" id="inputPassword" data-parsley-trigger="change" class="form-control" placeholder="Password" name="password" required>
    <button class="btn btn-lg btn-primary btn-block" type="submit" name="Login" id="Login" value="Submit">Login</button>
    <p class="mt-5 mb-3 text-muted">&copy; 2017-2018</p>
  </form>
    <?php $Payload->footerRequired();?>

        <script type="text/javascript">
        $(function () {
          $('#loginform').parsley().on('field:validated', function() {
            var ok = $('.parsley-error').length === 0;
            $('.bs-callout-info').toggleClass('hidden', !ok);
            $('.bs-callout-warning').toggleClass('hidden', ok);
          })
          .on('form:submit', function() {
            return true; // Don't submit form for this demo
          });

            $.listen('parsley:field:error', function(ParsleyField) {
        ParsleyField.$element.prev('i.fa').removeClass('cta-success').addClass('cta-error');
            });

            $.listen('parsley:field:success', function(ParsleyField) {
        ParsleyField.$element.prev('i.fa').removeClass('cta-error').addClass("cta-success");
            });
        });
        </script>
</body>
</html>
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<?php

include_once("../Assets/Classes/Session.php");
$session = new Session();
$session->LoginStatus();

include_once("../Assets/Payload/Payload.php");
$Payload = new Payload();

include_once("../Assets/Classes/Include.php");
$include = new GlobalInclude();

include_once("../Assets/Classes/StrategyPattern.php");
$Perms = new Permissions($_SESSION['accesslevel']);
$Perms->CheckPermissions();
include_once("../Assets/Classes/Dbconfig.php");
include_once("../Assets/Classes/DBdvd.php");
include_once("../Assets/Classes/Supplier.php");
include_once("../Assets/Classes/Genre.php");
?>
<!doctype html>
<html lang="en">
  <head>
    <meta charset="utf-8">
    <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">
    <meta name="description" content="">
    <meta name="author" content="">
    <link rel="icon" href="../../../../favicon.ico">

    <title>Assignment One</title>

    <?php $Payload->headerRequired();?>
        <link href="../Assets/CSS/parsleyjscss.css" rel="stylesheet">


    <!-- END OF DATA TABLE CDN-->
  </head>

  <body>
    <nav class="navbar navbar-dark sticky-top bg-dark flex-md-nowrap p-0">
      <a class="navbar-brand col-sm-3 col-md-2 mr-0" href="#">Login/Search</a>
      <ul class="navbar-nav px-3">
        <li class="nav-item text-nowrap">
            <a class="nav-link" href="../">Sign out</a>
        </li>
      </ul>
    </nav>

    <div class="container-fluid">
      <div class="row">

        <?php $include->loadNavigation();?>
        <main role="main" class="col-md-9 ml-sm-auto col-lg-10 pt-3 px-4">
          <div class="d-flex justify-content-between flex-wrap flex-md-nowrap align-items-center pb-2 mb-3 border-bottom">
            <h1 class="h2">Dashboard</h1>
          </div>
          <?php
          //all your logic to add it to the databse or whatever, and then:
          $instance = Dbconfig::getInstance();
          $GetDVD = $instance->Connect();
          $GetDVD = new Dvd;
          // With this precision (microsecond) ID will looks like '2di2adajgq6h'

          //echo $id = base_convert(microtime(false), 10, 36);
          ?>
          <div class="table-responsive">
            <table id="example" class="display" style="width:100%">
              <thead>
                  <tr>
                      <th>Product ID</th>
                      <th>DVD Name</th>
                      <th>Release Date</th>
                      <th>Price</th>
                  </tr>
              </thead>
              <tbody>
                  <?php
                  if($Dvds = $GetDVD->getDvd());
                  {
                    foreach($Dvds as $idvd => $item)
                    {
                      echo "<tr>";
                        echo "<td><a href='../dvds/Index.php?productid=". $Dvds[$idvd]['dvdproductid'] . "'><button type='button' class='btn btn-outline-info btn-sm'>". "View DVD details"."</button></a></td>";
                        echo "<td>" . $Dvds[$idvd]['dvdname'] . "</td>";
                        echo "<td>" . $Dvds[$idvd]['dvdreleasedate'] . "</td>";
                        echo "<td>£" . $Dvds[$idvd]['dvdprice'] . "</td>";
                      echo "</tr>";
                    }
                  }?>
              </tbody>
              <tfoot>
                  <tr>
                  </tr>
              </tfoot>
            </table>
            <!-- Button trigger modal -->
            <button type="button" class="btn btn-primary" data-toggle="modal" data-target="#createdvd">Create DVD</button>
          </div>
        </main>
      </div>
    </div>


    <!-- Modal -->
    <div class="modal fade" id="createdvd" tabindex="-1" role="dialog" aria-labelledby="Create DVD" aria-hidden="true">
      <div class="modal-dialog" role="document">
        <div class="modal-content">
          <div class="modal-header">
            <h5 class="modal-title" id="exampleModalLabel">Create DVD</h5>
            <button type="button" class="close" data-dismiss="modal" aria-label="Close">
              <span aria-hidden="true">&times;</span>
            </button>
          </div>
          <div class="modal-body">
            <form id="CreateDVD">
              <div class="form-group row">
                <label for="modal-dvdname" class="col-sm-3 col-form-label">DVD Name:</label>
                <div class="col-sm-9">
                  <input type="text" class="form-control" id="modal-dvdname" placeholder="N/A" value="" data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change">
                </div>
              </div>
              <div class="form-group row">
                <label for="modal-dvddescription" class="col-sm-3 col-form-label">DVD Price: <span>£</span></label>
                <div class="col-sm-9">
                  <input type="text" class="form-control" id="modal-dvdprice" placeholder="N/A" value="" data-parsley-pattern="^[0-9]*\.[0-9]{2}$" data-parsley-trigger="change" data-parsley-validate data-parsley-required data-parsley-trigger="keyup">
                </div>
              </div>
              <div class="form-group">
                <label for="exampleFormControlTextarea1">DVD description</label>
                <textarea class="form-control" id="modal-dvddescription" rows="5" data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change" placeholder="N/A"></textarea>
              </div>
              <div class="form-group row">
                <label for="modal-dvdreleasedate" class="col-sm-4 col-form-label">DVD Release Date:</label>
                <div class="col-sm-8">
                  <input type="text" class="form-control" id="modal-dvdreleasedate" placeholder="YYYY/MM/DD" value="" data-date-format="DD/MM/YYYY" data-parsley-trigger="change" data-parsley-validate data-parsley-required data-parsley-trigger="keyup">
                </div>
              </div>
              <div class="form-group">
                <label for="exampleSelect1">DVD Provider</label>
                <select class="form-control" id="DVDProviders">
                      <?php
                      $Supplier = new Supplier();
                      if($Suppliers = $Supplier->getSupplierList());
                      {
                        foreach($Suppliers as $SupplierList => $SupplierItem)
                        {
                            echo "<option nameid='".$Suppliers[$SupplierList]['providercode']."'>".$Suppliers[$SupplierList]['providername']."</option>";
                        }
                      }

                      ?>
                    </select>
                  </div>
                  <div class="form-group">
                    <label for="exampleSelect1">Genre</label>
                    <select class="form-control" id="DVDGenre">
                          <?php
                          $Genre = new Genre();
                          if($Genres = $Genre->getGenreList());
                          {
                            foreach($Genres as $GenresList => $GenreItem)
                            {
                                echo "<option nameid='".$Genres[$GenresList]['genreid']."'>".$Genres[$GenresList]['genrename']."</option>";
                            }
                          }

                          ?>
                        </select>
                      </div>
              </div>
            </form>
          <div class="modal-footer">
            <button type="button" class="btn btn-secondary" data-dismiss="modal">Close</button>
              <button class="createdvdproduct btn btn-primary">Create DVD</button>
          </div>
        </div>
      </div>
    </div>

    <?php $Payload->footerRequired();?>
    <script>
    function validate()
    {
          var form = $('#CreateDVD');

          form.parsley().validate();

          if (form.parsley().isValid()){
              return true;
          }
          else {
            {
              return false;
            }
          }
    }
    </script>
    <script>
    //CREATE DVD PRODUCT
    $('button.createdvdproduct').click(function() {
      var dvdname = $('#modal-dvdname').val();
      var dvdprice = $('#modal-dvdprice').val();
      var dvddescription = $('#modal-dvddescription').val();
      var dvdreleasedate = $('#modal-dvdreleasedate').val();
      var dvdprovider = $('#DVDProviders option:selected').attr("nameid");
      var dvdgenre = $('#DVDGenre option:selected').attr("nameid");
      if(validate())
      {
      createDVD(dvdname, dvdprice, dvddescription, dvdprovider, dvdreleasedate, dvdgenre);
      }

    });
    //https://lipis.github.io/bootstrap-sweetalert///
    function createDVD(dvdname, dvdprice, dvddescription,dvdprovider,dvdreleasedate, dvdgenre) {
      swal({
        title: "Are you sure?",
        text: "Are you sure that you want to create this DVD?",
        type: "warning",
        showCancelButton: true,
        closeOnConfirm: false,
        confirmButtonText: "Yes, create it!",
        confirmButtonColor: "#ec6c62"
      }, function() {
        $.ajax({
            url: "../Assets/API/DVDAPI.php",
            type: "POST",
            data: {CreateDvdName: dvdname,
                   CreateDvdPrice: dvdprice,
                   CreateDvdDescription: dvddescription,
                   CreateDvdProvider: dvdprovider,
                   CreateDvdReleasedate: dvdreleasedate,
                   CreateDvdGenre: dvdgenre
            },
            dataType: "html",
            success: function (responce) {
              if(responce === "found")
              {
                swal("Failed!", "The dvd was already found in the database", "error");
                // similar behavior as an HTTP redirect
              }
              else {
                swal("Done!", "Sucessfully created dvd", "success");
                // similar behavior as an HTTP redirect
                setTimeout(function () {
                  location.reload();
                }, 500);
              }
            },
            error: function (xhr, ajaxOptions, thrownError) {
                swal("Error creating!", "Please try again", "error");
            }
        });
      });
    }
    ////
    </script>
    <script type="text/javascript">
    $(function () {
      $('#UpdateDVD').parsley().on('field:validated', function() {
        var ok = $('.parsley-error').length === 0;
        $('.bs-callout-info').toggleClass('hidden', !ok);
        $('.bs-callout-warning').toggleClass('hidden', ok);
      })
      .on('form:submit', function() {
        return true; // Don't submit form for this demo
      });

      $.listen('parsley:field:error', function(ParsleyField) {
      ParsleyField.$element.prev('i.fa').removeClass('cta-success').addClass('cta-error');
      });

      $.listen('parsley:field:success', function(ParsleyField) {
      ParsleyField.$element.prev('i.fa').removeClass('cta-error').addClass("cta-success");
      });
    });
    </script>

    <script>
    $(document).ready(function() {
        $('#example').DataTable();
    } );
    </script>

  </body>
</html>
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<?php

include_once("../Assets/Classes/Session.php");
$session = new Session();
$session->LoginStatus();

include_once("../Assets/Payload/Payload.php");
$Payload = new Payload();

include_once("../Assets/Classes/Include.php");
$include = new GlobalInclude();

include_once("../Assets/Classes/User.php");
$User = new User();
$User->searchEvent($_SESSION['userid'], $_GET['productid']);

include_once("../Assets/Classes/Dbconfig.php");
include_once("../Assets/Classes/DBdvd.php");
include_once("../Assets/Classes/Supplier.php");
include_once("../Assets/Classes/Genre.php");

if(isset($_GET['productid']))
{
  $key = $_GET['productid'];

  $instance = Dbconfig::getInstance();
  $selectedvd = $instance->Connect();
  $selectedvd = new Dvd;
  if($result = $selectedvd->getSelectedDVD($key));
  {
    foreach ($result as $selectdvd) {
        $dvdproductid = $selectdvd['dvdproductid'];
        $dvdname = $selectdvd['dvdname'];
        $dvdreleasedate = $selectdvd['dvdreleasedate'];
        $dvdprice = $selectdvd['dvdprice'];
        $dvddescription = $selectdvd['dvddescription'];

        $dvdprovidername = $selectdvd['providername'];
        $dvdprovidercode = $selectdvd['providercode'];

        $dvdgenreid = $selectdvd['genreid'];
        $dvdgenrename = $selectdvd['genrename'];

    }
  }
}


?>
<!doctype html>
<html lang="en">
  <head>
    <meta charset="utf-8">
    <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">
    <meta name="description" content="">
    <meta name="author" content="">
    <link rel="icon" href="../../../../favicon.ico">

    <title>Assignment One</title>

    <?php $Payload->headerRequired();?>
    <link href="../Assets/CSS/parsleyjscss.css" rel="stylesheet">

    <!--<link rel="stylesheet" type="text/css" href="https://cdn.datatables.net/1.10.19/css/jquery.dataTables.min.css"/>-->

    <!-- END OF DATA TABLE CDN-->
  </head>

  <body>
    <nav class="navbar navbar-dark sticky-top bg-dark flex-md-nowrap p-0">
      <a class="navbar-brand col-sm-3 col-md-2 mr-0" href="#">Login/Search</a>
      <ul class="navbar-nav px-3">
        <li class="nav-item text-nowrap">
            <a class="nav-link" href="../">Sign out</a>
        </li>
      </ul>
    </nav>

    <div class="container-fluid">
      <div class="row">
        <?php $include->loadNavigation();?>

        <main role="main" class="ml-sm-auto col-lg-10 pt-3 px-4">
          <div class="container">
            <div class="row">
              <div class="col-sm-11">
                <form>
                  <div class="form-group row">
                    <label for="staticEmail" class="col-sm-2 col-form-label">Product ID:</label>
                    <div class="col-sm-10">
                      <input type="text" class="form-control" id="dvdproductid" placeholder="N/A" value="<?php echo $dvdproductid;?>" disabled>
                    </div>
                  </div>
                  <div class="form-group row">
                    <label for="staticEmail" class="col-sm-2 col-form-label">DVD Name:</label>
                    <div class="col-sm-10">
                      <input type="text" class="form-control" id="dvdname" placeholder="N/A" value="<?php echo $dvdname;?>" disabled>
                    </div>
                  </div>
                  <div class="form-group row">
                    <label for="staticEmail" class="col-sm-2 col-form-label">DVD Price:</label>
                    <div class="col-sm-10">
                      <input type="text" class="form-control" id="dvdprice" placeholder="N/A" value="£<?php echo $dvdprice;?>" disabled>
                    </div>
                  </div>
                  <div class="form-group row">
                    <label for="dvdgenrename" class="col-sm-2 col-form-label">DVD Genre:</label>
                    <div class="col-sm-10">
                      <input type="text" class="form-control" id="dvdgenrename" placeholder="N/A" value="<?php echo $dvdgenrename;?>" disabled>
                    </div>
                  </div>
                  <div class="form-group">
                    <label for="exampleFormControlTextarea1">DVD description</label>
                    <textarea class="form-control" id="dvddescription" rows="5"><?php echo $dvddescription;?></textarea>
                  </div>
                  <h5>DVD Provider</h5>
                  <div class="form-group row">
                    <label for="staticEmail" class="col-sm-2 col-form-label">Dvd Provider name:</label>
                    <div class="col-sm-8">
                      <input type="text" class="form-control" id="dvdprovider" placeholder="N/A" value="<?php echo $dvdprovidercode;?>" disabled>
                    </div><button type="button" data-toggle="modal" data-target="#ViewProvider" class="btn btn-info float-right">View Provider</button>
                  </div>
                </form>
                <!-- Button trigger modal -->
                <button type="button" class="btn btn-primary" data-toggle="modal" data-target="#editdvd">Edit DVD</button>
              </div>
            </div>
          </div>
        </main>
      </div>
    </div>





        <!-- Modal -->
        <div class="modal fade" id="ViewProvider" tabindex="-1" role="dialog" aria-labelledby="View  DVD Provider" aria-hidden="true">
          <div class="modal-dialog" role="document">
            <div class="modal-content">
              <div class="modal-header">
                <h5 class="modal-title" id="exampleModalLabel">DVD</h5>
                <button type="button" class="close" data-dismiss="modal" aria-label="Close">
                  <span aria-hidden="true">&times;</span>
                </button>
              </div>
              <div class="modal-body">
                <form id="UpdateDVD">
                  <div class="form-group row">
                    <label for="dvdprovidercode" class="col-sm-3 col-form-label">Provider Code:</label>
                    <div class="col-sm-9">
                      <input type="text" class="form-control" id="modal-dvdprovidercode" placeholder="N/A" value="<?php echo $dvdprovidercode;?>" disabled data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change">
                    </div>
                  </div>
                  <div class="form-group row">
                    <label for="dvdprovidercode" class="col-sm-3 col-form-label">Provider name:</label>
                    <div class="col-sm-9">
                      <input type="text" class="form-control" id="modal-dvdprovidercode" placeholder="N/A" value="<?php echo $dvdprovidername;?>" disabled data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change">
                    </div>
                  </div>
                </form>
              </div>
              <div class="modal-footer">
                <button type="button" class="btn btn-secondary" data-dismiss="modal">Close</button>
              </div>
            </div>
          </div>
        </div>



    <!-- Modal -->
    <div class="modal fade" id="editdvd" tabindex="-1" role="dialog" aria-labelledby="Edit DVD" aria-hidden="true">
      <div class="modal-dialog" role="document">
        <div class="modal-content">
          <div class="modal-header">
            <h5 class="modal-title" id="exampleModalLabel">DVD</h5>
            <button type="button" class="close" data-dismiss="modal" aria-label="Close">
              <span aria-hidden="true">&times;</span>
            </button>
          </div>
          <div class="modal-body">
            <form id="UpdateDVD">
              <div class="form-group row">
                <label for="staticEmail" class="col-sm-3 col-form-label">Product ID:</label>
                <div class="col-sm-9">
                  <input type="text" class="form-control" id="modal-dvdproductid" placeholder="N/A" value="<?php echo $dvdproductid;?>" disabled data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change">
                </div>
              </div>
              <div class="form-group row">
                <label for="staticEmail" class="col-sm-3 col-form-label">DVD Name:</label>
                <div class="col-sm-9">
                  <input type="text" class="form-control" id="modal-dvdname" placeholder="N/A" value="<?php echo $dvdname;?>" data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change">
                </div>
              </div>
              <div class="form-group row">
                <label for="staticEmail" class="col-sm-3 col-form-label">DVD Price: <span>£</span></label>
                <div class="col-sm-9">
                  <input type="text" class="form-control" id="modal-dvdprice" placeholder="N/A" value="<?php echo $dvdprice;?>" data-parsley-pattern="^[0-9]*\.[0-9]{2}$" data-parsley-trigger="change" data-parsley-validate data-parsley-required data-parsley-trigger="keyup">
                </div>
              </div>
              <div class="form-group">
                <label for="exampleFormControlTextarea1">DVD description</label>
                <textarea class="form-control" id="modal-dvddescription" rows="5" data-parsley-required data-parsley-trigger="keyup" data-parsley-trigger="change"><?php echo $dvddescription;?></textarea>
              </div>
              <div class="form-group">
                <label for="exampleSelect1">DVD Provider</label>
                <select class="form-control" id="DVDProviders">
                      <?php
                      //Create new supplier object
                      $Supplier = new Supplier();
                      //get data from getSupplierList and return to $Suppliers
                      if($Suppliers = $Supplier->getSupplierList());
                      {
                        //Get the first option to be the dvds origional code/name of the provider
                        echo "<option nameid='".$dvdprovidercode."'>".$dvdprovidername."</option>";
                        //Loop through all the other suppliers
                        foreach($Suppliers as $SupplierList => $SupplierItem)
                        {
                          //Check if the supplier is the same as the supplier that the dvd has, so it skips so it doesn't have double of the sam provider.
                          if($Suppliers[$SupplierList]['providercode'] == $dvdprovidercode)
                          {
                          }else {
                            //Echo Supplier names/codes.
                            echo "<option nameid='".$Suppliers[$SupplierList]['providercode']."'>".$Suppliers[$SupplierList]['providername']."</option>";
                          }
                        }
                      }

                      ?>
                    </select>
                  </div>
                      <div class="form-group">
                        <label for="exampleSelect1">Genre</label>
                        <select class="form-control" id="DVDGenre">
                              <?php
                              $Genre = new Genre();
                              if($Genres = $Genre->getGenreList());
                              {
                                echo "<option nameid='".$dvdgenreid."'>".$dvdgenrename."</option>";
                                foreach($Genres as $GenresList => $GenreItem)
                                {
                                    if($Genres[$GenresList]['genreid'] == $dvdgenreid)
                                    {} else {
                                    echo "<option nameid='".$Genres[$GenresList]['genreid']."'>".$Genres[$GenresList]['genrename']."</option>";
                                  }
                                }
                              }

                              ?>
                            </select>
                          </div>
            </form>
          <div class="modal-footer">
            <button type="button" class="btn btn-secondary" data-dismiss="modal">Close</button>
              <button class="deletedvdproduct btn btn-danger" data-deletedvdproductid="<?php echo $dvdproductid;?>">Delete DVD</button>
              <button class="updatedvdproduct btn btn-primary" data-updatedvdproduct="<?php echo $dvdproductid;?>">Update DVD</button>
          </div>
        </div>
      </div>
    </div>

    <!-- Bootstrap core JavaScript
    ================================================== -->
    <?php $Payload->footerRequired();?>

    <script>
    function validate()
    {
          var form = $('#UpdateDVD');

          form.parsley().validate();

          if (form.parsley().isValid()){
              return true;
          }
          else {
            {
              return false;
            }
          }
    }
    </script>
    <script>
    //DELETE DVD PRODUCT
    $('button.deletedvdproduct').click(function() {
      var productid = $(this).attr("data-deletedvdproductid");
      deleteDVD(productid);
    });
    //https://lipis.github.io/bootstrap-sweetalert///
    function deleteDVD(productid) {
      swal({
        title: "Are you sure?",
        text: "Are you sure that you want to delete this DVD?",
        type: "warning",
        showCancelButton: true,
        closeOnConfirm: false,
        confirmButtonText: "Yes, delete it!",
        confirmButtonColor: "#ec6c62"
      }, function() {
        $.ajax({
            url: "../Assets/API/DVDAPI.php",
            type: "POST",
            data: {DeleteDVD: productid
            },
            dataType: "html",
            success: function () {
                swal("Done!", "It was succesfully deleted!", "success");
                // similar behavior as an HTTP redirect
                setTimeout(function () {
                  window.location.replace("../dashboard/");
                }, 500);
            },
            error: function (xhr, ajaxOptions, thrownError) {
                swal("Error deleting!", "Please try again", "error");
            }
        });
      });
    }
    ////
    </script>

    <script>
    //UPDATE DVD PRODUCT
    $('button.updatedvdproduct').click(function() {
      var productid = $(this).attr("data-updatedvdproduct");
      var dvdname = $('#modal-dvdname').val();
      var dvdprice = $('#modal-dvdprice').val();
      var dvddescription = $('#modal-dvddescription').val();
      var dvdprovider = $('#DVDProviders option:selected').attr("nameid");
      var dvdgenreid = $('#DVDGenre option:selected').attr("nameid");
      if(validate())
      {
      updateDVD(dvdname,dvdprice,dvddescription, productid, dvdprovider, dvdgenreid);
      }

    });
    //https://lipis.github.io/bootstrap-sweetalert///
    function updateDVD(dvdname,dvdprice,dvddescription,productid, dvdprovider, dvdgenreid) {
      swal({
        title: "Are you sure?",
        text: "Are you sure that you want to update this DVD?",
        type: "warning",
        showCancelButton: true,
        closeOnConfirm: false,
        confirmButtonText: "Yes, update it!",
        confirmButtonColor: "#ec6c62"
      }, function() {
        $.ajax({
            url: "../Assets/API/DVDAPI.php",
            type: "POST",
            data: {UpdateDvdid: productid,
                   UpdateDvdName: dvdname,
                   UpdateDvdprice: dvdprice,
                   UpdateDvddescription: dvddescription,
                   UpdateDvdProviderCode: dvdprovider,
                   UpdateDvdGenreid: dvdgenreid
            },
            dataType: "html",
            success: function (responce)
            {
              if(responce === "found")
              {
                swal("Failed!", "The dvd was already found in the database", "error");
                // similar behavior as an HTTP redirect
              }
              else {
                swal("Done!", "Sucessfully created dvd", "success");
                // similar behavior as an HTTP redirect
                setTimeout(function () {
                  location.reload();
                }, 500);
              }
            },
            error: function (xhr, ajaxOptions, thrownError) {
                swal("Error creating!", "Please try again", "error");
            }
        });
      });
    }
    ////
    </script>
    <script type="text/javascript">
        $(function () {
          $('#UpdateDVD').parsley().on('field:validated', function() {
            var ok = $('.parsley-error').length === 0;
            $('.bs-callout-info').toggleClass('hidden', !ok);
            $('.bs-callout-warning').toggleClass('hidden', ok);
          })
          .on('form:submit', function() {
            return true; // Don't submit form for this demo
          });

            $.listen('parsley:field:error', function(ParsleyField) {
        ParsleyField.$element.prev('i.fa').removeClass('cta-success').addClass('cta-error');
            });

            $.listen('parsley:field:success', function(ParsleyField) {
        ParsleyField.$element.prev('i.fa').removeClass('cta-error').addClass("cta-success");
            });
        });
        </script>

  </body>
</html>

[bookmark: _Toc535576613]8.1.4 AdminPanel (Index.php)
<?php

include_once("../Assets/Classes/Session.php");
$session = new Session();
$session->LoginStatus();

include_once("../Assets/Payload/Payload.php");
$Payload = new Payload();

include_once("../Assets/Classes/Include.php");
$include = new GlobalInclude();

include_once("../Assets/Classes/StrategyPattern.php");
$Perms = new Permissions($_SESSION['accesslevel']);
$Perm = $Perms->CheckPermissions();
$Perm->VerifyPerm($_SESSION['accesslevel']);

include_once("../Assets/Classes/Dbconfig.php");
include_once("../Assets/Classes/Admin.php");

?>
<!doctype html>
<html lang="en">
  <head>
    <meta charset="utf-8">
    <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">
    <meta name="description" content="">
    <meta name="author" content="">
    <link rel="icon" href="../../../../favicon.ico">

    <title>Assignment One</title>

    <?php $Payload->headerRequired();?>
        <link href="../Assets/CSS/parsleyjscss.css" rel="stylesheet">


    <!-- END OF DATA TABLE CDN-->
  </head>

  <body>
    <nav class="navbar navbar-dark sticky-top bg-dark flex-md-nowrap p-0">
      <a class="navbar-brand col-sm-3 col-md-2 mr-0" href="#">Login/Search</a>
      <ul class="navbar-nav px-3">
        <li class="nav-item text-nowrap">
            <a class="nav-link" href="../">Sign out</a>
        </li>
      </ul>
    </nav>

    <div class="container-fluid">
      <div class="row">

        <?php $include->loadNavigation();?>
        <main role="main" class="col-md-9 ml-sm-auto col-lg-10 pt-3 px-4">
          <div class="d-flex justify-content-between flex-wrap flex-md-nowrap align-items-center pb-2 mb-3 border-bottom">
            <h1 class="h2">Admin Panel</h1>
          </div>
          <?php
          //all your logic to add it to the databse or whatever, and then:
          $GetUsers = new Dbconfig;
          $GetUsers->connect();
          $GetUsers = new UserAdmin;
          // With this precision (microsecond) ID will looks like '2di2adajgq6h'

          //echo $id = base_convert(microtime(false), 10, 36);
          ?>
          <div class="table-responsive">
            <table id="example" class="display" style="width:100%">
              <thead>
                  <tr>
                      <th>User id</th>
                      <th>Username</th>
                      <th>EmailAddress</th>
                      <th>Accesslevel</th>
                  </tr>
              </thead>
              <tbody>
                  <?php
                  if($Users = $GetUsers->getAllUsers());
                  {
                    foreach($Users as $Userid => $item)
                    {
                      echo "<tr>";
                        echo "<td><a href='../userTraffic/Index.php?userid=". $Users[$Userid]['userid'] . "'><button type='button' class='btn btn-outline-info btn-sm'>". "View User Traffic "."</button></a></td>";
                        echo "<td>" . $Users[$Userid]['username'] . "</td>";
                        echo "<td>" . $Users[$Userid]['emailaddress'] . "</td>";
                        echo "<td>"; if($Users[$Userid]['accesslevel'] == 1) { echo "Default User";} else { echo "Admin";} echo "</td>";
                      echo "</tr>";
                    }
                  }?>
              </tbody>
              <tfoot>
                  <tr>
                  </tr>
              </tfoot>
            </table>
          </div>
        </main>
      </div>
    </div>

    <?php $Payload->footerRequired();?>
    <script type="text/javascript">
    $(function () {
      $('#UpdateDVD').parsley().on('field:validated', function() {
        var ok = $('.parsley-error').length === 0;
        $('.bs-callout-info').toggleClass('hidden', !ok);
        $('.bs-callout-warning').toggleClass('hidden', ok);
      })
      .on('form:submit', function() {
        return true; // Don't submit form for this demo
      });

      $.listen('parsley:field:error', function(ParsleyField) {
      ParsleyField.$element.prev('i.fa').removeClass('cta-success').addClass('cta-error');
      });

      $.listen('parsley:field:success', function(ParsleyField) {
      ParsleyField.$element.prev('i.fa').removeClass('cta-error').addClass("cta-success");
      });
    });
    </script>

    <script>
    $(document).ready(function() {
        $('#example').DataTable();
    } );
    </script>

  </body>
</html>

[bookmark: _Toc535576614]8.1.5 userTraffic (Index.php)
<?php

include_once("../Assets/Classes/Session.php");
$session = new Session();
$session->LoginStatus();

include_once("../Assets/Payload/Payload.php");
$Payload = new Payload();

include_once("../Assets/Classes/Include.php");
$include = new GlobalInclude();

include_once("../Assets/Classes/StrategyPattern.php");
$Perms = new Permissions($_SESSION['accesslevel']);
$Perm = $Perms->CheckPermissions();
$Perm->VerifyPerm($_SESSION['accesslevel']);

include_once("../Assets/Classes/Dbconfig.php");
include_once("../Assets/Classes/userTraffic.php");
include_once("../Assets/Classes/Supplier.php");
include_once("../Assets/Classes/Genre.php");
?>
<!doctype html>
<html lang="en">
  <head>
    <meta charset="utf-8">
    <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">
    <meta name="description" content="">
    <meta name="author" content="">
    <link rel="icon" href="../../../../favicon.ico">

    <title>Assignment One</title>

    <?php $Payload->headerRequired();?>
        <link href="../Assets/CSS/parsleyjscss.css" rel="stylesheet">


    <!-- END OF DATA TABLE CDN-->
  </head>

  <body>
    <nav class="navbar navbar-dark sticky-top bg-dark flex-md-nowrap p-0">
      <a class="navbar-brand col-sm-3 col-md-2 mr-0" href="#">Login/Search</a>
      <ul class="navbar-nav px-3">
        <li class="nav-item text-nowrap">
            <a class="nav-link" href="../">Sign out</a>
        </li>
      </ul>
    </nav>

    <div class="container-fluid">
      <div class="row">

        <?php $include->loadNavigation();?>
        <main role="main" class="col-md-9 ml-sm-auto col-lg-10 pt-3 px-4">
          <div class="d-flex justify-content-between flex-wrap flex-md-nowrap align-items-center pb-2 mb-3 border-bottom">
            <h1 class="h2">User Traffic</h1>
          </div>
          <?php
          //all your logic to add it to the databse or whatever, and then:
          $instance = Dbconfig::getInstance();
          $UserTraffic = $instance->Connect();
          $UserTraffic = new Traffic;
          // With this precision (microsecond) ID will looks like '2di2adajgq6h'

          //echo $id = base_convert(microtime(false), 10, 36);
          ?>
          <div class="table-responsive">
            <table id="example" class="display" style="width:100%">
              <thead>
                  <tr>
                      <th>username</th>
                      <th>Dvd name</th>
                      <th>Search date/time</th>
                  </tr>
              </thead>
              <tbody>
                  <?php
                  if($UserTraffics = $UserTraffic->getUserTraffic($userid = $_GET['userid']));
                  {
                    foreach($UserTraffics as $trafficid => $item)
                    {
                      echo "<tr>";
                        echo "<td>" . $UserTraffics[$trafficid]['username'] . "</td>";
                        echo "<td>" . $UserTraffics[$trafficid]['dvdname'] . "</td>";
                        echo "<td>" . $UserTraffics[$trafficid]['timesearched'] . "</td>";
                      echo "</tr>";
                    }
                  }?>
              </tbody>
              <tfoot>
                  <tr>
                  </tr>
              </tfoot>
            </table>
          </div>
        </main>
      </div>
    </div>

    <?php $Payload->footerRequired();?>
    <script type="text/javascript">
    $(function () {
      $('#UpdateDVD').parsley().on('field:validated', function() {
        var ok = $('.parsley-error').length === 0;
        $('.bs-callout-info').toggleClass('hidden', !ok);
        $('.bs-callout-warning').toggleClass('hidden', ok);
      })
      .on('form:submit', function() {
        return true; // Don't submit form for this demo
      });

      $.listen('parsley:field:error', function(ParsleyField) {
      ParsleyField.$element.prev('i.fa').removeClass('cta-success').addClass('cta-error');
      });

      $.listen('parsley:field:success', function(ParsleyField) {
      ParsleyField.$element.prev('i.fa').removeClass('cta-error').addClass("cta-success");
      });
    });
    </script>

    <script>
    $(document).ready(function() {
        $('#example').DataTable();
    } );
    </script>

  </body>
</html>
[bookmark: _Toc535576615]8.1.6  MainLoadPage (Index.php)
<?php
include_once("Assets/Classes/Session.php");
$session = new Session();
$session->sessionExpire();
    header('Location: login');
?>

[bookmark: _Toc535576616]8.1.7 DVDAPI (Index.php)
<?php
include_once("../Classes/Dbconfig.php");
include_once("../Classes/DBdvd.php");
include_once("../Classes/SpecificationDesignPattern.php");
  $selectedvd = new Dbconfig;
  $selectedvd->connect();
  $selectedvd = new Dvd;

$dvdcheck = new DvdNameIsAvailable();



//Run delete command for deleting DVD
if(isset($_POST['DeleteDVD']))
{
  $key = $_POST['DeleteDVD'];
  $selectedvd->deleteDVD($key);
}

if(isset($_POST['UpdateDvdid']))
{
  $updatedvalues = [
    'dvdname' =>  $_POST['UpdateDvdName'],
    'dvdprice' => $_POST['UpdateDvdprice'],
    'dvddescription' => $_POST['UpdateDvddescription'],
    'providercode' => $_POST['UpdateDvdProviderCode'],
    'genreid' => $_POST['UpdateDvdGenreid'],
    'dvdproductid' => $_POST['UpdateDvdid'],
];
$updateddvd = $dvdcheck->isSatisfiedBy($_POST['UpdateDvdName']);
  if($updateddvd)
  {
    $duplicatecheck = $selectedvd->verifyUpdate($_POST['UpdateDvdName'], $_POST['UpdateDvdid']);

    if($duplicatecheck)
    {
        $selectedvd->updateDVD($updatedvalues);
    }
    else
    {
        echo "found";
    }
  }
  else
  {
    $selectedvd->updateDVD($updatedvalues);
  }
}

if(isset($_POST['CreateDvdName']))
{
  $newvalues = [
    'dvdname' =>  $_POST['CreateDvdName'],
    'dvdprice' => $_POST['CreateDvdPrice'],
    'dvddescription' => $_POST['CreateDvdDescription'],
    'providercode' => $_POST['CreateDvdProvider'],
    'dvdreleasedate' => $_POST['CreateDvdReleasedate'],
    'genreid' => $_POST['CreateDvdGenre'],

];
$createddvd = $dvdcheck->isSatisfiedBy($_POST['CreateDvdName']);
if($createddvd)
{
  echo "found";
}
else
{
    $selectedvd->createDVD($newvalues);
}

}
?>

[bookmark: _Toc535576617]8.2 Classes

[bookmark: _Toc535576618]8.2.1 Payload.php
<?php



class Payload {

  function headerRequired () {
    echo '

    <!-- Bootstrap4.0 PAYLOAD.-->
    <link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css" integrity="sha384-Gn5384xqQ1aoWXA+058RXPxPg6fy4IWvTNh0E263XmFcJlSAwiGgFAW/dAiS6JXm" crossorigin="anonymous">

    <link href="../Assets/CSS/CSSBS4C.css" rel="stylesheet" id="bootstrap-css-core">

    <!-- DATA TABLE CDN-->
    <link rel="stylesheet" type="text/css" href="https://cdn.datatables.net/v/bs4/dt-1.10.18/datatables.min.css"/>

    <!--Bootsrap 4 CDN-->
    <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/css/bootstrap.min.css" integrity="sha384-MCw98/SFnGE8fJT3GXwEOngsV7Zt27NXFoaoApmYm81iuXoPkFOJwJ8ERdknLPMO" crossorigin="anonymous">

    <!-- Font Awesome-->
    <link rel="stylesheet" href="https://use.fontawesome.com/releases/v5.6.3/css/all.css" integrity="sha384-UHRtZLI+pbxtHCWp1t77Bi1L4ZtiqrqD80Kn4Z8NTSRyMA2Fd33n5dQ8lWUE00s/" crossorigin="anonymous">

        <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/bootstrap-sweetalert/1.0.1/sweetalert.css">
    ';

  }

  function footerRequired() {

    echo '

    <script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>


    <!-- parsley PAYLOAD -->
    <script src="https://cdnjs.cloudflare.com/ajax/libs/parsley.js/2.8.1/parsley.js"></script>

    <!-- DATATABLE PAYLOAD -->
    <script type="text/javascript" src="https://cdn.datatables.net/v/bs4/dt-1.10.18/datatables.min.js"></script>


    <!-- BS SWEETALRT PAYLOAD -->
    <script type="text/javascript" src="https://cdnjs.cloudflare.com/ajax/libs/bootstrap-sweetalert/1.0.1/sweetalert.js"></script>


    <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js" integrity="sha384-ApNbgh9B+Y1QKtv3Rn7W3mgPxhU9K/ScQsAP7hUibX39j7fakFPskvXusvfa0b4Q" crossorigin="anonymous"></script>


      <script src="https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js" integrity="sha384-JZR6Spejh4U02d8jOt6vLEHfe/JQGiRRSQQxSfFWpi1MquVdAyjUar5+76PVCmYl" crossorigin="anonymous"></script>


    ';

  }

}
?>


[bookmark: _Toc535576619]8.2.2 Admin.php
<?php

class UserAdmin extends Dbconfig {

  public function getAllUsers() {
    $stmt = $this->connect()->prepare("SELECT userid, username, emailaddress, accesslevel FROM users");
    //$stmt->execute(/*[$userid]*/);

    //Get all references and values from the array.
    $stmt->execute();
    $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
    return $result;
    $this->pdo=null;
  }

}

?>

[bookmark: _Toc535576620]8.2.3 Client.php
<?php


class Client {
  //attributes
  //constructor
  //properties
  //methods

  public function getRealIpAddr()
  {
    //from and used (http://itman.in/en/how-to-get-client-ip-address-in-php/)
    if (!empty($_SERVER['HTTP_CLIENT_IP']))   //check ip from share internet
    {
      $ip=$_SERVER['HTTP_CLIENT_IP'];
    }
    elseif (!empty($_SERVER['HTTP_X_FORWARDED_FOR']))   //to check ip is pass from proxy
    {
      $ip=$_SERVER['HTTP_X_FORWARDED_FOR'];
    }
    else
    {
      $ip=$_SERVER['REMOTE_ADDR'];
    }
    return $ip;
  }
}



?>
[bookmark: _Toc535576621]7.2.4 Dbconfig.php
<?php
class Dbconfig{
  private $_servername;
  private $_username;
  private $_password;
  private $_dbname;
  private $_charset;

  private $_pdo;
  private static $instance = null;

  public function __construct()
  {
    $this->_servername = "localhost";
    $this->_username = "root";
    $this->_password = "";
    $this->_dbname = "assignmentoneawd";
    $this->_charset = "utf8mb4";

    try
    {
      $dsn = "mysql:host=".$this->_servername.";dbname=".$this->_dbname.";chartset=".$this->_charset;
      $this->_pdo = new PDO($dsn,$this->_username,$this->_password);
      $this->_pdo->SetAttribute(PDO::ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);

      //Should I use emulate false and should I use 'NO_BACKSLASH_ESCAPES SQL'??
      //  force PDO to use true prepared statement and stop PDO using emulation and using "mysql_real_escape_string()".
      $this->_pdo->setAttribute(PDO::ATTR_EMULATE_PREPARES, false);
      return $this->_pdo;
    }
    catch(PDOException $e)
    {
      echo "Connection failed: ".$e->GetMessage();
    }
  }
  public static function getInstance()
  {
    if(!self::$instance)
    {
      self::$instance = new Dbconfig();
    }

    return self::$instance;
  }

  public function Connect()
  {
    return $this->_pdo;
  }
}
?>

[bookmark: _Toc535576622]7.2.5 DbDVD.php
<?php
class Dvd extends Dbconfig {
  public function getDvd()
  {
    $stmt = $this->connect()->prepare("SELECT dvdproductid, dvdname, dvdreleasedate, dvdprice FROM dvd");
    //$stmt->execute(/*[$userid]*/);

    //Get all references and values from the array.
    $stmt->execute();
    $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
    return $result;
    $this->pdo=null;
  }
  public function getSelectedDVD($key)
  {

      $stmt = $this->connect()->prepare("SELECT dvd.dvdproductid, dvd.dvdname, dvd.dvdreleasedate, dvd.dvdprice, dvd.dvddescription, dvdprovider.providername, dvdprovider.providercode, genre.genreid, genre.genrename, genre.genreid  FROM dvd inner join genre on genre.genreid = dvd.genreid inner join dvdprovider on dvdprovider.providercode = dvd.providercode where dvdproductid=?");
      //$stmt->execute(/*[$userid]*/);

      //Get all references and values from the array.
      $stmt->execute(array($key));
      $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
      return $result;
      $this->pdo=null;

  }
  public function updateDVD($updatedvalues)
  {
    $stmt = $this->connect()->prepare("UPDATE dvd SET dvdname=:dvdname, dvdprice=:dvdprice, dvddescription=:dvddescription, providercode=:providercode, genreid=:genreid WHERE dvdproductid=:dvdproductid");
    //$stmt->execute(/*[$userid]*/);

    //Get all references and values from the array.
    $stmt->execute($updatedvalues);
    return $stmt->rowCount();
    $this->pdo=null;

  }
  public function deleteDVD($key)
  {
    $stmt = $this->connect()->prepare("DELETE FROM dvd WHERE dvdproductid=?");

    //Get all references and values from the array.
    $stmt->execute(array($key));
    return $stmt->rowCount();
    $this->pdo=null;
  }
  public function createDVD($newvalues)
  {
    $getid = new productidgen();
    $id = $getid->createProductID();
    $newvalues['dvdproductid'] = $id;
    $stmt = $this->connect()->prepare("INSERT INTO dvd (dvdname, dvdprice, dvddescription, providercode, dvdreleasedate, genreid, dvdproductid) VALUES (:dvdname, :dvdprice, :dvddescription, :providercode, :dvdreleasedate, :genreid, :dvdproductid)");


    //Get all references and values from the array.
    $stmt->execute($newvalues);
    $this->pdo=null;
  }
  public function verifyUpdate($dvdname, $dvdid) {
    $stmt = $this->connect()->prepare("SELECT dvdname FROM dvd where dvdproductid=?");
    //$stmt->execute(/*[$userid]*/);

    //Get all references and values from the array.
    $stmt->execute([$dvdid]);
    $result['dvdname'] = $stmt->fetchColumn();
    if($result['dvdname'] == $dvdname)
    {
      return true;
    }
    else {
      return false;
    }
    $this->pdo=null;
  }
}


class productidgen {

  public function createProductID() {
    //SOUCED FROM 'https://stackoverflow.com/questions/3990820/how-can-i-make-short-random-unique-keys-like-youtube-video-ids-in-php' AUTHOR='Diantre'
    $id = base_convert(microtime(false), 10, 36);

    return $id;
  }
}
?>

[bookmark: _Toc535576623]7.2.6 Genre.php
<?php

class Genre extends Dbconfig{

  public function getGenreList() {
    $stmt = $this->connect()->prepare("SELECT genreid, genrename FROM genre");


    //Get all references and values from the array.
    $stmt->execute();
    $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
    return $result;
    $this->pdo=null;

  }
  public function getGenre($key) {

    $stmt = $this->connect()->prepare("SELECT genrename FROM genre WHERE genreid=?");


    //Get all references and values from the array.
    $stmt->execute(array($key));
    $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
    return $result;
    $this->pdo=null;
  }


}

?>

[bookmark: _Toc535576624]7.2.7 Include.php
<?php

class GlobalInclude {
  public function loadNavigation() {
    echo '

    <nav class="col-md-2 d-none d-md-block bg-light sidebar">
      <div class="sidebar-sticky">
        <ul class="nav flex-column">
          <li class="nav-item">
            <h5 class="text-center"> Welcome:'; if(isset($_SESSION["username"])){echo $_SESSION["username"];} echo '</h5>
            <a class="nav-link active" href="../dashboard/"><i class="fas fa-home"></i>
              Dashboard <span class="sr-only"></span>
            </a>';
            if(isset($_SESSION['Perms']))
            {
              if ($_SESSION['Perms'] == "Admin") {
               echo '<a class="nav-link text-danger" href="../AdminPanel/"><i class="fas fa-user"></i>
                      Admin <span class="sr-only "></span></a>';
              }
            } echo '
          </li>
        </ul>
      </div>
    </nav>

    ';
  }


}


?>

[bookmark: _Toc535576625]7.2.8 Observer.php
<?php
include_once("Dbconfig.php");
include_once("User.php");


interface IObserver
{
     function onUserAdded( $observable, $data);
}
interface IObservable
{
    function attach( $observer );
}



class Login implements IObservable
{
    private $_observers = array();
    private $_loggedin = false;
    private $_failedattempt;
    private $_emailaddress;
    public $_error;

    function __construct()
    {
      $instance = Dbconfig::getInstance();
      $object = $instance->Connect();
    }

    private function notify($notifytype)
    {
        foreach( $this->_observers as $obser )
        {
          if($notifytype == "failedattempt")
          {
            $object = new User;
            $object->loginFailedAttempt($this->_failedattempt,$this->_emailaddress);

          }

        }
    }

    public function attach( $observer )
    {
        $this->_observers []= $observer;
    }

    public function checkCredentials($emailaddress,$password)
    {

        //all your logic to add it to the databse or whatever, and then:
        $object = new User;

          $table = "users";
          $fields = array(
            "emailaddress" =>$emailaddress,
            "password" => $password
          );
          if($CurrentUser = $object->getUser($table, $fields));
          {
            //Check if the array contains key 'error', if so got returned false. else. values were found.
            if (array_key_exists('error', $CurrentUser))
            {
              $errorusernotfound = $CurrentUser['error'];
              $this->_error = "Email address or password is incorrect.";
              $this->_failedattempt++;
              if($this->_failedattempt > 0)
              {
                $this->_emailaddress = $emailaddress ;
                $this->notify($notifytype = "failedattempt",$this->_emailaddress); // tell observer
              }
            }
            else
            {
              $cu_emailaddress = $CurrentUser['emailaddress'];
              $cu_password = $CurrentUser['password'];
              $this->loggedin(true);

              $mail = new MailAdmin();
              $mail->onUserAdded($this->_observers, $cu_emailaddress);
            }
            //Could do addional checking if the query fired off and functioned correctly.
          }

    }
    public function loggedin($value)
    {
      $this->_loggedin = $value;
      if($this->_loggedin = true)
      {
            header('Location: ../Dashboard');
      }
    }

}

class MailAdmin implements IObserver
{
    public function  onUserAdded($observable, $data)
    {
      // the message
        $msg = "User Loggedin " . "username: ". $data;


        // send email
        mail("Admin@example.com","User loggedin",$msg);
    }
}
?>

[bookmark: _Toc535576626]7.2.9 Session.php
<?php



Class Session {

  //attributes
  public $_sessionName;
  public $_sessionID;
  public $_sessionActive;

  //constructor
  function __construct(){
    if (!isset($_SESSION))
    {
      $this->startSession();
    }
    $this->generateSessionID();
    $this->sessionTimeout();
  }

  //propeties


  //methods
    public function startSession() {
      session_start();
      $this->_sessionID = session_id();
    }
    public function generateSessionID() {
      //session_regenerate_id(true);
    }
    public function loggedinSession($userid, $username, $emailaddress, $accesslevel) {
      session_unset();   // unset session data in storage
      $_SESSION['login'] = true;
      $_SESSION['userid'] = $userid;
      $_SESSION['username'] = $username;
      $_SESSION['emailaddress'] = $emailaddress;
      $_SESSION['accesslevel'] = $accesslevel;
      /*sort out the date time format */
      $_SESSION['lastloggedin'] = date("d-m-Y h:i a");
      $_SESSION['lastactivity'] = time();


    }
    public function sessionTimeout() {
      //From and used (https://solutionfactor.net/blog/2014/02/08/implementing-session-timeout-with-php/)
      $time = $_SERVER['REQUEST_TIME'];
      /**
      * for a 30 minute timeout, specified in seconds
      */
      $timeout_duration = 1300;

      /**
      * Here we look for the user's LAST_ACTIVITY timestamp. If
      * it's set and indicates our $timeout_duration has passed,
      * blow away any previous $_SESSION data and start a new one.
      */
      if (isset($_SESSION['LAST_ACTIVITY']) && ($time - $_SESSION['LAST_ACTIVITY']) > $timeout_duration) {
        $this->sessionExpire();
      }

      /**
      * Finally, update LAST_ACTIVITY so that our timeout
      * is based on it and not the user's login time.
      */
      $_SESSION['LAST_ACTIVITY'] = $time;
    }

  public function sessionExpire() {
      session_start();
      session_unset();   // unset session data in storage
      session_destroy();   // destroy session data in storage
      header('Location: ../Login');

  }
  public function LoginStatus() {
    if(!isset($_SESSION['login']))
    {
      $this->sessionExpire();
    }
    else
    {
      if($_SESSION['login'] != true )
      {
        $this->sessionExpire();
      }
    }
  }

}



?>

[bookmark: _Toc535576627]7.2.10 SpecificationDesignPattern.php
<?php
include_once("Dbconfig.php");
interface CheckDVDSpecification {

public function isSatisfiedBy($DVDName);

}

class DVDExists extends Dbconfig {

  public function getDVDCount($DVDName) {

    $stmt = $this->connect()->prepare("SELECT * FROM dvd WHERE dvdname=?");

    $stmt->execute([$DVDName]);
    $row = $stmt->fetch(PDO::FETCH_ASSOC);
    if($row)
    {
        return true;
    }
    else {
      return false;
    }
    $this->pdo=null;
  }

}

class DvdNameIsAvailable extends DVDExists implements CheckDVDSpecification {

  private $_DVDExists;

  public function __construct()
  {
  $this->_DVDExists = new DVDExists();
  }

  public function isSatisfiedBy($DVDName)
  {
    if($this->_DVDExists->getDVDCount($DVDName))
    {
      return true;
    }
    else {
        return false;
    }

  }

}
?>

[bookmark: _Toc535576628]7.2.11 StrategyPattern.php
  <?php

interface PermissionsStrategy{
  public function permission($accesslevel);
}
  class Admin implements PermissionsStrategy {

      public function permission($accesslevel = 0) {
        if(!isset($_SESSION['Perms']))
          $_SESSION['Perms'] = "Admin";
      }
      public function VerifyPerm($acclevel) {
        if($acclevel != 2)
        {
            header('Location: ../dashboard/');
        }
      }

  }

  class User implements PermissionsStrategy {

      public function permission($accesslevel = 0) {
          if(!isset($_SESSION['Perms']))
          $_SESSION['Perms'] = "User";
      }
      public function VerifyPerm($acclevel) {
        if($acclevel != 2)
        {
            header('Location: ../dashboard/');
        }
      }
  }


  class Permissions  {
    private $_accesslevel = 0;


    public function __construct($accesslevel = 0) {
    $this->_accesslevel = $accesslevel;
    }

    public function getAccesslevel() {
        return $this->_accesslevel;
    }

    public function setAccesslevel($accesslevel = 0) {
    $this->_accesslevel = $accesslevel;
    }
    public function CheckPermissions() {
    if($this->_accesslevel == 1) {
        $Perms = new User();
    } elseif($this->_accesslevel == 2) {
        $Perms = new Admin();
    }
    else {
      echo "an error occured within StratergyPattern.php, Ask Ricky :).";
    }
    $Perms->permission($this->_accesslevel);
    return $Perms;
    }
  }
?>

[bookmark: _Toc535576629]7.2.12 Supplier.php
<?php
class Supplier extends Dbconfig {


  public function getSupplierList() {
    //$userid = 1;
    $stmt = $this->connect()->prepare("SELECT providername, providercode FROM dvdprovider");
    //$stmt->execute(/*[$userid]*/);

    //Get all references and values from the array.
    $stmt->execute();
    $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
    return $result;
    $this->pdo=null;
  }
}


?>

[bookmark: _Toc535576630]7.2.13 User.php
<?php
include_once("Client.php");
include_once("Session.php");
include_once("Dbconfig.php");
class User extends Dbconfig {
  public function getUser($table, $fields)
  {

    $value = $fields['emailaddress'];
    $stmt = $this->connect()->prepare("SELECT * FROM $table WHERE emailaddress=?");
    //$stmt->execute(/*[$userid]*/);

    //Get all references and values from the array.
    $stmt->execute(array($value));

    //check if record was Found
    if($stmt->rowCount())
    {
      while($row = $stmt->fetch())
      {
        if(password_verify($fields['password'],$row['password']))
        {
          $session = new Session();
          $session->loggedinSession( $userid = $row['userid'],$username = $row['username'], $emailaddress = $row['emailaddress'], $accesslevel = $row['accesslevel']);
          return $ReturnedValue = array(
            "emailaddress" => $row['emailaddress'],
            "password" => $row['password']
          );
        }
        else {
          return $ReturnedValue = array(
            "error" => "The searched for user wasn't found"
          );
        }
      }
    }
    $this->pdo=null;
  }

  public function loginFailedAttempt($attemptcount, $emailaddress)
  {
    //Create new object Client
    $client = new Client();
    //Get IP address of the client.
    $IPADDRESS = $client->getRealIpAddr();

    $stmt = $this->connect()->prepare("INSERT INTO loginattempts (emailaddress, attemptcount, IPADDR) VALUES (?,?,?)");

    //Get all references and values from the array.
    $stmt->execute([$emailaddress,$attemptcount, $IPADDRESS]);

    $this->pdo=null;
  }


  public function searchEvent($user, $product) {
    $stmt = $this->connect()->prepare("INSERT INTO loggedsearch (userid, dvdproductid) VALUES (?,?)");

    //Get all references and values from the array.
    $stmt->execute([$user,$product]);

    $this->pdo=null;
  }
}
?>


[bookmark: _Toc535576631]7.2.14 userTraffic.php

<?php

class Traffic extends Dbconfig {

    /*
  public function getUserTraffic($userid)
  {
    $stmt = $this->connect()->prepare("SELECT dvdproductid, userid FROM loggedsearch where userid=?");

    //Get all references and values from the array.
    $stmt->execute([$userid]);
    $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
    return $result;
    $this->pdo=null;
    }
      */


    public function getUserTraffic($userid)
    {

      $stmt = $this->connect()->prepare("SELECT users.username, loggedsearch.userid, loggedsearch.dvdproductid,loggedsearch.timesearched, dvd.dvdname FROM loggedsearch inner join users on loggedsearch.userid = users.userid inner join dvd on loggedsearch.dvdproductid = dvd.dvdproductid  where loggedsearch.userid=?");

      //$stmt->execute(/*[$userid]*/);

      //Get all references and values from the array.
      $stmt->execute([$userid]);
      $result = $stmt->fetchAll(\PDO::FETCH_ASSOC);
      return $result;
      $this->pdo=null;



    }

}


?>
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