



Task 1

During my completion of the Cisco Certified DevNet Associate course, I completed Chapters 2,3 and 4 of the course, which covered the DevNet Developer Environment, Software development and Design and Understanding and Using APIs (Application programming Interfaces.) What will follow will be a personal reflection on those 3 chapters.

During chapter 2, I was introduced to Cisco’s DevNet Developer Environment. It was described as a fully integrated developer program, which comprised of community forum, coordinated developer tools, and more. This included their personal tool called Sandboxes. I found Sandboxes to be an interesting feature, as they allow for users to interact with a production-like environment, where they can use cisco’s products for development and testing purposes. This coupled with another tool called “Learning Labs”, allows for developers to go through tutorials at their own pace, covering a multitude of topics, and then use sandboxes to test their knowledge and understanding of the subject. These labs cover the essentials, such as basic coding, all the way up to REST APIs. REST APIs are a way for “software to communicate via HTTP requests to perform standard database functions such as creating, reading, updating and deleting records” [1], which means it can be used for information gathering and using existing tools on the internet, such as Google Maps . Another tool used in the DevNet environment is code exchange. These allow users to share different types of exchanges for their different needs. Currently, the environment offers three exchanges, automation, code and ecosystem. The automation exchange acts to share automation solutions and toolkits. This helps to get devices up and running and allows for more optimisation time. Code exchange does as its name suggests, offers coding solutions sortable by keywords, made possible by GitHub API and moderators [2]. Finally, ecosystem exchange allows for both customers and partners to modify and integrate pre-existing solutions into their own company/business, which can be useful for those who want to quickly start design and development. Lastly, we have DevNet’s developer support. This allows users to either use the community forums to find existing solutions or post their own problems/solutions, or talk to support staff 1-1 with a 1 business day response time.

Chapter 3 introduces software development and design concepts. This included the different coding methodologies used in the industry, different design patterns for solving problems, as well as introducing version control system tools to help code development. I was first introduced to the Software Development Life Cycle, which consists of 5 different phases: Design, implementation, testing, deployment and maintenance. This built the basis for the different development methodologies moving forward, such as Waterfall, Agile and Lean. I then researched the different design patterns, which are tools used to describe the design components and their relationship [3]. This included 3 main categories: creational, used to abstract ideas into simpler forms; structural, which is used to describe using objects and classes for projects and finally behavioural, which is used to represent communication between objects for a project. Next, I covered the basics regarding version control systems, with the most popular of these systems being Git. These version control systems enable collaboration within a team, as each member can independently interact with the project at any time, without affecting the other’s changes. This can provide accountability for those involved with the project, as you can later check who made a change, when it occurred, and why it was implemented. Leading on from this, if ever a change were to be a mistake, the file can be reverted to an earlier version, quickly and effectively. The next part of the chapter covered code review and testing, a significant part of creating valuable code. Code review acts to ensure the code being written is easy to read, understandable and most importantly, functions as intended. Finally, I studied data formats, which help exchange information with APIs, which was covered previously. I was introduced to some of the most popular formats, including XML, JSON and YAML. These help to transfer data in a standardised way for easy manipulation by other software.

Eventually, I moved onto chapter 4, which provided information on understanding and using APIs. In a simple way, APIs define how the users, developers, and many other applications will interact with a specific application’s components. This is crucial for real world applications, as Google Maps API, and others like it, are integrated into many different applications, such as Argos, Cadburry, DPD, Lyft, etc [4]. APIs provide a valuable way to automate tasks, integrate with and react to data, and can provide a whole host of functionality to the end user. APIs can be one of two design styles, synchronous and asynchronous. Synchronous APIs work on a first-come first-served basis, for data that can be easily and instantly obtained. Asynchronous APIs are used for data that is not readily available, and so can take time to fetch and will alert the client of the returned data. I did however struggle understanding API architectural styles, as these were new subtopics on an already new topic. Nevertheless, during my research, I found that 3 main types of styles: RPC, which makes a request to the sever and is sent a response back; SOAP, which is XML-based and used for communication between different programming languages, and REST, which has six constraints that must be satisfied to help improve performance and health of the applications [5]. For better optimisation and security, APIs can introduce rate limits, which controls the number of requests an application can send per set time. This helps prevent server overload and protection against DDoS attacks. While mentioning optimisation, Webhooks is a feature for some APIs, notifying the application once a specific event has occurred. This allows the app to get real-time data, speeding up the process compared to other methods such as polling. 

Overall, the DevNet course was highly valuable for me, as it gave me extra knowledge and tools to help further my career options, as well as providing insight into how companies and businesses may use these tools for their own purposes.

Task 2

DevNet Overview

Cisco’s DevNet is an all-encompassing developer focused program, hosting a wide range of tools used by those who are just starting out, those who are at their very peak in their careers offering advice, and many different people in-between. DevNet holds a wide range of different tools and resources that can be used to help learn or even implement into their own companies. 

One of those tools is called “Learning Labs”, which are self-paced tutorials that will cover a wide range of topics. These Learning Labs are often catered for those who are studying for Cisco’s different certifications that they offer, however, are still valuable for those who would like to learn about networking, and can eventually lead to an industry recognised certification. These skills include general technologies and concepts, but also include specific programming language help, such as Python and JavaScript. Skills such as these are known as “transferable skills” and are very sought after due to their application to multiple industries. Another tool used is their code exchange, which allows the user to filter from different types of solutions to find something suited for the users personal needs. These include automation, regular code, and ecosystem, which are all useful, whether you are starting to build a solution for your network problem, or trying to maintain and optimise. Finally, there is the developer support and documentation that cisco offers. This includes support by both the community and cisco’s partner program, where you can either search for already existing posts and problems, or for something more personal, the user can log a ticket and receive one-to-one support in only a single business day. With DevNet, the user can access the developer documentation section, a central location that includes documentation for all their APIs that they offer. All these resources are available by creating a free DevNet account. After the account has been created, the user can explore the different resources that have been made available, which includes cisco’s learning tracks, which guide the user from the bare basics to more advanced topics.

One of the main resources DevNet offers is “Sandboxes”. These sandboxes allow you to interact with virtualised environments, simulators or even real hardware in a controlled environment, allowing you to test what you have learned from the different learning labs, or test different configurations and code without risk of compromising a network. These sandboxes have a whole host of different products that can be used, for different purposes, such as networking, security, data centre work, etc. This includes simulated use of the cisco routers, switches and firewalls, along with all their other equipment. What makes these sandboxes even more interesting is that they are browser-based, meaning there are no external programs needed and allows for testing wherever you have a connection to the internet. This, coupled with the fact the sandboxes are always ready to use provides a great amount of flexibility for those using the services.

While DevNet does offer a great number of useful tools, they are not the only company that allows users to interact and create virtual solutions and proof-of-concepts. EVE (Emulated Virtual Environment) also allows users to create and learn via their own labs. This tool “is the first clientless multivendor network emulation software” [6], which is great for network and security professionals who want to have flexibility within their career with different vendors. EVE also includes their own public forums and helpdesk, allowing for collaboration with like-minded individuals to ask for help, or to even help others themselves.

After the in-class discussion, I feel I have a better understanding of DevNet and what it aims to accomplish. I feel now that DevNet is more of an omnipresent tool for developers, as it contains many different tools that even seasoned developers can make use of, and even allows those in the later stages of their careers to share their experiences and their solutions to help those who are just starting. This also applies for different tools, such as EVE, which was mentioned, as they provide a varied approach which may be useful for different users and their personal learning styles.


Software Development in today’s environment

In today’s world, there are many different tried and tested methodologies, approaches and tools to help not only speed up development, but also ensure that the product being delivered is what the client expects and needs.
For me, the best methodology for providing the best product in todays environment is Agile. Agile is built on the “philosophy that software takes on a life of its own, constantly being improved, extended and enhanced” [7], meaning that it takes constant feedback from the client to form what is expected and wanted. Software developers today are not required to work in large office environments, and can instead work from home. This has its own advantages and disadvantages; however, it leads into one of the main parts of agile, the scrum. The scrum is a small team, usually meeting once a day to discuss and adapt to the changes proposed by the client. This allows those online to connect to those in the office via software such as Microsoft Teams, Webex, etc, while also being able to work in a more comfortable environment. With other methodologies such as Waterfall, developers do not generally talk much together, providing decohesion and code feeling disconnected and blocky. Agile is also great for connecting to the client, as there are many methods around of communication that was not around a few years ago, allowing constant feedback and responses to be received and acted upon. This is well-suited to today’s fast paced world of software development, providing innovation and responsiveness at a rate not seen before.
Additionally, Agile is one of the best approaches currently for efficiency when working as a team. Agile holds a heavy emphasis on teamwork, flexibility and adaptability, giving it an “agile” nature. Agile utilises scrums, a usually daily stand-up meeting within a team, giving the developers feedback on the features they are providing, and any extra tweaks or features that the client would like to include. This provides and open communication line between team members that allow roadblocks to be quickly fixed and priorities to be refocused, ensuring a common aim for the team. The constant feedback loop that agile provides helps to clarify the clients aims, ensuring a more tailored, better product delivered at the end. A great benefit to agile is that each developer can work both independently and with co-workers, which not only allows a large of number of tasks to be completed simultaneously, but can also provide a sense of ownership with the work, providing motivation to ensure that their work is the best it can be, and overall increasing efficiency.

Something not mentioned here is some of the tools that are used to help software developers stay organised when working on projects. The tool we will discuss is Git, and by extension, GitHub, as version control systems (VCS) and cloud repositories.
Firstly, I will briefly discuss the types of VCS that are used in the industry, then talk about the other tools like Git and what they offer. VCS often have 3 different types: Local, centralised and distributed. Local VCS tend to be for personal projects, and stores the difference, or delta, between each file commit in a document, allowing for changes to be reverted later. A centralised VCS stores repositories inside a central sever and enforces file locking, ensuring only one person can work on a file at one time, ensuring no merge errors. Finally, we have Distributed VCS, which allows users to simultaneously work on files and the software will try to sort out any errors when it comes to merging the different file states. Git offers the ability to use any one of these VCS, however, is not the only software to do so. A popular open-source system is called Mercurial, which is known for its simplicity and speed [8], and is generally considered to be a lightweight version of Git. There is also Subversion, or SVN, which is popular among large organisations due to its efficiency with storing large amounts of data. It is also considered an easier version of Git, and is useful for introducing non-developers to VCS due to its relative simplicity compared to Git and Mercurial.
Finally, we have GitHub, one of the most popular developer platforms used today, which provides a management aspect to Git, such as code review, code documentation, bug tracking and even feature requests. This allows for collaboration worldwide, allowing for open-source programs with many developers, and letting developers share their own additions freely.
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