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The following report is based on the work covered in past lectures completely focusing on applying knowledge of the configuration of networks and the administration, using tools such virtual machines. 















 

Note: All annotations are underneath the screenshots!

The work of this report completed under the supervision of (name supervisors).  I declare that this report is the product of my own work and is not being submitted for any other degree etc.

N. Evans


During this piece of work, the student demonstrates their personal understanding of Networks and their concepts – preforming these skills through a small but professional network. Quoting the assignment brief , ‘To install and manage a networked computer and a range of software applications’.
The student has chosen to use Oracle VM Virtual box to configure the virtual machines.
Installing:
· Windows 7 OS
· Linux – Ubuntu 
· Windows server 2008
Once installing the listed operating systems, the student goes on to perform a range of tasks all in the name of setting up a private network. These tasks include:
· Configuring static IP addresses for each VM using commands such as ipconfig and Ping 
· Demonstrating the use of utility software
· Setting up a server as a primary domain controller and DNS – Using a clint to join the domain
· Creating a DHCP server and reconfiguring a client to have the same IP  address as the server 


















Part1: Config Of virtual PC’s Linux & Windows 7 
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First the student began the configuration by choosing the type and the version of OS they were using. Also providing the virtual machine with a suitable name. The following screenshot show this in detail.
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Next was a very important part of setting up any virtual machine, the memory allocation (RAM). It is crucial you get this correct and tailored not only to the virtual machine but also to the student’s personal computer. 
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[image: ]The previous screenshots show the student setting up a hard disk for the virtual machine ensuring to allocate 20G of space. This is what ubuntu will need to be a fluid OS.
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Highlighted in blue shows the ‘skeleton’ of the virtual machine.
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The student then goes on to the network config for the Virtual machine.[image: ] 
Switching adapter 1 on the VM from a NAT to an internal network. 
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[image: ]The student makes sure to follow the same process for adapter 2 and name it ‘PrivateNet1’













The student can be seen enabling ‘PAE/NX’
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[image: ]Here the student can be seen going over to the acceleration tab in under ‘system settings’ – Unchecking ‘Enable nesting paging’. 
















Finally the student adds the ‘brains’ of the VM – The Ubuntu iso. This was done by entering the storage section and adding an Optical disk the SATA controller.




Config Of virtual PC’s Linux & Windows 7 – Machine 2 - Windows 7
[image: ]
[image: ]Much like the creation of the UBUNTU VM, the student begins by creating the type and version of windows they will be using and also providing the VM with a suitable name.













The student the allocates a tailored amount of memory to the VM. Using the same amount as the UBUNTU VM.
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The student then went on to create a virtual hard disk for the windows 7 PC – noting that there was a significant difference in the recommended size compared to the Ubuntu VM. 
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The student set the hard disk size to 20GB
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[image: ]Much like the Linux VM – The Windows VM ‘ skeleton’ has now been created














The student then went on to add the brains of the VM by adding the Windows 7.iso file to the SATA controller. 




Windows Server 2008 setup
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[image: ]Once the student installed windows server on the VM by following the same steps as previously provided for the OS’. They then follow the system install steps required by firstly clicking on ‘Windows server 2008 R2 – Full install’













The student then waits for the install to complete.


Part 2: Configuring a static IP address
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Once installed, windows server will automatically boot up ‘server manager’ as shown. 
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The student has been tasked to configure a static IP address for each computer in the network. They begin this process by navigating their way into the control panel and clicking ‘Network and Internet’.
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Then clicking into ‘network and sharing canter’.
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The student then right clicks on ‘PublicNet’ and clicks into ‘Properties’
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Once navigating into the priorities of the public network, the student then goes into the properties of ‘Internet Protocol Version 4’ – Where they will configure the static IP address. 
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Inside the properties of ‘Internet Protocol Version 4’ is where the student configured the static IP address for the Network. 
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To ensure everything runs fluidly, the student disabled the VM’s firewall to prevent windows from being an unwanted security guard. 
[image: ]
Screenshot evidence of the student configuring a static IP in windows 7.




Part 3: Proof of connectivity 
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First the student turned on ‘ Network discovery’ to enable the network connectivity. 
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The student then opens up Command prompt in both VM’s, preparing form a simple Ping test. 
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[image: ]Before the ping test, the student runs an ipconfig test on both of the VM’










[image: ]This is the ping command used for each of the command prompts.










This is evidence of connectivity, showing each of the VM’S pinging each other.

Part 4: Setting up a server as a primary domain controller and DNS
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The student begins by going into server manager and right clicking on add roles which brings the user to this screen. 
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The student clicks the highlighted option in the screenshot 
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Once installed, windows notifies the student with a completed install message. 
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Once installed, the student goes into the  windows search bar and types, ‘cdpromo’
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Next, the student names the root domain – “Nathan.LOCAL’. the .LOCAL is important as it states that this is a local network.
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The student then installs the DNS server to the domain controller 
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Proof that the DNS and active Directory domain services has been installed. 
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The screenshot also shows that the student is now a part of the active directory domain 












Part:5 Installing and configuring DHCP 

[image: Graphical user interface, text, application
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Installing DHCP server follows the same steps as installing the DNS, until you get to this screen, the user selects the highlighted option. 










[image: Graphical user interface

Description automatically generated]
The network connection and bindings tab allows you to connect DHCP to other static IP’s – the screenshot shows the static IP that the student configured previously. 













[image: Graphical user interface, application
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The student than changes the DNS IPv4 address to the same IP as the DNS server.
The student also clicks validate to check this is correct.
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The student then creates a scope, calling it ‘scope1’ and also assigning it with a static and ending IP address  - these are the same as there is only one client to the network.
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DHCP is now successfully installed 
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Subnet Mask . . . . ... ... 2552552550
Default Gateway . - - . . 1 1. 8.0180

[Tunne 1 adapter isatap.(A38A24AC-34BC-4FAS-9F46-FBIF6799E4LY.

Media State . . . . . . . . . .. : Media disconnected
Connection-specific DN§ Suffix’ .

C:\Users\Nathan>
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ENT i PR

lMicrosoft Vindous [Uersion 6.1.76011
B Copyright Cc> 2089 Microsoft Corporation. A1l rights reserved

§C:\Users\adninistrator>ipcontiy

iindous TP Configuration

[Echernet adapter Local Area Connection 2

Connection-specific DNS Suffix
Link-local IPué Address . . .

Autoconfiguration 1Pud Address 169.254.174.253
Subnot Mask . . » . . ... .. 285.255.0.0

Default Gateway - . - . .
[Echernet adapter PublicNet

Connection-specific DNS Suffix
Link-local IPué Address . . . . £080::7024:7c9
Autoconfiguration 1Pud Address 169.254.175.127
Subnot Mask . . » . . ... .. 285.255.0.0
Default Gateway . - - . . 1 1. 1921168111100
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\_| B C\Windows\system32\cmd.exe

Connection-specific DNS
Link-local IPué Address

IPud Address. . . . . . . . . . 192.168.1.100
Subnet Mask . . . . ... ... 2552552550
Default Gateway . - - . . 1 1. 8.0180

Tunnel adapter isatap.<A38A24AC-34BC-4FAS-9F46-F8IF6799EA19) :

Connection-specific DNS Suffix

Link-local IPué Address . . .

Autoconfiguration 1Pud Address 169.254.175.127
i 285.255.0.0

192.168.1.100

Subnet Mask . . - . . . .
Default Gateway - . - . .
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Media State . . . . . . . . . .. : Media disconnected
Connection-specific DN§ Suffix’ .

Users\Nathan>ping 192.168.1.180 —t_

Media State . . . . . . . . . .. : Media disconnected
Connection-specific DN§ Suffix’ .
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Media State . . . . . . . . . .. : Media disconnected
Connection-specific DN§ Suffix’ .

Users\Adninistrator>ping 192.168.1.161
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= Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
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Access files and printers located on other network computers, or change sharing settings,
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[Microsoft Yindows [Uersion 6.1.76011
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[C:\Users\Adninistrator>ping 192.168.1.108

ess inging 192,168,110 with 32 byces of daca:
Reply From 192 188 bytes=32 timelins
Reply £rom 192 bytes s
Reply £rom 192 i
[Reply from 1921

A1l rights reserved.

[Ping statistics for 192.168.1.10
Packets: Sent - 4, Received = 4, Lost = B (B loss).
[poproxinate round trip times in milli-seconds:

er or access Mininum = Bns. Maxinum = @ns, Average = Ons

C:\Users\Adninistrator>

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection
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“This wizard helps you nstall roles on tis server. You determine which oles o install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Before you continue, verify that:
« The Administrator account has a strong password

« Network settings, such as static IP addresses, are configured
«The latest securty updates from Windows Update are nstalled

1F you have to complete any of the preceding steps, cancel the wizard, complte the steps, and then run the.
‘wizard again.

To continue, cick Next.

I™ Skp tis page by default
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[ Add Roles Wizard

Before You Begin

Confirmation

Progress.

Results

|
e[ & 2

[

Select one or more roles to nstal on tis server.
Roles:

Description:

L Active Directory Certificate Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services.
[ Active Directory Rights Management Services.
[ Appication Server
[ DHCP server

[ DNS Server

[ Fax Server

[ Hyper-v.
] Network Policy and Access Services.
[ Print and Document Services.

] Remote Desktop Services.

] web Server (1s)

[ Windows Deployment Services

] Windows Server Update Services.

More about server roles

<Previous

Active Directory Domain Services (AD
'DS)stores nformation about objects
onthe network and makes this
information avalable to users and
network administrators. AD DS uses
domain controllers to give network
users access to permitted resources
anywhere on the network through a
singlelogon process.
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Before You Begn
Server Roles
ActiveDirectory Domain Services
Confimation

Progress.

“The following roles, role services,or features were intalled successfuly:

. 1warning, 1 informational messages below

f\, Windows automatic updating is not enabled. To ensure that your newly-nstalied ole o featureis:
automatically updated, tu on Windows Update in Control Panel

%) Active Directory Domain Services

Installation succeeded
“The following role services were installed:
Active Directory Domain Controller

Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
flly functonal domain controler.

Close this wizard and launch the Active Diectory Domain Services Installation Wizard (dcpromo.exe).

) NET Framework 3.5.1 Features

Installation succeeded

“The following features were installed:
NET Framework 3.5.1

Print, e-mal, o save the intalltion report

s e ==





image40.png
[l Windows Server [Runni

File Machine View Input

| Programs ()

\dd Roles Wizard

ﬁ Installation Results

£ See more resuts

features were installed successfuly:

lessages below

[aqromo |

is not enabled. To ensure that your newy installed roe or feature is

on Windows Update in Control Panel.

fservices

installed:
ntroller

main Services Installation Wizard (dcpromo.exe) to make the server a

froler.

Je Actve Directory Domain Services Instalaton Wizard (dcproma. exe).

taled:

R | - |

Cancel





image41.png
- o x

_[5]]
Search Dowriosds
¢ The frst domain nthe fores i th forest oot domain. ks name i aso the name of -0 |
the forest. —h

Type Sz

Type the fully qualfied domain name (FADN) ofthe new forest oot domain

FQDN o the forest root domain
[PENNING LOCAL

Example: corp cortoso.com

<Back Nex > Cancel

0 ttems





image42.png
[l Windows Server [Running] - Oracle VM VirtualBox o X

File Machine View Input Devices Help

=18 x|
Additional Domain Controller Options

@

Type Sz
‘Select addional optionsforthis domain contoller.

[ DNS server

IV Giobal ot

= ezt oy dormain cortioler (ODE)
‘Addtional rfomaion:

e s domain cortroer = oreet et be = g g senrand =]
cannotbe an RODC.

[We recommend that you instal the DNS Server service on the fist domain
loontoller.

More about addtionl domain coriroler options

<Back. Nex > Cancel

)' 0 ttems




image43.png
Nindows Server [Runing] - Oracle VM VirtualBox - o x
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Confirmation

Progress.

Results

Select one or more roles to nstal on tis server.
Roles:

L Active Directory Certficate Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services.
[ Active Directory Rights Management Services.
0] Appication Server

[ Fax Server
[ Hyper-v.

] Network Policy and Access Services.
[ Print and Document Services.

] Remote Desktop Services.

] web Server (1s)

[ Windows Deployment Services

] Windows Server Update Services.

More about server roles
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Description:
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(DHCP) Server enables you to
centrally configure, manage, and
provide temporary IP addresses and
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[Add Roles wizard

Before YouBegn
Server Roles.

1 & Specify IPv4 DNS Server Settings

‘When dients obtain an P address from the DHCP server, they can be given DHCP options such as the IP
‘addresses of DNS servers and the parent domain name. The settings you provide here wil be appled to dients
usng IPv4.

‘Speafy the name of the parent domain that dients wil use for name resoluton. This domain wil be used for all
‘Scopes you create on this DHCP server.

Parent domain:

[Nathan LOCAL

‘Speafy the IP addresses of the DNS servers that dients wil use for name resoluton. These DS servers wil be:
‘used for al scopes you create on this DHCP server.
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