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Construction and Research of Network & Data Centre Management Systems
 
Irfan Onur, Computer Networks & Cyber Security, Module: N&DCM, Lecturer: Dr Carlene Campbell
I. INTRODUCTION

T
HIS paper was published to discuss the essential principles of a network Data Centre and management in an enterprise network. This paper was published for focusing on two parameters within the research one of the focuses for this paper is to focus on the research and background knowledge of a data Centre and network and management, the secondary focus of this paper is practical devolvement for an enterprise network. 
The author had produced a working simulation of an enterprise network to support the University of Wales Trinity Saint David (UWTSD), including all campuses and partner colleges globally. The author had created an enterprise network simulation for the purposes to see how the Data would be transmitted and if it will help keep the network more secure from any intruders. An enterprise network would also allow the university to have more secure and stable network communication with their partners globally.
A. Data Centre
The author has been required to build a Data Centre for University of Wales Trinity Saint David, the author uses cisco packet tracer to construct a simulation model. 
When building a Data Centre for any network[1]–[3], the Data Centre will require a central point for where all the packets are communicating too. When the author was building the simulation for the Data Centre, the author was expected to make the central communications location in Swansea branch of the University campus. Due to Swansea branch being the primary location for the Data Centre[4]–[6] all communications traffic will flow from the Swansea Campus.
Due to the requirements of the implementations of a data Centre with an enterprise network[7], the author was required to build a fully functional three-tier hierarchal network suitable for the university network.
A hierarchal network breaks into three different parts the first and most important part will be the core layer which is built using a layer three switch. The core layer is responsible for the flow of traffic coming in and out of the network and is also the control of the entire network. On the simulation that the author has created the core layer switches are also responsible for sharing all inter-VLAN routing throughout the whole network.
The second part of a hierarchal network is the distribution layer which uses a layer three switch. The distribution layer provides boundary and policy to the network and by implementing the access list for users and other filters such as security, routing protocols and protocols of the network. The distribution layer is also responsible for making sure that all packets and VLANs[8], [9] are appropriately distributed within the entire network. 
The third part of a hierarchal network is built within a layer two access switches which consist of end devices connected to the network. Access layer switches are used to ensure that the end user appropriately receives the packets requested from the user. 
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Figure 1 – Three Tier Hierarchal Network Model

The author shows how an operational three-tier hierarchal network will look like above. 
II. Solutions for Wireless Networks
A. Wireless Network types

When discussing the alternative solutions for a wireless network to help assist the simulation production, the author understands that there are different serval types of wireless networks. Some of the wireless network types are as follows[10]:
	Type
	Standard
	Range
	Applications

	Metropolitan Area Network (MAN)
	IEEE 802.16 (WiMAX)
	MAN can operate also within 5 to 50 kilometers in diameter, Within a city
	Wireless Inter-network connectivity

	Personal Area Network (PAN)
	Bluetooth, Zigbee, NFC
	Within reach of a person, typically within 10 meters
	Cable replacement for peripherals

	Local Area Network (LAN)
	IEEE 802.11 (WIFI)
	Within a building or campus, Cana support up to 1000 meters
	Wireless extension of the wired network

	Wide Area Network (WAN)
	Cellular (UMTS, LTE, 4G, etc.)
	Worldwide
	Wireless network access


Some of the common areas that were researched in further depth were Worldwide Interoperability fo[11]–[17]r Microwave Access (WiMAX), Mobile Ad-hoc Network (MANET) and Wireless Mesh Networks (WMN).
B. Mobile Ad-Hoc Network (MANET)
The definition called Mobile Ad-Hoc Network is a type of network which known to be continuously self-configuring. A MANET network is made up of more than one autonomous node connected wirelessly to each and other wireless nodes, a MANET network may also have a centralised location for the transport of information. Also, MANET network could obtain advantage values in a Data Centre as they are known to be independently operated.
C. WiMAX

Another wireless communication standard that will be discussed is the network of WiMAX (Worldwide Interoperability for Microwave Access). This set of standards correspond with 802.16 IEEE which contribute physical and mac layer adoptions. WiMAX[18] works on a two-element basis, the first being the base station provider and the second which is subscriber station. WiMAX is only another set of wireless standards and is not a replacement for other Wi-Fi related technologies, although it would be sufficient for the adoption of WiMAX within small areas due to low cost and mobility. The standard does, however, retain its benefits and limitations which are discussed below;
Advantages: 
· A single WiMAX station can provide communication access to hundreds of users
· It can support high levels of speed for transfer of voice and data
· Higher levels of transfer speed may be achieved through a direct line of sight
· Ease of deployment for new users

· Much larger area of coverage is provided than regular broadband 
Disadvantages:

· The line of sight communication is needed for further and faster internet access
· In case of uneventful weather scenarios, the connection may be lost
· High installation & operational costs due to WiMAX tower and receiver’s setup
· High levels of electrical support are needed for consumption as it is power intensive 
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Figure 2 - WIMAX Infrastructure
D. Wireless Sensor Networks (WSN)
Wireless sensor networks are also referred to as a group of devices connected together to communicate, WSN[19] are commonly used for monitoring and recording of the physical environment. All information gathered on WSN devices are usually sent back to a central location. 

WSN is also known to be a similar field to the IoT.[20]–[22] WSN is responsible for sending data packets within a network without the use of any physical connection required. WSN are known to be used within large scales of the network to allow the ease of monitoring real-time physical environments[23]–[25]. Wireless sensor networks are made from a couple to many wireless devices which all communicate with each other to ensure the integrity of the connection and communication, once all information is gathered it will be sent to an initial central gateway to process all of the data received. 
E. Cellular Networks

A cellular network is a set of standards which belongs to the GSM (Global System for Mobile Communications) network[26], [27] infrastructure that provides Internet communication access for mobile devices when a Wi-Fi network is not available. This type of communication standard uses what is called a cell site where the cells provide coverage of voice, data and another transmission of services.
Advantages:
· The ability to establish voice and data operations even though roaming is enabled
· As the network is wireless, no cables are required
· Maintenance is simple

· The connection is established on power as soon as mobile devices are switched on
Disadvantages:
· Due to its wireless standard limitation, less data transmission rate will be established as opposed to a wired connection
· Similar to WiMAX setup up cost can be expensive due to the network infrastructure
· Because of its wireless nature, weather conditions can affect the signal as well as interference of other wireless devices
· Installation and operational expertise is required such as time and endeavour
F. Long-Term Evolution (LTE)
In telecommunication networks, the use of LTE[28] is a standard used in wireless communication to allow for high-speed 4G connectivity towards LTE compatible devices. The protocol will appear to provide higher speeds than it advertises due to its limitations within the wireless medium. This standard supports the packet switching network to allow voice and data transmission such as VoIP. Below are some of the benefits and drawbacks of LTE;
Advantages:
· As it runs on a packet switched network architecture, it allows for voice and data transmission such as Voice over Internet Protocol (VoIP)
· The use multiple in multiple out (MIMO) concept is utilised within LTE to ensure higher data rate can be achieved
· The single carrier frequency-division multiple access modulations (SC-FDMA) is utilised to enhance battery conservation on end user side
· The Orthogonal Frequency-Divison Multiple Access (OFDMA) is used to provide different channel resources to allow the user maximum access for LTE

· Advanced LTE communications will enhance existing protocols

· Handoff procedure has become simplified which results in smooth data transmission

Disadvantages:
· LTE service is not available on every device which results in users having to acquire one that does 
· The operational feature is still running as the concept require installation and configuration

· LTE network communications may not be available in some parts, therefore in this event 2G or 3G should be available
· The standard of LTE requires expertise to operate and run. Therefore it may be troublesome to learn this concept and maintain it
III. Design & Implementation
In this section, the author proceeds to provide the reader with the design and implementation aspect of the network. The practical deployment of the network has been constructed in the simulation software called Packet Tracer due to relevancy. To build a functional enterprise and data centre for the university, the author must apply the relevant IT infrastructure for its campuses and partner networks. The network aspect of the enterprise will usually include network devices such as firewall, appropriate switches, routers and access points for wireless connectivity. Along with this, there will also include end-user devices such as workstations, printers and relevant smart devices. Over on the data centre aspect, the author aims to accommodate services for the company data, which will act as centralised IT operations such as implemented server farms. The server farm will include various types of servers for the functionality which may replicate a single server or machine. 
The author was instructed to include some specific server farms within the design architecture, these were an Internet server farm, Intranet server farm and Extranet server farm. The server farms were distributed across the enterprise network. The Internet server farm was chosen as an ISP of the user’s choice, the Intranet server remained internal to the central network architecture, and finally, the extranet server belonged to the external campus or partner which transpires as Malaysia.
The enterprise network infrastructure will operate as a hierarchal network, this functionality will provide the network with an efficient network operation such as packet forwarding along with high bandwidth, low latency, LAN segregation and relevant minimal cost of connected devices. The benefit of this application will ensure the enterprise can accommodate room for future expansion and provide the ability to meet further requirements of the network infrastructure. The security aspects become fulfilled as the network administrator acquires the ability to pinpoint the areas where access controls need to be implemented to avoid network faults.
By this design for the network infrastructure, the author intends to introduce and accommodate the idea of a hierarchal network/multilayer network design topology within the enterprise network for UWTSD to abide by functional IT operations and services. This concept of a three-tier topology proposes stages of the design which are core, distribution/aggregation and access layer which was mentioned previously in the literature.
A. Network Design
In relation to the network design objectives, it was essential for the author to produce multiple areas, which are located in different location. The author was also required to produce and Intranet server farm, extranet server farm and Internet server farm, which the author has produced as shown on, figure 3. Due to the limitation of time, the author has faced during the process of the implementation the author sees fit to implement some of the server farms within some network locations. 
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Figure 3 - Simulation Overview

Figure 3 shows the network design overview of all national and international campuses for the University of Wales Trinity Saint David, as shown on figure 3 the author demonstrates the following Bing location as the internet server farm on the network, and Malaysia university partner to be a part of the extranet server farm. Lampeter, London, Swansea, and Carmarthen campuses on the network simulation are produced as intranet locations with Swansea being the centralised location where the server farm will be implemented within.
Figure 3 also demonstrates the use of an Internet Service Provider (ISP) Router being used to connect all location together, the author ensures that when producing the essentials for the simulation that all connection made from each location to the ISP is via fibre cable as previous cables are not able to support far locations without the implementation of very high cost.
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Figure 4 - Swansea Cluster

Figure 4 demonstrates the network design of the Swansea location provided, the author had produced every location within the network simulation with the three-tier hierarchal which consist of a core, distribution and access layer. The author produced the three-tier hierarchal network to provide redundancy within each location.  Secondly, the author also demonstrates the use of the Virtual Private Network (VPN) connection to the ISP which will then give access to connect to either campus via user credentials provided securely.
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Figure 5 - Swansea Server Farm
Figure 5 shows the Swansea server farm infrastructure which is also known as the intranet server farm, the network cluster consists of the multiple switches, Internet of Things (IoT) devices and servers. 
The servers provided in the location provide the following services to be used within all intranet locations:
· Dynamic Host Configuration Protocol (DHCP)

· Dynamic Network System (DNS)

· IoT (Internet of Things)

· System Logging

· Hypertext transfer protocol (HTTP)

· File Transfer Protocol (FTP)

· Trivial File Transfer Protocol (TFTP)

· Mail

· Remote authentication Dial-In-Service (RADIUS)

· Network Area Storage (NAS )

· Trivial File Transfer Protocol (TFTP)
All IoT devices are connected to its registration server and switch to each location to provide additional security to keep information separate to other locations.
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Figure 6 - London Network Design
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Figure 7 - Carmarthen Network Design
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Figure 8 - Lampeter Network Design

The following figure 6,7 and 8 demonstrates the network design views of the London, Lampeter and Carmarthen. The network design of each location is relatively similar all locations have their independent DHCP and DNS server to provide all end devices with a valid IP Address. 
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Figure 9 – Bing Network Design
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Figure 10 - Bing Server Farm
As shown in figure 9 and 10 it demonstrates the network design and sever farm for the Bing location. The Bing location provided is used for the purposes to demonstrate an internet server farm. All servers and IoT devices implemented are the same as the Swansea location server farm, but each sever farm is unique to its location.
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Figure 11 - Malaysia Network Design
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Figure 12 - Malaysia Server farm

Figure 11 and 12 demonstrates the use of an international campus partner for UWTSD which is also demonstrated as an Extranet location within the simulation, the location provides server services and network services like the other locations but each location provided is unique.

All IoT Devices used within each location consist of:

· Air Conditioning

· Closed Circuit TV (CCTV)

· Motion Detection Sensors

· Smoke Detectors 

IV. Testing and evaluation

This section is produced to provide the information and evidence of each service provided and in working condition.
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Figure 13 - DHCP Server

The above figure 13 shows the use of a DHCP server which is used to provide all end devices with IP addresses. 
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Figure 14 - Ping Success

Figure 14 shows that the IP addresses provided via the DHCP server are all successful as two different devices with IP addresses can provide successful pings.
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Figure 15 - Mail server operational
Figure 15 shows the understanding the that the email server is fully operational and working without any errors, the author demonstrates the use of email address by sending an email from one pc to another pc with a different email account.
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Figure 16 - FTP server
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Figure 17 - DNS Server
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Figure 18 - DHCP Pool
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Figure 19 - IoT Server

The author demonstrates the services configured on some of the servers in figure 16, 17, 18 and 19. All of the server’s services shown are implemented within the Swansea infrastructure of the network simulation.

Conclusion
 
To the completion of this report, the author provides the audience with a thorough, in-depth understanding of what is expected of a Data centre, and what the overall networking technology types that are required to be used to provide and efficient network. The author discusses in the report the related benefits a data centre can provide and enterprise. The author also relates the discussion topic area to security within wireless networks, this relates to data centres network security prevention to stop incoming intrusions and as security is a main concern in many networks these days. Networks design can use such devices such as firewalls to enable traffic filtering can be implemented, this can allow traffic to be monitored and to terminate potential risk of intrusion. A firewall can filter both incoming and outgoing data within a network, the filters on a firewall are set to either allow or deny traffic. A more convenient approach will be to implement also an intrusion detection system, which is used to detect any potential intrusion from unauthorised users, all attempts of intrusion will be reported to the network administrators and also terminated.
Data centre architecture structures are set to have more than one backup location to provide disaster recovery in case of a failure in the main Data centre. As demonstrated on the simulation the central data centre was produced in the Swansea location, and all additional intranet locations were used as back up locations. The additional data centres were implemented to ensure safety in case of a disaster in the centralised location of the data centre.   One of the common issues found within networks and highly considered areas when deploying any network is security, which the author has taken into consideration as the data centre may hold sensitive, confidential information. The author understands that all information found on a data is to be protected with maximised security to ensure that the integrity and confidentially is in place to maintain. 
The literature review aspect of this documentation was based on wireless network issues as it is one of the main essential is within a Data Centre as Data Centre can also implement the use of wireless technologies within them such as WiMAX, Mobile Ad-Hoc Network, Cellular networks.
Prior to the to the begining of this report the author documents that the Intrusion Detection System will be required to be implemented within the network design to allow additional monitoring of the network traffic. For an enterprise network, it is vital that all traffic is coming in or out to be monitored for safety and security purposes. To conclude the overall conclusion of the Data Centre simulation and report it is understood via the author that the work has been completed to its best ability and that for a Data Centre it is vital to ensure physical and logical security to all aspects, and to ensure regular vulnerability and exploits checks are performed.
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	Excellent research informed literature.  Referencing skills applied throughout the research aspect. (Grade mark: 93.33%)
	15
	14

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Knowledge is accurate with good understanding of the field of study (Grade mark: 93.33%)
	15
	14

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Your research aspect covered well but it would be good to use the related work to strengthen the practical discussions. You have discussed and explained your practical design as well as demonstrated in your discussion tested results.   Conclusion done with  future recommendations. (Grade mark: 73.33%)
	30
	22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	A comprehensive solution covering all aspects of the required brief. Disappointed to not see a configured firewall for network protection. The big question would be if the core switches fail what is the backup solution as each site only contains 1 core layer 3 device. Good use of the servers configuring a landing page for the internet server would have added to implementation. Ping tests were successful demonstrating that the network can communicate and the unique DHCP addresses and vlan configuration aids the design. A good effort shown in the design a bit more attention to detail and the grade would have increased (Grade mark: 83.33%)
	30
	25

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Excellently presented and professionally done.  (Grade mark: 90.00%)
	10
	9

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	84%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	











� PAGE \# "'Page: '#'�'" ��Overall is an excellent written assignment.


� PAGE \# "'Page: '#'�'" ��Very good conclusion





