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As databases grow and become more complex, they often encounter performance challenges that can impact the efficiency of the database and the end-user experience. In relation to MelodyHwb, when considering performance tuning solutions, it’s important to consider likely usage patterns, query complexity and the scalability requirements of the system. This includes evaluating which tables are accessed most frequently, understanding the types of queries that are run, and anticipating future growth in both data volume and user load. Below, I will discuss potential strategies that can enhance and optimize database performance. I will then proceed to outline the purpose of each table in the database, along with any suitable performance tuning methods that can be applied. I will also highlight key security considerations that can be put in place to secure user data and protect the database form any unauthorised access.  
When attempting to improve database performance, one of the first steps is to implement a query execution and indexing strategy. It’s important to identify key fields and columns that are commonly used in queries. Indexing strategies are commonly used on columns that are often used in sorting, searching and joining operations [1]. For example, it’s inevitable that a product search query will be utilised frequently by customers. By creating indexes on this column, the database can retrieve data more efficiently as it can locate and retrieve the data without scanning the entire table [2], thus providing the user with a better and more efficient experience. This will ensure that there’s scalability for the database as the business grows, which will allow it to handle larger amounts of data and more complex queries, without experiencing a noticeable drop in performance [3]. However, when introducing indexing to your database, it’s important to choose the columns and data fields carefully, as over indexing can decrease the performance of the database, this is due to the fact that whenever a CRUD (create, read, update, delete) function is performed on a database, all associated indexes must also be updated, which can lead to a decrease in performance [4]. So, whilst indexing is a useful technique to increase database performance efficiency, it needs to be managed correctly to minimise the risk of over-indexing. 
Database normalization is also a helpful way to increase database performance and efficiency. Normalization is the process of decreasing data redundancy in a step-by-step process, to ensure that the same data isn’t repeated across multiple tables [2]. The process of normalization improves the integrity of the data by reducing the risk of having redundant or repeated data sitting in our database [2] which also reduces the size of the database, thus improving performance. Whilst normalization should improve database performance, there are important considerations we must keep in mind to ensure that normalization doesn’t have an adverse effect on the database. By breaking tables down into smaller, more manageable tables, this can increase the complexity of queries when it comes to querying multiple tables using joins [5]. More complex queries can lead to longer execution times [6]. However, by ensuring that relevant columns are indexed correctly, the risk of this happening should be mitigated. 
Another method of improving database performance is to optimise the type of query being used when searching for data. A query that returns all fields from a row is far more inefficient than a query that only returns necessary fields [5]. For example, using ‘SELECT ProductName, ProductPrice FROM Products’ instead of ‘SELECT * FROM Products’, reduces the amount of data that needs to be processed, which can lead to faster query execution times and less strain on database resources.

Having discussed potential strategies that can optimize database performance, I will now proceed to discuss how this can be applied to the MelodyHwb database. The ERD diagram (located in the appendix of this paper) shows the tables and the fields that have been created for MelodyHwb. Below, you will find a detailed description of each table, along with potential performance tuning methods that can be applied, as well as any security practices that should be taken into consideration. 
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ER Diagram 

See appendix. 
All tables below adhere to a minimum of a third nominal form. 
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	Description and Field Types

The Product Table manages the inventory of all products sold by MelodyHwb. Product name, price, description and quantity is stored here. From this table, we can execute queries and statements that can contribute towards stock management. It includes the following fields:  
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	Constraints

Primary Key Constraint on ProductID: This constraint provides a unique id for each product. When a new product gets added to the database, the id increments by 1 digit. 

A ‘NOT NULL’ constraint is on ProdcutName, ProductDescription, ProductPrice and ProductQty. This ensures that no null values are entered into the database. 

A check constraint is on ProductPrice to ensure that no negative values are inputted.

A check constraint is on ProductQty to ensure no value below zero is inputted. 

	Suggested Performance Tuning

The ProductName column is likely to be used in searches when a customer or an employee search for a product. Using an index on this column will ensure that the response time of the search is quicker.

When doing online shopping, it’s common to filter or to sort products by price. Therefore, the ProductPrice column should be indexed. This will ensure that if a customer wants to sort a product by its price, the database should efficiently do this. 

All queries that are used to retrieve this data should only return the necessary fields, such as, ProductName, ProductDescription and ProductPrice. 

Since we want to have multiple indexing columns on this table, the best approach would be to use a non-clustered index for both columns. A non-clustered index serves as a reference point to data within a table, meaning that data can be located without looking through every single row within the table [2]. A table can have multiple non-clustered indexes, and they are commonly used in search and filtering queries [7].
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	Description

The Customers table records customer information. It includes customer personal and contact information. It also stores customer preferences which can be used in targeting marketing campaigns. It has the following fields:
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The NVARCHAR(MAX) on the Preferences field allows JSON input to be added to the table. This will allow data in the form of key value pairs to be added. For example (“FavouriteInstruments”: “Guitar”, “FavouriteGenre”: “Rock”). 

	Constraints

Primary Key Constraint on CustomerID: This constraint provides a unique id for each customer. When a new customer gets added to the database, the id increments by 1 digit.

A ‘NOT NULL’ constraint is on FirstName, LastName and Email. This ensures that no null values are entered into the database. 

There’s a unique constraint on the email field which ensures each value entered should be unique. 


	Suggested Performance Tuning

The primary purpose of this table is to record details about the customer which will then be used to link with other tables to track orders and maintenance requests. To increase performance, it would be beneficial to create an index on the CustomerID column, as this will be used in JOIN operations with other tables. 
Any queries that want to access the customers table should only return relevant information. 
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	Description

The Orders table (which links to the above Customer table via the CustomerID field and staff table via StaffID) tracks all orders that come to the MelodyHwb. It stores key information such as the date of the order, the customer, delivery details (if required) and the order status. The purchase location has been set to either ‘in store’ or ‘online,’ which will determine if the product requires shipping or not. It also includes a StaffID foreign key as a staff member will need to oversee/prepare the order. Customers will also be able to keep track of their order by checking the order status. It has the following fields: 
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	Constraints

Primary Key Constraint on OrderID: This constraint provides a unique id for each order. When a new order gets added to the database, the id increments by 1 digit.

A ‘NOT NULL’ constraint is on CustomerID, StaffID, OrderDate, PurchaseLocation, PaymentType. This ensures that no null values are entered into the database for these fields. 

There’s a check constraint on PurchaseLocation which validates orders as being “In Store” or “Online”. 

There’s a check constraint on PaymentReceived which restricts the value to either ‘Yes’ or ‘No’. 

There’s a check constraint on OrderStatus which allows for the following values “Pending”, “Processing”, “Shipped”, “Delivered”, “Cancelled”. 

There’s a foreign key constraint on CustomerID which links each order to a specific customer in the Customer table. 


	Suggested Performance Tuning

Both customers and employees will need access to the Orders table. Therefore, it will be necessary to index the CustomerID and OrderDate fields. Indexing CustomerID allows for efficient access to all orders related to a specific customer, which is essential for customer service and order management. Indexing OrderDate enables quick sorting and retrieval of orders based on their dates, useful for both customers tracking their order history and employees managing the orders. It will also be necessary to index the PurchaseLocation column as online orders will have a different workflow to in store purchases (i.e. they will need to be prepped for shipping). 
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	Description

The Order Info table (which links to the Order table via the OrderID field and the Products table via the ProductID field) provides essential details relating to the product(s) which are ordered. It shows what product was ordered and the quantity. This can be used in conjunction with the products table to get a report for most frequently bought items. It has the following fields:
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	Constraints

Primary Key Constraint on OrderItemID: This constraint provides a unique id for each order item. When a new order item gets added to the database, the id increments by 1 digit.

A ‘NOT NULL’ constraint is on OrderID, ProductID, Quant. This ensures that no null values are entered into the database for these fields. 

There’s a foreign key constraint on OrderID which links each order item to a specific order in the Orders table. 

There’s a foreign key constraint on ProductID which links each order item to a specific product in the Product table. 


	Suggested Performance Tuning

The Order Info table provides product information relating to each order. To improve database performance, it would be beneficial to place an index on the OrderID and ProductID columns in the Order Info table. These fields will be used in JOIN queries to retrieve detailed information about specific orders and the products included in them from the Products table and the Orders table. 
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	Description
The Shipping table (which links to the Order table via the OrderID field) provides shipping information for each order which requires shipment. The tracking number will allow customers to track the status and the estimated delivery time of their order. It has the following fields:
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	Constraints

Primary Key Constraint on ShippingID: This constraint provides a unique id for each order shipment. This field auto increments when a new shipment item is added. 

A ‘NOT NULL’ constraint is on OrderID. This ensures that no null values are entered into the database for this field. 

There’s a foreign key constraint on OrderID which links each shipment to a specific order in the Orders table. 

There’s a check constraint on EstimatedDeliveryDate. This ensures the estimated delivery date is either after the shipping date or is null, maintaining logical consistency in shipping records.

	Suggested Performance Tuning

To improve database performance, indexing could be done on OrderID. This links each shipping record to a specific order, and queries involving shipping details will be joined on the OrderID. 
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	Description
The ReturnsExchange table (which links to the Order table, Product table and the Customer table) tracks all returns or exchanges sent back to the MelodyHwb. Customers can track the status of their exchanges/returns. IT has the following fields:
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	Constraints

Primary Key Constraint on ReturnExchangeID: This constraint provides a unique id for each return/exchange. This field auto increments when a new return/exchange item is added. 

A ‘NOT NULL’ constraint is on OrderID, ProductID, CustomerID, Quantity and Reason. 

There’s a foreign key constraint on OrderID, ProductID and CustomerID which links these fields to the Orders, Products and Customers tables.  

There’s a Check Constraint on Quantity, which ensures that the quantity involved in a return or exchange is greater than zero.

There’s a Check Constraint on Status which limits the Status field to specific values ('Received', 'Processing', 'Completed', 'Denied'), ensuring valid status updates.

	Suggested Performance Tuning

To increase database performance, indexing should be done on OrderID, ProductID, and CustomerID fields. These fields are crucial for quickly locating specific return or exchange records linked to particular orders, products, and customers.
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	Description
The Maintenance Requests table (which links to the Customer table) tracks all Maintenance Requests sent to the MelodyHwb. A customerID field has been added which can be used to allow the customer to track their requests. A staff member will be assigned to each request. The next service due field can be used to automate service reminders for customers. It has the following fields:

[image: ]

	Constraints

Primary Key Constraint on MaintenanceRequestID: This constraint provides a unique id for each maintenance request. This field auto increments when a new maintenance request is added. 

A ‘NOT NULL’ constraint is on CustomerID, StaffID, MaintenanceDescrition, RequestDate, Status. 

There’s a foreign key constraint on CustomerID which links this field to the Customers tables.  

There’s a Check Constraint on Stauts, which ensures only the following values can be entered: 'Requested', 'Booked', 'Completed'


	Suggested Performance Tuning

In order to efficiently track maintenance requests and to avoid a decrease in database performance, it would be worth indexing the CustomerID and RequestDate fields. Indexing CustomerID helps in associating maintenance requests with specific customers, which will be useful in dealing with any maintenance requests that come in from customers. Indexing RequestDate aids in organising and accessing maintenance requests based on their submission dates, which is key for managing and scheduling services effectively.
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	Description
The Maintenance History table (which links to the Maintenance Request table) tracks all Maintenance work carried out. It has the following fields:
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	Constraints

Primary Key Constraint on ServiceHistoryID: This constraint provides a unique id for each maintenance service performed. This field auto increments. 

A ‘NOT NULL’ constraint is on MaintenanceRequestID, CompletionDate. 

There’s a foreign key constraint on MaintenanceRequestID which links this to the Maintenance Requests tables.  


	Suggested Performance Tuning

In order to efficiently track maintenance history and support join queries between tables, indexing the MaintenanceRequestID and CompletionDate in the Maintenance History table is key. These indexes enhance the performance of join queries with related tables, like Maintenance Requests and improve the access time to historical maintenance records for both customers and employees.
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	Description
The Staff lists all staff members that work at MelodyHwb. It contains personal and contact information.  It also stores username and passwords which can be used to grant access to the database depending on their access level. Hashing functions should be used to securely store the password. It has the following fields:
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	Constraints

Primary Key Constraint on StaffID: This constraint provides a unique id for each staff member.

A ‘NOT NULL’ constraint is on FirstName, LastName, Role, Email, AccessLevel, Username and Password. 

There’s a unique field constraint on email and username which ensures that all values entered here are unique in the database.   




[bookmark: _Toc155099053]Security Considerations

The referential integrity constraints in the above tables should ensure that data integrity is maintained by enforcing valid relationships between tables (by use of the foreign keys). This referential integrity will ensure that no record containing a foreign key can be added to the table, without a reference to that record in another table [2]. Data integrity is also maintained using check constraints, which validates user input against pre-defined rules, which promotes consistent data input across the database [2]. 
MelodyHwb should also have an access control policy in place to limit who can interact with the database. This security policy will help protect the database by ensuring only authorized employees can access specific data, based on their roles within MeolodyHwb. Controlling access to sensitive information minimizes the risk of data breaches, unauthorized data manipulation, or accidental data loss [8].  In the database design, a AccessLevel field has been added to the staff table which can be used to control user access. 
Another way that MelodyHwb can ensure data integrity is by transaction management. Transaction management is the process of grouping multiple queries into a single transaction, which can either fully complete, partially complete to a savepoint or fail entirely [3]. For example, if a large order was placed, a transaction could include checking if a product was in stock, adding the order to the orders table, deducting the stock amount then updating the shipping table. If at any point an operation fails, the whole transaction will rollback, which will ensure data integrity is maintained within the database.  
By having these measure in place, along with regularly saving a back-up of the database, should sufficiently protect data integrity and its security. Further enhancements can be made using two-factor authentication, which adds an additional layer of security to the user verification process. The database design and performance tuning suggestions, as outlined in the tables above, should effectively meet the current demands of MelodyHwb, and be prepared for any future expansion, ensuring efficient performance and a positive user experience.  
(See below for ER Diagram and Bibliography). 
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CustomerID INT PRIMARY KEY IDENTITY(1,1),
FirstName VARCHAR(50) NOT NULL,
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OrderID INT PRIMARY KEY IDENTITY(1,1),
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OrderDate DATETIME NOT NULL,

Purchaselocation VARCHAR(10) CHECK (Purchaselocation IN (‘InStore’, ‘Online’)),
PaymentType VARCHAR(3@) NOT NULL,

PaymentReceived CHAR(3) CHECK (PaymentReceived TN ('Yes', 'No')) NOT NULL,
OrderTotal DECIMAL (16, 2) NOT NULL,

DeliveryAddress VARCHAR(168),

DeliveryTown VARCHAR(168),

DeliveryPostCode VARCHAR(18),

OrderStatus VARCHAR(3@) CHECK (OrderStatus IN ('Pending’, 'Processing’, 'Shipped’, 'Delivered’, 'Cancelled’)),
FOREIGN KEY (CustomerID) REFERENCES Customers(CustomerlD),

FOREIGN KEY (StaffID) REFERENCES Staff(StaffID)
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FOREIGN KEY (OrderID) REFERENCES ORDERS(OrderID),
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ShippingID INT PRIMARY KEY IDENTITY(1,1),
OrderID INT NOT NULL,

TrackingNumber VARCHAR(255),

Carrier VARCHAR(160),

ShippingDate DATETIME,

EstimatedDeliveryDate DATETTNE,

FOREIGN KEY (OrderID) REFERENCES Orders(OrderID),

CONSTRAINT CHK_Shipping EstimatedDeliveryDate CHECK (EstimatedDeliveryDate > ShippingDate OR EstimatedDeliveryDate 15 NULL)
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ReturnExchangeID INT PRIMARY KEY IDENTITY(1,1),

OrderID INT NOT NULL,

ProductID INT NOT NULL,

CustomerTD INT NOT NULL,

ReturnExchangeDate DATETINE,
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Reason VARCHAR(255) NOT NULL,

Status VARCHAR(5@) CHECK (Status TN ('Received’, 'Processing’, 'Completed’, 'Denied’)),
FOREIGN KEY (OrderID) REFERENCES Orders(OrderID),
FOREIGN KEY (ProductID) REFERENCES Products(ProductID),
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MaintenanceRequestID INT PRIMARY KEY IDENTITY(1,1),

CustomerTD INT NOT NULL,

StaffID INT NOT NULL,

MaintenanceDescription VARCHAR(255) NOT NULL,

RequestDate DATETIME NOT NULL,

BookedDate DATETIME,
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Status CHAR(20) CHECK (Status TN ('Requested’, 'Booked’, 'Completed')) NOT NULL,
FORETIGN KEY (CustomerID) REFERENCES Customers(CustomerlD),
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ServiceHistoryID INT PRIMARY KEY IDENTITY(1,1),
MaintenanceRequestID INT NOT NULL,

CompletionDate DATETIME NOT NULL,
FOREIGN KEY (MaintenanceRequestID) REFERENCES MaintenanceRequests(MaintenanceRequestID)
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StaffID INT PRIMARY KEY IDENTITY(1,1),
FirstName VARCHAR(50) NOT NULL,
LastName VARCHAR(5@) NOT NULL,

Role VARCHAR(5@) NOT NULL,

Email VARCHAR(50) UNIQUE NOT NULL,
Mobile VARCHAR(15),

AccessLevel VARCHAR(5@) NOT NULL,
Username VARCHAR(3@) UNIQUE NOT NULL,
Password VARCHAR (30) NOT NULL
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ProductID INT PRIMARY KEY IDENTITY(1,1),

ProductName VARCHAR(10@) NOT NULL,

ProductDescription TEXT NOT NULL,

ProductPrice DECIMAL (7, 2) CHECK (ProductPrice > @) NOT NULL,
ProductQty INT CHECK (ProductQty >= 8) NOT NULL




