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Introduction	Comment by Carlene Campbell: 
Good introduction with general research information.  Introduction should also include background to the work followed by what the rest of the report will include.

	Cyber Security can be considered an overwhelming, albeit interesting and exciting subject that affects individuals, businesses, and countries world-wide. The National Cyber Security Centre [NCSC] states that the services we access via the devices we all use, both online and at work (smartphones, laptops, tablets and computers), are protected from theft or damage; this is the core function of Cyber Security [1]. 
	Cyber-attacks are increasing annually through more sophisticated advanced technologies, becoming more covert. We cannot stop cyber-attacks, but we can try to reduce the impact and devastation. 78% of businesses consider Cyber Security to be a high priority [2]. To counteract these threats, one step is to change the mindset of all users, to be more aware of the responsibility that all individuals who use mobile internet devices have and to understand the role they play in the fight against these attacks. Having an awareness of the threats, the many forms they take and the devastation they can cause is one step in the fight against cyber-attacks. Utilising shared experiences and knowledge helps to reduce the impact and devastation. 
	Organisations face constant internal and external risk and threat. Hackers can gain entry by exploiting weaknesses such as unpatched software, legacy hardware, or phishing emails. These breaches are costly, damaging and time consuming. Based on a 2019 survey 43% of organisations had experienced a data breach, highlighting that the skills of cyber criminals are far more outreaching than those of IT Security Professionals, thus the requirement for constant upskilling and training [3]

1. Problem Formulation

	Based on the scenario given, the author aims to develop a BYOT framework that incorporates the Computer, Network, and Information Security of the CoffeeCapulus company. The priority is the security of personal and client data and the protection of its intellectual properties. Guidelines and recommendations will be provided, to enable controlled access for both staff and customers to the internal network, shared services and resources in a safe, secure and agile manner. These will be in accordance with IT Security policies and procedures that will be implemented and followed. 

1.1 Computer Security 

	a) Main vulnerabilities, threats and attacks to an organisations 	system security
	
One of the main vulnerabilities and threats to an organisation are its users. One of the aspects of user awareness is providing them with an understanding of why such strict procedures and policies are in place and the consequences of not following them. Ensuring users are aware of the importance of avoiding and preventing accidental breaches via regular training and awareness sessions. Training users to recognise and report phishing emails or unusual, unexpected files or attachments. Organisations also need to be mindful and aware of internal attacks such as a disgruntled employee or fraudulent behaviour. Users need to be aware of current regulations in force such as GDPR, which is the General Data Protection Regulation law and the DPA, Data Protection Act (2018) [4]
	Access and permissions to buildings, rooms, systems, files, folders and document repositories need to reflect the business requirement and job role within the organisation. This should be closely monitored and updated as staff leave, transfer, role adaption and change within the company. A manager of logistics would not need access to the data centre, permissions need to reflect this. 
	Computer Viruses such as Spyware, Malware, Ransomware and Phishing attacks are big threats and hackers are constantly utilising a variety of methods to get access. One common way to enter an organisation is via email and attachments or untrusted links.  Hackers rely on lack of knowledge and understanding, using methods such as social engineering and phishing. Phishing attacks are amongst the most common form of cyber-attacks along with Ransomware, causing temporary loss of access and disruption to files, networks, systems and software, with a significant cost to the organisation both financially and in time [2]. Emails sent to users with a link or an attachment that seemingly comes from another member of staff or an external sender, will innocently open the email or attachment. The attachment may resemble an invoice, or similar expected document requesting the user password to open. The attachment will be empty or corrupt, the user none the wiser that their account has been compromised. Once hackers have this access, they can cause disruption and damage, such as auto forward rules, locking users out of systems and accounts including gaining access to the users emails and internal systems. 
	Data Centres contain servers, switches and network devices required for the storing, accessing and processing of data. A data centre breach puts all information, systems and the network at risk. It can include loss of data, breaching GDPR, loss of network and disruption and fines that can run into thousands of pounds. These rooms need to be robustly secure and access permitted to authorised personal only. They also need to be physically secure from external attacks. All possible restrictions and security measures should be implemented to avoid a data centre breach. 

	The CoffeeCapulus company are planning on adopting BYOT, Bring you own Technology. This will enable staff to utilise their own personal device for the use of accessing work related information. To enable BYOT a mobile device management system would need to be implemented. There are many advantages and disadvantages to BYOT. 

	Advantages
	BYOT can bring considerable financial savings over the long term. The initial outlay of purchasing and implementing an MDM solution would eventually be outweighed by the savings made, which includes; less outlay for renewal of staff devices, device software and OS updates and support costs. The implementation can be a drive for change, to allow for a more agile and flexible workforce, which could bring large savings to a company, who may not require numerous office facilities. A more flexible approach to working can provide a better work life balance, this can improve staff wellbeing and enable them to be more in control and therefore more productive. 

	Disadvantages
		Any savings or improvements to the productivity and the business model is solely dependent on how many staff utilise the option to initialise BYOT. There are many security risks and privacy issues associated with BYOT and a company needs to ensure that they have mitigation strategies in place to deal with these. These strategies often incur time, effort and a financial cost. [5] Device loss or theft would cause significant breaches, the device will therefore need to be secured with MFA, a PIN and fingerprint. Ensuring these rules are exercised should be part of the BYOT policy. Users would be required to protect their devices and ensure that security updates are installed regularly. An Android device would require additional antivirus [6]

	b) Employable techniques to make devices and servers more secure
· Following Government advice to consider cloud solutions first and the publication of the Government Cloud First Policy [7]. Many organisations have adopted a cloud-based technology to deliver services, improving efficiency, while enabling remote and agile working, collaboration and integration [8]. Employees are no longer tied to a desk, office or building, they can carry out their jobs from anywhere there is wifi or company network access. As a growing company CoffeeCapulus should consider cloud-based services for their software packages, email, cloud storage, and secure internal sharing. 
· Using the ISO Cybersecurity Model framework to create and implement policies and standards, such as an IT Security Policy, BYOT Policy, Handling Data Policy, and other end user policies. 
· Implement regular scheduled training and awareness sessions for users and ensure that all new employees are aware of and understand the policies and procedures that are in place and the importance of them, plus the consequences of when they are not adhered to. Implement policies and procedures that are easy to read and understand that users can refer back to when required. 
· Prevent malware and ransomware by blocking commonly known file types from being accessed.  
· Enable MFA, ‘Multifactor authentication’ on company email accounts, systems, and devices, ensuring that if a password is compromised the hacker would require access to the user’s authentication device to proceed any further. As stated in [9], less user reliance during authentication enhances security and hinders man in the middle attacks, key loggers and spyware. 
· Implement a Password policy to ensure all passwords adhere to company standards. Examples include a minimum number of characters or a passphrase, no previous or common passwords, and no repeating of passwords [10].
· Install a robust anti-virus protection, to be managed via a centrally accessible or cloud based system, as a further block to viruses, hackers, brute-force, and denial-of-service attacks. Anti-virus runs scheduled scans on devices and the network for specific viruses and infected software and removes it from the device. It can also be used to prevent the infection of certain viruses. [11]. It can be installed on any device and is not OS specific. Anti-virus and an up-to-date OS should be one of the criteria for approval of BYOT. 
· Configure all switches and routers with AES encryption and WPA2 that can only be connected to with the known password and only administered by staff who have permitted access.
· Devices and user permissions should be managed via a system such as an MDM or system management system which encrypts, secures and allows remote management of devices whether organisation owned or personal for BYOT. An MDM is configured to manage every device that accesses the network via a Mobile Device Management app that is deployed to the device or installed at initial configuration. It enables the deployment of software, OS updates, patches, wipes and reconfigurations of any device configured with the software. Devices can also be configured to allow for remote support which can save an organisation time and money by allowing for an immediate support response to an issue. In addition, it can also be used as an asset management system for tracking of devices in case of theft or loss. 
· Many devices will be accessing data from within the internal network, via the internet, a VPN would ensure that the data transferred between the end user device and internal network is ‘end to end’ encrypted and authenticated using TLS (Transport Layer Security). A VPN connects two endpoints over the internet, establishing a secure tunnel connection allowing secure access to the resources required for agile working on any smart device [12]

2. Implementation

	2.1 Network Security 
			a) The author has designed, implemented and secured a main network infrastructure using Cisco Packet Tracer software, which includes a data centre, two switches for resiliency, two servers, internal and peripheral firewalls. Switches are password protected, accessible only to authorised personnel. The internal firewall sits between the switches and the servers, ensuring that should a breach occur on the network, the data held would remain secure. The external firewall sits between the data centre and external access router. Both routers are secured with WPA2, password protection and AES ‘Advances Standard Encryption’ which has a fixed block size of 128 bits to encrypt and uses a key size of 128, 192 or 256 bits to decrypt [13]. Devices cannot connect without entering the secure passkeys.
	
			b) Please see appendix A for Packet Tracer image. 


	2.2 Advantages and Disadvantages or Packet Filtering Firewalls

		a) What is a packet filtering firewall?
		A firewall is a tool designed and configured via policies and protocols to monitor and filter incoming and outgoing network traffic, data, and information, blocking any harmful or malicious traffic. It can be software, hardware or cloud based. They are the first step of defence in obstructing cyber-attacks such as malware, ransomware, and malicious code. There are different types of Firewall dependant on what you are protecting, such as a personal PC or a LAN.
	For this report, the author will focus on Packet Filtering firewalls. A packet filtering firewall is the most basic firewall operating on Layer 3 of the network layer protocol at the switch or the router. The firewall is configured with packet filtering rules which monitor incoming and outgoing packet data by reading the packet header information. The packet header information should contain the IP address, port number and destination. If all are present, it is allowed through the firewall. If any of are missing, the packet is blocked [14]. 

		b) Advantages
		Packet filtering firewalls perform very quickly as they are only monitoring packets and not the data or information held within the packet, they are not resource-intensive nor do they store any data, therefore they do not have a significant impact on system performance [15].

		c) Disadvantages
		These firewalls are easily bypassed or fooled. The firewall can only be configured to allow or block specific IP addresses and open or close certain ports [16].  If a port is open, then all packets requesting access to that port will be allowed. Attackers may use a spoofed header that mimics an internal IP address, the firewall will allow this packet through, as all internal IP addresses would be included as ‘allowed’ or ‘known’ in the policy. Only the packet header is examined and not the information or data held within, therefore malicious code or data could be included and allowed onto the network [16]. 

	2.3 Physical Protections for physical security and availability of main infrastructure

	Ensuring the availability of the main infrastructure means ensuring a robust business continuity plan is in place which includes the aspects and elements of physical security. 	Comment by Carlene Campbell: 
Try to avoid one long paragraph
The importance of a physical security for devices and data must not be overlooked and is as important as fighting against cyber-attacks, ensuring constant availability. Physically securing the infrastructure ensures buildings, facilities, data and devices are protected from physical external attacks, natural disasters and other events that could cause loss [17]. Mobile smart devices are often configured with additional security in the form of biometrics such as face recognition or fingerprints. Notebooks and PCs can be secured to desks with laptop locks when not in use, while buildings, Data Centres and authorised access rooms need to be physically secured, not only from external attack but ensuring that they are only accessible to authorised personnel. This can be via ID swipe cards programmed for individual access, pin entry, key fobs, biometrics, visitor management and video surveillance, alarm monitoring systems and access monitoring systems to audit and report on all access. Ideally a data centre should be located away from main company buildings to ensure any factors that affect the main buildings has no impact. The room should be windowless and protected and monitored from fire, flood, and surrounded by barriers. Electric, water, air conditioning and filtration should have failover options such as a UPS, with a generator installed for resiliency and back up. Regular tests and audits should be carried out to ensure all aspects including hardware are working, maintained, up to date and adhered to. Threat management, risk analysis and asset management will ensure a complete and up to date inventory and visibility of all components, hardware and software, including those subject to security risk. An automated software-based solution would manage and maintain these are carried out on a regular scheduled basis,
Data backup and redundancy are mandatory inclusions under the heading of ‘availability’. Attacks and risks cannot be stopped but they can be managed and mitigated. Establishing a robust back up is in place will safeguard the company and enable the continued running of services in the event of a catastrophic occurrence, severe weather, or mission critical application failure, with the aim to minimise downtime. There are several redundancies that can be implemented, such as a layered approach which provides the most extensive protections via complicated layers and barriers of numerous defences working together. Using different encryption algorithms at different levels ensures if one level is attacked, it doesn’t mean the same process can be used for the next [18]. Having an offsite back up allows for reinstating of system availability known as ‘N+1 Redundancy’. Data backups such as RAID (Redundant Array of Independent Drives) ensure that all data is up to date using two drives or more working in parallel. The backup should be as close to the time the event occurred as possible to minimise loss. There are different versions of RAID levels available and the best option depends on what data is being kept and why. Options include, striping, mirroring, striping with parity, striping with double parity, and combining mirroring with parity [19]. All back up disks should be stored in a separate location to the data centre. All options need to be considered, however recovery and restore times also need to be taken into consideration when implementing a backup system. Traditional tape backups can have a slower recovery time, whereas SSD drives are much quicker. 


3. Information Security

	3.1 Principles of Data Encryption and Implementation 	Examples
		Encryption is the process of protecting or securing data by converting it into an unreadable form. Data encryption can be utilised within all kinds of data protection requirements. There are two different type of encryption in cryptography; Symmetrical and Asymmetrical. 
Symmetrical encryption is the process of using the same key to encrypt as to decrypt. For example, person A sends data encrypted with password to person B. Person B can only read data when provided with password from person A. This form is usually used for person to person or one to one sharing, is more efficient and can handle large amounts of data.
Asymmetrical or public key encryption uses one key to encrypt which is public and can be used by anyone and another to decrypt which is privately kept [20] It is better suited for protecting small amounts of data.
Advanced Encryption Standard (AES) symmetrical encryption standard utilises three block ciphers: AES-128, AES-192 and AES-256. Using blocks of 128 bits, each cipher encrypts and decrypts the data, it would take years to try and break the cipher. It is therefore the standard chosen by the US Government since 2003 and is used globally today, to protect and secure classified data that tends to be held and not shared or moved [21]. 
The RSA (Rivest-Shamir-Adleman) algorithm is used for data that moves, is shared or used to prove authenticity of the data. Examples can include a digital signature, via VPN or web browser SSL and SSH, or across geographical locations where it is not possible to share one key securely. RSA uses two large prime numbers of equal length between 100 and 200 digits to encrypt the data and can only be decrypted using the private key from the same key pair that encrypted it. RSA tends to be used in conjunction with other encryption methods. 

	3.2 Organisational Information Security Strategy and 	Implementation

		The author has included a written Security Policy for CoffeeCapulus. Please see appendix B. for a copy of the written policy. The author referred to her workplace Information Security Policy [22] and Bring Your Own Device (BYOD) Scheme document [23] when creating the Security policy. 

	3.3 Lost, Stolen or device failure mitigating strategy 
		
	The management of portable devices whether they are company provided laptops or personal smartphones or tablets is best undertaken via an MDM solution. There are many mobile device management solutions available with a range of configurations suitable for all types of business or organisations. The software can be web based, cloud based or designed to sit on an internal server. MDM solutions provide users with secured access to company systems, data and applications and prevent it from being shared, copied, duplicated, or saved and is a perfect option for implementing BYOT into a company [24]. 
Devices are enrolled, usually by adding the device via a unique identifier such as IMEI, serial number, asset tag, etc, to the system. The secure configuration is then deployed and installed on the device; including the MDM app, secure browser, work related apps (e.g., email), and policies. The management of the device becomes available remotely via the MDM. Remote wipes, locks, configuration changes, software updates, factory resets, remote control and pin resets can all be carried out, saving the company time and money and also ensuring any lost, stolen or missing devices can be made secure within minutes, helping to protect the company’s data. 
	3.4 Mobile Device Data Retention

	When a personal device is used for BYOT it will be enrolled and managed via the MDM. Due to the configuration, security policies and restriction policies in place, no work- related data sits on the actual device and is all kept within the secure configuration and company apps provided. All data within the configuration should be encrypted as part of the restriction policies [25]. Applications can be restricted within the secure mobile app store, to allow only permitted apps to be available for download [26], and a secure browser available for work related browsing, thus keeping personal and work data separate. One of the disadvantages of BYOT is that personal devices are not limited to one make, model or operating system and therefore not all devices will be suitable. Not all devices will be able to install or work with specific work-related apps as they may be OS specific. As part of the enrolment and user policy, users are required to install the latest operating system updates to ensure the device has the most recent security patches. Devices must carry out all updates in a timely manner and be protected by a screen lock pin and/or password. Any lost, stolen, missing or faulty devices will need to be reported to the IT Department immediately. A BYOT policy will need to be in place and read and understood by all users prior to enrolment, clearly stating the rules, requirements and restrictions in place. 

4. Conclusion	Comment by Carlene Campbell: 
Conclusion should summarised your key areas of the report and conclude with the relation to case study. It would be nice to include future work but not mandatory at this level.

	In conclusion, there are many options available to secure a company’s data, systems, intellectual property, and network, all dependant on the size of business, requirements, and budget. The battle against ongoing persistent attacks, breaches and compromises are a problem and issue that will constantly require attention and forethought. These attacks are not going away, however companies can attempt to stay one step ahead by utilising new and innovative ways of prevention and defence through training, knowledge, shared experiences, and application of up-to-date security products. The implementation of BYOT can be a positive financial advantage to a company. It can improve work productivity, staff can access work related data from anywhere, and at any time. However, it needs to be balanced with the initial financial outlay for implementation, support, management, and additional security risks. 


Further Reading: BSA_encryptionprinciples.pdf
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Appendix B. 
CoffeeCapulus IT Security Policy

Policy objectives:
To ensure that all assets (Hardware, Software and Information) belonging to CoffeeCapulus are protected against threat, attack, abuse or any other circumstances that would affect the security of said assets.
To ensure that all employees are aware of and abide by this policy through regular training and testing.
To ensure that all employees are kept up to date with regards to any changes within this policy.

Employee Responsibilities:
Only approved Hardware to be used to connect to the CoffeeCapulus internal Network, Systems and Servers. 
IT approved hardware will be asset tagged – removal, damage or defacement should be reported to IT immediately. 
Only approved software to be installed on CoffeeCapulus hardware
Access to the CoffeeCapulus Network, Systems and Servers and information will only be permitted by authorised users and systems within the business remit and scope of employment. 
All employees are responsible for their password security and agree not to disclose, copy, share or keep a written copy of their password. 
All employees will adhere to the password policy and requirements. 
All employee accounts, information and documentation remain the property of CoffeeCapulus. 
All employees are responsible for reporting any breaches, accidental or intentional, to management with no delay. 
All employees are responsible for reporting any loss of or damage to CoffeeCapulus provided desktop hardware and mobile devices to the IT Department. 
All employees are responsible for the maintenance and updating of their ID Access Card. Any loss, damage or defacement should be reported immediately to the IT Department. 
Any amendments to job profile or user details should be reported to the line manager.
All hardware and employee accounts must be password protected at all times. 
Employees will not leave any device unattended without a password protected screen saver in place. 
Any personal hardware use for BYOT purposes is subject to prior authorisation by IT Management and is subject to the rules and responsibilities outline in the CoffeeCapulus BYOT Policy. 


Management Responsibilities:
To provide all staff with a written and electronic copy of this policy. 
To ensure that all new employees read, understand and acknowledge this policy. 
Any amendments to the policy will be escalated to all staff and acknowledged as ‘understood’ within one calendar week. Failure to adhere will result in a written warning. 
To ensure regular attendance at all training events related to this and all other departmental IT related policies.
To ensure the IT Department are kept updated with regards to staff changes, roles, responsibilities and authorisations. 
To escalate any queries, questions or training gaps to the IT Department in the first instance. 
To escalate all reported breaches, accidental or intentional to the IT Department with immediate effect.

IT Department Responsibilities:
To ensure all hardware, software, systems and networks are; secured, patched, updated and in good working order. 
To investigate any breaches reported. 
To ensure all Data Centres are securely maintained, managed, and backed up. 
To ensure that all hardware not in use is kept in a secure location.
Adhere to all security policies, procedures, protocols, and guidance.  E.G Data Protection Act, GDPR, etc.
To carry out regular audits of hardware, software, network, and system access. 
To ensure all policies are kept up to date with any relevant, necessary, or mandatory amendments. 


Failure to adhere to this policy will result in disciplinary action and/or prosecution by law. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have discussed key concepts using appropriate reference convention. However, try to use more and updated peer reviewed articles/journals for your research lit areas. Try to utilise the university online resources and journals. (Grade mark: 80.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]12

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated relevant understanding of your research work.  You did not use the IEEE report format. (Grade mark: 80.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]12

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report discussed and analysed appropriately the relevant areas that is required for this assignment as well as you inter-related most aspect with the case study. See comment in your report on introduction and conclusion that could improve same for future work. . It is good to refer to your appendix material in your report. (Grade mark: 82.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]33

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]Your practical design was labelled appropriately and the relevant security measures applied and explain. Tested and all areas mentioned in your report are functional and working. You have considered redundancy which is very good.   (Grade mark: 90.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]18

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work flow and is professional done. Try to be consistent with your paragraphs avoid long ones. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]83%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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