




Abstract
This project explored the design and development of a modular, wirelessly driven controlled robot capable of providing real-time audiovisual feedback in hazardous or inaccessible locations. Originally imagined as a microcontroller-based RF system with a USB RF-dongle, the project shifted mid-sprint to a Raspberry Pi 5 with Wi-Fi TCP connection. The prototype was created within a six-day agile sprint and features a modular Python GUI, camera and audio modules, and a socket-based networking framework. Despite unresolved motor control concerns, the project displayed modular design, environmental feedback, and a scalable architecture that allows for future module improvement and addition within a unified system.
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[bookmark: _Toc203099600]Introduction
This project focuses on developing a modular robot capable of wireless control and real-time feedback in hazardous or inaccessible environments. The initial concept included a GUI-based Python control program, a custom USB RF dongle, and a microcontroller-driven robot. Due to time, hardware, and integration constraints, the design changed to using a Raspberry Pi 5, enabling Wi-Fi communication via TCP sockets over 2.4GHz. The final system, completed during a six-day agile sprint, maintains the project’s goals of modularity, wireless control, and environmental feedback.
[bookmark: _Toc203099601]Research Question
How can a modular, wirelessly controlled robot deliver real-time feedback in environments hazardous or inaccessible for humans?
[bookmark: _Toc203099602]Aim
To prototype a modular robot system demonstrating wireless control, environmental feedback, and flexible hardware/software architecture.
[bookmark: _Toc203099603]Objectives
· Design a modular robot with interchangeable components.
· Develop wireless communication between the robot and a remote device.
· Create a software application for wireless control.
· Enable real-time visual and audio feedback.
· Ensure the hardware supports easy upgrades.
· Structure the software for modular expansion.
[bookmark: _Toc203099604]Report Structure
[bookmark: _Hlk202982710]The report reviews key research on RF systems, modular robotics, and embedded design. It then outlines planning methods, development phases, hardware/software implementation, and testing. Final sections evaluate system performance and present conclusions.
[bookmark: _Toc203099605]Appendices Overview
Appendix A details authorship of each report section; Appendix B includes the project logbook. Appendices C–E show individual sprint plans. Appendices F–L contain technical documentation: source code, circuit schematics, and the approved ethical review form.
[bookmark: _Toc203099606]Research
[bookmark: _Toc203099607]Background Research
[bookmark: _Toc203099608]RF Communication and Frequency Considerations
This project explores RF communication to provide wireless control and data transmission for a robot. Based on existing hardware examples, a USB dongle using RF modules such as the Laipac RLP/TLP433A was considered [1]. This developed the early design of creating a USB-based RF dongle to build a communication link between the robot and control application. 
The frequency choices focus on the UK's approved ISM (Industrial, Scientific, and Medical) bands. According to Ofcom's UK Frequency Allocation Table, the 433MHz and 868MHz bands are license-free in region 1 (Europe), if devices tolerate interference and do not broadcast beyond their allocated range [2][3]. 
The 433MHz spectrum is primarily used for low-cost, short-range applications. The 868MHz band (863-870MHz) is used for a variety of applications, including audio systems, RFID, and general telemetry [4]. 868MHz has superior dependability and decreased interference and improved regulatory support. This has led to its rising use in Europe and has helped to increase usage in sectors like smart metering and automation [4]. Knowledge of ISM band rules, frequency characteristics, and components helped in choosing to use the 868MHz frequency.
[bookmark: _Toc203099609]Hardware and Circuitry Considerations
There are many ways to enable communication between software and the hardware of a wirelessly controlled robot. One common approach is using an RF dongle, a compact device that transmits and receives radio signals via a microcontroller and RF module [1].
An example of this is a project by user Midilec on RC Groups, where a custom USB dongle was built to connect a transmitter to a computer for controlling RC flight simulators, treating the computer as a joystick [5]. This dongle used a CC2500 RF module and an ATmega8 microcontroller, alongside supporting circuitry such as resistors and capacitors tailored to system needs. Understanding this approach and the component choices informed the communication method used in this project.
In similar projects, the 8051 microcontroller is often chosen for its simplicity and suitability for controlling motors and processing sensor or button inputs. For instance, a Nevon Projects user created a wireless robotic vehicle with metal detection, where the 8051 interpreted RF signals to drive movement [6]. Seeing the microcontroller used successfully in this context influenced the decision to incorporate it into this project.
[bookmark: _Toc203099610]Robot Design and Use Cases
Additional research concentrated on modular robotics, wireless control techniques, and real-world robotic applications. This involved reviewing a variety of existing projects to gain a better understanding of control systems, sensor integration, and potential ethical issues. These examples influenced early concepts about functionality, safety, and adaptability.
General development guidelines highlight key stages of remote-controlled robot design, including component selection and iterative testing [7]. This validated the decision to use a live-build methodology and a modular framework. The addition of audio and visual modules was influenced by specialised examples, such as surveillance and firefighting robots, which demonstrated how wireless connection and embedded sensors enable operation under hazardous settings [8][9].
Microcontroller-based systems with DTMF and RF transmission provided insight into short-range control techniques. Nevon Projects' RF-enabled metal-detecting robot demonstrated the potential of low-cost microcontrollers equipped with RF transceivers for responsive control [6]. ElProCus' guidance emphasised the value of adaptability, modularity, and real-time data handling [10].
Research into military robots highlighted ethical concerns about live audio-visual capture, prompting an early GDPR compliance assessment [12]. Overall, the case studies confirmed the practicality of the project's planned hardware and communication strategy.
[bookmark: _Toc203099611]Literature Review
[bookmark: _Toc203099612]RF Communication Techniques for Robot Control
Wireless communication is essential for remote robot control, and technologies such as Bluetooth, Wi-Fi, and Zigbee are commonly used. Mansor et al. observed that Bluetooth's restricted range and interference led to the introduction of XBee Zigbee modules, which provide bidirectional communication, unique addressing, and error checking, making them suited for dependable robot networks [13]. Olchanski et al. used 868 MHz RF modules or Bluetooth dongles to connect PCs to microcontrollers [14].
Custom 2.4GHz transceivers, such as the nRF24L01, are popular for low-latency control. Mahbub (2019) combined them with Arduinos to create a wireless joystick system, highlighting its affordability and adaptability for hobbyist applications [15]. Each RF option has trade-offs in range, power, and bandwidth: Zigbee provides resilient mesh networks at moderate speeds, whereas Wi-Fi handles high-bandwidth tasks such as video at the expense of power and potential delay. Many systems balance performance by combining technologies, such as low-power RF for control and Wi-Fi for data [13][14]. Real-time protocols (such as UDP or RTP over Wi-Fi) are increasingly being used to reduce lag in teleoperated systems [16].
[bookmark: _Toc203099613]Modular Robot Design Principles
Modular robots rely on standardised, interchangeable components with robust connection interfaces. Liu et al. (2016) state that system flexibility depends on module design—form factor, mechanical coupling (e.g. latches, magnets), and shared power/data lines [17]. These must remain reliable through repeated use. Reconfigurable systems often use hybrid connectors for alignment and stability [18].
Boston Engineering describes systems where sensors or actuators can be swapped to change function [19], while Harvard’s “robot-factory” study recommends alignment guides and minimal fasteners to simplify human/machine handling [18]. Across research, strong couplings, standardised electrical interfaces, and tool-free swapping are essential for rapid reconfiguration and field adaptability [17][18].
For terrain adaptability, two main strategies emerge: hybrid mobility and modular swappable components. Jin et al. (2022) propose a “coupled wheel-track” system that allows fast switching for different terrain types without hardware changes [20]. WheTLHLoc adds leg-based movement for greater versatility [21].
Commercial robots like the ROVVER X use tool-free wheel kits for quick terrain adaptation [22]. Swapping wheels, tracks, or full drive units is common in field robotics. However, building interfaces that are both durable and user-friendly remains a key challenge [17][18].
[bookmark: _Toc203099614]Embedded Systems Integration for Cameras and Microphones
Integrating audio/visual peripherals into embedded robot platforms presents both hardware and software issues. Single-board computers (SBCs), such as the Raspberry Pi or BeagleBone Black, are commonly used for video and audio processing, whilst microcontrollers handle motor control and low-level I/O [23]. SBCs include common interfaces (USB, Ethernet, and CSI) that make it easier to integrate high-bandwidth devices. According to Rademacher (2017), these boards allow plug-and-play camera setups via USB or GigE, as well as open-source video capture libraries [24]. Despite its low power consumption, a BeagleBone Black can successfully stream high-resolution GigE camera data [25].
Microcontrollers alone do not often have the capability to handle audio/video streaming. However, some modules (such as ArduCam or OmniVision with inbuilt DSP) support basic picture capture via SPI or parallel interfaces. Microcontrollers can handle basic audio input via I²S or ADC, but advanced processing often requires an embedded Linux system or DSP [26].
SBCs and microcontrollers are frequently used together, with each performing tasks according to its capabilities. To maintain control and feedback, subsystem integration relies on well-defined interfaces, which are frequently backed by APIs or middleware. Effective system design requires distributing processing tasks, using appropriate communication protocols, and ensuring coordinated data management.
[bookmark: _Toc203099615]Remote Control Software for Movement and Real-Time Streaming
Remote robot control requires careful design to allow low latency communication and responsive user engagement. Most systems use a client-server approach, where the robot provides live media to the operator's computer, which sends control commands back. Interfaces include real-time video and directional control input devices [16]. Usability is dependent on reducing delay, as latency can damage performance or cause instability [15].
RTP, RTSP, and WebRTC are popular protocols for media streaming due to their low latency architecture [15]. Many systems use MJPEG or H.264 over UDP, which are supported by libraries like GStreamer and FFmpeg. Audio can be integrated similarly, allowing for two-way interaction. In one case study, a Raspberry Pi-based robot streamed video and audio while receiving control signals via WebSocket, with buffering and adaptive handling to account for varying Wi-Fi bandwidth [16].
Teleoperation modules are available in frameworks like ROS to speed up development, but custom systems can accomplish similar results by using socket-based loops for command transmission and actuator control. Real-time feedback, especially video, is essential for responsive adjustment, which needs synchronised, low-jitter data handling. Safety features like 'emergency stop' and command timeout watchdogs are also important. Effective remote-control systems regularly prioritise low latency, robust media handling, an intuitive user interface, and built-in fault tolerance [15][16].
[bookmark: _Toc203099616]Development Method
[bookmark: _Toc203099617]Project Planning and Development Method
The project followed an Agile sprint structure, with a six-day active build phase divided into three two-day sprints: hardware, software, and testing. This structure provided flexibility, rapid development, and integration under time constraints.
SCRUM leadership rotated by domain expertise: Emma led software, Sarah handled hardware, and Amina oversaw testing. Each SCRUM master planned tasks, managed priorities, and ensured scope control. Incomplete work was not carried forward, encouraging realistic planning and time management.
A live development approach was used, which meant that components were integrated and programmed in real time during sprint days rather than being pre-assembled beforehand. This decision was taken to test flexibility under tight timescales and imitate real-world development issues, which aligns with the module's objectives.
[bookmark: _Toc203099618]Advantages and Disadvantages of Methodology
[bookmark: _Hlk202982792]Advantages:
· Short sprints helped maintain focus and drive.
· Rotating leadership enabled equal contribution and skill development.
· Live development encouraged rapid decision-making.
· Sprint cutoffs helped prioritise tasks and manage scope.
· Team members gained experience in Agile project planning and cross-domain skills.
Disadvantages and Mitigation:
· Risk: Tight deadlines risked incomplete modules.
Solution: Minimum viable functionality was agreed in advance. SCRUM leads structured tasks accordingly.
· Risk: Live coding increases pressure and chance of error.
Solution: Pre-sprint planning reduces uncertainty; tasks aligned with each member’s strengths.
[bookmark: _Toc203099619]Team Structure and Role Assignment
[bookmark: _Hlk202982819]Roles were assigned based on strengths while maintaining cross-domain contribution.
· Emma led software planning and overall project management
· Sarah handled hardware development and procurement.
· Amina managed testing and ethics documentation.
Despite these lead roles, collaboration was high throughout. SCRUM masters structured tasks during their respective sprints, drawing on prior planning discussions. Leadership responsibilities shifted fluidly, encouraging shared learning and accountability.
[bookmark: _Toc203099620]Project Timeline and Sprint Plan
[bookmark: _Hlk202982837]The workflow was as follows (see Figures 1 & 2):
1. Ideation and concept development
2. Research and planning
3. Procurement and scheduling
4. Six-day sprint execution
5. Final reporting and evaluation
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[bookmark: _Toc203099669]Figure 1: Overall Project Gantt Chart
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[bookmark: _Toc203099670]Figure 2: Sprint Gantt Chart - Shows the set days for each sprint.

[bookmark: _Toc203099621]Procurement and Budgeting
Component procurement was led by Sarah, who researched projects to guide selection. After identifying the key parts, the team met to discuss the rationale behind each choice. All purchases followed employer procurement procedures, including sourcing from approved suppliers and submitting the necessary documentation. Where needed, equivalent components were substituted. Once the list was finalised and approved, and delivery timelines confirmed, the hardware sprint could be formally planned. A summary of the components is shown below in Table 1.
[bookmark: _Toc203099672]Table 1: Summary of Components Procured for Hardware Sprint
	Component selected
	Quantity
	Total Price
	Reasoning

	Sunhayato Matrix Board
	5
	3.65
	Used to quickly prototype and solder circuits without needing to design a custom PCB.

	LoRa Module Transceiver
	2
	28.64
	One for the dongle, one for the RC car, enabling wireless RF communication.

	868 MHz RF Transmitter
	1
	23.95
	Paired with the receiver to form the transmitter circuit.

	Microchip PIC16F628A 8bit
	Pack of 5
	11.95
	Chosen as the main microcontroller for the transmitter, receiver, and dongle.

	RC Car
	1
	11.99
	Selected for its 2.4GHz operation and low cost, making it suitable for modification

	868MHz RF Receiver
	1
	22.99
	Paired with the transmitter for RF-based control.

	8051, AT89 Microcontroller
	1
	3.10
	Used for the onboard control system on the RC car.



Unforeseen hardware issues led to a full project redesign. A team meeting was held to reassess the challenges and explore a new direction. With tighter time constraints, sourcing suitable components from suppliers while ensuring functionality and timely delivery proved more difficult. As the project followed a live build format, additional parts were needed throughout, particularly given the shift in design and limited prior research. Table 2 outlines the components procured during the redesign phase and the corresponding solutions.
[bookmark: _Toc203099673]Table 2: Additional Components Procured Following Hardware Redesign
	Component Selected
	Quantity
	Total Price
	Reasoning

	Raspberry Pi 5 4GB
	1
	£60
	Chosen for its up-to-date compatibility with project modules and future expansion.

	Raspberry Pi Camera Module v2
	1
	£14.98
	Selected for Pi 5 compatibility (via adapter) and affordability without sacrificing quality.

	Mini USB Microphone
	1
	£4.95
	Plug-and-play compatibility with Raspberry Pi OS reduced setup time.

	Robot Chassis MS
	1
	£19.70
	Provided space for circuit integration and flexibility for custom motor setup.

	Jumper Wires
	Pack of 40
	£3.45
	Enabled easy live-working and modular connection changes during prototyping.

	TB6612FNG Motor Drivers
	2
	£9
	Matched the voltage/current needs of the chassis motors to prevent damage.

	4x AA Battery Pack
	3
	£6
	Supplied required 6V power for both motors and the Raspberry Pi.

	Q-Connect MicroSD Card 64GB
	1
	£4.43

	Essential for installing and running the Pi’s OS and firmware.

	22-pin 0.5mm Pitch FPC Flex Cable
	1
	£1
	Required to bridge the Pi 5 and the camera module via converter.

	Camera Cable Joiner for Raspberry Pi - 15-pin to 22-pin
	1
	£3
	Enabled physical connection between the Pi camera and Pi 5.



[bookmark: _Toc203099622]Ethics and Risk Management
The inclusion of live audio and video streaming raised ethical concerns around privacy and consent, as live feeds risk capturing individuals without approval. An ethics form was submitted and approved during the design phase, in line with university policy and UK GDPR (Appendix L). To comply, modules were tested only in controlled environments with team members, and all media was streamed live without any recording or storage.
Safety was prioritised throughout. A lab risk assessment was completed before hardware work began, and all team members received training on soldering, and electronic handling. Hardware was managed to prevent overheating or faults. Technical safety was also addressed early, incorporating encrypted transmission, secure software practices, and restricted system access. While security features remain basic, the system is designed to support future upgrades as functionality expands.
[bookmark: _Toc203099623]Tools and Collaboration Strategy
A shared Google Drive was used to coordinate plans, keep records, and save important information. While Emma proposed the sprint-based methodology and acted as coordinator, the project was developed collaboratively. Sarah supervised procurement and assisted the team in getting components, while Amina oversaw ethical compliance and risk assessments. During the sprint phase, each member served as the SCRUM master for their area of expertise, assigning tasks and managing progress based on prior planning discussions. In-person collaboration was a core strategy, with regular meetings arranged and lab access secured to allow hands-on development. All lab procedures and risk assessments were followed to ensure a safe working environment.
[bookmark: _Toc203099624]Hardware Sprint Planning
The hardware sprint focused on designing circuits and assembling the robot base. It included theoretical planning and practical work to ensure shared understanding. Prior to the sprint, key tasks such as procurement, lab access, and RF research were completed to support a smooth build.
[bookmark: _Toc203099625]Design Choices and Rationale
· Proteus was used for schematic design and simulation, based on team familiarity.
· PIC16F628A was selected for its built-in oscillator, USART, and flexible I/O.
· CCS Compiler was used for firmware, supporting low-level control needs.
· Perf boards enabled flexible circuit assembly during testing.
· An RC car was chosen for integrating the transceiver and for structural mounting.
· Basic components such as resistors, capacitors, oscillators, and RF modules were pre-sourced to support rapid circuit assembly.
· Soldering tools and draft schematics were prepared in advance.
[bookmark: _Toc203099626]Task Allocation
· Amina: Receiver schematic, receiver PIC programming, receiver soldering, RC car transceiver circuit.
· Emma: Transmitter schematic, transmitter PIC programming, transmitter soldering, Proteus simulation.
· Sarah: RC car transceiver integration, USB RF dongle schematic and hardware assembly.
This task division ensured each member contributed to circuit design, programming, and hands-on lab work.
[bookmark: _Toc203099627]Evaluation and Success Criteria
· RC car base supports forward/reverse/turning.
· Completed transmitter and receiver with working signal transmission.
· Transceiver circuit integrated into the RC car.
· RF dongle prototype at partial or complete assembly stage.
The full sprint plan appears in Appendix C.
[bookmark: _Toc203099628]Software Sprint Planning
The software sprint focused on building the control application and firmware for a modular system. It aimed to support movement, real-time media, and network communication.
[bookmark: _Toc203099629]Design Choices and Rationale
· [bookmark: _Hlk202982877]Python was chosen for fast development and media/networking support.
· Embedded C was chosen for firmware due to low-level hardware control and compatibility with RF microcontroller-based systems.
· GitHub was selected for version control due to collaborative workflow and structured commit logging.
· Pygame was chosen to build the GUI due to its simplicity and ability to quickly create graphical feedback for directional commands, camera feed, and mic status.
· Socket communication was chosen for straightforward TCP communication.
[bookmark: _Toc203099630]Task Allocation
· [bookmark: _Hlk202982881]Emma: GUI, audio streaming, and all networking logic in Python and embedded C.
· Sarah: Motor control via GPIO and firmware support.
· Amina: Camera control in both Python and embedded firmware.
Each team member was given ownership of a specific module, with the flexibility to assist with integration and cross-module support during the sprint phase.
[bookmark: _Toc203099631]Evaluation and Success Criteria
· [bookmark: _Hlk202982885]A working GUI with directional input and real-time feedback.
· Socket communication between GUI and firmware.
· Embedded code able to interpret commands and control motors.
· A modular and well-documented codebase for future testing.
The full sprint plan appears in Appendix D.
[bookmark: _Toc203099632]Testing Sprint Planning
Testing was integrated into all development phases to verify the function of each module before full system integration. Early testing helped identify potential issues and reduced the risk of major failures later.
A consistent, well-documented testing process improved repeatability and error tracking. Testing goals were aligned with the robot’s functional requirements and broken into manageable phases to support clear task delegation.
[bookmark: _Toc203099633]Design Choices and Rationale
· A private room was booked for controlled testing of camera and audio modules.
· Electrical tools (e.g. multimeter, oscilloscope) were used to verify circuit behaviour and signal integrity.
[bookmark: _Toc203099634]Task Allocation
· Emma: Unit and functional testing of the movement module.
· Sarah: Unit testing of the camera module.
· Amina: Unit testing of the audio and network modules.
In addition to automated and scripted tests, manual testing was essential once the hardware was assembled. The team collectively tested:
· The software’s ability to control the robot (movement commands to firmware).
· Live camera and microphone functionality.
· Real-time network performance across firmware and Python layers.
This final integration testing was performed collaboratively to confirm full system behaviour.
The full sprint plan appears in Appendix E.
[bookmark: _Toc203099635]Design and Implementation
[bookmark: _Toc203099636]Project Design and Implementation Overview
The final prototype is a modular robot remotely controlled via a Python GUI and 2.4GHz Wi-Fi. It provides real-time audio and visual feedback using a USB microphone and Pi-compatible camera, with a Raspberry Pi 5 as the central controller.
Originally planned around an RF-based microcontroller system, the project pivoted mid-sprint due to hardware limitations and time constraints. The Pi-based setup enabled faster development and better support for modular integration. While directional movement remained non-functional due to unresolved power and signal issues, the system successfully demonstrated wireless media feedback and modular architecture.
[bookmark: _Toc203099637]Hardware Design and Implementation
The initial goal of the hardware sprint was to modify an RC car to integrate a transceiver circuit, enabling communication via the RF dongle. However, due to the complexity of modifying the car’s existing circuitry and the challenges in integrating the transceiver, this approach was changed. The focus moved to a more practical solution within the given timeframe, using a Raspberry Pi with Wi-Fi communication, which could support the planned modules.
[bookmark: _Toc203099638]Implementation Details
Proteus and CCS were used to design and compile the transmitter and receiver circuits (See Appendices J -K). Perf boards allowed flexible live-build assembly, suitable for testing and redesign. The RC car was disassembled to examine its circuit layout and identify potential integration points, but this proved too complex to adapt.
Due to these challenges, the hardware sprint was changed mid-process. The team used a modular robot chassis kit from The Pi Hut with four simple motors, enabling quicker integration with the components.  Raspberry Pi 5 replaced the original microcontroller setup, using Wi-Fi for communication as a practical alternative to the planned RF dongle.
The Pi camera module v2, and mini-USB microphone was selected for their compatibility with Raspberry Pi OS. All components were individually tested using terminal commands (e.g. arecord, libcamera-hello) and verified for voltage compatibility before full assembly.
Jumper wires and battery packs were used to connect modules to the chassis. Each part was secured and tested before the software sprint began.
[bookmark: _Toc203099639]Implementation Challenges
The most significant challenge during implementation was with the RC car. The original plan to modify its internal circuitry proved too complex, prompting a shift in approach.
The Raspberry Pi Camera Module v2 was selected for video demonstration and required an adapter ribbon to connect to the Pi 5. While initially recognised by the system, the camera later failed to maintain a stable connection during testing.
Power delivery also posed a problem. Although the Raspberry Pi operated reliably when connected to mains power during early testing, the system failed when transferred to the robot chassis and powered by battery packs. The supplied voltage was insufficient to run the Pi, halting further wireless operation until the issue could be resolved.
[bookmark: _Toc203099640]Software Design and Implementation
The software application was created during the two-day software sprint. Originally planned for a microcontroller-based RF system, the firmware plans were altered for the Raspberry Pi midway through development. This required a change in the way firmware modules were compiled and tested, but the original architectural goal was preserved: a modular Python GUI would connect with backend movement, audio, and camera modules, which were powered by embedded C/C++ software running on the Pi.
[bookmark: _Toc203099641]Implementation Details
PyCharm and VSCode were used for Python and C/C++ development, with GitHub for version control and GCC for compiling firmware. Libraries included pygame, socket, opencv-python, libgpiod, libcamera, and arecord.
Modules were developed and tested individually, then committed to GitHub. Emma managed integration, resolving merge conflicts and updating the GUI to include all modules. Basic validation (GUI response, audio input, socket comms) was completed during the sprint.
Full source code is in Appendices F–H.
[bookmark: _Toc203099642]Implementation Challenges
· The switch from microcontroller to Raspberry Pi led to firmware reorganisation and setup delays, such as OS installation, and setting up a mobile hotspot for connectivity. 
· Network configuration issues, such as port binding and IP/firewall conflicts, were overcome using static IP settings and mobile tethering. 
· Firmware needed to be modified for Pi-specific components such as the GPIO motor pins and Camera Module 2. 
· PyCharm occasionally failed to properly install packages, requiring manual fixes. 
· The MakeFile required path modifications due to compiler errors, especially for OpenCV.
[bookmark: _Toc203099643]Testing Design and Implementation
The testing phase was amended from the microcontroller-based RF system to a Raspberry Pi 5 board. This meant the testing methods were modified and to exclude additional methods to factor in time constraints. The tests were refined without changing the overarching objectives and aims to ensure the functionality of the modular robot. This led the focus of the tests to be on network connection, movement, camera and audio modules whilst using the Raspberry Pi 5 in-built capabilities and operating system.
[bookmark: _Toc203099644]Implementation Details
· Testing used manual input, unit testing (Appendix I), and multimeter readings.
· Socket connections were verified using static IPs and manual port binding.
· Movement was tested by sending GUI commands and monitoring GPIO outputs.
· Audio was tested via arecord to confirm microphone detection and function.
· Camera testing used libcamera-hello and OpenCV scripts for basic validation.
· Each module was tested individually before full integration.
[bookmark: _Toc203099645]Implementation Challenges
· The testing plans had to be amended as the RF dongle was no longer being used. Testing methods were researched to see what works best with the Raspberry Pi board and had to reduce testing methods.
· Functional retesting of the camera module showed the camera could not be detected using the libcamera-hello framework. The issue was troubleshooted and the camera ribbon was inspected for damage and nothing was apparent. Further troubleshooting ruled out any issues with the Raspberry Pi board or power supply.
[bookmark: _Toc203099646]Results and Analysis
[bookmark: _Toc203099647]Functional Testing Results
A photo of the completed robot prototype is shown in Figure 3, highlighting the mounted camera, Raspberry Pi 5, and labelled chassis used during hardware integration and testing.
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[bookmark: _Toc203099671]Figure 3: Final prototype of the modular robot system (W.R.A.I.T.H.5).
The following table summarises the results of functional testing across the movement, audio, and camera modules, comparing expected outcomes with actual system performance.
[bookmark: _Toc203099674]Table 3: Summary of Functional Testing Outcomes
	Test Category
	Test Method
	Expected Outcome
	Actual Result

	Movement
	Chassis connected to power
	Wheels move
	Working

	
	Forward command
	Robot moves forward
	Not working – Pi receives command

	
	Backward command
	Robot moves backward
	Not working – Pi receives command

	
	Left command
	Robot moves left
	Not working – Pi receives command

	
	Right command
	Robot moves right
	Not working – Pi receives command

	
	Stop command
	Movement halts
	Not working – Pi receives command

	Audio
	Detect USB mic using arecord
	Device is detected
	Working

	
	Stream live audio to GUI
	Audio streams with clarity and minimal latency
	Working

	
	Integrate audio with GUI
	Functional audio module within interface
	Working

	
	Audio while robot in motion
	Audio remains stable
	Not verified due to motor issues

	Camera
	Detect Camera Module 2 using libcamera-hello
	Camera is recognised
	Detected

	
	Still image capture (OpenCV)
	Captures still image
	Working

	
	Live video stream on GUI
	Real-time camera feed appears
	Not tested

	
	Stream camera + audio + movement
	All systems function together
	Not tested due to motor issue


[bookmark: _Toc203099648]Analysis
· Movement: The GUI successfully sent commands, and the Raspberry Pi terminal logged them correctly, confirming working socket communication. However, the motors did not activate. The likely causes include motor driver wiring issues or inadequate power delivery from the battery packs.
· Audio: Fully functional. The USB microphone was detected by the Pi and streamed clear live audio through the GUI, meeting the audio module’s success criteria.
· Camera: The camera was detected, and a still image was captured using OpenCV. However, real-time video streaming was not tested due to hardware limitations and unresolved connection stability issues.
· Overall: While full integration could not be achieved, most individual modules operated as intended. Software components were modular, testable, and communicated successfully via sockets. Hardware constraints, particularly around movement and camera, limited full system validation.
[bookmark: _Toc203099649]Conclusions and Evaluations
[bookmark: _Toc203099650]Conclusions
Despite significant technical and structural challenges that led to mid-sprint adjustments, the project achieved its core objectives. The original plan to use a microcontroller and custom RF dongle was replaced with a more practical Raspberry Pi 5 solution, enabling socket-based Wi-Fi communication while preserving the aim of a modular, remotely operated robot with real-time feedback.
The hardware sprint delivered a working robot chassis with integrated camera, microphone, and control circuit. While the RC car adaptation failed, switching to a modular chassis kit improved compatibility and sped up integration. The software sprint produced a functional Python GUI, stable network communication, and working audio streaming. Camera and motor features were partially tested - still image capture succeeded, but full video and movement validation were limited by unresolved hardware issues.
Testing evolved alongside the project, focusing on key modules to ensure independent functionality before integration. This approach reinforced the value of continuous, early-stage testing over late-phase validation.
Overall, the six-day sprint produced a functional prototype with modular architecture, clean documentation, and room for future development. The agile structure, rotating SCRUM leadership, and Git-based collaboration supported steady progress and effective teamwork.
[bookmark: _Toc203099651]Recommendations
To improve future iterations of this project, several key adjustments are recommended:
· Allow more time for hardware integration and testing, especially on a sprint-based timetable. Delays in hardware had an impact on testing and software validation.
· Strengthen modularity by further isolating hardware and software modules. This would support future goals of modularity.
· Enhance the GUI by adding error handling, real-time diagnostics, and system status indicators. These enhancements would make the system more reliable and easier to diagnose.
· Secure critical components sooner, particularly those with power delivery limits. Early procurement would allow for extensive pre-sprint validation while reducing configuration time throughout development.
[bookmark: _Toc203099652]Reflections
[bookmark: _Toc203099653]Sarah’s Reflections
Leading the hardware sprint was both an enjoyable and challenging experience. Working under such a short time frame was difficult at times, but it pushed the team to make more efficient decisions, resulting in a smoother transition to a new hardware approach. However, I recognised that more planning and pre-sprint testing may have prevented many of the issues we encountered. While I enjoyed the live-working method because I prefer hands-on trial and error, more preliminary testing might have produced better results. Throughout the sprint, teamwork was highly effective. Everyone contributed unique skills and perspectives that supported each other. I learnt a lot about project management and the SCRUM master job by witnessing Emma, and I now feel much more secure in that capacity.
Despite obstacles, I am pleased with the project's outcome and believe our ultimate strategy was correct. If given the opportunity to start over, I would follow that strategy from the beginning. Even if things didn't go exactly as planned, I found the concept to be strong. Mentoring peers was a new experience for me, and it helped me understand more as I learnt how to properly explain complex ideas. At the same time, being mentored in coding was beneficial, since having a like-minded peer explain things in a targeted way allowed for a more personalised and successful learning experience.
[bookmark: _Toc203099654]Emma’s Reflections
Leading the software sprint provided a great opportunity to practise working under pressure while handling collaborative code contributions. Having defined evaluation points helped keep the sprint focused and allowed for swift decision-making when original plans needed to be changed. Adapting to the Raspberry Pi mid-sprint introduced a learning curve, particularly with configuring tools. Although time restrictions prevented extensive testing, the use of a modular design and flexible planning allowed us to create a functional prototype with room for additional growth.
The team worked well together throughout the project, with each member offering specific strengths to both technical and creative tasks. With prior experience with agile workflows and SCRUM, I took the lead in software development and sprint coordination, guiding decision-making and maintaining project momentum. Despite the change in direction mid-sprint, we adjusted swiftly and made constant progress.
[bookmark: _Toc203099655]Amina’s Reflections
Leading the testing sprint expanded my appreciation for the importance of continuous testing throughout the development life cycle. It highlighted the importance of thorough research, early preparation, and the need to remain adaptable. I also discovered how important it is to rely on teammates for assistance, both in sharing ideas and learning from their different skill sets. Open communication and collaboration increased my confidence and broadened my understanding of the testing procedure.
The project was a rewarding experience due to the team's strength and the diversity of ideas offered. I enjoyed contributing to project planning throughout the development cycle and learning how to break down large tasks into manageable chunks. Despite the technical challenges we had, I got significant knowledge of various communication technologies. The team continually supported one another, mentoring across specialities and allowing everyone to contribute throughout the development process. This highlighted the importance of solid planning and documentation, not only for this project, but also for making future iterations easier to copy and expand.
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Appendix A — Authorship and Contributions

This appendix outlines authorship and review responsibility for the written report only.

While the project was collaborative across all stages (sprint-based and otherwise) specific
sections of the report were drafted by the individual who took lead on that particular topic.
These leads were based on areas of personal expertise, research ownership, or SCRUM
roles during the sprint phase. However, all team members were actively involved in each
stage of the practical work, including programming, circuitry, testing, and planning.

Primary Author: Drafted the written content for that section.
Contributors: Provided supporting input, edits, or content.
Reviewed By: Reviewed the section for clarity, technical accuracy, and alighment

with project goals.

This table reflects writing and reporting roles only.

Section Primary Author | Contributors | Reviewed By
1. Introduction Emma All All

2.1.1 RF Communication Emma — Sarah, Amina
2.1.2 Components Sarah — Emma, Amina
2.1.3 Modular Robot Amina — Emma, Sarah
2.2.1 RF Communication Techniques Emma — Amina

2.2.2 Modular Robot Design Amina — Sarah

2.2.3 Embedded Integration Emma — Sarah

2.2.4 Remote Control Software Sarah — Emma
3.1-3.3 Development Planning & Methodology Emma All Al

3.4 Procurement Sarah All Amina

3.5 Ethics & Risk Amina All Sarah

3.6 Tools & Collaboration Emma Sarah Amina

3.7 Hardware Sprint Sarah — Emma

3.8 Software Sprint Emma — Sarah

3.9 Testing Sprint Amina — Emma
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4.1 Overview Emma All All

4.2 Hardware Implementation Sarah — Emma
4.3 Software Implementation Emma — Sarah
4.4 Testing Implementation Amina — Sarah
5. Results & Analysis Amina Sarah, Emma | Emma
6.1-6.3 Conclusions & Reflections All All All

6.3.1 Sarah's Reflection Sarah — Emma
6.3.2 Emma'’s Reflection Emma — Amina
6.3.3 Amina’'s Reflection Amina — Sarah
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Team Members:

e Emma Moseley (2317703) - Software Lead / Project Coordination
e Sarah Butler (2315177) — Hardware Lead / Gantt Chart & Procurement
e Amina Ganni (2319000) — Testing Lead / Ethics & Documentation

Ideation and Concept Phase

Monday, 19 May 2025
Initial Concept Discussion

We researched ideas and came up with four possibilities.
Briefly outlined problems each project could solve and discussed how we would make each
one and if it was feasible.

e Initial thoughts shared on communication methods, modularity, and remote operation for
the projects.

Tuesday, 20 May 2025
Group Meeting - Idea Consolidation (Library)

o Narrowed the scope to one core idea combining modular robotics, remote control, and
real-time feedback.
e Created a presentation on Canva to introduce our idea to the teachers and get feedback.

Wednesday, 21 May 2025
Ethics and Risk Considerations

o Reviewed UWTSD ethics guidelines.

e Looked at the ethics form and then outlined potential risks (e.g., wireless signal handling,
soldering equipment).

o Noted who would lead the final documentation (Amina).

Thursday, 22 May 2025
Literature Review & Component Scouting

e Planned research topics and who would focus on what area.

® Began initial background research on RF communication and modular robotics.

e Created shared folders for component research.

e Identified potential suppliers for RF modules, microcontrollers, and other components.
Friday, 23 May 2025

Review & Next Steps

e Shared progress on research and also summarised research findings.
e Confirmed that further research would be split:

o Emma: software/networking and RF,

o Sarah: hardware components,

o Amina: modular design principles and ethics.
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e Began gathering academic reports/studies for the literature reviews.

Friday, 30 May 2025
Component Planning & Early Timeline Sketch

e Sarah drafted an initial Gantt chart showing major phases and milestones.
e Compared hardware used in similar robotics projects.
e Discussed pros/cons of 433 MHz vs 868 MHz RF bands for dongle use.

RF controlled rough terrsin scouting vehicle

—

SO SR TR e e ooe osee tsce es cE oUC

aosns zosies

ciosrs  mjss Rt adees i

Monday, 2 June 2025
RF Communication and USB Dongle Research

e Researched ISM band limitations in the UK.
o Emma compiled resources on building a USB RF dongle with supporting circuitry.
e Confirmed components needed for dongle construction and RF interfacing.

Tuesday, 3 June 2025
Sprint Planning and Task Allocation

Discussed and agreed to use a 2-day sprint model for hardware, software, and testing.
Assigned SCRUM master roles based on strengths: Emma (Software), Sarah (Hardware),
Amina (Testing).
Drafted initial task responsibilities for each sprint phase.

e Began outlining individual sprint plans, noting expected outputs and evaluation criteria.
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Procurement and Scheduling Phase

Monday, 9 June 2025
Concept Finalisation and Design Discussion

e Reviewed ongoing research into RF communication, modular robotics, and embedded
peripherals.

e Consolidated key functional goals: wireless control, real-time feedback (camera/mic), and
modular structure.

e Explored component compatibility and draft designs based on initial assumption of RF
dongle and microcontroller use.

e Started early outline of required components, power constraints, and potential module
interfaces.

Thursday, 12 June 2025
Sprint Structure and Risk Management

Finalised core concept direction and confirmed modular structure feasibility.

Created a shared documentation plan using Google Drive.

Completed draft Gantt chart to visualise timeline and sprint block dependencies.

Reviewed and revised risk assessment and ethics documentation in preparation for
submission.

Monday, 16 June 2025
Procurement and Lab Setup

e Sarah led the procurement process and taught the group how to source components and
compare supplier options.

e Finalised and ordered components based on the original RF-based design concept, including
microcontroller, RF modules, motor driver, microphone, and RC car.
Confirmed lab access and hardware sprint scheduling.
Discussed delivery times and planned for any delays in receiving key components.

Wednesday, 18 June 2025
Sprint Plan Finalisation and Test Site Coordination

e Completed individual sprint plans for hardware, software, and testing.
e Reserved testing location for final robot trials.
e Reviewed testing methodology and adjusted plans based on component arrival timelines.
e Confirmed that all components would be received by Friday 20th.
Friday, 20 June 2025

Pre-Sprint Readiness Check

e All ordered components accounted for and unpacked.
e GitHub repository created and shared for version control.
e Confirmed all SCRUM masters had final task breakdowns prepared.
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e Development environments installed across team laptops; ready for software sprint
execution.

Sprint Days

Monday, 23 June 2025
Hardware Sprint Day 1

Hardware sprint led by Sarah.
Emma was tasked with designing a transmitter circuit in Proteus and CCS; began both
simulation and hardware setup.

® Amina was tasked with building the paired receiver circuit to control an LED setup based on
received signals.

e Testing goal: send transmission from Emma’s circuit to Amina’s to toggle LEDs and change
colour via button inputs.

e Sarah began disassembling the RC car to assess how custom electronics and attachments
could be mounted.
Identified major integration challenges with the RC car’s internal hardware and casing.
Decision made to discontinue use of the RC car chassis due to complexity and structural
limitations.

e Began exploring alternative chassis options and planned order of Raspberry Pi and Pi-based
camera and motor control system to simplify integration.

Tuesday, 24 June 2025
Software Sprint Day 1

e Software sprint officially began with task allocation across the team:
o Emma: GUI development, network socket handling, and microphone module.
o Sarah: Movement control logic and interface structure.
o Amina: Camera module functionality and integration planning.

® GUI prototype shared, featuring directional control visualised via a moving coloured dot.
e Basic network socket communication tested locally for early validation.
e Initial microphone tests conducted successfully on laptop side.
o Group meeting held to discuss progress and review component-level challenges.
e Ethics form reviewed, finalised, and submitted by Amina.
Wednesday, 25 June 2025

Software Sprint (Adjustment and Setup Day)

Raspberry Pi 5 and Camera Module 2 delivered.
Firmware plan revised to shift from microcontroller-based approach to Raspberry Pi-based
system.
e Emma spent the day researching required libraries, tools, and GPIO handling methods for the
Pi.
Began setup of Pi OS, SSH remote access, and mobile hotspot connectivity.
Identified camera power requirements and compatibility considerations.
Adjusted sprint task scope for Day 2 to focus on Pi-compatible firmware modules.
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Thursday, 26 June 2025
Software Sprint Day 2

Began Raspberry Pi-specific firmware development using embedded C/C++.
Firmware module structure established:
o movement.c/h: GPIO motor control via libgpiod
o audio.cpp/h: USB microphone streaming via arecord
o camera.cpp/h: MJPEG video handling using libcamera
Verified TCP socket communication between laptop-based control app and Pi firmware.
Early firmware tests confirmed successful command transmission from software to Pi.
Adjustments made to MakeFile and library paths to compile firmware on Pi.
Preliminary integration tests indicated microphone streaming functional; camera and motor
modules pending full validation.

Friday, 27 June 2025
Hardware Sprint Day 2

GPIO pin mapping finalised for motor connections.

Pi Camera 2 module physically connected; firmware recognised device but power output
from battery source insufficient.

Identified need for regulated 5V/5A power source to test camera feed.

Completed remaining chassis assembly and secured motor driver connections.

Note that final movement and camera validation would be deferred to testing sprint due to
power and wiring constraints.

Monday, 30 June 2025
Testing Sprint Day 1

Performed integration testing for movement and audio.
Audio streaming validated using USB mic.
Movement firmware finalised, pending camera fix.

Tuesday, 1 July 2025
Testing Sprint Day 2

Camera feed <to be added>
Final software—firmware integration completed.
Project evaluation discussions and report compilation initiated.

Final Reporting and Evaluation

Wednesday, 2 July - Wednesday, 9 July 2025

Each member began writing respective report sections.

Emma finalised software and development method chapters.
Sarah documented hardware choices and wiring diagrams.
Amina completed testing logs and ethics compliance summaries.
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Thursday, 10 July 2025

Shared draft version reviewed together for cohesion.

Final version created and proofread.

All appendices required added.

References written to IEEE format.

Double checked report with assignment brief to ensure nothing missing.
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Appendix D — Hardware Sprint Plan

Overview

The hardware sprint was decided as the first section of the project week and would last two days.
This decision was made based on a team discussion of priorities and needs, as the hardware forms a
base on which the testing and software can rely. The itinerary of the hardware sprint plan was based
around the designing and understanding of the circuitry used in the project. This would be both
theory and practically based to ensure the team was equal in the understanding of what could be
achieved. At the end of the hardware sprint, the assembly of the final model would be produced, as
well as the knowledge from the whole group as to how to move into the next software stage in the
process.

Pre sprint requirements

Before the hardware sprint could begin, the parts would need to be selected and ordered. Due to the
short turnaround on this task, additional conditions of each component needed to be considered.
The parts would need to fit the specification previously decided, as well as account for lead time and
distributor availability to ensure they arrived before the sprint began.

As well as the delay for the lead time of the selected parts, it was also necessary to arrange a space
in which the team could perform practical work. This meant not only arranging time when the team
could collaborate, but also enquiring and finding an appropriate space and ensuring procedures were
followed to maintain health and safety in practical laboratories. This task was started immediately to
allow time for permissions and checks to be completed in line with the component delivery schedule.

With the tasks with longer lead time initiated, there was an opportunity to prepare for the objectives
within the hardware sprint plan that involved the theory of the project. The use of radio frequency
transmission is the main idea in the project, so initial research was collected. To prepare for the
design of the transmitter and receiver circuits, information from previous project guides online was
found. With the guidance of this, an initial draft of the circuit needed for the project was created.
The design was made to explain and document the project’s theory, but also to guide the sprint plan
process of creating the circuit through software and writing the associated code.

Task allocation

With the time constraint of two days, it was decided to assign tasks to individuals. This ensured each
member had an equal contribution and the tasks could be met more efficiently. Assignment of each
task was selected by the hardware lead, Sarah, based on the individual’s previous work, personal
willingness to do the task, and the estimated length and complexity of each part.

® Amina was assigned responsibility for the receiver circuit, including:
o Designing the schematic in Proteus
o Programming the PIC
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o Assembling and soldering the components
o Designing and assembling the transceiver circuit for integration into the RC car
e Emma was assigned the transmitter circuit, including:
Designing the schematic in Proteus
Programming the PIC
Assembling and soldering the components
o Developing a Proteus simulation for the transceiver circuit
e Sarah, as hardware SCRUM master, was tasked with:
o Integrating the transceiver circuit into the RC car’s internal wiring
o Developinga USB RF dongle prototype
o Including circuit design, PIC programming, and hardware assembly

o o o

Task allocation was based on individual strengths and interests to ensure a balanced and
efficient workflow.

Sprint Plan
Day 1 - Initial Build Design

Create the transmitter and receiver circuits.

Design the RF dongle and transceiver circuit to fit the RC car.

Build both transmitter and receiver circuits in Proteus and select the necessary components.
Code the microcontrollers to test the circuits.

Identify a transceiver circuit in line with the project’s requirements.

Research how the transceiver can be integrated into the RC car’s original circuitry.

Begin soldering and circuit assembly.

Day 2 - Assembly of Final Product

o Complete design and assembly of the transceiver circuit.
® Modify the RC car casing to house the added modules.

Spreading the tasks across two days allowed all team members an opportunity to understand the
working of the circuit. It was an important element that all individuals were able to demonstrate
workshop skills and contribute to the final assembly.

Intended outcomes

As the first section of the sprint, the hardware is expected to be in a certain way to prepare for the
subsequent software sprint. The following must be in place to receive the software:

Functional RC car base capable of forward, reverse, and turning motion

Completed transmitter and receiver pair assembled and tested for basic signal transmission
Transceiver circuit successfully connected to the RC car’s internal wiring

Partially or fully constructed USB RF dongle prototype, ready for future integration
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Appendix E — Software Sprint Plan

Overview

The software sprint is scheduled across two development days and is designed to simulate a
real-world Agile workflow. Day 1 focuses on the laptop-side control application, while Day 2
addresses embedded integration with the microcontroller. The goal is to implement and interconnect
all major modules, including movement control, camera streaming, audio transmission, GUI
interaction, and wireless communication using an RF dongle system.

Pre-Sprint Setup

Create a GitHub repository to host all software and firmware.
Install required Python libraries: pygame, socket, opencv-python.
Install embedded C development tools suitable for the microcontroller, such as MPLAB X or
GCC.
e Structure the project repository into separate directories for Python app, embedded
firmware, and testing scripts.
Configure .gitignore to exclude unnecessary systems and build files.
Review basic Git usage among team members to ensure effective version control.
e Set up initial Makefile for C/C++ firmware builds.

Planned Task Allocation

Team Member Responsibilities

Emma Develop the Python-based GUI and network communication layer.
Handle both software and firmware for audio streaming. Implement the
server-side architecture and RF dongle host code. Create and maintain
the Makefile and provide supporting documentation.

Sarah Design and implement movement control logic in both Python and
embedded C. Integrate GPIO motor control with firmware.

Amina Implement the camera module in Python and embedded C. Set up live
video streaming from microcontroller to the laptop. Provide assistance
with media integration within the GUI.
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Sprint Breakdown

Day1-

Day2 -

Application Development

Build the GUI with directional control buttons and placeholders for camera/audio feeds.
Write Python-based socket communication to establish network links with the robot.
Create initial modules to receive and display camera and audio feeds from the robot.
Simulate motor control by sending string-based directional commands over the network.
Begin implementation of USB RF dongle software for laptop-to-robot data transmission.

Embedded Integration

Write embedded C code to accept and parse directional commands from the laptop.
Implement GPIO control logic for motor drivers and map it to command inputs.

Develop embedded firmware to capture and stream video and audio over the network.
Finalize the USB RF dongle firmware for handling serial input/output and command relay.
Refine the Makefile for efficient firmware compilation and add inline documentation.

Expected Outcomes

A functional Python-based control application capable of displaying a responsive graphical
user interface (GUI), sending directional movement commands, and receiving live video and
audio streams over a network connection.

A network module that allows the application to listen for incoming connections and
communicate with the robot's microcontroller using socket-based messaging.

Working backend code to handle camera input in Python, displaying the live feed within the
application interface.

Bidirectional audio functionality, with microphone input from the robot streamed to the
control application for playback.

Movement control logic on the software side, capable of sending appropriate string-based
commands for directional input.

Embedded motor control logic configured to interpret string-based movement instructions
and actuate the robot’s wheels accordingly.

Embedded camera transmission code capable of streaming live video data to the application.
A structured, version-controlled project repository with clear build and usage instructions.
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Appendix F — Testing Sprint Plan

Overview

The testing sprint was structured over two days following an agile process. Changes were made due
to change in communication from an RF based dongle interfacing a PIC16F628A microcontroller to a
network protocol using sockets. The updated sprint focused on verifying the integration of software
modules onto a Raspberry Pi 5 board and audio, visual and movement modules.

Pre-Sprint Setup

® Ensured libraries and tools for camera and audio modules were functional (libcamera-hello,
arecord testing).
e Developed unittest-based templates for software module testing specific to Python.

Planned Task Allocation

® Emma was tasked with writing the unit test for the movement module and the functional
testing of it.
Sarah was tasked with writing unit tests for the camera 2 module
Amina was tasked with writing unit tests for the audio module.

e The project team was collectively assigned with the integration of the modules.

Sprint Breakdown
Day 1: Software and Hardware testing- testing c

e Transceiver test: Verify that the output pins correspond with the Proteus simulations,
frequency and voltages.

® RC chassis Test: - Ensure movement corresponds with commands (FORWARDS, BACKWARDS,
LEFT, RIGHT), outputs when multiple controls are pressed.
Power Test: Test power from motors.
Dongle Prototype Test: Plug USB dongle to ensure it connects.

Day 2: Continued testing and integration

Software: Unit tests were written for audio, visual, movement and network modules.
Audio Test: Transmit live audio and test.

Camera Test: Confirm proper connection of camera module to microcontroller.
Integration: Modules to be connected to Raspberry Pi 5 board along with other modules.
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Expected Outcomes

Tests to ensure functional audio and visual stream, and movement of robot chassis.

Reliable network communication using sockets across ports between the Raspberry Pi and
the modules.

Reliable motor movement of chassis via GPIO on Raspberry Pi corresponding to command.

Up to date documentation and clearly separated modules for development of future
capabilities and repeat testing.




image18.jpeg
Appendix G — Repository Overview and Access

This appendix summarises the project's codebase structure, development goals, and major
implementation details, as outlined in the two project README files. These include the Python
software application and the C/C++ firmware for the Raspberry Pi. The full version-controlled source
code is available on GitHub.

Python Application Overview (Main Project README)
The following README gives a high-level overview of the modular robot control system. It describes

the project's objectives, repository structure, core modules, and development priorities such as
modularity, real-time feedback, and test-driven development.

# Modular RF-Controlled Robot System

**University Group Project** | Sprint-Led Development | Raspberry Pi 5

## Overview

This project explores the development of a **modular, wirelessly controlled
robot platform** using a Raspberry Pi 5. It demonstrates modularity in both
**hardware and software**, with interchangeable components and terrain
adaptability.

The robot is controlled from a **custom Python GUI app** running on a laptop,
sending commands over 2.4GHz to the Pi, which interfaces with a camera,
microphone, and robot chassis.

Designed and built by a team of three, this sprint-led build is intended as both
a functional prototype and a shared learning experience.

## Project Goals

Modular robot chassis using a robot chassis kit

Wireless control via custom Python GUI

Real-time video/audio stream from robot to laptop
Interchangeable hardware modules (camera, mic, wheels)
Clear backend/frontend structure for collaborative coding
Unit tests and mock data for test-driven development

## Repository Structure
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## Mock & Testing Support
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This project supports development **without hardware** by using:

Mocked backend behaviour (e.g., simulated movement commands)
Unit testing with

To run all unit tests:

## Skills Focus

**Modular Python architecture**

**Embedded system integration** (Raspberry Pi + peripherals)
**Event-driven GUI development** using

**Network socket communication**

**Test-driven development** (mocking, assertions)
**Real-time system interaction and debugging**

## Sprint Scope
This is a **6-day sprint project**, with a hard deadline.
> The aim is a working prototype that demonstrates **modularity and

communication**.
> If a task isn't completed in time, we move forward -- progress over perfection

Raspberry Pi Firmware Overview (Firmware README)

The following README describes the low-level firmware written in C/C++ and installed on the
Raspberry Pi 5. It defines the functions of individual modules, build instructions, runtime ports, and
hardware-specific dependencies like the Pi camera and USB microphone.

# Modular Robot Server (C Code) -- Raspberry Pi

This directory contains the C/C++ source code used to control the Raspberry Pi
components in our university group project. It is responsible for handling:

USB microphone audio streaming
Camera image/video streaming (MJIPEG)
Movement control via socket commands
Multithreaded server setup

## Structure
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Entry point that launches all modules via threads.

- Manages the threaded startup of audio, camera, and movement
servers.

-- Streams raw audio data from a USB microphone to a connected
client over TCP.

-- Streams MIPEG frames captured from the Pi camera to a client
over TCP.

-- Listens for control commands (e.g., "forward", "stop") and
passes them to the motor module.

-- Handles GPIO logic to drive the motors.

Header files ( ) -- Provide function declarations and simple module

descriptions.

## Build Instructions
Make sure , and threading support are available.

Use the following command to compile:

## Runtime Info

The compiled binary launches three servers simultaneously:

Port : Movement control
Port : Audio streaming
Port : Camera stream

These are expected to be consumed by the Python frontend via sockets.
## Notes

Camera functionality requires a connected camera module and may need to be
modified depending on camera hardware.

Audio assumes the microphone appears as -- run to
verify device index.

GitHub Repository

A version-controlled copy of the full project codebase is available at the following public GitHub
repository:

GitHub Repository: htt b.cor
Includes all software, firmware, test files, and Makefiles.

vV/RF.
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Appendix H — Software Code (Python)

This appendix contains the full source code for the software application that controls the modular
robot system. The application was created in Python and separated into frontend and backend
sections, with a modular architecture that helps with development, testing, and future expansion.

The frontend includes a GUI built using Pygame, which sends user input to backend modules
responsible for network communication, movement control, audio streaming, and camera
functionality. The backend modules are organised by function and operate as separate processes or
threads managed by the main launcher script.

All files provided here represent the software application's final state as developed throughout the
sprint phase. Each file comes with a description that explains its purpose within the system.

main.py — Application Launcher

This is the control application's entry point. It begins the GUI and initiates backend processes for
audio, camera, and movement control.

from frontend.app import run_gui

if __name__ __main_ @

run_gui()

frontend/app.py — GUI Controller

This file provides the GUI logic, which was created using Pygame. It shows the control interface and
sends user input (directional commands, camera/audio toggles) to the backend via sockets.

This script initialises and runs the control interface for the robot. It handles
keyboard input to control movement, displays visual feedback on screen, displays
a live camera feed, and shows microphone connection status.

import sys
import threading
import pygame

from backend.network_communication import network
from backend.audio_output.audio import AudioReceiver
from backend.camera_control.camera import camera_stream_loop, get_latest
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pygame.init()

WIDTH, HEIGHT = y

screen = pygame.display.set_mode( (WIDTH, HEIGHT))
pygame.display.set_caption("Robot Control Interface")
clock = pygame.time.Clock()

font = pygame.font.SysFont(None,

GREY
DARK
RED
YELLOW
GREEN
BLUE
DEFAULT

RADIUS

X, y , HEIGHT
colour = DEFAULT
SPEED

ARROWS = {
pygame.K_UP: “forward", RED, (9, -SPEED)),
pygame.K_DOWN: “backward", YELLOW, (©, SPEED)),
pygame.K_LEFT: ("left" BLUE, (-SPEED, 0)),
pygame.K_RIGHT: (“"right GREEN, ( SPEED, 9)),

def run_gui():

Runs the main GUI loop for robot control. Connects to the robot and audio
stream, handles movement input, displays a split-screen UI with camera feed and
mic status.

global x, y, colour

network. connect()

audio = AudioReceiver()
audio.start()
threading.Thread(target=camera_stream_loop, daemon=True).start()

running = True
keys_pressed = set()

while running:





image24.jpeg
for event in pygame.event.get():
if event.type == pygame.QUIT:
running = False

elif event.type == pygame.KEYDOWN :

if event.key in ARROWS:
dir_, colour, _ = ARROWS[event.key]
keys_pressed.add(event.key)
network.send({"type": "movement", “"direction":
print(f"[SENT] Movement: {dir_}")

elif event.key == pygame.K_SPACE:
network.send({"type": "movement", “"direction":
print(f"[SENT] Movement: stop")

elif event.type == pygame.KEYUP:
if event.key in ARROWS:
keys_pressed.discard(event.key)
network.send({"type": "movement", “"direction":
print(f"[SENT] Movement: stop")

keys = pygame.key.get_pressed()
for key, (_, _, delta) in ARROWS.items():
if keys[key]:
dx, dy = delta
max (RADIUS, min( - RADIUS, x + dx))
max (RADIUS, min(HEIGHT - RADIUS, y + dy))

if not keys_pressed:
colour = DEFAULT

screen.fil1(GREY)

pygame.draw.rect(screen, (50, s ), (@, o, , HEIGHT))
pygame.draw.circle(screen, colour, (x, y), RADIUS)

pygame.draw.rect(screen, DARK, ( > HEIGHT))
frame = get_latest()
if frame:
rgb, (w, h) = frame
cam_surf = pygame.image.frombuffer(rgb, (w, h), "RGB")
cam_surf = pygame.transform.scale(cam_surf, ( 5 3.
screen.blit(cam_surf, ( A )

mic_status = "MIC: ON" if audio.is_running() else "MIC: OFF"
mic_color = GREEN if audio.is_running() else RED
mic_text = font.render(mic_status, True, mic_color)
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screen.blit(mic_text, (WIDTH -

pygame.display.flip()
clock.tick(60)

pygame.quit()
audio.stop()
network.disconnect()
sys.exit()

backend/config.py — Shared Configuration

Defines IP address, port numbers, and shared constants used by all modules.

Defines the Raspberry Pi IP address and the ports used for each
communication channel.

HOST = “192.168.47.2"

CTRL_PORT
AUDIO_PORT
CAMERA_PORT =

backend/network_communication/network.py - TCP Communication Handler

This module sets up TCP connections between the Python frontend and the Raspberry Pi server. It
handles the transmission and receiving of control commands and media data by opening sockets to
designated ports. The module handles basic connection management, timeouts, and error resilience.

Handles the network connection used to send JSON-formatted control commands from
the laptop application to the Raspberry Pi robot over a TCP socket.

om __future__ import annotations
om typing import Optional
import json
import socket
import time

from backend.config import HOST, CTRL_PORT
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_RECONNECT_DELAY =
_sock: Optional[socket.socket] = None
_connected = False

def _open_socket():
""" Create and connect a new TCP socket to the Pi.
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock. connect ((HOST, CTRL_PORT))
return sock

f connect():
""" Attempt to establish a connection to the Raspberry Pi.
global _sock, _connected
if _connected:

return
try:

_sock = _open_socket()

_connected = True

print(f"MOVEMENT CONTROL: connected to {HOST}:{CTRL_PORT}")
except Exception as exc:

_connected = False

print(f"MOVEMENT CONTROL connection failed: {exc}")

def _reconnect():
""" Wait briefly and attempt to reconnect to the Pi.
global _connected
print(f"Reconnecting in {_RECONNECT_DELAY}s ...")
time. sleep(_RECONNECT_DELAY)
connect()

def send(data: dict):
""" Send a JSON-encoded command to the Raspberry Pi.
global _sock, _connected
if not _connected:
connect()
if not _connected:
return

Ly
_sock.sendall(json.dumps(data).encode() + b"\n")
except Exception as exc:
print(f"MOVEMENT CONTROL send failed: {exc}")
_connected = False
_reconnect()
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def disconnect():
Close the TCP connection to the Raspberry Pi. """
global _sock, _connected

if _sock:
_sock.close()
_connected = False

backend/movement_control/movement.py — Movement Control

Handles sending movement commands to the robot’s socket server.

""" provides a helper function for sending movement commands to the robot.

from backend.network_communication import network

ALLOWED = {"forward", "backward", "left", "right", “"stop"}

move (direction: str):

Send a movement command to the robot, if the direction is valid.
if direction not in ALLOWED:

print(f"[WARN] Invalid move: {direction}")

return
network.send({"type": "movement", “"direction": direction})

backend/audio_output/audio.py - Audio Streaming

This module handles microphone activation and audio data transmission from the robot to the
control application. It records live audio input from the USB microphone and feeds it to the listening
client via a TCP connection.

Receives raw audio data over TCP from the Raspberry Pi and plays it in real
time using PyAudio.

from __future__ import annotations
from typing import Optional
import socket

import threading

import pyaudio

from backend.config import HOST, AUDIO_PORT

class AudioReceiver:
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Handles real-time audio streaming from a remote source. Establishes a TCP
connection to the Raspberry Pi audio server, receives raw PCM data, and plays it
through the system audio output.

_CHUNK
_FORMAT pyaudio.paIntl6
_CHANNELS

RATE 100

init_ (self):

‘Initialise the audio receiver and prepare for streaming.
self._sock: Optional[socket.socket] = None
self._pyaudio = pyaudio.PyAudio()
self._stream: Optional[pyaudio.Stream] = None
self._running = threading.Event()
self._thread: Optional[threading.Thread] = None
self._active = False

start(self):
" Start the audio receiver in a background thread.
if self._thread and self._thread.is_alive():
return
self._running.set()
self._thread = threading.Thread(target=self._loop, daemon=True)
self._thread.start()

stop(self):
" Stop the audio receiver and clean up resources. """
self._running.clear()
if self._thread:
self._thread.join()
self._close()
self._active = False

is_running(self):
" Return True if the audio receiver is currently active.
return self._active

_open(self):

* Open the TCP connection and initialise the PyAudio stream."""
self._sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
self._sock.connect((HOST, AUDIO_PORT))
self._stream = self._pyaudio.open(

format=self._FORMAT,

channels=self._CHANNELS,

rate=self._RATE,

output=True,

frames_per_buffer=self._CHUNK,
)

self._active
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print(f"AUDIO: connected to {HOST}:{AUDIO_PORT}")

_close(self):
""" Close the audio stream and socket connection.
if self._stream:
self._stream.stop_stream()
self._stream.close()
self._stream = None
if self._sock:
self._sock.close()
self._sock = None

_loop(self):
""" Main audio receiving loop."""
try:
self._open()
while self._running.is_set():
data = self._sock.recv(self._CHUNK)
if not data:
break
self._stream.write(data)
except Exception as exc:
print(f"AUDIO stream error: {exc}")
finally:
self._close()
self._active = False
print("AUDIO: stream closed")

backend/camera_control/camera.py - Camera Streaming

This module manages the Raspberry Pi camera via socket-based commands. When activated by the
GUI, it takes streams MIPEG frames and sends them over the network. It uses the libcamera API to
work with the Raspberry Pi Camera Module 2.

Receives MIPEG frames over TCP from the Raspberry Pi's camera server, decodes
them into raw RGB format, and stores the latest frame for retrieval by the GUI
frontend.

import io

import socket

import threading

from typing import Optional, Tuple
from PIL import Image

from backend.config import HOST, CAMERA_PORT
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_BUFFER
_IPEG_SOI = b"\xff\xds"
_IPEG_EOI = b"\xff\xd9"

_frame_lock = threading.Lock()
_latest: Optional[Tuple[bytes, Tuple[int, int]]] = None

def _decode(jpg_bytes: bytes):
""" Convert JPEG bytes to raw RGB bytes and return size.
img = Image.open(io.BytesIO(jpg bytes)).convert("RGB")
return img.tobytes(), img.size

def camera_stream_loop():
Continuously receive MIPEG frames from the camera server and store the latest
one. Runs in a separate thread. Converts each complete JPEG frame to RGB bytes
and stores it in a thread-safe global variable for real-time display by the
frontend.
global _latest
try:
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.connect( (HOST, CAMERA_PORT))
print(f"CAMERA: connected to {HOST}:{CAMERA PORT}")
except Exception as exc:
print(f"CAMERA connection failed: {exc}")
return

buf = b""
try:
while True:
chunk = sock.recv(_BUFFER)
if not chunk:
break
buf += chunk

= buf.find(_IPEG_SOI)
start == :

break
end = buf.find(_JPEG_EOI, start)
if end == -1:

break

jpg = buf[start:end + 2]
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buf = buffend +

rgb, size = _decode(jpg)
with _frame_lock:
_latest = (rgb, size)
cept Exception:

sock.close()
print("CAMERA: stream closed")

get_latest():

Return the most recently eived RGB frame.
with _frame_lock:
return _latest
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Appendix | — Firmware Code (C/C++)

This appendix contains the embedded C and C++ code for controlling the robot's hardware
peripherals via the Raspberry Pi 5. These firmware components manage the movement, audio, and
camera, all of which run simultaneously via a multithreaded server architecture. Each component is
implemented as a separate module that is built into a single server program via a Makefile.

When the server starts, it listens for incoming TCP connections from the control application. It
interprets commands and activates the appropriate hardware subsystem.

Throughout the software sprint, GCC and VSCode were used to create and test firmware. Each source
file begins with a brief summary of its purpose, followed by the full source code.

main.c — Firmware Entry Point

This file is the primary entry point for the robot's firmware. It initialises and launches threads for
each subsystem (movement, audio, and camera), resulting in a multithreaded framework that can
perform numerous hardware tasks.

#include <stdio.h>
#include “"main.h"

int main() {
printf("Starting modular robot
start_robot_system();
printf("Robot system terminated.\n");
return 0;

i

server.c — Multithreaded Server Manager
This module handles thread creation and network connections for all backend functions. It generates
separate threads to handle socket-based communication across the movement, audio, and camera

components. Each thread listens to a specific port.
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#include <pthread.h>
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include “"camera.h"
#include “"audio.h"
#include “"movement.h"

#define CAMERA_PORT 5002
#define AUDIO_PORT 5001
#define CTRL_PORT 5000

void* camera_thread(void* _) {
start_camera_stream(CAMERA_PORT) ;
return NULL;

void* audio_thread(void* _) {
start_audio_stream(AUDIO_PORT) ;
return NULL;

void* command_thread(void* _) {
start_command_server(CTRL_PORT);
return NULL;

void start_robot_system() {
pthread_t cam_tid, audio_tid, ctrl_tid;
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printf("Server: Launching camera, audio, and control modules

pthread_create(&cam_tid, NULL, camera_thread, NULL);
pthread_create(&audio_tid, NULL, audio_thread, NULL);
pthread_create(&ctrl_tid, NULL, command_thread, NULL);

pthread_join(cam_tid, NULL);
pthread_join(audio_tid, NULL);
pthread_join(ctrl_tid, NULL);

printf(“Server: All modules terminated.\n");

movement.c — Motor Control Logic
This file implements GPIO control logic to drive the robot's motors. It reads directional commands
(like forward and stop) from command.c and uses the relevant GPIO pins to start or stop the motors.

#include "movement.h"
#include <gpiod.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#define CHIP_NAME “"gpiochip@"

#define GPIO_IN1
#define GPIO_IN2
#define GPIO_IN3
#define GPIO_IN4

struct gpiod_chip*
static struct gpiod_line*
ruct gpiod_line*
ruct gpiod_line*
truct gpiod_line*

static

ti
t
T
i

s
static s
static s

void init_motors() {
chip = gpiod_chip_open_by_name (CHIP_NAME) ;
if (lchip) {
perror(“MOTOR Failed to open GPIO chip");
exit(1);
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inl = gpiod_chip_get_line(chip, GPIO_IN1);
in2 = gpiod_chip_get line(chip, GPIO_IN2);
in3 = gpiod_chip_get_line(chip, GPIO_IN3);
in4 = gpiod_chip_get line(chip, GPIO_IN4);

if (lind || tin2 || !in3 || !in4) {
perror("MOTOR Failed to get one or more GPIO lines");
exit(1);

gpiod_line_request_output(ini,
gpiod_line_request_output(in2,
gpiod_line_request_output(in3,
gpiod_line_request_output(in4,

stop_movement();
printf("MOTOR Initialised GPIO lines.\n");

void cleanup_motors() {
stop_movement();

gpiod_line_release(inl);
gpiod_line_release(in2);
gpiod_line_release(in3);
gpiod_line_release(in4);
gpiod_chip_close(chip);

printf("MOTOR GPIO cleanup complete.\n");

void set_lines(int a, int b, int ¢, int d) {
gpiod_line_set_value(inl, a);
gpiod_line_set_value(in2, b);
gpiod_line_set_value(in3, c);
gpiod_line_set_value(in4, d);

void move_forward() {
set_lines(1, 0, 1, 0);
printf("MOTOR Moving forward\n");
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void move_backward() {
set_lines(9, 1, 0, 1);
printf("MOTOR Moving backward\n");

void move_left() {
set_lines(0, 1, 1, 0);
printf("MOTOR Turning left\n");

void move_right() {
set_lines(1, 0, 0, 1);
printf("MOTOR Turning right\n");

void stop_movement() {
set_lines(®, 0, 0, 0);
printf("MOTOR Stopped\n");

command.c — Command Listener and Parser

This module monitors a dedicated port for incoming movement commands in JSON format. It

processes commands and calls the movement functions based on movement. c . It serves as a
communication channel between the frontend and the motor driver.

#include “"movement.h"
#include <arpa/inet.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define BUF_SIZE 1024

void start_command_server(int port)
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int server_fd, client_fd;
struct sockaddr_in addr;
char buffer[BUF_SIZE];

server_fd = socket(AF_INET, SOCK_STREAM,

addr.sin_family = AF_INET;
addr.sin_addr.s_addr = INADDR_ANY;
addr.sin_port = htons(port);

bind(server_fd, (struct sockaddr*)&addr, sizeof(addr));

listen(server_fd, 1);
printf(“"Control server listening on port %d\n", port);

socklen_t len = sizeof(addr);
client_fd = accept(server_fd, (struct sockaddr*)&ddr, &len);
printf("Control client connected\n");

while (1) {
memset (buffer, ©, BUF_SIZE);
int r = recv(client_fd, buffer, BUF_SIZE - 1, 0);
if (r <= @) break;

printf(“Control %s\n", buffer);

if (strstr(buffer, "forward")) move_forward();
else if (strstr(buffer, "back")) move_backward();
else if (strstr(buffer, "left")) move_left();
else if (strstr(buffer, "right")) move_right();
else if (strstr(buffer, “"stop")) stop_movement();

close(client_fd);
close(server_fd);

audio.cpp — Audio Streaming Server
This C++ module captures audio input from a USB microphone and sends it to the software program

over TCP. When active, it operates on a separate thread and continuously provides audio data.
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#include “"audio.h"

#include <arpa/inet.h>
#include <unistd.h>
#include <cstring>
#include <iostream>

#define BACKLOG 1
#define BUFFER_SIZE

void start_audio_stream(int port) {
int server_fd, client_fd;
struct sockaddr_in addr{};
socklen_t addr_len = sizeof(addr);

server_fd = socket(AF_INET, SOCK_STREAM, ©);
if (server_fd < 0) {

perror(“"Audio: Socket failed");

return;

int opt = 1;
setsockopt(server_fd, SOL_SOCKET, SO_REUSEADDR, &opt, sizeo

addr.sin_family = AF_INET;
addr.sin_addr.s_addr = INADDR_ANY;

addr.sin_port = htons(port);

if (bind(server_fd, (struct sockaddr *)&addr, sizeof(addr)) < @) {
perror(“Audio: Bind failed");
close(server_fd);
return;
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listen(server_fd, BACKLOG);
std::cout << "Audio: Listening on port " << port << "...\n";

client_fd = accept(server_fd, (struct sockaddr *)&addr, &addr_len);
std::cout << "Audio: Client connected. Streaming...\n";

FILE* mic = popen(“arecord -D plughw:2,8 -f cd", "r");
if (Imic) {
std: :cerr << "Audio: Failed to open arecord stream.\n";
close(client_fd);
close(server_fd);
return;

char buffer[BUFFER_SIZE];
while (!feof(mic)) {
size_t bytes = fread(buffer, 1, sizeof(buffer), mic);
if (bytes > 9) {
send(client_fd, buffer, bytes, 0);

pclose(mic);

close(client_fd);

close(server_fd);

std::cout << "Audio: Stream closed.\n";

camera.cpp — MJPEG Camera Streaming

This module uses a TCP socket to transmit real-time MJPEG frames from the Raspberry Pi Camera
Module 2. It uses the libcamera API to take and process images for transmission.

#include "camera.h"

#include <cstdlib> // For std::system
#include <iostream> // For std::cout, std::cerr
#include <string> // For std::string

void start_camera_stream(int port) {
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string command =
libcamera-vid

camera @ "
=t 0
width 640 --height 480 "
codec mjpeg
listen "
-0 tcp://0.0.0.0:" + std::to_string(port) +
" > /dev/null 2>&1 &";

std: :cout << "CAMERA Starting MIPEG stream on port " << port << "\n";

int result = std::system(command.c_str());
if (result != 0) {
std::cerr << "CAMERA Failed to launch stream, return code: " << result
"\n";
}

*.h — Header Files

Each .h file defines the interface for its corresponding .c or .cpp module by containing function
declarations, constants, and common structures. These files enable modularity, allowing the main
server and thread management to properly link each subsystem during compilation.

Makefile — Firmware Build Configuration

This Makefile automatically compiles all C and C++ modules into a single executable. It specifies the
build flags, source file rules, and linking behaviour for both audio and camera modules (C++) and
server, movement and command control modules (C). It also contains a make clean rule, which resets
the build environment.

cc gecc

(004 g+

CFLAGS -Wall -Wextra -pthread

CXXFLAGS = -Wall -Wextra -pthread -std=c++17

OPENCV_CFLAGS " pkg-config --cflags opencv4®
OPENCV_LIBS " pkg-config --1ibs opencv4™

INCLUDES = -I/usr/include/opencv4

LIBS = -lgpiod

C_SRC = main.c server.c utils.c movement.c command.c
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CPP_SRC = audio.cpp camera.cpp

c_083 $(C_SR( .0)
CPP_OBJ = $(CPP_SRC: .cpp=.0)

TARGET = robot_server

all: $(TARGET)

$(TARGET): $(C_OBJ) $(CPP_OBJ)
$(CXX) $(CXXFLAGS) $(C_OBJ) $(CPP_OB]) -o $@ $(LIBS) $(OPENCV_LIBS)

«C

$(CC) $(CFLAGS) -c $< -0 3@

: %.cpp
$(CXX) $(CXXFLAGS) $(OPENCV_CFLAGS) -c $< -0 $@

clean:
rm -f *.0 $(TARGET)
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Appendix J — Unit Testing Code (Python)

This appendix contains Python unit test files used for testing the software application. Each test
script uses Python's built-in unittest framework to simulate backend behaviour, validate expected
answers, and confirm module independence. Mock data and simulated inputs are used where
suitable to allow testing without physical hardware.

All tests were run using the command:

python unittest discover -s tests

test_audio.py — Audio Output Test

Tests the audio.py module's ability to handle audio playback commands. Tests function calls for audio
triggering, error handling, and module response during simulated play/stop events.

import unittest
from unittest.mock import patch, MagicMock
from backend.audio_output.audio import AudioReceiver

class TestAudioReceiver(unittest.TestCase):

@patch("backend.audio_output.audio.pyaudio.PyAudio")
@patch("backend.audio_output.audio.socket.socket")
def test_start_and_stop(self, mock_socket_class, mock_pyaudio_class):

mock_sock = MagicMock()

mock_stream = MagicMock()

mock_socket_class.return_value = mock_sock
mock_pyaudio_class.return_value.open.return_value = mock_stream

receiver = AudioReceiver()
receiver._CHUNK = 4

mock_sock.recv.side_effect = [b"\x00\x81", b"\x02\x03", b""]

receiver.start()
receiver._thread. join(timeout=1)
receiver.stop()

mock_socket_class.assert_called_once()
mock_sock. connect.assert_called_once()
mock_pyaudio_class.return_value.open.assert_called_once()
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mock_stream.write.assert_any_call(b"\x00\x01")
mock_stream.write.assert_any_call(b"\x02\x03")

self.assertGreaterEqual(mock_stream.stop_stream.call_count, 1)
self.assertGreaterEqual(mock_stream.close.call_count, 1)
self.assertGreaterEqual(mock_sock.close.call_count, 1)

f test_double_start_prevention(self):
receiver = AudioReceiver()
receiver._thread = MagicMock()
receiver._thread.is_alive.return_value

receiver.start()
self.assertTrue(receiver._thread.is_alive())

if __name__ Cmadn s
unittest.main()

test_camera.py — Camera Control Test

Validates the camera.py module's logic for activating and disabling the camera stream. Includes mock
socket connections to imitate camera access, as well as checks for proper exception handling.

import unittest
from unittest.mock import patch, MagicMock
from backend.camera_control import camera

class TestCameraStream(unittest.TestCase):

@patch("backend.camera_control.camera._decode")
@patch("backend.camera_control.camera.socket.socket")
def test_camera_stream_loop_extracts_and_decodes_frame(self,
mock_socket_class, mock_decode):

fake_jpg = b"\xff\xd8FAKEIMAGE \xff\xd9"
frame_bytes = fake_jpg + fake_jpg + b""
mock_sock = MagicMock()
mock_sock.recv.side_effect = [frame_bytes, b""]

mock_socket_class.return_value = mock_sock

mock_decode.return_value = (b"decoded_frame", (
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camera._latest = None

camera.camera_stream_loop()

mock_decode.assert_called_with(fake_jpg)

latest = camera.get_latest()
self.assertIsNotNone(latest)
self.assertEqual(latest[©], b“"decoded_frame")
self.assertEqual(latest[1], ( I ))

mock_sock.close.assert_called_once()
f test_get_latest_returns_none_initially(self):
camera._latest = None

self.assertIsNone(camera.get_latest())

if __name__ __main__":
unittest.main()

test_movement.py — Movement Command Test

Confirms that directional commands (forward, backward, left, right, and stop) are properly received
and routed to the relevant network handler. Simulates input and output function behaviour without
actually delivering signals to hardware.

import unittest
from unittest.mock import patch

from backend.movement_control.movement import move

class TestMovement(unittest.TestCase):

@patch("backend.movement_control.movement.network.send")
def test_valid_directions(self, mock_send):

for direction in ["forward", "backward", "left", "right",
"stop"]:
with self.subTest(direction=direction):
move(direction)
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mock_send.assert_called with({"type": "movement",
"direction": direction})
mock_send. reset_mock()

@patch("backend.movement_control.movement.network.send")
def test_invalid_direction(self, mock_send):

move( " jump")

mock_send.assert_not_called()

if __name__ == "__main__":
unittest.main()

test_network.py — Network Communication Test

Tests the network.py module's ability to create and send JSON commands over a mocked socket.
Ensures error-free transmission formatting and validates connection recovery behaviour during
dropped sessions.

import unittest
from unittest.mock import patch, MagicMock
import json

from backend.network_communication import network

class TestNetworkModule(unittest.TestCase):
def setUp(self):

network._sock = None
network._connected = False

@patch("backend.network_communication.network._open_socket")
def test_connect_success(self, mock open_socket):

mock_sock = MagicMock()

mock_open_socket.return_value = mock_sock

network. connect()
self.assertTrue(network._connected)
self.assertIs(network._sock, mock_sock)

mock_open_socket.assert_called_once()

@patch("backend.network_communication.network._open_socket",
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side_effect=Exception("connection failed"))
def test_connect_failure(self, mock open_socket):
network. connect()

self.assertFalse(network._connected)
self.assertIsNone(network._sock)

@patch("backend.network_communication.network._open_socket")
def test_send_success(self, mock_open_socket):

mock_sock = MagicMock()

mock_open_socket.return_value = mock_sock

test_data = {"type": "movement", “"direction": "forward"}
network.send(test_data)

expected = json.dumps(test_data).encode() + b"\n"
mock_sock.sendall.assert_called_once_with(expected)

@patch("backend.network_communication.network._open_socket")
def test_send_fails_and_reconnects(self, mock_open_socket):

mock_sock = MagicMock()
mock_sock.sendall.side_effect = Exception("socket write failed")
mock_open_socket.return_value = mock_sock

with patch("backend.network_communication.network._reconnect") as
mock_reconnect:
test_data = {"type": "movement", "direction": “"backward"}
network.send(test_data)
mock_reconnect.assert_called_once()
self.assertFalse(network._connected)

@patch("backend.network_communication.network._open_socket",
side_effect=Exception(“can't connect"))
def test_send_aborts_if_unable_to_connect(self, mock_open_socket):

test_data = {"type": "noop"}
network.send(test_data)
self.assertFalse(network._connected)

test_disconnect(self):
mock_sock = MagicMock()
network._sock = mock_sock
network._connected = True

network.disconnect()

mock_sock.close.assert_called_once()
self.assertFalse(network._connected)
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if __name__
unittest.main()

*__main__ "
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Appendix K — Transmitter Mini Project

This appendix contains the code and design for a standalone transmitter mini-project created during
the group's early work on RF communication. It was created as a standalone module to deliver LED
control signals to a receiver circuit as part of the overall testing for RF integration.

The project used a PIC16F628A microcontroller, four input buttons (BTN1-BTN4), and an LED output
device. BTN1 switches between the red LED and RGB group control, while BTN2 and BTN4 pick
specific RGB colours (blue, green, and yellow). Each press sends a UART character ('A', 'B','C', or 'D'),
which the receiver interprets to update the LED statuses. The code includes debounce logic, status
feedback via serial terminal, and heartbeat blinking via status LED.

e This test circuit validates serial UART connectivity between microcontrollers.
e Logic control and debouncing for physical inputs.
e The command protocol is then employed in the receiver circuit.

A Proteus schematic image of the transmitter configuration is also provided to demonstrate the
hardware setup.

This mini-project was important in confirming RF-based design decisions before changing to
the Raspberry Pi-controlled system.
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Figure K.1: Proteus schematic of a transmitter circuit that includes a PIC16F628A microcontroller, four
input buttons (BTN1-BTN4), and a status LED. The circuit sends signals that control the behaviour of
remote RGB LEDs.
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main.c

Complete source code for the transmitter logic.

#include "main.h"

unsigned int16 last_blink_time =
int led_state = 0;

int led_group_on = 0;

char current_colour =

void main() {
output_low(STATUS_LED);
last_blink_time = get_ticks();

while(TRUE) {
handle_blinking();
handle_power_toggle();
handle_colour_buttons();
}
}

void handle_blinking() {
if ((get_ticks() - last_blink_time) >= ){
led_state = !led_state;
output_bit(STATUS_LED, led_state);
last_blink_time = get_ticks();
}
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id handle_power_toggle() {
if (input(BTN1)) {
delay_ms(20);
if (input(BTN1)) {
if (led_group_on ==0) {

led_group_on=1;
putc('A’);
printf(" Button 1 pressed: Activating group LEDs, Red OFF\r\n");

if (current_colour !="'D’) {
pute('D');
printf(" Default colour set to YELLOW\r\n");

current_colour ='D';

led_group_on =0;
putc(E');
printf(" Button 1 pressed: Deactivating group LEDs, Red ON\r\n");

current_colour = 'D’;

}

while (input(BTN1));
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void handle_colour_buttons() {

if (input(BTN2)) {
delay_ms(20);
if (input(BTN2)) {
if (led_group_on) {
if (current_colour !="B') {
putc('B’);
printf(" Button 2 pressed: Set LEDs to BLUE\r\n");
current_colour ='B';
}else {
printf("[INFO] LEDs already set to BLUE\r\n");
}
}else {
printf("[ERROR] Cannot change colour: LED group is OFF\r\n");
}
while (input(BTN2));
}
}

if (input(BTN3)) {
delay_ms(20);
if (input(BTN3)) {
if (led_group_on) {
if (current_colour !="C’") {
pute('C);
printf(" Button 3 pressed: Set LEDs to GREEN\r\n");
current_colour ='C';
}else {
printf("[INFO] LEDs already set to GREEN\r\n");
}
}else {
printf("[ERROR] Cannot change colour: LED group is OFF\r\n");
}
while (input(BTN3));
}
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if (input(BTN4)) {
delay_ms(20);
if (input(BTN4)) {
if (led_group_on) {
if (current_colour !='D’) {
pute('D');
printf(" Button 4 pressed: Set LEDs to YELLOW\r\n");
current_colour ='D';
}else {
printf("[INFO] LEDs already set to YELLOW\r\n");

printf("[ERROR] Cannot change colour: LED group is OFF\r\n");

}
while (input(BTN4));

main.h

main.h includes pin definitions, UART configuration, and function declarations.

#ifndef MAIN_H
#define MAIN_H

#include <16F628A.h>

#fuses INTRC_IO, NOWDT, NOMCLR, NOPROTECT, NOCPD
#use delay(clock=4000000)

#use rs232(xmit=PIN_B2, baud=9600)

#use timer(timer=0, tick=1ms, bits=16)

#define BTN1 PIN_AO
#define BTN2 PIN_A1
#define BTN3 PIN_A2
#define BTN4 PIN_A3
#define STATUS_LED PIN_BO
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void handle_blinking();
d handle_power_toggle();

d handle_colour_buttons();

ndif
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Appendix L — Receiver Mini Project

This appendix shows the code and design for the standalone receiver created during the
initial design of the RF communication to incorporate communication with the RF module. It
was designed to receive commands from the transmitter.

Components used correspond with the transmitter module(Appendix K) and include the use
of PIC16F628A microcontroller, resistors, capacitors, LEDs, and a virtual terminal
connection.

Lln\i*ln il;i T

TH

|
93:8

Figure L.1: Proteus schematic of receiver module interfacing on PIC16F628A, connected to
RGB LEDs and a virtual terminal.

main.c
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*main.c £ main.h [

14#include <main.h>

2

3

4 void main()

5{

6 char letter;

7

8 // Setup pins

] set_tris_b(@xFF); // B pins = input
10 set_tris_a(0xe8); // A pins = output

11 output_a(®); // ALL LEDs off
12

13

14

15 while(TRUE) {

16 letter = getc(); // letter received from the transmitter
17

18 switch(letter) {

19 case -

20 // Blue LED

2 output_low(LED_G);
22 output_low(LED_R);
23 output_high(LED_B);
24 break;

25

26 case s

27 // Green LED

28 output_high(LED_G);
29 output_low(LED R);
30 output_low(LED B);
31 break;

32

33 case 'C':

34 // Red LED

Figure L.2, L.3: Code showing predetermined characters received from transmitter, affecting
output.
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Y case 'C':

34 // Red LED

35 output_low(LED_G);
36 output_high(LED_R};
37 output_low(LED_B);
38 break;

case 'D':
// Reset
output_a(®);
break;

EsB

BB

45 default:
break;

B3&

main.h

Boouwounswoe

Figure L.4: shows the h file includes pin definitions, UART setting.
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APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted
ethically. A researcher may not be covered by the University’s insurance if ethical
approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work
undertaken on a systematic basis in order to increase the stock of knowledge, including
knowledge of man, culture and society, and the use of this stock of knowledge to devise new
applications”. As such this covers activities undertaken by members of staff, postgraduate
research students, and both taught postgraduate and undergraduate students working on
dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance
studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity.

Please see Checklist for details of process for different categories of application.
Delete the Guidance Notes at the end of the form BEFORE submitting your application

SECTION A: About You (Principal Researcher)

1 Full Name: Amina Ganni, Sarah Butler, Emma Moseley

2 Tick all boxes which apply: Member of staff ;ﬁg\f‘aw research

3 Taught Postgraduate Postgraduate
sderdiadugieiSiadent 2 Student g Research Student

4 Institute/Academic School of Applied Computing
Discipline/Centre:

5 Campus: UWTSD IQ CAMPUS

6 E-mail address: 2319000@student.uwtsd.ac.uk, 2315177@student.uwtsd.ac.uk,

2317703@student.uwtsd.ac.uk

7 Contact Telephone Number:
07719266091, 07904047385, 07768830343

For students:
8 Student Number: 2319000, 2315177, 2317703
9 Programme of Study: BEng Embedded Electronics Systems Engineering
10 Jenifer Devaraj

Director of Studies/Supervisor:
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SECTION B: Approval for Research Activity

PG2/E1 FORM

1

Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate

approval process for different levels of research by different (ES B NO d
categories of individual)
Date
2 If Yes, please indicate source of | Rasearch Degrees Committee o
approval (and date where known):
3 |Approval in principle must be | Institute Research Committee O
obtained from the relevant source — =
4 prior to seeking ethical approval Other (write in) = Presentation

21/05/25

SECTION C: Internal and External Ethical Guidance Materials

Please list the core ethical guidance documents that have been referred to during the completion of
this form (including any discipline-specific codes of research ethics, and also any specific ethical

guidance relating to the proposed methodology). Please tick to confirm that your research proposal
adheres to these codes and guidelines.

1 UWTSD Research Ethics & Integrity Code of Practice X

2 X
UWTSD Research Data Management Policy

3 X
Ofcom requlations

SECTION D: External Collaborative Research Activity

1 Does the research activity involve collaborators outside of the YES O NO =
University?

2 If Yes, please provide the name of the external organisation and name and contact details for the
main contact person and confirmation this person has consented to their personal data being
shared.as part of this collaboration.

3 Institution

4 Contact person name

5 Contact person e-mail address

6 Has this individual consented to sharing their details on this YES O NO O
form?

7 | Are you in receipt of a KESS scholarship? YES m] NO |

8 Is your research externally funded YES m] NO O

9 | Are you specifically employed to Voluntary YES O NO O

0 undertake this research in either a Erhioved
paid or voluntary capacity? mployef YES =] NO O

11 | Is the research being undertaken If YES then the
within an existing UWTSD Athrofa permission question YES O NO O
Professional Learning Partnership below does not need
(APLP) to be answered.

12 | Permission to undertake the (If YES attach copy)
research has been provided by the If NO the application YES O NO O
partner organisation cannot continue
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Where research activity is carried out in collaboration with an external organisation

13

Does this organisation have its own ethics approval system? YES m} NO =X

14

If Yes, please attach a copy of any final approval (or interim approval) from the organisation

SECTION E: Details of Research Activity

Indicative title: Modular robot with audio/visual

Proposed start date: 19/05/2025 Proposed end date: 11/07/2025

Introduction to the Research (maximum 300 words)

Ensure that you write for a Non-Specialist Audience when outlining your response to the
three points below:

Purpose of Research Activity

Proposed Research Question

Aims of Research Activity

Objectives of Research Activity

Demonstrate, briefly, how Existing Research has informed the proposed activity and explain

e What the research activity will add to the body of knowledge
e How it addresses an area of importance.

Purpose of Research Activity
The purpose of this research activity is to develop and test a modular robot that transmits real-time audio and
visual data using a remote-controlled toy car platform in a variety of terrains/environments.

(this box

Research Question

“How effectively can a modular robot, transmit and respond to audio-visual data in real time regardless of
terrain?”

(this box should expand as you type)

Aims of Research Activity
The aim of this research is to design, develop and test a modular robot controlled via a software app, in
successfully receiving and transmitting audio and visual data for remote monitoring.

(this box should s you type)

Objectlves of Research Activity
To develop a modular robot capable of being mounted onto a mechanism, and equipped with sensors
for audio and visual data collection.
- Todevelop a software app to control and receive data from the robot.
- Toimplement real-time transmission of audio and visual for remote monitoring.
- To evaluate the performance, reliability, and responsiveness of the robotic system through controlled
experiments and trials in varying conditions (terrains).

(this box shoul

s you type)

Proposed methods (maximum 600 words)
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Provide a brief summary of all the methods that may be used in the research activity, making it clear
what specific techniques may be used. If methods other than those listed in this section are deemed
appropriate later, additional ethical approval for those methods will be needed.

Initially various journals from literature reviews were studied and analysed to determine how to best tackle the
research question. The initial carrying out of literature review whereby the systemic analysis of previous and
current research to curate a research idea and to tackle the research aims and objectives, whilst in line with
university guidelines and policies.

This was then divided into various methods:

-Hardware development: Raspberry Pi 5, pic microcontroller

Components were thoroughly researched to ensure power consumption and voltage were in line with university
guidelines and the modular robot provides an audio and visual transmission in real time. Components were
then procured from UK suppliers so guidelines were in line.

- Software development: Programming languages such as python and embedded C, will primarily use
open-source tools and libraries for media processing, audio-visual integration and network communication.

- Testing: Testing will take place in a controlled environment, so not to implicate any unaware participants to
focus on technical performance, system stability, and accuracy of audio-visual streaming.

- Data analysis of accurate movement of robot in a variety of terrains, and audio/visual transmission such as
data transmission efficiency, latency, and system stability will be collected to evaluate overall robot
performance.

(this box should expa

i as you type)

October 20204 Ethical Approval Form




image61.jpeg
Prifysgol Cymru

¥ Drindod Dewi Sant

University of Wales PG2/E1 FORM

Trinity Saint David

10

Location of research activity
Identify all locations where research activity will take place.

1

UWTSD IQ CAMPUS, DSTL PTN, DSTL PDW

12

Research activity outside of the UK

If research activity will take place overseas, you are responsible for ensuring that local ethical
considerations are complied with and that the relevant permissions are sought. Specify any local
guidelines (e.g. from local professional associations/learned societies/universities) that exist and
whether these involve any ethical stipulations beyond those usual in the UK (provide details of any
licenses or permissions required). Also specify whether there are any specific ethical issues raised
by the local context in which the research activity is taking place, for example, particular cultural
and/or legal sensitivities or vulnerabilities of participants.

13

his box should expand as you type)

14

Use of documentation not in the public domain: Are any documents NOT NO X

ublicly available?
P Y YES O

15

If Yes, please provide details here of how you will gain access to specific documentation that is not
in the public domain and that this is in accordance with prevailing data protection law of the country
in question and England and Wales.

(this box should expand as you type)

SECTION F: Scope of Research Activity

1

Will the research activity include:

YES NO
2 Use of a questionnaire or similar research instrument? m] X
3 | Use of interviews? O X
4 | Use of diaries? [m] =X
5 | Participant observation with their knowledge? m] X
6 Participant observation without their knowledge? m] X
7 Use of video or audio recording? =X m}
8 Access to personal or confidential information without the participants’ specific o =
consent?
9 Administration of any questions, test stimuli, presentation that may be o =
experienced as physically, mentally or emotionally harmful / offensive?
10 | performance of any acts which may cause embarrassment or affect self-esteem? O X
" Investigation of participants involved in illegal activities? O X
12 | Use of procedures that involve deception? O X
13 [ Administration of any substance, agent or placebo? O X
14 (m] =

Working with live vertebrate animals?
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15 | Other primary data collection methods, please explain in this box

For example, ‘focus groups'. Please indicate the type of data collection method(s)
in this box and tick the accompany box.

16 | Details of any other primary data collection method: ] =

(this box should expand as you type)

If NO to every question, then the research activity is (ethically) low risk and may be exempt from
some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval
has been obtained.

SECTION G: Intended Participants

1 Who are the intended participants:

YES NO
2 Students or staff at the University? [m] =X
3 Adults (over the age of 18 and competent to give consent)? [m] =X
4 | wulnerable adults? O =X
5 Children and Young People under the age of 187 (Consent from Parent, Carer or O =
Guardian will be required)
6 | Prisoners? O =X
7 Young offenders? [m] =X
8 Those who could be considered to have a particularly dependent relationship with O =
the investigator or a gatekeeper?
9 People engaged in illegal activities? (=] =X

10 | Others (please identify specifically any group who may be unable to give consent)
please indicate here and tick the appropriate box.

11 | Other —please indicate here: ] =

12 | Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and
how will they be recruited?

13 How many participants are

expected?

14
Who will the participants be?

15
How will you identify the
participants?
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16 | Information for participants:
YES NO N/A

17 | Will you describe the main research procedures to participants in o O =
advance, so that they are informed about what to expect?

18 | will you tell participants that their participation is voluntary? m} [m] X

19 [ win you obtain written consent for participation? ] m] X

20 | Will you explain to participants that refusal to participate in the o O =
research will not affect their freatment or education (if relevant)?

21 | If the research is observational, will you ask participants for their o O =
consent to being observed?

22 | Will you tell participants that they may withdraw from the research at o O =
any time and for any reason?

23 | With questionnaires, will you give participants the option of omitting o O =
questions they do not want to answer?

24 | Will you tell participants that their data will be treated with full o O =
confidentiality and that, if published, it will not be identifiable as theirs?

25 | Will you debrief participants at the end of their participation, in a way o O =
appropriate to the type of research undertaken?

26 | |fNOto any of above questions, please give an explanation

27

28 | Information for participants:

YES NO N/A

29 | Will participants be paid? u] O =

30 [is specialist electrical or other equipment to be used with participants? (m} [m] X

31 | Are there any financial or other interests to the investigator or o O =
University arising from this study?

32 | Will the research activity involve deliberately misleading participants in o O =
any way, or the partial or full concealment of the specific study aims?

33 |IfYESto any question, please provide full details

34

SECTION H: Anticipated Risks

1

Outline any anticipated risks that may adversely affect any of the participants, the
researchers and/or the University, and the steps that will be taken to address them.

If you have completed a full risk assessment (for example as required by a laboratory, or extemal
research collaborator) you may append that to this form.

2, Full risk assessment completed and appended? Yes ]
No X
3 Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data,
sensitive organisational information
4 Risk to Participant: N/A

No active participants
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If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity,
drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give
details of the procedures to deal with these issues, including any support/advice (e.g. helpline
numbers) to be offered to participants. Note that where applicable, consent procedures should
make it clear that if something potentially or actually illegal is discovered in the course of a project,
it may need to be disclosed to the proper authorities

box should exp

Risks to invesiigator
For example: personal safety, physical harm, emotional distress, risk of accusation of
harm/impropriety, conflict of interest

Risk to Investigator: How will you mitigate the Risk to Investigator:

Risk of accusation of impropriety Audio-visual data will be recorded away from
members of the public, in a safe-enclosed
environment. The camera will also be covered
with a coloured sheet to ensure it works without
picking up any unauthorised visuals.

(this box should expand as y

xpand as you type)

University/institutional risks
For example: adverse publicity, financial loss, data protection

Risk to University: How will you mitigate the Risk to University:

GDPR breaches leading to reputational damage. | Ensure data is handled and stored in
accordance with university policy guidelines and
UK laws.

this box sho

Disclosure and Barring Service

If the research activity involves children or vulnerable adults, a Disclosure
and Barring Service (DBS) certificate must be obtained before any YES NO N/A
contact with such participants.

10

Does your research require you to hold a current DBS Certificate? [m] =X m}

SECTION I: Feedback, Consent and Confidentiality

1 Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when?
N/A
(this box should expand as you type)

2 Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is
involved in participating. Describe the arrangements for participants to provide full consent before
data collection begins. If gaining consent in this way is inappropriate, explain how consent will be
obtained and recorded in accordance with prevailing data protection legislation.
N/A
(this box shoi xpand as you type)

3 Confidentiality / Anonymity

Set out how anonymity of participants and confidentiality will be ensured in any outputs. If
anonymity is not being offered, explain why this is the case.
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N/A

SECTI

10N J: Data Protection and Storage

In completing this section refer to the University's Research Data Management Policy and the
extensive resources on the University's Research Data Management web pages

http:/
1

uwtsd.ac ukflibrary/research-data-management/).

Does the research activity involve personal data (as defined by the General
Data Protection Regulation 2016 “GDPR" and the Data Protection Act 2018 YES NO
“DPA")?

“Personal data” means any information relating to an identified or
identifiable natural person (‘data subject). An identifiable natural
person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an =X m}
identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic,
mental._economic. cultural or social identity of that natural person.

If YES, provide a description of the data and explain why this data needs to be collected:

The robot transmits real-time audio and visual data, which may incidentally capture identifiable images or
voices of individuals in the testing environment. This data is required to test and evaluate the robot’s capacity
to process and transmit audio/visual data and to assess system performance in realistic scenarios.

Does it involve special category data (as defined by the GDPR)? YES NO

“Special category data” means sensitive personal data consisting of
information as to the data subjects’—

(a) racial or ethnic origin,

(b) political opinions,

(c ) religious beliefs or other beliefs of a similar nature,

(d) membership of a trade union (within the meaning of the Trade o

Union and Labour Relations (Consolidation) Act 1992), =

(e) physical or mental health or condlition,

() sexual life,

(g) genetics,

(h) biometric data (as used for ID purposes),

If YES, provide a description of the special category data and explain why this data needs to be
collected:

Will the research activity involve storing personal data and/or special category YES NO
data on one of the following:

Manual files (i.e. in paper form)?

University computers?

Private company computers?

Home or other personal computers?

Laptop computers/ CDs/ Portable disk-drives/ memory sticks?

XN| X O OO O
O O ¥ X X X

“Cloud"” storage or websites?
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12 | Other — specify: O X
13 | For all stored data, explain the measures in place to ensure the security of the data collected, data
confidentiality, including details of password protection, encryption, anonymisation and
pseudonymisation:
Data will be stored securely on encrypted, password-protected laptop and/or GDPR-compliant cloud services,
with access limited to the project team.
Any data stored temporarily on personal devices will also be encrypted. Where feasible, data will be
anonymised, and no personal data will be included. All data management will comply with the University's
Research Data Management Policy and will be deleted once the project is completed.
14 | Al Data Storage
15 | Will the research activity involve any of the following activities: YES NO
16 | Electronic transfer of data in any form? =X [m]
17 | Sharing of data with others at the University? R O
18 Sharing of data with other organisations? m} X
19 | Export of data outside the European Union or importing of data from outside O =
the UK?
20 | Use of personal addresses, postcodes, faxes, emails or telephone numbers? O X
21| publication of data that might allow identification of individuals? O X
22 | Use of data management system? =X (]
23 | pata archiving? [m] X
24 | If YES to any question, please provide full details, explaining how this will be conducted in
accordance with the GDPR and DPA (and/or any international equivalent):
All data collected during this research will be stored on secure and encrypted laptops and GDPR-compliant
cloud storage solutions (such as Microsoft OneDrive/Google Drive). Data transfer will only take place over
secure networks and data access will be restricted to project team members and authorised University staff
members.
Personal data will not be intentionally collected; however, incidental capture of identifiable audio or visual
information (such as faces or voices) may occur during system testing. Such data will be anonymised
wherever possible and will not be included in any publications or public outputs. No data will be shared with
external organisations or exported outside of the UK or EU.
Anonymised data may be archived according to the UWTSD Research Data Management Policy, to support
academic integrity and future research. All data management processes will comply fully with the GDPR
(2016), the Data Protection Act (2018), and the University's Research Data Management Policy.
25 | List all who will have access to the data generated by the research activity:
Sarah Butler, Amina Ganni, Emma Moseley.
26 | List who will have control of, and act as custodian(s) for, data generated by the research activity:

Sarah Butler, Amina Ganni, Emma Moseley.

you type)
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27 | Give details of data storage arrangements, including security measures in place to protect the data,
where data will be stored, how long for, and in what form. Will data be archived — if so how and if

not why not.

(this box s you type)

28 | Please indicate if your data will be stored in the UWTSD Research Data Repository (see
hitos://researchdata.uwtsd.acuk/). If so please explain. (Most relevant to academic stai

No, data will be stored on secure laptop and then deleted once project is completed.

vou type)

29 Conﬂrm that you have read the UWTSD guidance on data management (see YES X
https:/iwww.uwtsd.ac.uk/library/research-data-management/) NO ]
30 | Confirm that you are aware that you need to keep all data until after your YES X
research has completed or the end of your funding NO [&]
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SECTION K: Declaration

31 | The information which | have provided is correct and complete to the best of my knowledge. | have
attempted to identify any risks and issues related to the research activity and acknowledge my
obligations and the rights of the participants.

In submitting this application | hereby confirm that | undertake to ensure that the above named
research activity will meet the University's Research Ethics and Integrity Code of Practice which is
published on the website: htps://www.uwtsd.ac.uk/research/research-ethics/

Date: 15.06.2025
Signature of applicant: Amina Ganni, Sarah Butler, Emma Moseley

For STUDENT Submissions:

32 Director of Date:
Studies/Supervisor:
53 Signature:
For STAFF Submissions:
34 Academic Director/ Date:
Assistant Dean:
& Signature:

Checklist: Please complete the checklist below to ensure that you have completed the form
according to the guidelines and attached any required documentation:

| have read the guidance notes supplied before completing the form.

| have completed ALL RELEVANT sections of the form in full.

| confirm that the research activity has received approval in principle

OIR|XK|X

| have attached a copy of final/interim approval from extemnal organisation (where appropriate)

| have attached a full risk assessment (and have NOT completed Section H of this form) (where
appropriate) ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

m]

| understand that itis my responsibility to ensure that the above named research activity will meet
the University's Research Ethics and Integrity Code of Practice.

| understand that before commencing data collection all documents aimed at respondents
X | (including information sheets, consent forms, questionnaires, interview schedules etc.) must be
confirmed by the DoS/Supervisor, module tutor or Academic Director.

| have deleted the guidance notes before submitting the PG2 for consideration

RESEARCH STUDENTS AND STAFF ONLY

All communications relating to this application during its processing must be in writing and emailed to
paresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.

You will be informed of the outcome of your claim by email; therefore it is important that you check your

University and personal email accounts regularly.
STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form
(and receive the outcome) via systems explained to you by the supervisor/module leader.
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This form is available electronically from the Academic Office web pages:
https:/www.uwtsd. ac.uk/academic-office/appendices-and-forms/
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