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[bookmark: _Toc31389050]1.0	Introduction
The project management process is a discipline that is undertaken in order to deliver and achieve specific goals and criteria within specified constraints. [1] [2] This could be to deliver a product or service to market for example.
This report discusses specifically the level 5 Enterprise and Innovation group project (EIGP) and the processes and considerations undertaken for this.
[bookmark: _Toc31389051]2.0	Project Planning
The process of project management allows the initiation, planning, execution, control and close of the work of a team with the aim of delivering success based on the agreed criteria and timescale. [1] For the discussed project, the familiar software development lifecycle based on Iso 12207 is used. [3]
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Figure 1 -ISO 12207 Software Development Life Cycle [3]
The initiation was demonstrated within the product initiation document (PID) and consideration given to the contributing factors in brief. Through the planning stage, a more in-depth consideration was given to these factors, and the impact they would have on the project, analysing the risks involved.

[bookmark: _Toc31389052]2.1	Risk Management and Contributing Factors
The contributing factors could be extensive on a project. Within the constraints of the EIGP and using Lyytinen’s framework for sociotechnical model of risk [4] [5] we consider four contributing factors to risk.
[bookmark: _Toc31389053]2.1.1	Contributing Factors
The risk is analysed based on the four contributing factors:
· Actors
This relates to the human interaction or anyone involved within the project, more commonly known as the stakeholders. The list of stakeholders can be found in the previously submitted PID.
· Technology
This relates to the physical IT equipment needed to complete the project, such as the computer systems, as well as the web based services and software frameworks and methods used within the development of the product. [4] [5]
· Tasks
This not only relates to the work involved and the distribution of the workload, but it is based on a system environment that takes into consideration stakeholders’ expectations, time constraints, cost constraints and scope. [4] Some of this is mentioned in brief within the submitted PID but needs to be expanded to take into account all the considerations towards risk.
· Structure
This refers to the systems involved within the project. This includes authority, responsibility, workflow, allocation of tasks and duties, communication within the team as well as to and from the wider influencers, interfaces and sponsors. The methods of communication are also taken into consideration within the structure. [4] [5]
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Figure 2 - Lyytinen’s Framework for Sociotechnical Model of Risk [5]

[bookmark: _Toc31389054]2.1.2	Risk Analysis
To predict and evaluate the potential risks, generic questions can be asked as shown in the tables below, presented by Mumford in 1983, Boehm et al in 1989 and Lyytinen et al in 1996. [4] [5]
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From these considerations, the risks and the strategy to manage and mitigate them are determined. For the purpose of this report, there are ten reasonably high-level risks considered, although this could be dissected into a lot more risks within different areas of the project, with more diverse management and mitigation to combat them.
 
The risks taken into consideration for this report are demonstrated in the table below:
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Table 3 - High-Level Risks to the Project


Once these are established, and considering that there is no cost implication currently, the risks will be rated through the ‘probability / impact matrix’ [6] based on the level of both these metrics. Anything in high impact and above significant probability need to be considered priority to be dealt with. In this case, R1, R2 and R6 are the priority as anything above or to the right of the red line is outside of the tolerance.
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Table 4 - Probability / Impact Matrix for the discussed project


This process should be fluid based on monitoring. Throughout the life of the project R1, R2 and R6 may fall out of the priority scope and one of the other risks may move up in impact or probability. As a result, ongoing monitoring, management and control of these risks needs to take place throughout the project to ensure completion on time, to specification and within scope.
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Figure 3 - Risk Management Stages and Cycle [6]

[bookmark: _Toc31389055]2.2	Code of Practice
It is important to establish a code of practice to maintain and encourage a professional environment as well as provide trust and integrity. A good place to start is with the British Computer Society (BCS) code of conduct [7] however, there is scope to take this further, and to consider specific areas within a code of practice, all equally as important.
[bookmark: _Toc31389056]2.2.1	Sustainability
The World Commission on Environment and Development purports that in order to be considered sustainable, a pattern of development has to ensure “that it meets the needs of the present without compromising the ability of future generations to meet their own needs”. [8] For this to take place, there needs to be an understanding of the sustainability issues within the industry to be able to neutralise the affect. In analysing the impact of IT on sustainability, it is important to consider this at three levels:
· First Order Impact
This is the immediate effect that the project will have on the environment. the e-waste from disposal of ICT equipment at the end of the lifecycle. For the discussed project these will include:
I. Electricity used, causing green-house gases.
II. E-waste from computers and other ICT equipment at end of life-cycle.
III. CFC gases expelled from air conditioning units in library rooms when the team work together.
· Second Order Impact
This is the indirect effect that the project has on other processes and the influence on their environmental impacts. For the discussed project these will include:
I. Saving on CO2 emissions due to less driving because of remote online collaboration.
II. The use of data storage through remote servers will cause more electricity and cooling to be needed, affecting green house gases and potential CFC gases.
III. Energy loss through leakage between source and end user.
· Systemic / Third Order Impact
This considers a more wide-spread effect on the environment, lifestyles and the long-term socioeconomic structure. Two examples of this are: 
I. The ability to communicate online, and digitally fill in forms means that less paper will be used. This effects the environment, but also the economy as less paper will be consumed.
II. The potential of more outdoor activities within BRD Sports will involve more travel to the locations creating more CO2 emissions.
 [9]
Taking into consideration all of the above, and in looking at a code of practice to minimise the negative impacts, it is important to look at industry standards, such as International Standardisation Organisation (ISO) with ISO 14001 [10] and ISO 14040 [11] to name two, as these cover the standards for environmental management.
[bookmark: _Toc31389057]2.2.2	Ethical and Legal
With such a broad scope, computing and the internet is a potential minefield for ethical and legal issues. It is vital to ensure a robust code of practice to tackle these issues, showing a high level of due diligence when draughting one. This is important, not only as it can build trust and integrity in the business and its reputation, but also to stay within the law and prevent costly consequences.
The BCS cover a lot of the ethical issues very well within its code of conduct. [7] This is provided to set a standard of professionalism and provide the professional integrity within the industry. Within the code of practice for the discussed project most of this code would be adopted.
Major legal points to consider within the practice are:
· General Data Protection Regulation (GDPR).
Data protection laws date back to 1984 when the Data Protection Act was created. After being billed in the European Parliament in 2014 and agreed in 2016, the GDPR came into force in 2018 within the European Union (EU) but affects beyond the EU.
The regulation is in place to protect the privacy of personal information, especially within this digital age. As part of a much broader subject for another discussion, consideration needs to be given to cyber security and the theft of information withing the GDPR and the protection against or mitigation of cyber attacks and theft of data. [12] [13] [14] There are many cases to be found with regards to breach of data protection through many different forms, not least cyber-attack such as the national effect of the breach of Yahoo in 2013, or most famously the breach of Sony in 2011.
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Figure 4 - Biggest Data Breaches of the 21st Century [15]
· Accessibility.
Tim Berners-Lee, the inventor of the world wide web, envisioned that “The power of the Web is in its universality. Access by everyone regardless of disability is an essential aspect”. [15]
Put another way, Abuaddous et al define accessibility as “making a website navigable and tractable by various user categories especially those who have disabilities and normally face obstacles when interacting with the web via electronic devices (e.g. blindness). Web accessibility entails overcoming most disabilities that limit Internet access. It means that people with disabilities can use, perceive, understand, navigate, and interact with the web”. [16]
The Web Content Accessibility Guidelines (WCAG), specifically WCAG2.1 are internationally recognised recommendations. These are in place to help improve web accessibility and explain how to make digital services inclusive for all. It focuses on vision, hearing, mobility and, thinking and understanding and looks to improve this based on four design principles, making websites perceivable, operable, understandable, and robust. [17]
Currently in the United States of America, it is illegal under the Americans with Disabilities Act (ADA) to omit accessibility from a website and there have been several cases of litigation against large companies for non-accessible websites, most famously Guillermo Robles vs Domino’s Pizza. [18] In the United Kingdom it is becoming more of an expected standard, and good practice for businesses to ensure website accessibility, considering the wide availability of websites on the world wide web, it is also important to cover legal issues internationally.
· Consumer rights.
For this project, there is an element of e-commerce. This brings a new area of consideration in consumer rights as this brings in laws for distance selling and general responsibility to customer protection and customer fairness. Legal compliance is the biggest factor here, but close to this is reputation, business integrity and customer satisfaction. [20] [21]

· Copyright and Intellectual Property (IP).
The World Intellectual Property Organisation (WIPO) purport that “Intellectual property (IP) refers to creations of the mind, such as inventions; literary and artistic works; designs; and symbols, names and images used in commerce”. IP is protected by law across the world. This allows recognition and financial benefits for inventors and creators through patents, copyright and trademarks. [22] With websites however, there is no representation in any major licenses, and because of collaborations can mean multiple copyrights. For legal compliance and business integrity, IP needs to be considered within the project code of practice both to protect against infringement, but also to protect stakeholders within the project as creators of content. Most websites will produce their own terms and conditions. [23] [24]

[bookmark: _Toc31389058]2.3	Quality
As stated within the BCS code of conduct, it is important to “uphold the reputation of the profession and not take any action which could bring the profession into disrepute” and also “seek to improve professional standards through participation in their development, use and enforcement.” [7] As well as being able to do this through the ethical and legal side of the code of practice, it is crucial to establish metrics to manage the quality of both the processes within the project and the product itself.
Using ISO 25010 [26] standards, and following Metrics for Quality Assurance of Web based Applications [25], consideration needs to be given to eight areas:
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Figure 5 - ISO 25010 Software Product Quality Metrics [26]
· Compatibility.
The ability to be able to operate across different platforms, operating systems and browsers.
· Performance / Efficiency.
The ability to use as little resources and time as possible to perform, allowing quick responsive and efficient performance.
· Security.
The ability to hold and protect data and to withstand cyber-attacks and penetration.
· Ease of Use (Usability) / Functional Suitability.
A user friendly and accurate interface providing user satisfaction and a good user experience.
· Search Engine Optimisation (SEO) or Page Strength.
The ability to appear high in search engine requests and give full visibility through indexing and ranking.
· Maintainability.
The ability of the code to be easily traced, updated or fixed.
· Portability.
The ability to perform across multiple platforms without compromise on its user experience.
· Reliability.
The ability to operate and produce results consistently without failure. [27]
There needs to be the ability to measure these metrics definitively and monitor them throughout the project. To do that, and to ensure clarity and transparency, these measures need to be:
· Specific
Ensuring exact measures, allowing no room for interpretation.
· Measurable
Ensuring the ability to be able to measure exactly with pre-determined scalable goals.
· Achievable
Ensuring that the measures are within a scope that can be reached within the constraints given.
· Realistic
Ensuring that the measures are within a scope that can be achieved.
· Timely
Ensuring that the timing of the measures occur at critical points within the development.
Examples of these quality measures would be as follows:
	Quality Metric
	Measure

	Compatibility
	Provide the same user experience across all web browser without loss of quality on completion

	Performance
	Consistently load pages within 30 seconds of request on completion.

	Security
	Able to backup and restore data within a 1-hour window on completion.

A minimum of 3 breaches through thorough penetration testing on completion.

	Usability
	Successful completion of task rate at 95% within a week and a month of completion.

User error rate whilst performing a task at 5% within a month of completion.

Page views and click through rates at 80% rate on completion.

	SEO
	Consistently visible in the top three results through multiple search engine searches across Google, Yahoo, Ask and more within a month of completion.

	Maintainability
	Able to source broken code within a 1-hour window and repair within a day.

	Portability
	Consistently work across pc, tablet and phone responsively without loss of user experience on completion

	Reliability
	Be able to produce identical results when put under the same request over multiple attempts.




By expanding on these examples, the quality of the product and process of development is assured, and it is easily monitorable and measurable.

[bookmark: _Toc31389059]3.0	Conclusion
[bookmark: _GoBack]Throughout the project, from planning through to management, there is a huge amount to consider towards the smooth running and success of it. Project management is an essential skill undertaken as a profession with robust methodology, process and frameworks to achieve a successful implementation of a product or service to market on completion. Within this process the anticipation, management and mitigation of risk is key to it being successful. Within this scope it is important to create a comprehensive and robust code of practice to ensure standards are maintained within the process and the end-product, and to ensure that legal and ethical responsibilities are upheld.
Sustainability is an increasingly important factor to be considered within the management of a project and the affect that the project and end-product will take on the environment and socioeconomic climate.
Through this assignment there has been a huge topic to cover, yet it is so much bigger than what could be covered within this report. Further work from this would be to write a code of practice from the considerations given within this report, and a fuller plan to monitor the development and quality of the end-product, a fully robust risk management program. And a sustainability program in line with the UK’s commitments to climate change.
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Table 1. Project task relates to system environment risk factors.




