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BEng (Hons) Computer Systems Electronics Year 2
Network Operating Systems and Security Worksheet 2(a):  Resource Management in Active Directory:  Users, Computers and Groups.
 
Group Name:	 
Date:
Author(s):	

Complete the following tasks:  
VERY IMPORTANT NOTE:  (You should screen capture and document these tasks as evidence of their completion).
	Task 1: Creating an Organisational Unit Hierarchy.

	
We use OU’s primarily for two purposes (i). To delegate administrative authority and (ii) to distribute group policy. OU’s are therefore an invaluable tool to facilitate the management of our network/active directory objects.  We will revisit the uses and effectiveness of organisational units to manage our network environment later on.

· In Active Directory Users and Computers – (we want to create our first set of OU’s at Domain Level, e.g. within our Admin, Sales, Purchase etc, so right click domain.smu.com – New – Organisational Unit.
· In the Name field Type in (Your dept name, e.g. Sales) Dept.
· Within our OUs we will manage a vast amount of various types of AD objects (users, computers, groups) so we will need a better way to manage a hierarchy of objects.
· Right click on [Your dept name] OU, New – Organisational Unit – in the name field type [your dept name] Users. 
· Repeat this process to create two further OUs, 1 for [your dept name] Computers and another for [your dept name] Resources. 
· You already have your Workstations created in a group called Computers, but to have better control over managing the vast amount of objects we may have in an active directory we should store these in an appropriately named set of OUs.
· Take the Computer objects created in the default Computer OU and drag it into the OU you have created for your domains computers.
· There will be several subsets of users in every dept (e.g. in the Admin Dept we are likely to have several groups of admin workers, related to different departments (Business Admin staff – receptionists/secretaries) (Finance Staff – Accountants/Clerks), Human Resources (Personnel), Payroll (Payroll Workers). 
· We will just assume for now that each of our domains users are stored in one of two domains, Within the [your dept name] Users OU you have already created, create one OU called All Staff and create another called Technical Support Staff.

We now have a Parent OU ‘container’ and within this we have child OU’s.  Within these child Ous we will now begin to place Users, Computers and Resources.  Ous are containers, they are not in themselves Security Objects, they are special Containers that can start hierarchies, we will see the significance of this later on; 

From a security standpoint, you can manage one group of users/computers placed in one OU, differently than you do another group you have put into a different OU.  The real power of OUs lies in the ability to manage the network environment using Group Policy Objects.  

	Task 2: Creating and Managing Active Directory User and Computer accounts:


	
Before we begin, it is important to discuss the surrounding implications of Password Policies in force in organisations today.  Many people think that User Passwords is by itself a Training Issue that needs to be addressed (e.g. Emphasize the importance of password complexity but also the importance of choosing complex passwords that a user is likely to remember).

Adhering with Strong Password Recommendations:

Microsoft has its own recommendations on strong passwords, the place where you set your password policies typically is an administration tool ‘snap-in’ called ‘Domain Security Policy’.  A snap-in is an additional service/utility/add in that is requested as part of another program (in this instance the Administrative Tools program requires an additional utility to perform an operation that is out of the existing ‘scope’ of what is available.

· To add this snap-in – Start – Run – type mmc
· File – Add/Remove Snap in
· With the Standalone tab selected – click the Add button
· Select the Group Policy Editor Snap-in (The Domain Security Policy will allow us to set a ‘portion of’ the Group Policy Object (more on these later) that will apply to the domain (purchase.sihe.com), specifically the Security Settings.

* The group policy editor allows you to edit GPO’s which can be linked to a site, Domain or OU (either within the Active Directory or on the local machine.

· Click Browse
· Select the Domains/OU tab – note in the ‘look-in’ pane yourdeptname.smu.com is selected – The category window shows available OU’s, linked GPO’s and Domains
· Under the Name category – select Default Domain Policy (we don’t have any other policies defined yet). Click Finish.
· Choose OK
· Click File and Save – Save the Console as Console1.msc
· Click File and Exit

· Start – Administrative Tools – Domain Security Policy 
· Here we are concerned with Accounts (User/Computer) so expand Account Policies – Select Password Policy

The information you see here is the password policy settings that apply to this child domain, we have a list of settings 

For example there are settings for: enforce password history = 24 passwords remembered, Maximum Password Age =  42 days, Minimum Password Length  = 8 characters, etc, etc.

· Right Click on the minimum password length – click properties – set the’ password must be at least value to 5 characters: 
· Right click on the Password must meet complexity requirements field, check the disabled option.
· Under the security settings pane – expand the ‘Account Lockout Policy’ – right click on the Account Lockout Threshold value – Within the account will lock out after pane – set a suitable value for the invalid logon attempts (e.g. 5 or 3 or if you’re really security conscious set a lesser value)
· Save settings and close all Windows.

It is worth researching the topic of what constitutes a good password (enable complexity requirements – what are these, minimum/maximum length values, password history etc.) for your assignment:
Hint: check Microsoft/Linux recommendations, this is always a good place to start!

Creating User/Computer Accounts and Managing their properties.

Here we will begin to populate our Active Directory database by creating User and Computer Account Objects

· Start – Administrative Tools – Active Directory Users and Computers
· Within your domain tree find the OU you have created for staff.
· Right click on the All Staff OU and select New User
· Create each of your domain members a user account, note that it is the User Logon name field that we use to log onto any of the workstations in our domain.   
· When you have done this, right click on the Technical Support Staff OU, create three additional users (use Adm before your name), note these two sets of users will belong to what we call different Groups.  Groups are exactly that, a group of users put together in an active directory because they have some common attributes or duties.  Remember we use OUs for delegating administrative authority.

User account properties:  Disabling Accounts, Re-setting Passwords and Querying Active Directory, 

There are a number of interesting aspects we can control with a user account.

For example if we are suspicious of a particular account (maybe the account has a virus associated  we can disable the account, in Active Directory, find a user object and right click on it – choose Disable Account.  Attempt to log on at one of the workstations in your domain, note you cannot access the account.

Sometimes users may forget their passwords so they may require the attribute to be reset. Again select a user account in your domain, right click on it and choose Reset Password.  Now try accessing a workstation in your domain with the old password and then the new password.

There are times when we need to query the Active Directory to verify that a particular user account exists.  This may be to simply find where a user object is stored (which OU) or it could be because you want to add a user to a particular type of Group Scope.

· Right click on the domain name in Active Directory, choose Find.
· Ensure that the type of object you are looking for is set to Users, Contacts and Groups (its stated next to Find).
· Type in the name of a user account you wish to locate in the active directory.
· Click Find Now.
· From the displayed result in the bottom pane, right click on the user account and choose Properties, select the Member of Tab.
· Note in the Member of field there is a list of information in regards to what groups in the Active Directory domain this user is a member of.  Note the domain users group is present in the list.


	Task 3: Investigating the use of Group Objects in Active Directory.

	Note that up to this point, we have been creating users in each of our child domains.  By default there are a number of built in objects in Active Directory to simplify initial network management and security steps.  One of these is a group object called Domain Users.  By default any accounts we create in our domain are placed into the Domain Users group. 

Different groups have different levels of privileges and access rights associated with them.  For example if we try to access the Domain Controller Computer in our domain using an account that belongs to the domain users group, we will be denied access.  This is because the account does not have the required level of privileges to access a domain controller.  This makes a great deal of sense since you wouldn’t want just any general user having access to a server whose misuse could destroy your entire networks resources!

If we want our users to have ultimate control over our domain and its resources we simply add them into the default group Domain Administrators.  This is the most privileged group inside an Active Directory and can participate in any type of administrative activity (such as starting network services, removing objects, changing network settings, remotely connecting to servers etc, etc).

· Select the Domain Admins group in Active Directory
· Right click – choose properties.
· Choose the Members tab and click Add.
· Now enter the name of the user you wish to place in this group click Find now/Search now to check if the user account is one that is in the Active Directory.

Creating a Group – Group Scope in Active Directory.

We know that there are different types of groups that have different access levels and privileges associated with them.  Groups are also classified by the group scope attribute.  This determines effectively what it is exactly the users in the group need access to and where they need access.  Users on a local domain only really require access to local resources and it is these users we place into a Domain Local group scope.  This basically means members have the scope for access local resources (e.g. in sales.smu.org) but not in other domains.  There are occasions however when we need certain users to have a roaming profile, that is, a user who may need to access different parts of the networks and span across more than one domain.

 In this case, we need to use a different group scope and strategy.  We use a Global Group scope for those users (technical staff) that may need to access other domains and their resources.  Once the global group scope is created, we should then nest this in a domain local group for the domain that the members of the Global Group need to access.

· Within the all staff OU for your domain;  right click in the whitespace and select New – Group.  
· Call the group xxxxdomainusers (where xxxx is the name of your domain)
· Ensure the group scope is set to Domain Local.
· Add the users in the all staff group into this group.
· Once this is done, move to the Technical Support Staff OU, within this OU right click on the whitespace and choose New Group.
· This time make this group scope a global group 
· Add in the users of the Technical Support Staff OU.
· Nest the global group in one of your colleagues Domain Local Group and try accessing their domains using the user accounts in the global group you created.

We will discover later on that we use groups in order to more effectively manage access to resources, however what we can do with those resources largely depends on the Permissions that are configured for our users and the Environment in which they attempt to access them.
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