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[bookmark: _Toc37874777]Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.

This document is going to be talking about writing security policy which is going to cover all the necessary areas such as offline resources and network etc. generally, to keep the network safe from the outside and inside. This report is also going to be talking about BYOT technology which stands for “Bring your Own Technology”. This document is also going to contain some screenshots of a created network using appropriate tools and software. (Check appendix for security policy)

[bookmark: _Toc37874778]Policies

In order to keep the company and their network safe from intruders, we are required to apply some policies which are going to prevent intruders from the inside and outside world from accessing the data that should not be accessed by anyone without a permission. Now, some policies that could be useful are going to be listed and explained below.
[bookmark: _Toc37874779]Acceptable use policy

AUP is responsible for making sure that employees are treating the equipment in an appropriate way and here’s what ciscopress says [1] to make sure it is safe to use and no information is going to be leaked. AUP is basically setting standards for using services such as internet etc.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
[bookmark: _Toc37874780]Device management policy

Device management policy is used for letting the employees do their work faster and more efficient but there are advantages and disadvantages to it and here is what an anonymous author says [2], device management policy is responsible for identifying and creating standards, guidelines and procedures when it comes to accessing the network which is going to contain many confidential data using a device such as mobile phone or laptop. Here are minimum standards for connecting to the network.
· Android phones – v2.3 or higher
· Smartphones – iOS 5.0
· Laptops – Windows 7
The main purpose of this policy is to protect sensitive and confidential data also its integrity. The company is responsible for making sure that this policy is applied to every single device and every single security guide is being followed.
[bookmark: _Toc37874781]Security policy (Check appendix)


[bookmark: _Toc37874782]Cloud Service Provider

Cloud Service Provider is basically a company which allows their customers to store their files on a virtual storage platform and here is what Microsoft Azure [3] says, customers are signing up and they are being asked about the amount of storage that they are planning to use so customers are only paying for the space that they are using – pretty much the same as paying for gas, electricity etc. Cloud Service Provider such as Azure or OneDrive is responsible for keeping every single piece of data saved on the server secure so there will not be any leaks, otherwise the cloud service provider can be sued. Cloud Service Provider is also offering many other advantages and one of them could be availability – files available anywhere by anyone (if permission is given) 24/7. 

[bookmark: _Toc37874783]Countermeasures

In other words, countermeasure is an action taken in order to reduce a harmful effect and now I am going to list, explain and guide how to prevent all the unwanted things and problems in this problem and here’s a deeper explanation of this [4]
There are three types of countermeasures – one of them is No-Tech which is responsible for protection without using the technology and that could be Procedures or policies etc. The other one is called Lo-Tech and Lo-Tech gives us a protection in a physical way and this is going to be door locks, CCTV etc. anything that can stop a thief from physically accessing the information. Last one is called Hi-Tech is used for actions that are not highly efficient when done by a human being and this could be card reader, face recognition, finger print recognition etc.
The company should use a very good and paid Anti-Virus scanner and overall software and set a daily or even hourly scan in order stay safe and prevent any viruses or intruders from accessing the files that should not be accessed by anyone else.
Another step that should be considered is using SSH application layer which stands for “Secure Shell”. Some people confuse SSH with FTP and Telnet but SSH differs a lot when it comes to security features. SSH is preventing users from sending sensitive data such as passwords/usernames etc. and other things that can be used to get an access to something. The information is sent through the wire and every single piece of data is encrypted. Hackers are still able to detect the packets that are flowing but every single packet is greatly encrypted which makes it really hard to decrypt.
Firewall is another basic protection which prevents unwanted connections from coming in, firewall is controlling the connections that are going out and the ones that are coming in. The network administrator can configure the firewall so it can only accept certain packets and IP Addresses which is definitely going to increase the security across the entire network. Firewall is preventing every person from the outside world from accessing the intranet.
[bookmark: _Toc37874784]“BYOT” – What is it?
 
“BYOT” stands for Bring Your Own Device, and here is what University of “Lowa” says, [5] it is a policy or an option which allows employees to bring their own electronic devices such as phones, laptops, tablets and many similar devices. It is allowed to bring your own device and connect it to the network if you know the policy of using it and you are fully aware of consequences if you fail to use it. Bring Your Own Technology can bring many advantages such as increased productivity and disadvantages such as risk of information being leaked through a personal device brought by one of the employees. If BYOT policy is not written properly, then it can lead to some dangerous crimes.



[bookmark: _Toc37874785]Recommended BYOT software - Zoho

The software that I recommend using is called ZOHO, it is a very effective software with high-end security features and here is what ZOHO is saying [6], Zoho allows the employer to fully control the device because of an amazing compatibility with the most popular operation systems such as iOS, Windows and Android. Zoho is using the device authentication, hard to crack passcodes. Every single device protected by Zoho has a function of “remote device lock” so the employer can lock the device if it is stolen or lost, Zoho also allows to wipe the data out and sends live location. Zoho also allows to blacklist URL addresses so employees are actually going to do work instead of surfing through social media, it also allows to blacklist apps so blacklisting Facebook, twitter etc. and other distracting apps is very useful. Safely access to emails is another important feature which Zoho offers to us, Zoho is using an encryption so every email is encrypted. Zoho is always awake because it is creating some reports on every single mobile device so the employer can see the status of the device.
[bookmark: _Toc37874786]Potential leakage of data outside working hours

The risk of potential data leakage outside the office environment or working hours depends on how aware the owner of the device is and here is what w3schools says [7], letting someone else use the device or giving password could lead to data leakage. Joining unknown, untrusted and public Wi-Fi hotspots can lead to data leakage when someone decides to hacks the router. The owner could also fall for phishing websites which can lead to leakage of some important information when signing in into the fake website.

[bookmark: _Toc37874787]

Business and personal usage of device

There are many risks that every employee needs to be aware of and one of them is definitely leaking the data and here is what academic source says [8], the reason why keeping personal information separated from work is because doing personal actions such as surfing the web, social media etc. can lead to unnecessary traffic or potential risks of data leakage. To avoid that, employees should use some kind of Bring Your Own Technology software which blocks access to social media etc. on their personal devices and only allows them to send messages, check e-mails etc. it is also going to increase the productivity. When the device leaves the office (employees’ shift ends), the software turns off and the device goes back to the normal state.

[bookmark: _Toc37874788]Dealing with different brands of devices

First of all, every single devices and operating system should be updated and here’s what academic source says [9], every application should be up to date to avoid any risks of security gaps. Every device should have something called Find My Device or Locate My Device so it is easy to find when it gets lost or someone steals it. This application would allow the boss to remove the data from the lost/stolen device. Another important aspect of dealing with different brands of devices may be obvious but surely stops people from accessing the device – password. The employer should make sure that employees have suitable and difficult password. Every device should be compatible with encryption which is going to allow the employee to have their own personal cloud where they can store their personal files.

[bookmark: _Toc37874789]Dealing with different operating system platforms

Different operating system platforms can be a serious issue and here is what academic source says [10] because each system is different which leads to having different security features, it would be better to have a team of IT Specialists knowing every single system rather than training every single employee on how to deal with this kind of situation. Each operating system should be properly managed and configured by IT Expert, there are many operating systems – iOS, Android, Windows etc.
[bookmark: _Toc37874790]Dealing with different applications on user devices

First of all, the IT team should configure the software so it does not interact in a way that the layout is going to be changed etc and here’s what academic source says [11]. people have their own personal preferences and it should be respected. IT Team should make sure that certain apps and websites are banned such as Facebook, Instagram, and Twitter etc. so the leak of information can get minimised. There are many fake websites and links out the trying to lure innocent people. If an employee accesses a website that is blocked, then it is a red flag and a sign of a phishing website. The owner might want to download some applications and this can get really messy, applications should only be downloaded from trusted sources such as AppStore on iOS and Google Play on Android etc. these two platforms are scanning the app before it gets uploaded to the public for a download.
[bookmark: _Toc37874791]What should be done if the device is lost, stolen or fails?

There are certain steps and procedures that can be executed through a special Bring Your Own Technology software and here’s what academic source says [12] . First of all, the private data needs to be deleted before someone downloads it. But doing that will not prevent the thief from downloading all the data and the reason behind it is that the thief could simply download all the data before employer does it. This means that acting fast and reporting stolen devices is so important. Second step that should be taken is using Find My Device application which is going to allow to see where the stolen device is.
[bookmark: _Toc37874792]Advantages of “BYOT”

“BYOT” has many advantages and here is what “Routledge Taylor & Francis Group” says [13] the obvious one is of course increased productivity and the reason behind it is that some people are used to working on their own devices when they have their own environment and layout. Corporate computers are created by network administrators or some other employees and some employees might not feel as productive as they would be on their own personal device. Members of staff can also work longer hours doing making the smallest effort and we are talking about responding to e-mail after work etc. This can result in an increased productivity and also in increased wages for the employees.

[bookmark: _Toc37874793]Disadvantages of “BYOT”

Bringing Your Own Technology has many advantages and here is what “Routledge Taylor & Francis Group” [14] says, there are people who simply do not have or cannot afford their own personal device which is going to affect them a lot because of other employees getting paid a bit more. There is a way to avoid that and this is providing a personal device to the employee. One of the most obvious and dangerous disadvantages is security, if the employees are not aware of the BYOD policy, then it can lead to some serious crime such as accidental data leak, making the network vulnerable for any attacks etc. employees can accidently download some viruses or spyware which is going to sit inside the network and slowly damage it from the inside and that is the reason why BYOD policy needs to be properly written.


[bookmark: _Toc37874794]

Appendix

[bookmark: _Toc37874795]Security policy

Security policy is basically a set of rules and guidelines that every employee has to follow and here is what Cisco is saying [15] in order to keep the network safe from intruders and crimes. It is protecting the network from malware such as ransomware and outsiders. Security policy has nothing to do with physical work but it is a huge document which lists all the requirements, do’s and don’ts. A security policy needs to also have some kind of solution included in case of the threat. This policy should be presented to every single employee when it is updated so old employees and new employees can be up to date. A good and well-structured network policy can seriously increase the security of the network and here are some rules and guidelines which a good network policy is going to contain.
· Steps, guidelines, rules and also procedures that has to be followed in order to connect to the network or change its properties.
· Groups and permissions – basically checking for any unauthorised and authorised actions that user can execute with certain amount of permissions assigned.
· Governing policy
· Technical policies

[bookmark: _Toc37874796]Steps, guidelines, rules and procedures

Every single organisation or company has a person which is in the power of managing everything and everyone, it is identified as CEO. There is also another person called senior manager or senior management and the role of this position is to write the policy mainly for people taking care of IT services. It is rare for other roles such as CSO or CIO to write the policy but it can always happen. Another important role which could be responsible for taking care of procedures/standards is called Senior Security Staff.

[bookmark: _Toc37874797]Groups and permissions

There are certain groups and with certain permissions assigned. CEO role should be the only role with an access to everything. Let’s use Financial Manager as an example, financial manager should have an access to bank accounts and bank details because it is the highest possible level of permission when it comes to managing the money (except CEO). A person responsible for hiring people is not going to have permission to financial stuff. The example presented above is going to make sure that people can only access the files and details that they need and will surely prevent and reduce the risk of theft and any problems. The CEO should make sure that everything is working as it should be and people do not have the permissions that they do not need.
[bookmark: _Toc37874798]Governing policy

This is a very important policy; this policy is used when there is a high risk of malware/leakage of data. We can identify or treat this policy as a high-level treatment of the issue that might cause some huge and unfixable damage. Governing policy is equally important as other company wide policies. Governing policy is also in charge of managing every single security action in the organisation. Governing policy also includes some information about the responsibilities of people that are affected by this policy.



[bookmark: _Toc37874799]Technical policies

Technical policies are used by the employees and an employer to allow them to do their daily job safely without breaking any laws. Now I am going to list the most important ones and explain their purpose.



[bookmark: _Toc37874800]Password policy 

Password policy is a must when it comes to technical policies. Password is a first level of security that every company should have a good and strong password policy which requires employees to have password with mixed letters, upper case letters and special signs and also with a minimum length of for example 15 characters. Not obeying password policy should have some consequences which are going to prevent other employees from doing that. The system should also require every single member of staff to change their password every certain amount of days and the passwords cannot be the same or similar in any way.

[bookmark: _Toc37874801]Remote access policy

Remote access policy is responsible for defining and setting some standards if someone wishes to get an access to organisation network while being outside the workplace, for example at home. The person trying to connect from home needs to meet some standards such as encryption, anonymity etc. If something gets leaked, then the person that connected to the network is going to face consequences. The person connected remotely is going to be access all the files and stuff stored on the network.
[bookmark: _Toc37874802]

Email policy

Email policy is equally important as every policy because that is one of the easiest ways to secretly transfer viruses and other malware, employees should be really careful even when spam filter is working. If the message seems to be fake or the e-mail address is slightly changed then IT Experts should be immediately informed to prevent other employees from falling for it. Employees should not use their work email for personal stuff, for example shopping online or singing up on different websites. Employees should not also be sending inappropriate and not job related stuff to other employees and people from outside to avoid getting fired and ruining the reputation.
[bookmark: _Toc37874803]
Extranet policy

Extranet policy is a must when it comes to letting other organisation to access the network, extranet policy is a document which every company has to sign if they want to access the network. All consequences and rules should be included in this document. If the third-party organisation breaks any of the rule included in the document, then consequences are going to be applied.



[bookmark: _Toc37874804]Minimum requirements for network access

This policy decides if the device is allowed to connect to the network or not. As the name of the policy says, any device that wants to gain access to the network needs to be properly configured and meet some requirements in order to get an access to the network. This policy should cover every type of device and every operating system so no one is going to left out. This policy should be compatible with Bring Your Own Device policy. For example, the device should have a password etc. and other security features turned on.
[bookmark: _Toc37874805]Router and switch policy

This policy is crucial and every organisation need to have it properly done. Router and switch policy is responsible for securing these two extremely important devices. Router and switch should many and strong security features applied to it such as encryption, firewalls etc. Limited amount of users that can access the network and many others. For example, router and switch could only accept devices with a certain IP address etc. this is going to prevent many people from accessing the network, setting up a firewall to accept certain IP addresses and packets. IT Experts should be informed if there are any unauthorised and unknown connections detected.
[bookmark: _Toc37874806]
Server security policy

Any company without this policy is surely going to fail from the start, server security policy is a must when it comes to having a security policy. Server needs to be properly configured and have a lot of strong and advanced security features which are going to be done, managed and monitored all the time by IT Experts. Some of the security features could be firewall, password, encryption, physical protection such as an scanner, body guard, fingerprint scanner or only letting authorised people to access the server. This policy is basically responsible for keeping the server safe and making sure that only it is only accessed by the people with an access by setting some standards and requirements.

[bookmark: _Toc37874807]Encryption policy

Encryption policy can play a crucial role when it comes securing the data, when other policies fail then encryption policy is still protecting the data preventing intruders from accessing it so proper encryption is a must when it comes to security. Members of staff should be properly and specially trained just to avoid any mistakes because even the smallest mistake could cost the organisation thousands or even millions of money.
[bookmark: _Toc37874808]Network policy (overall look)

Network policy should be treated as a base and standard for networking, network would mean nothing without this policy and the university of Birmingham tells us a bit about it and here is what it says [16] Every single device needs to be checked and enrolled before it can be connected so all the details have to be stored in some kind of database but it all depends on the company and their methods of storing the data. During the enrolment process, the owner of the device is signing some kind of form produced by the company declaring the rights to monitor device whilst it is connected to the network.
If the process of enrolling and approving the devices is finished, the device needs to be configured by the IT experts and they are going to make the device more secure just to prevent any leaks so a basic package of security features is going to be installed and that may include but do not have to – email protection, antivirus, firewall and some clearing app which is going to remove any data which is unnecessary and may be used to get an access to the device. 
Every piece of data that is accessed through the personal device whilst the device is connected to the network is going to be protected and also encrypted to prevent unnecessary data leaks. For example, some important document is going to be encrypted and only allowed to access whilst connected to the company’s network and the document will not be allowed to access at home etc. this gives the company some extra confidence about the security. So for example, any data such as personal banking details, important documents about huge transactions etc is going to be only accessed through company’s network. Any other type of data should be allowed to access through Virtual Private Network.

The networking team has privileges to remove any data which is stored on personal devices if the networking feels like it is the right thing to do in order to keep the company safe. This can be only done if the device was stolen by someone or simply lost. The networking team is also using this feature to remove any data if the employee has left the job.
Every single USB port must be disconnected if the employee is doing work in order to prevent the spread of the virus through USB sticks and other devices like that. Also, every single device such as a phone or a tablet or a laptop is going to have a strong password policy which means that password needs to contain lower and upper case letter, a number and a special sign and also a length which could be for example 15 characters minimum, otherwise the access will not be granted. The user is going to be asked to change the password every certain amount of days declared by the IT experts.
To make it even more secure, the company is going to introduce a screen lock which is going to lock the device if no action has been executed for the past 3 minutes.
Every person that decides to connect to the network is going to hold a full responsibility for the actions taken and their consequences but this rule only obeys personal devices.
Any social media websites or personal websites such as Amazon or Facebook are going to be fully blocked unless the job requires you to access them for some information, in order to get an access every employee needs to speak to the management, otherwise access will not be granted.
There are some actions which could seriously damage the infrastructure and reputation of the company and one of them is definitely accessing the websites by connecting to a different proxy server. Another serious issue could be hacking or accessing the data which should not be accessed using an illegal hacking software.
[bookmark: _Toc37874809]BYOT Flow diagram

I DECIDED TO SUBMIT MY BYOT FLOW DIAGRAM AS A SEPARATE FILE BECAUSE THE DIAGRAM IS TOO BIG TO FIT ON ONE PAGE
[bookmark: _Toc37874810]Packet Tracer Network
[image: ]Here is a model of the network that has been created in software called packet tracer, I decided to have a server, a switch which is going to hold everything together such as PCs, wireless devices for staff Wi-Fi and customer Wi-Fi. Then it all goes to switch which redirects it to accessing the cloud or from home. To make it all secure, I decided to put the password on wireless devices.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged with some credible sources, though more current ones could be used and reduce the number of websites. Key concepts discussed and referencing convention used.  (Grade mark: 63.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]9.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the concepts and principles.  The IEEE report format not used. (Grade mark: 63.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]9.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report explain the relevant areas for this assignment; policy, DFD, network design, etc. no conclusion written. Very good DFD diagram.  (Grade mark: 67.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]27

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design works when pinging end devices within LAN. However lack of security measures implemented on core devices such as the routers.  Security measures considered on wireless routers.   (Grade mark: 55.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]11

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with formatting alignment/justify to make it look more professional. Some grammatical errors and some areas the sentences could be clearer; your writing style can be improved.  (Grade mark: 55.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]63%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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