Case Study 4.2: “Build a Monitoring Strategy”
Scenario
Severn Business Services is a fictional medium-sized organisation with 180 employees. It provides payroll and administrative services to several clients and handles confidential employee and financial information.
Most employees work two days in the office and three days remotely. They access cloud email, shared documents and a cloud payroll application. Some use personal laptops and smartphones under a Bring Your Own Device (BYOD) arrangement.
The organisation also relies on third parties:
· An IT support company has remote administrator access.
· A software vendor maintains the payroll application.
· An external accountant accesses selected financial records.
The internal IT team consists of three people, who manage user support, infrastructure and security. There is no dedicated security analyst or overnight monitoring service.
Recent warning signs
During the past month:
· An employee received several unexpected MFA approval requests.
· A cloud account downloaded hundreds of payroll documents outside normal working hours.
· A personal laptop accessing company files had outdated security software.
· A vendor’s administrator account remained active after its maintenance work ended.
These events have not yet been connected or fully investigated. Logs exist across individual systems, but nobody reviews them consistently.
Management has approved a limited security budget. The organisation can improve its existing tools and purchase some external support, but it cannot establish a fully staffed, 24-hour Security Operations Centre (SOC).
Your group is the security advisory team. Develop a realistic monitoring strategy that protects the organisation’s most important services and data.

Group Tasks
	Task
	Questions to guide your discussion

	1. Top monitoring priorities
	Which accounts, systems and data need attention first? Select and justify your top three priorities.

	2. What should be logged?
	Which records would help you investigate the warning signs? Consider cloud applications, devices and vendor access.

	3. Which alerts matter most?
	Which events require immediate investigation? How would you avoid overwhelming the small IT team?

	4. What should be automated?
	Which tasks could automation handle safely? Which actions need human approval?

	5. What risks remain?
	What might the strategy still miss? Who should own and review those remaining risks?



