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Risk management	Comment by Lesley Grimbaldeston: Apply the range of project management techniques for the range of topics included in the written report showing the ability to research the topics and to apply them to the disaster recovery project.

        We have created a disaster recovery mobile application, as with any project we must consider all risks associated with the project and how to efficiently manage those risks to ensure the safety of everyone involved. This is called risk management, which by definition is “the forecasting and evaluation of financial risks together with the identification of procedures to avoid or minimize their impact” [1].
        Effective risk management is achieved by first identifying potential pit falls and the aftermath of such pit falls. Once this has been assessed, you must then calculate an appropriate method or appropriate methods, in which to reduce the risk from taking effect. Risk management procedures continually be analysing in order to locate and counter any risk factors. 
        Our application ‘Resource Priority Database’ (RPD) is designed to create and maintain the documentation and management of risks. 
The objectives are:
1. Comply with the local and national legislations and standards.
1. Identify all risks and the impact they could have.
1. Calculate the overall sustainability of the project.
1. Carry out risk management procedures effectively.
The objectives will be attained by:
1. Having a risk evaluation matrix in place.
1. Notify all personnel of potential risks.
1. Issuing documents that identified risks, project procedures.
1. Issue document and information on how to minimise risks.









Identify risks	Comment by Lesley Grimbaldeston: Apply the range of project management techniques for the range of topics included in the written report showing the ability to research the topics and to apply them to the disaster recovery project.

        When undergoing any project, it is required by law to undergo a ‘risk assessment’ this is necessary as it identifies who is at risk (employees, stakeholders etc) and what impact these risks could potentially have on the people involved or on the project as  whole.
         To evaluate the possible risks associated with our disaster recovery mobile application I have decide to utilise a ‘risk evaluation matrix’ which is, a matrix used to asses and define the level of risk by looking at the probability against the category of consequence impact. This is an effective visual aid which assists the rick management system and makes the overall decision-making process more efficient. This is because the probable risks will be displayed on a colour coded table, which will alert personnel to the priority and danger of each risk. High priority (RED) risks should be dealt with immediately, while low level risks (BLUE) should be checked on periodically.
        I opted for a ‘risk matrix’ system as I feel there are too many variables within the project which cannot be accessed with accuracy and precision, therefore a low, medium, high extreme, level risk assessment would be more efficient in this case.
For example, the harm severity can be categorized as: High risk, medium risk, Low risk, no risk. The probability of harm occurring might be categorized as acceptable, tolerable, undesired or intolerable.
Within our project there are multiple risk factors to consider, such as:


· Staff changes and experience: New member may join the team, and initially would be unfamiliar with the project and all of the processes within, which could lead to mistakes being made. To avoid this, it would be necessary to have a new staff member ‘shadow’ a more experience team member who is familiar with the equipment and the process, until they feel confident on their own.
· Environment: The RPD team are primarily deployed to disaster zones around the world, this put environmental risk as a major concern. Therefore, it is important to keep team members up to date on specific area protocol.
· External incidents: In a disaster area there are many variables that cannot be accounted for, for example; natural dangers. Equally if one of the vehicles transporting equipment or personnel were to break down, there should always be counter measures in place for as many possible senecios as could be thought of. 
· Internal incidents: An example of this could be if a team leader was unavailable to lead a team in the field. another team leader would have to be appointed, which could cause delays.
· Equipment: Not all personnel on the team may have used all of the given equipment and therefore may not be up to speed with how that equipment works whilst in the field. Therefore, there should always be at least two people who know how all new equipment works. In the worst-case scenario, they would be able to educate the rest of the team during the deployment phase.
· Cuts in resources: Within the RPD team, cuts in recourses could be detrimental, as cuts in staff would result in less staff deployed in disaster areas, putting major strain on existing team members and magnifying the risk on the team members deployed in these high-risk areas.
· Finances: This is an area of concern as we need finances in order to create new technologies and equipment to meet the various needs associated with disaster response. A lack of funds could result in lack of necessary lifesaving equipment/resources.

        The personnel who would be tasked with identifying risks must have information available on the potential events and pitfalls that could affect the project i.e. funding, timescales or scope. 
        There are many ways in which to identify these risks, we could have all personnel come together and work on a ‘mind map’ will suggestions on what the potential risks involved are, and their impact. We could implement a risk evaluation matrix, in order to visual demonstrate the severity and likelihood of various risks. Once we have implemented the evaluation matrix, will would need to implement strategies in which to combat and minimise these risks. 
A checklist to identify areas that may pose potential risks could look like this:
· Environmental Risks (natural disasters).
· Economic Risks (Roads).
· Technical Risks (Vehicle or equipment failure).
· Project Risks (disagreements).
·  Personnel Risks (Injury on dangerous terrain).
· Legal Risks (laws and ethics or different countries of deployment).
· Financial Risks (funding).
        There are many techniques which could be utilised when acting in the prevention of risks, the action taken will be determined by the projected impact of the risk in question.

Here are some prevention strategies to consider:

· Avoid: A risk which can cause detrimental harm to the overall project or physical harm to personnel should be avoided at all cost.
· Reduce: If a risk threatens to cause moderate loss then the frequency to which this activity is done should be reduced. 
· Accept: Some risks must be accepted, this would mean the project can take this ‘risk’ and rarely be affected by it, and that none of the personnel would be physically affected by it.



Code of practise	Comment by Lesley Grimbaldeston: Demonstrate a sound understanding of Project Management techniques by applying concepts learned to your example disaster recovery project.
        The ‘British Computer Society’ (BCS) as well as all other organisations etc is required by law to conform to set codes of Practice. Codes of practice are concerned with professional responsibility, whether it is in relation to clients, to users, or staff etc. 
        When looking into codes of practice you must consider ‘public interest’. This means everyone involved in the project must safeguard public health and safety and care about protecting the environment. All participants must have knowledge and understanding of basic human rights, relevant legislation, etc and must always comply with these.
        Codes of practice are concerned with a multitude of responsibilities such as duty to Employers and Clients. This means all staff and volunteers must maintain a high standard of work and not knowingly or purposefully sabotage the project or any other team members. This also means that no employees or volunteers can share confidential information outside the project and must complete all tasks within the given timelines and not exceed any given budgets. 
        Professional Integrity is a main factor in the codes of practice as it involves, the volunteers and employees striving to always improve their knowledge and skills. Also ensuring they always conform to good practice and maintain high quality standards.
Confidentiality 
        Maintaining employee and volunteer confidentiality is of high importance within this project in order to adhere to ethical practices. This means we will always maintain confidentiality regarding personal information like personal phone numbers, addresses, heath issues and family data, and not give out any of this information to third parties.
Ethical issues
        Ethics are “moral guidelines that an organization as a whole, and the individuals who comprise it, follow to comply with state and federal laws” [2].
        As our project is has no one location and is based in random locations when needed, we strive to always remain ethical, and to treat everyone we encounter with dignity, and always comply with human right legislation at all times and treat people respectfully.
Legal issues
        The RPD project would be working in collaboration with such aid organisations as the Red Cross, whose responsibility would be to ensure that all legalities are in order. RPDs only obligation would be to follow any laws specific to their immediate location and must always look into these laws and legislation prior to entering new locations if necessary (E.g. going to a different country).


Sustainability
        When it comes to the sustainability of an RPD there are multiple factors to consider, as well as the positive and negative affects of software on the environment, you can do this by using ‘orders of impact’ such as:
· First order impact: Immediate effects.
· Second order impact: Enabling effects.
· Third order impacts: Structural effects.
        I have looked through all of these orders of impacts, *I cannot see any immediate effects our software could have, nor do I foresee any indirect affects as a result of using this software. However, there are possible long-term effects from our RPD, this is carbon emissions from the ex-military trucks being deployed in the various disaster zones. These emissions will contribute to the global warming disaster; however, we will look into more environmentally stable and still cost-effective alternatives as they become available.

Economic sustainability
        This is where you must consider what is sustainable and beneficial to both humans and the environment itself, as there is no economic growth without a sustainable environment.
        As we are using large trucks to deploy our database in the various disaster areas, this is a threat to economic sustainability due to the use the fossil fuels required to fuel the initial 30 trucks. As the project grows, so will the amount of trucks necessary, therefore so will the fossil fuels and carbon emissions, creating a larger and ever-growing carbon footprint, which will have detrimental long-term effects on the environment. Whereas with the database itself, I cannot see it having any effect on the economic sustainability of this project.
Environmental sustainability 
        When it comes to our RPD the effects on the environment would occur from the manufacturing process, the impact would be minimal at first as operations and production will be smaller. However, if our project does grow to a global success, there could one day be a factory processing and creating thee materials necessary to manufacture our database, in this eventuality, there would be major environmental effects regarding pollution and global warming.
        As the project grows, so will the amount of trucks necessary to deploy our databases, therefore so will the fossil fuels and carbon emissions, creating a larger and ever-growing carbon footprint. This ever-growing carbon footprint will massively contribute to the greenhouse gasses contributing to global warming, which will have detrimental long-term effects on the environment. Whereas with the database itself, 
Social sustainability 
       Social sustainability is often overlooked; however, it is a key aspect and must be considered. In regard to communities and governments etc the system will not impact this area of social sustainability. However, ensuring the longevity of social suitability within our team will mean, ensuring all ethnicities and genders within the team have equal opportunities etc, ensuring our workforce is diverse, and also maintaining a level of maturity throughout this project, thus ensuring the overall sustainability of staff, therefore ensuring productivity and overall a successful project.
Individual sustainability 
        As our RPD has been designed with the individual user in mind, there Is little to no impact on individual sustainability. This is due to the amount of training neccesssar6y to navigate our database is minimal.
Technical sustainability 
        This form of sustainability is focused on the technology used to create our database, as we are using ‘Microsoft access’ we foresee that we can maintain this model for at least a decade without incurring any major complications or changes. This is because ‘Microsoft’ is the leading programme globally, and we cannot see it being supplanted by another any time soon.
        As the overall design is very simplistic, we believe the technology is very sustainable. Also buy ensuring that the technology is readily available in most areas, the maintenance and repair side of this project is also predicted to be highly sustainable.
         We designed our RPD to be sustainable and had taken into account all of these factors. Overall when looking into all of these factors, economic, environmental, technical, and social, the sustainability of our database and project are very promising. 
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Quality assurances
        Quality of the project is very important; it needs to be clearly established and highly prioritised at the beginning of the project production. This is important as it is highly costly and takes up a lot of valuable time trying to improve the quality of project mid or postproduction.
There are six approaches by which we ensure our software quality, these are:
· Functionality: Our system does what it was designed to do, I believe it also meets function requirements of the user(s). 
· Reliability: The overall reliability of our system is adequate. It is a simple system therefore breakdowns within the system itself would be very rare but should be easy and simple to correct.
· Usability: Our system was deigned to be easy to use and there would be little training required to use it.
· Efficiency: Our system is very efficient in regard to not needing any outside resources to be utilised.
· Maintainability: As we have used a Microsoft software, we expect this to be easily maintained and not incur any major changes for at least a decade, therefore our system is highly maintainable.
· Portability: Our system will be located within our trucks; therefore, it is easily portable. 
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Appendices

Here is an example of a risk evaluation matrix:	Comment by Lesley Grimbaldeston: Create, document and evaluate an appropriate software/hardware/electronics resource and updated project plan
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Project
Home page:	Comment by Lesley Grimbaldeston: Create, document and evaluate an appropriate software/hardware/electronics resource and updated project plan
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Trucks Form:
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Project plan updated:	Comment by Lesley Grimbaldeston: Create, document and evaluate an appropriate software/hardware/electronics resource and updated project plan
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