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Abstract
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I. INTRODUCTION

The purpose of this report is to provide information for cybersecurity to protect network from hackers. To provide solutions it requires covering two parts. Part one is do research of cyber security and the second part is to design and implement a network that has capability of protecting confidential information. Due to the increase of internet connections, which increases vulnerabilities, attacks and threats to the networks. This report focuses on security issues to provide information for future trends in cyber security. This means that, network management and security professional’s responsibility to make sure the network secured from any kind of threats. To decrease network threats, need to implement roles and policies to prevent unauthorised access. Growth of internet connections makes it difficult for the engineers to protect user data on a network from cyber-attacks. Preventions of vulnerabilities, requires developed skills and better understanding to minimize or stabilize of secure communication between end devices. 
II. related wok 
In this research, the author will focus on cyber security and future trends in order to understand to provide protection. The purpose of this report is to identify network risk and provide recommendations and future improvements. The main aim is to protect a network from outsiders. The cyber security is “defined as a collection of tools and procedures that ensure availability, integrity, authenticity and confidentiality “[1]. Nowadays, most network user concerns about their data being lose due to cyber security, as hackers develop new techniques on a daily basis to sneak into the system to gain valuable information. Whereas, network engineers, managements and managers are trying to secure a network or a system from unauthorised access. 

1) Cyber Crime

The cybercrime is act of wrong doing either a machine or a person. According to the report, “machine might have been utilized as part of the commission of a wrong doing or it might be the target” [2]. Cybercrimes are crimes that targeted by criminals through internet to carry out offenses against people to gather information and use those details against them. More users connect to the internet, the greatest risk of being hacked. Criminals often use NetBIOS Enumeration to obtain the list of network policies, passwords, computers and individual hosts that shared to the network.
2) Cyber security

The cyber security is an attention to the innovations and procedures that intended to secure the machines, information, systems from vulnerabilities and assaults conveyed through the internet of digital offenders. According to the report, “ISO 27001 is a universal cyber security standard that gives a model for creating, actualizing, working, checking, auditing, keeping up and enhancing an information security management system” [2]. According to the report, “cyber-attack occurred in Ukraine in 2015 and affected 225000 customers with disconnecting 30 substations for three hours” [3].
3) Cyber Laws

The cyber law is one of the most important methods that used within the computer network to warn ignorant of a specific network procedure. This is a term of legitimate issues identified with utilization of the internet [2]. The cyber law is used to educate users to be aware of such as vulnerabilities and threats. The threats could be individual or organizations in cyberspace. Network professionals intend to educate network users. This is by creating policies and procedures to reduce the risks to a network either from insider or outsider [4]. 
4) Cyber-physical systems

The Cyber Physical System (CPS) is also of the method that build to prevent attacks. Complex infrastructures has advances in computing and communication which enabled the intelligently interface to disturbed the world. The cyber physical system leads to disastrous consequences. This includes physical interface, control system, availability, timing constraints and social technical model. The hackers always try to exploit the physical interface to gain access to a system. This happens when the data transmitted through an open network. In the control system “CPS execute on the premise of one or more underlying control network” [5]. The aim is to collect a user data from a network without the user knowledge. Availability of the cyber physical systems is more severe than standalone digital system. Attacks impact the economy in CPS. In addition, the CPS security and privacy issues increased in the recent years. According to the report, “in order to ease the search, they have provided a classification in CPS domains, attacks, defenses, research trends, network security, and security level implementation and computation strategies” [6]. The report said that, “the use of Deterministic Finite Automata (DFA) in CPS to capture the behavior of the Modbus protocol” [7].  
5) Wireless connectivity 

Increase of wireless connectivity on the network let the network security professionals use different methods to secure the network from outsiders. The professionals said that, “trusting individuals to protect their business interests is often critical and greatly impact their decision to hire or assign various network security personnel” [8]. Types of threats, attacks on wireless network often unintentional. This can happen when broadcasting between wireless accesses points that within the close enough to the Local Area Network LAN to authorised users. Implement security policies and educate user to reduce a network risk.
6) Types of cyber-attacks 

There are two types of social engineering attacks which is targeted and target of opportunity [9]. Each type of attack has its own set to proceed the attacks through a range of techniques. The aim is to send some request and hoping to get some response to gather positive results and exploit attacks. The key threats on the network is ransomware, zero-day attacks, attacks on cloud systems, mobile security and advanced persistent threats [10]. An attacker aiming to gain confidential, sensitive, personal, pseudonymised and anonymized data. Also, there are many kinds of attacks that great cause to websites such as “Trojan, SQL injection and DDOS attack” [11]. The author provides of types of attacks below, which is Spamming, Denial of Service (DOS), Phishing, Website Threats, Botnets and password attacks.
· Spamming

Spamming is used in cyber security to infect the network through sending unsolicited bulk messages to multiple recipients. The messages contain malicious and when the user click it, it will infect the computer to gain access. To protect, use of munging access filtering and content filtering techniques to define and detect spams. According to the report, “access filtering detects spam based on IP and email addresses while the content filtering recognizes predefined text patters in emails to detect spams” [12].
· Denial of service (DoS)

Denial-of-service (DoS) attacks used to makes the network resources not accessible to a use. This is by spreading infections on network traffic to infect systems, computers and servers in order to gain access [12]. To prevent DoS, use of such as intrusion detection systems, malware and firewall. These methods would have implemented to run detection on the network to stop any malicious gaining access into a system.
· Phishing 

Phishing is a method that hacker uses to gain confidential information by exploding network through emails and web spoofing. The way this method works is that, a hacker sent fraudulent emails and direct a user to fraudulent web pages that lure to enter the confidential data [12]. According to the report, an intelligent system that created with algorithms to examine the techniques by describing the phishing website. The outcome engine results of detecting webpages with 97% of classification accuracy [13].
· Website Threats

Various techniques used to attack the website. Nowadays, people rely on Anonymous Communication (AC). Network system ensures the privacy and anonymity kept secure when surfing the internet [14]. There are various websites provides efficient services to internet users [15]. To defend against web server attacks, audit the ports on server regularly, apply encryption methods, limit inbound traffic to port 80 for HTTP and port 443 for HTTPS. Also, ensure the tracking is disabled on the network to reduce the risks that are coming to the networks [16].
· Botnets

The botnet is network malware-infected tool that used by hackers to compromise a computer. This software is “equipped with integrated command and control system to control these zombies” [12]. Cybercriminals use botnet to breach security of users or computers by injecting Trojan viruses.
· Password attacks 
According to the report, “password cracking done by using John Ripper tool on kali Linux” [17]. Even through protected by encryption/hashing still vulnerable to various attack. Most hacker use pre-compiled list of strings to crack password [17].
7) Solutions 
The use of social engineering is to develop models that countermeasures solution to protect the network vulnerabilities. The model is a complex process that can execute many engineering activities and use or create a wide range of respective artifacts. Many models created through different approaches and consideration to exchange engineering information in more secure ways. This helps to provides availability, integrity and confidentiality on a system [18].

It is essential to understand the cyber security to provide a protection. This will require tools such as WPA2 (802:11i) encryption which is one of the Advanced Encryption Standard algorithm AEP and Temporal Key Integrity Protocol TKIP is a standard choice that regards to WPA2. The 802:11i uses various methods to secure devices that connect through Access Point (AP). This uses various methods such dynamic session key rotations, EAP for authentication purpose, benefits of AES more secure than (TKIP) which has better performance [8]. There are various testing tools used with its techniques inject a computer or a system to get a user information. This meant that, both hackers and security professionals in the same level as both consider as experts in either way. 

· Malware

Malware infection monitoring tool is to detect network vulnerabilities and threats. The  Qualys FressScan and Nessus which are some of the tools that used to scan vulnerability on a network [16]. The security problems in mobile devices and wireless network challenges every day to the networks. The “one typical methods in malware detection is the feature extraction like signature and permission information” [16]. This method has “179 features including Application program Interface (API) class, instructions and authorities for detecting zero-day android malicious code” [16]. 
According to this report, the following criteria are used to evaluate the utility of machine learning. “True Positive (TP), True Negative (TN), False Positive (FP) and False Negative (FN)” [11].   “TP indicates that a malware is correctly identified as a malicious application. TN indicates that a benign is detected as a non-malicious application correctly. FP indicates that a benign is falsely detected as a malicious application. FN indicates that a malware is not detected and labeled as a non-malicious application” [11]. This achieved overall accuracy of 96.76% detection on android features. 
· Firewall 

The firewall is a system security framework that provides supervision to the network from unknown activities, gaining access into the system without the knowledge of a user. This actually it defines access, monitoring and managing firewalls in the organizations [19]. In order to protect network from outsiders, configure firewall features to specify traffic follow.
· Anti-virus 

Antivirus software is one of the methods that used on a computer to project any malicious gaining access to a computer through connection of internet. Antivirus is programming software which used to discover and evaluate machine infection [2]. This responsible for preventing, detect and remove malicious. It is responsible for scanning browser hijackers, ransomware and Trojan horse worms and ensure any viruses removed from a computer. 
7.1 Security Policy 

Implement security policies to reduce network risk, either from internal or external. This means that, network users must obey rules and regulation to avoid breaking policies. The goal of security policies is to protect confidential data, prevent unauthorized, modifications and illegal activities. 
User policy 
· User must agree to the network policies

· Guest must agree to the policy to gain access to the resources

· Password only reset via email address, phone number or IT technician 
Password policy
· Minimum requirement is 8 characters mixed with number and letters

· Password must be updated every 6 weeks

· Password must not share to anyone in any case
· Do not write password down and stick to desktop 

Data Policy

Network administrator must implement policies to specify who can access to what such as sources in order to eliminate network risks.  
· Sensitive data only accessible through VPN connected either to internal or external. 
· Unauthorised access to sensitive data, their account will be disabled automatically
· Each group must setup to access to sources that should be
Wireless Policy
· A user only connects to the network wireless through username and password

· No guest can connect to the wireless without authorization

· Do not install any software without permission
Physical Security Policy

Only the people with authority can allow to access to the physical devices area. 
· Unauthorized access in strictly prohibited.

· Fail to comply with this policy will be persecuted.
· Ensure all server doors are locked at all time
Incident Response Policy

All incident report must have witness name printed clearly, signed and dated. Response could be malicious of attacks that accessing into system via such as laptop, USB etc. The author use policy because this will help to assess the situation in the future. 
III. Problem Formulation 
1) Blueprint 

The below figure shows a network blueprint for SA1 Campus. This created by using drawio software. 

[image: image18.png]————

5505
Firewall




Figure 1: Blueprint
2) Traffic intercepts
The below figure shows, that the traffics are intercepted in the current network due to the encryption
. This let the author to recommend implements Virtual Private Network (VPN) for SA1 campus to secure traffics between end devices. These data captured via Wireshark. 
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Figure 2: Traffic intercepts 
IV. design 
1) Network Design

The figure 3 shows a network design which consist of a firewall, routers, layer 3 switches, layer 2 switches, computers, laptops, printers and multiple smart devices. In order to connect these devices, it requires straight-through, crossover, Fiber and Coaxial Medias to link each other to run communications to provide sources and services for University of Wales Trinity Saint David (UWTSD) SA1 campus. The design completed with a combination of hardware and software to meet the user need to maintain the service of their needs. 
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Figure 3: Network Design
V. implementation 
1) Classroom
The author implements smart classroom, which consist of IoT devices, computers and an Access Point (AP). The AP used here, because the author thought it is necessary to students and lecturers to Bring Your Own Device (BYOD) to connect to it. All IoT devices used to monitor the room environments. 
[image: image4.png]printer-
Printerd

Wiindoy
om (4F) ;
== —_—
Za S - —
S =,
S gir Conditioner =
S emarune L Moton Detector PCi0
S Lotz
S Mobon Detector
S Ior7
TabletpCT S
b ‘<>
SMARTPHONE PT
Smartphone 1
Windon
1

Windon




Figure 4: Classroom
2) Garden and Car Park
Below figure shows implementation of garden and car park which required by assignment brief. The internet of things IoT devices are used to monitor activities on the garden. These devices controlled via IoT server by login which username and password setup as garden. 
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Figure 5: Garden & Carpark
3) Firewall:  

This implemented to control inside, DMZ
 and outside network traffics. Inside network configured with security-level 100, outside with zero and DMZ with 70. Inside network can ping outside, but outside cannot ping inside. Please see figure 3 for verification of the arrow pointed connections. 
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4) Server Farm
The below figure is an implementation of server farm which consist of two switches, Internet of Things IoT, DHCP, TFTP, HTTP, DNS, Syslog, FTP and IoT servers. Each device configured, and all communicates along via vlan 30 & 40. 
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Figure 7: Server Farm
5) DHCP server
This figure shows working DHCP server which configured to lease the IP addresses and their information to the network automatically. Client send request to an IP address to the server then the server will response to the request.

6) TFTP server

The Trivial File Transfer Protocol (TFTP) is used to read and write files on the computer through remote server. This will maintain the service of transferring data server, depend whether a user permission to read or write.

7) HTTP server 

The HTTP server is to communicate with web server. This server is responsible for maintaining web server to host website to deliver web content to worldwide through HTTP.

8) DNS server 

This sever is used to maintain the service of translating the names to the internet protocol IP addresses. This will discover the information on the internet and interact with registry to exchange details on the internet. This server is very important because translate names and data between the internet and registry to runs the communication effectively. 

9) Syslog server

This server is used to allow user to log into the system to access to sources. It monitors and provides range of system information as part of network monitoring. In this scenario, the author used to analyze syslog messages.
10) FTP server

This server is used to transfer files between the computers on the network. Purpose of using this server is to exchange end user data on computer accounts.

11) IoT server

This server is configured to monitors internet of things (IoT) devices and ensure all controlled through it.  All setup with server IP address, which is 192.168.30.8, username and password. 
All the basic configurations done on every device. Routers and switches are configured with username and password setup as admin and secret which setup as class which shows on figure 3.
VI. results/Findings and discussions 
In this section, the author going to evaluate results findings to provide information of what went well and not during this report. Figure below shows ping is successful from inside staff PC to outside PC which is IP address of 172.16.10.2. 
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Figure 8: Ping from staff PC to outside PC
Figure below shows ping was not successful from outside PC to inside staff PC which is IP address of 192.168.10.2. this setup with security level to prevent outsider. 
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Figure 9: Ping from outside PC to staff PC
Figure below shows result of Internet of Things (IoT) devices implemented on the garden when login by using username and password as garden. 
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Figure 10: Garden
Figure below shows result of Internet of Things (IoT) devices implemented on the car park when login by using username and password as carpark. 
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Figure 11: Car Park
Figure below shows result of Internet of Things (IoT) devices implemented on the car park when login by using username and password as classroom. 
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Figure 12: Classroom
Figure below shows DHCP working from guest PC. This shows default gateway which vlan 50 and DNS server IP address which is on vlan 30. 
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Figure 13: DHCP Server
Figure below shows the result of FTP Server configured correctly and it is working.
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Figure 14: TFP Server
Figure below shows the result of TFTP Server configured correctly and it is working.
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Figure 15: TFTP Server
Figure below shows the result of DNS Server configured correctly and it is working.
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Figure 16: DNS Server
Figure below shows the result of Web Server configured correctly and it is working.
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Figure 17: Web Server
Figure below shows the result of Syslog Server configured correctly and it is working.
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Figure 18: Syslog Server
VII. Conclusion

Overall, this report went well apart from issue of the problem formulation. Firstly, end-to-end communication intercepts because of no encryption to prevent from happening this. This shows on figure 2. This can be solved by implementing Virtual Private Network (VPN) to whether it is internal or external connection to secure end-to-end communication for SA1 Campus. Due to the limitation of packet tracer, the author was not being able to implement. In addition, due the knowledge limitation, author did not configure remote connection so that the user can connect to the network via secure tunneling. Apart from that, all the network works.
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	 Inclusion of a wide range of research-informed literature. Some areas could do with more referencing. (Grade mark: 73.33%)
	15
	11

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Clear awareness of challenges to established views and the limitations of the knowledge base. (Grade mark: 73.33%)
	15
	11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Your research aspect covered well but it would be good to use the related work to strengthen the practical discussions. You have discussed and explained your practical design as well as demonstrated in your discussion tested results.    You should improve upon your conclusion and clearly outline your future recommendation.  See report for more feedback. (Grade mark: 73.33%)
	30
	22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	A thorough implementation, which is backed up by the use of VPN and remote access. ACLs would have improved the added security and prevented any further unwarranted intrusions or potential to access network infrastructure. The network shows basic security throughout and the extensive configuration on each switch and router shows an attention to detail. (Grade mark: 90.00%)
	30
	27

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Well formatted, flow but a number of your sentences could be rephrased. Some other minor errors. (Grade mark: 70.00%)
	10
	7

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	78%

	
	Up to four weeks late
	
	

	
	First Attempt?
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� PAGE \# "'Page: '#'�'" ��It is a basic abstract. It lets the reader know what the assignment is about.   But this should be the last thing you write after completing an assignment or a project recapping key outcomes.


� PAGE \# "'Page: '#'�'" ��This bit would be more appropriate under introduction.


� PAGE \# "'Page: '#'�'" ��Not written clearly.


� PAGE \# "'Page: '#'�'" ��Write abbreviations out in full on first use.


� PAGE \# "'Page: '#'�'" ��Your conclusion should include key areas or finding from your research and experiment and state or recommend future improvements. 
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