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Wit edchieafisio its description a Security Controls Definition of Security Control Types

Controls that restore resources, functions, and capabilities after a violation of security policy.
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Controls that restore the system back to a state of confidentiality, integrity, and availability,
and return systems to normal after unauthorized activity occurs.

Controls that discourage cyber criminals from gaining unauthorized access to information
systems and/or sensitive data.

Preventative Detective
Controls that restrict or stop unwanted or unauthorized activity from happening.
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Recovery Deterrent
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Controls that can be very simple, such as a motion detector or security guard. They can also
be more complex, such as an intrusion detection system.

Corrective Compensative

Controls that provide options to other controls to bolster enforcement and support of a
security policy. It can also be a substitution used in place of control that is not possible under
the circumstances.
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[riex the@higiepBate column for each Description Encryption Type Symmetrical ~ Asymmetrical

description.
Share a common key for encryption and decryption.

Faster and uses less processing resources.
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Key management can be a issue as the number of users increase.

Uses RSA (Rivest-Shamir-Adleman).

Uses Digital Encryption Standard (DES).

Used by applications like IKE, SSH, PGP, and SSL.

Typically requires a third party key management service.
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Use a public key to encrypt and private key to decrypt.
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Type of Access

NieEat el @ Firtto its description. A term may be
Control

used more than once.

Description of Access Control Strategies
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Strategy based on job functions.
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egy that uses security labels: top secret, secret, confidential, and unclassified.
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egy based on access control lists.
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Mandatory Access Role-based Access

Control Control
Strategy helpful in large organizations with hundreds of users and thousands of possible

permissions.
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Discretionary Access Rule-based Access
Control Control
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egy based on the security classification of the object and label attached to the user.
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Strategy based on how the owner of an object determines which subjects can access that
object and what specific access they may have.
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What You Know Who You Are
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What You Have Multi-factor
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Description

A security key fob and PIN is a good example

Uses passwords, passphrase, passcode, passkey, or PIN

Uses physiological characteristics

Uses ID cards, badges and keys
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