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1 CHAPTER 1: INTRODUCTION 

The main goal of every firm at the present period is to maximise the shareholder’s wealth, 

and also to maintain a competitive edge in the industrial sector by increasing work efficiency and 

accuracy in day-to-day business operations. All businesses look for creative solutions and new 

methods to operate to meet financial and non-financial goals of organisations. Although the 

advancement in the information technology (IT) sector has made it hard for firms to achieve these 

objectives and hold equal consideration while making strategies for future objectives (Pepe, 2011). 

One of the main objectives of firms is to maintain accuracy as well as to keep track of financial 

information and to keep business up-to-date. 

This research is based on in-depth analysis of the use of cloud accounting software, on how 

the advancement of technology influenced businesses to move from traditional accounting systems 

to modern accounting ones such as cloud accounting use in Small and Medium-sized enterprises 

(SMEs). Cloud accounting is similar to established accounting software however, it can be 

accessed from anywhere in the world (Keating, 2022). This means that the user can access business 

data from any place and at any time they want. This has made decision making easier. Furthermore, 

since financial information can be tracked by the personnel without them having it on their system,  

information would be stored in a main system which can be accessed by everyone who has the 

permission to access it. Small and medium organisations can significantly upgrade themselves by 

using this data-driven software (Khanom, 2017). 

 

1.1 Research Background 

Technology advancement has been crucial in the twenty-first century, and the adoption of 

cloud computing by SMEs has skyrocketed. The use of cloud computing has had both positive and 



negative effects on the accounting industry and it is also reasonable to say that positive outcomes 

have outweighed negative ones (Fadel and Trilling, 2009). Within this thesis the researcher has 

considered these positive outcomes as being; transparency, accuracy, accessibility, efficiency and 

interest of stake holders in businesses as a result. However, a clear negative outcome is the constant 

cyber security risk which will increase the IT support requirement at all times to prevent crashes 

of the main data system, which could result in stolen or lost data which would take significant time 

to recover (Sun Z et. al,2014). Small and medium organisations can significantly upgrade 

themselves by using data-driven software which this thesis will unpack. This section will provide 

the overview of the research that was conducted on SMEs to understand the impact of cloud 

accounting on small and medium organisations.    

 

1.2 Research Aim 

The primary aim of the thesis was to assess the impact of cloud accounting on medium and 

small-sized organisations. The technical advancements in recent years that have seen small 

organisations using technology for growth will be the case study in question used to illustrate the 

arguments of this thesis. 

 

1.3 Research Rationale 

The motivation behind this research was to analyse the impact of cloud accounting on 

SMEs. The researcher aims to identify the benefits and risks associated with cloud accounting such 

as accuracy, efficiency, effectiveness, operational cost, data confidentiality and loss of data in an 

SME as evolving trends are helping businesses to effectively improve their business operations at 



the lowest cost. (Chen and Zhao, 2012). For these reasons it is important to study the impact of 

cloud accounting in an organisation as these trends could effectively impact SMEs in future.  

 

1.4 Research Objectives 

1. To assess the impact of cloud accounting on SMEs. 

2. To effectively assess how the latest technology of cloud accounting is successfully utilised 

by the SMEs in question. 

3. To effectively demonstrate the influence of Cloud accounting in the present scenario and 

impact of it on the future business of SMEs. 

4. To study the details of various cloud accounting software on SMEs     

 

1.5 Research questions 

1. What is the impact of cloud accounting on the SMEs? 

2. How are SMEs assessing the latest technology of cloud accounting? 

3. What could be the influence of cloud accounting on future SMEs? 

 

  



2 CHAPTER 2: LITERATURE REVIEW 

One of the information technology industry's most hotly debated subjects in recent years 

has been the digitization of accounting in business (Christauskas and Miseviciene, 2014). The 

Accounting Information System can be used to describe the idea of accounting software (AIS). A 

computerised system called an AIS produces reports for companies and financial insights as a 

basis for managerial-level strategic decisions for both internal and external users. An AIS is a 

process that combines linked components to gather accounting, raw data, or regular data, 

transform them into financial data, and then communicate that information to decision-makers 

(Soudani, 2012). 

 

2.1 History of accounting software 

In the past the accounting process to record transactions and to generate reports was 

manual, but as technology advanced accounting methods were switched to advanced methods. 

Whole accounting systems were converted into computerized accounting softwares. Punching card 

devices were used to launch the accounting software revolution in the 19th century. It was later 

utilised for fundamental calculations in 1928 (castelluccio, 2022). In 1955, the first “Electronic 

Recording Machine” computer system was invented for accounting purposes (Parsons, 2022). In 

1959, the IBM incorporation invented the ’9pac’ accounting program to modernize the accounting 

world. Significantly, in 1973, companies introduced ‘SAP’ accounting software with flexible 

features and in doing so created the path to automated financial transactions which helped 

businesses to make decisions at executive level (Novinson,2013). Until then, accounting software 

had not been available to the public, but with the revolution in 1978 of Peachtree accounting 



software being introduced, this could now, for the first time, be made available for sale to the 

general public.  

The automated accounting programme "Quick Books" for personal finances was created 

by Intuit Inc. in 1983. (Nyberg,2019). Additionally, Turbo Tax was made available to the general 

public. The business sector has seen rapid and unprecedented change in the last two decades. 

Reliance on information technology and the demand for online accounting software means that 

‘Cloud accounting ‘usage is increasing for accounting professionals who are using it to improve 

the efficiency of business operations and to increase the credibility and accuracy of financial 

records to further gain the trust and respect of stakeholders. (Scott, 2015). 

 

2.2 Types of Accounting Information System 

Depending on an organisation's structure and the needs of SMEs, AIS fall into three types 

(Turner et al., 2022). 

 

2.2.1 Manual Systems 

Medium and large organisations are already using computerised accounting software to 

keep data up-to-date while smaller firms may often use completely manual systems to keep 

financial records up-to-date. Manual systems are also very important for large organisations in 

order to perform some specific tasks in order to strategize business operations such as the printing 

of payslips, which can be filled in by automated systems, while employee time cards, on the other 

hand, are filled in manually. The complete manual system requires the entire accounting process 

from recording transactions, to posting in final accounts manually. It also requires there to be a 



source of a transactions which can be used in an audit process to support the validity of financial 

records (Dalci and Tanis2004).  

 

2.2.2 Legacy systems 

Legacy systems are the oldest systems which were installed in an organisation before the 

advancement of technology many years ago (Vijaya and Venkataraman, 2018). The systems were 

installed with customised features which were not so easily available in accounting softwares. Due 

to a defect known as "Y2kg" that affected the rollover of the clock from 1999 to 2000 and misread 

the time and dates on crucial documents, legacy systems eventually went out of date and businesses 

installed new systems before the year 2000. Most organisations updated legacy systems with new 

technology to save their historical data and to maintain up-to-date systems without the need for 

replacements (Irani, Themistocleous and Love, 2003). 

 

2.2.3 Modern Integrated Systems 

In this new era in the accounting world, there are large numbers of accounting softwares 

available on the market for sale. Organisations purchase these softwares to integrate their 

business operations. Previously, softwares were developed by the in-house or local IT teams of 

an organisation according to the needs of the specific firm. Today, firms can purchase softwares 

and modify them according to their requirements (Ghasemia et. al,2011). The developed 

softwares have been far more user friendly than legacy systems were. 

There are two types of modern computing systems. One is cloud computing and other is a 

client server model.  The client server model is a distribution of application models that divided 

web-based tasks between client and server, where a client requests information and the server 



provides required information to the client, such as, whether it is a general model which is used 

by millions of people every day in order that they can get information from web servers for 

personal use (Choudhary et.al., 2017). By following this model, large organisations integrate 

their business operations by connecting servers with main systems of organisations where 

managers request information and main servers respond to their request automatically. 

 

Figure 1: Client Server Model 

 

Cloud computing is the second category of contemporary system. It is necessary to 

comprehend the many sorts of cloud computing in order to comprehend cloud accounting. To offer 

SMEs commercially available cloud accounting software, all major cloud accounting vendors 

distribute cloud computing in the accounting sector (Dimitriu and Matei, 2014). 

 



 

Figure 2: Cloud Computing Frame Work 

 

2.3 Cloud Computing 

The National Institute of Standards and Technology (NIST) of the United States provided 

the general definition of cloud computing: “Cloud computing is a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that can be rapidly provisioned and released 

with minimal management effort or service provider interacti” (Mell and Grance, 2011). IT 

platforms for SMEs are supplied via cloud computing, where software is not sold as a product but 

rather as a service to store data on the cloud rather than on hardware (Christauskas and 

Miseviciene, 2012). 

 

2.4 Types of Cloud Computing 

The three different types of cloud computing models are as follows: 



 

Figure 3: Types of Cloud Computing 

  

 

2.4.1 Infrastructure as a service (IaaS) 

In this bottom tier of cloud computing, suppliers rent out virtual computing resources to 

customers. For instance, variable storage space, etc. In this kind of infrastructure, businesses can 

quickly create their own cloud servers and applications on top of the vendor's cloud server. 

 

2.4.2 Platform as a service (PaaS) 

This medium-level Cloud computing infrastructure is offered by suppliers to customers so 

that they can easily manage and create custom apps. Clients can create customised applications or 

softwares by using various programming languages where high storage and servers are provided 

by cloud service vendors at minimum cost. 

 

2.4.3 Software as a service (SaaS) 

This is the most common cloud computing infrastructure provided by vendors to clients. 

The organisation does not require software or hardware because all services are provided by a 



cloud service provider to a client where the client can access softwares online. This SaaS provider-

only service, provides software to a client on a monthly or annual paid subscription basis. 

 

2.5 Overview of cloud accounting in SMEs 

Other SMEs are recognised as being fuel economic engines (Pathan, Akram and Latif, 

2017). The use of IT and other tools has increased the accountability required of firms, as shown 

in corporate reporting, because it has made trustworthy, pertinent, and transparent information 

more accessible (Y.vEveringen, 2000). Enterprise Resource Planning (ERP) is being used by 

SMEs so that they may run under the same database. Some ERP systems are overly expensive, 

costing more than $100 million, and they will cost even more if a customised ERP system is 

introduced, as is sometimes necessary. One of the major obstacles for SMEs is investment, thus 

businesses with limited funding rely on cloud accounting services (Beck, 2007). 

According to a Cisco Systems estimate from February 2018, by 2022, cloud service 

providers will host 94% of company workloads, while traditional applications will host 6%. 

(Beck, 2007). According to their organisational requirements, SMEs use customised cloud 

accounting softwares that are tightly integrated with AISs and record and execute transactions 

like payroll services, bookkeeping, trail balance, etc. (Trigo, 2016). SMEs use cloud accounting 

SaaS softwares (Haselmann and Vossen 2011). Accounting softwares’ sum functions are as 

follows: 

 



Table 1: Functions of AIS 

 

 

 

2.6 Benefits of Cloud Accounting 

Cloud based accounting can provide benefits to both the accounting profession and to 

businesses more broadly. Accounting systems are customised to process financial information in 

an efficient way. SMEs are using; Xero, QuickBooks, FreshBooks and other such cloud accounting 

softwares in the UK. In the UK, cloud service providers are providing easy solutions to SMEs in 

the form of SaaS which can reduce costs and a service provider will be responsible for the 

maintenance of the accounting software as well as the backup systems which are also located with 

the service providers where data will be safe. (Dimitriu and Matei, 2014a, 2014c). According to 

existing studies there are several benefits and barriers to using cloud accounting. It has provided 

several benefits to SMEs such as flexible working environments, easy sharing of financial 



information with clients and stakeholders and minimum IT maintenance costs for SMEs (Prichici 

and Ionescu, 2015). Cloud accounting is not similar to traditional accounting software as it does 

not require; various conditions such as IT experts to install and configure system settings, license 

fees or personal servers. Cloud accounting also helps businesses to access real-time information 

(Ionescu, B, et.al 2013). 

Arsenie-samoli argued that cloud accounting reduces the initial upfront expenses such as 

the cost to install new hardware, software and personal servers to store information; expertise 

expenses and the cost of Computer systems are also less than traditional accounting software 

(2011, p784). Ionescu, B et. Al, conducted a study in 2013 in Romania using a return on investment 

policy to justify the use of cloud accounting in SMEs. They concluded that the use of cloud 

accounting is more beneficial as well as more profitable (2013, p107). Similarly, another 

researcher conducted a study using a theoretical approach to analyse the use of cloud accounting 

in businesses and concluded that it helps businesses to centralize accounting operations such as 

cash sales, creditors, debtors and gives the real-time status of financial information which helps to 

respond to the queries of stakeholders in a more efficient manner (pacurari and nechita, 2013). 

 

2.7 Drawbacks of Cloud Accounting 

While there are numerous clear benefits in opting for cloud accounting, there 

simultaneously exist several drawbacks. Many accounting professionals still preference their 

traditional modes of accounting over cloud accounting. The main concern of accountants and firms 

is the security risk of cloud accounting especially where they deal with important and confidential 

financial records (Armbrust et al., 2010). Christauskas (2014) highlighted this same concern about 

the risk of cloud security, stating that the main barrier for SMEs is the risk of security over 



accounting transactions as SMEs have less resources for IT teams and, to paraphrase, the lack of 

an overview on cyber security prevents firms from being able to adopt cloud accounting in good 

faith. Two researchers Muca and Shakurti conducted a survey by including 66 accountants and 

they concluded that the major blockers to allowing the use of cloud accounting are organisational 

polices and data security risks. (2014, p2). 

Another concern about using cloud accounting, frequently raised by users, are fears about 

of loss of access to financial data. By using cloud accounting, the physical locations of servers and 

of data centres are unknown and lack of availability of cloud services leads to a blocking of access 

to information which can result in loss of revenue and financial data (sultan, 2011). Data 

confidentiality is also a significant concern and one of the main disadvantages of adopting cloud 

services is that data is stored in third party locations, these are not known to businesses but are 

controlled by a third party, which to many, may seem precarious and therefore unsafe (Marston et 

al, 2011). 

3 CHAPTER 3: METHODOLOGY 

3.1 Introduction  

This section focuses on the dissertation's research methodology because choosing 

appropriate methodology is important for determining the credibility of the research paper. Due to 

non-availability of up-to-date critical literature about cloud accounting usage in SMEs, this 

dissertation will make use of secondary sources to substantiate the research arguments. The report 

will use quantitative data to conduct research from individuals working in SMEs by means of this 

secondary data.  

 



3.2 Research Approach  

There are three common research approaches used by researchers qualitative, quantitative or 

a mixed approach for conducting research (Williams,2011). Qualitative research methodology 

focuses on the detailed observations of respondents and data is represented by words. In basic 

terms, quantitative research methods for data collection focus on collecting and analysing 

structured statistical data which can be represented numerically, with the help of using statistical 

tools on computer, by using SPSS. After careful consideration of the characteristics of all 

mentioned research approaches the researcher has mainly adopted the quantitative approach and 

the researcher will use secondary data to gauge the sentiments of those interacting with cloud 

software and to weigh up their respective stances.  

 

3.3 Source of Information 

The information is collected from several sources such as financial and audit reports 

available online, academic articles, journals and publications from different researchers through 

online portals including; Elsevier, SAGE, Research Gate, or Google scholar. The information was 

selected based on the requirement of the specific research in question, however, some of the 

articles which were outdated were nevertheless taken into account as they are recognised by 

researchers.  

 

3.4 Secondary Data Collection  

This is the most important part of the research for this dissertation. Because of the non-

availability of previous data on SME firms, the researcher used this method to engage directly with 

the core data to substantiate this thesis.  



 

3.3.1 Instrument for Data Collection 

The researcher utilised secondary data in order to illuminate the points made in the 

dissertation. It sought to ascertain the extent to which those doing online accounting are using 

cloud accounting software, organisation names etc. Other considerations included assessing the 

risks and benefits associated with the use of cloud accounting, the nature of firms in question, the 

effect of cloud accounting on human resources in an organisation and within cloud accounting and 

the risk associated while conducting audits on SMEs. The 3rd section was designed for the 

respondents who were not using cloud accounting to identify the reasons why they are not using it 

and to gauge how long they will take to adopt cloud accounting moving forward. 

  

3.3.2 Research Audience 

The target audience was the personnel working in SME organisations as well as in other 

SMEs. The views of those working in organisations’ IT or accounting department were focused 

on in order to get the most appropriate data for the research work. Senior and experienced 

personnel were preferred as they have experience of both manual and cloud based accounting 

software.  

3.3.3  Data Analysis 

Secondary data analysis, which is employed for this dissertation, involves here a researcher 

using the information available to assess the impact of cloud accounting on Small and Medium-

sized enterprises.  

 

  



4 CHAPTER 4: RESULTS  

4.1 Improving Cloud Security 

The information security of cloud services is largely based on trust between the customer 

and the service provider. Therefore, the customer should always first thoroughly familiarise 

themself with the background and security practices of the service provider before implementing 

the service. In most cases, the areas of responsibility for information security in a cloud service 

can be divided into the parts that fall under the responsibility of the service provider and the 

customer (Hassanalieragh et al., 2015). The information security of the cloud service is therefore 

not only made up of the information security practices of the service provider, but the customer 

also has responsibility for making the cloud secure, according to the service model. 

 

4.2 Identity and Access Management 

As mentioned in the previous risk section, insufficient identity and access management in 

the cloud environment pose a big threat to the company. Previously, threats posed by identity 

and access management were discussed, so the next paragraph discusses ways in which identity 

and access management can be made more secure (Ross and Blumenstein, 2015). 

 

4.2.1 The Principle of Least Access Rights 

The principle of least access rights means that any device, process or user should have the 

smallest possible access rights to perform the task. In practice, this means that, for example, a 

programmer does not need rights to the company's financial data, or a normal user the rights of a 

system administrator, i.e. the highest possible rights. Adhering to the principle of least access 

rights significantly reduces the risk that attackers would gain control of the company's critical 



systems or sensitive data only by exploiting so-called normal low-level user accounts. The 

principle of least access rights can also be used to prevent a potential virus from spreading 

directly throughout the company, because if one employee's credentials have fallen into the 

wrong hands, the attacker only has access to the systems used by this employee (Buyya, Broberg 

and Goscinski, 2011). If an employee had a user account with system administrator rights, the 

virus could spread directly to all the company's systems. Even users with system administrator 

rights should have a user account with lower rights, which is always used when system 

administrator rights are not necessary.  

 

4.3 SWOT analysis of the use of SaaS applications in companies 

Today, more and more companies have either moved or are moving to use cloud services. 

In the corporate world, the purpose of a SWOT analysis is to help companies understand what 

kind of internal and external factors should be taken into account when using SaaS-based cloud 

services (Armbrust, A. Fox, and R. Griffith, 2009). In order for companies to be prepared for the 

threats and weaknesses brought by SaaS applications, it is good to look at the characteristics of 

the applications using this four-field analysis. The SaaS service model has many benefits and 

some problems for companies. The analysis is divided into positive and negative factors. 

  

4.3.1 Strengths 

By using SaaS applications, companies have less responsibility in IT matters. The service 

provider is responsible for the licenses, updates, availability and operation of the applications. 

The applications can be used from any device with a working Internet connection and a browser. 

In SaaS applications, files are stored in companies' data centres. Companies also don't have to 



worry about updates or maintenance of server computers, as the service provider is also 

responsible for them. The introduction of SaaS applications is very often effortless and fast, as 

there is no need to do separate software installations. Companies can very often try apps for free, 

after which the contract can potentially be extended. The trial period of just one contract period 

gives companies the opportunity to familiarise themselves with the applications thoroughly. 

By using SaaS applications, companies can save on the overall cost of IT applications (Aleem 

and Ryan Sprott, 2012). Applications are usually paid for with a monthly fee, which allows 

companies to quickly react to changes in workload by adding or reducing services. In the 

traditional model, a separate license must be purchased for each application or application 

package. The workload of companies may vary seasonally, so by using SaaS applications, 

resources are used efficiently. Unlike the traditional model, using SaaS applications, companies 

only pay for the applications they use. 

 

4.3.2 Weaknesses 

It is difficult for service providers to plan and implement unified applications that would 

meet the needs of all different companies. Many companies want to modify the software 

according to their own needs or possibly add additional features to the applications. Companies 

cannot modify SaaS applications, as their customisation options are limited. SaaS applications 

have increased their popularity precisely because of their availability and because of their 

simplicity (Hashem et al., 2015). If the service providers allowed companies to modify the 

program code, the availability of the software could decrease due to possible program errors. 

Some companies may need the ability to modify the operation of SaaS applications so that the 

application fully meets the needs of the respective companies. 



File availability is simultaneously one of the biggest advantages and disadvantages of 

SaaS applications. The files are stored on the service providers’ servers. In order to access the 

files, of course, a working Internet connection is required. Benefits include, for example, the 

availability of files. Files can be accessed with a working Internet connection regardless of 

location and device. If the service provider's servers are down or the Internet connection is not 

available for some reason, companies have absolutely no possibility to use the applications or 

even view the files of the applications. It is difficult to use applications with slow or unstable 

data connections, as the services rely on an Internet connection (King and Raja, 2013). 

 

4.3.3 Opportunities 

Customers of SaaS applications do not need to worry about software updates. SaaS 

applications are priced either monthly or annually, and very often service providers offer free 

software updates to their customers. New updates are often useful and may include new features 

that allow companies to speed up their business processes even more. As the competition grows, 

companies must focus more and more on their core business and save on costs in order to 

succeed in the global market. SaaS applications are flexible, so services can be turned on or off 

as needed. When using the services, companies do not need to invest in, for example, license 

fees, server computers, or paying the salaries of IT support staff. Companies can also change the 

service provider of the SaaS application if necessary (Lele, 2019). A new application may enter 

the market that meets the company's needs more precisely than the application in use. In the 

traditional model, changing software can be a drawn-out and tedious process, especially if the 

company has a lot of terminals. 



Today, every company has to more or less use IT services in some form. Service 

providers are constantly developing their services and bringing new cloud-based applications to 

the market for different uses (Chawla and Diwaker, 2012). 

 

4.3.4 Threats 

The servers of SaaS application service providers are distributed in many different 

countries. Companies must therefore prepare for a situation where business-critical files are 

stored in a different country than where the company itself is located. The laws of different 

countries may differ from the laws of the company's home country, so the company must be 

prepared for possible information security risks. The files used in SaaS applications are stored on 

the service provider's servers. Let's take an example where a user has accidentally deleted 

important files. If the files were stored locally on the user's computer, the companies themselves 

could try to get the data back using different methods. In SaaS applications, this is impossible, as 

users cannot access hardware resources (Ruan et al., 2013). There may also be errors in file 

synchronization if there are problems with the Internet connection while using the application. In 

this case, the changes made by the user are not saved on the service provider's servers, which 

may cause many lost working hours. 

The absence of local IT support staff may cause problems in situations where errors 

should be corrected as quickly as possible. The company's own local IT support can react to 

problems much faster than the IT support staff of SaaS applications. This is critical in business 

models where every lost minute of work causes considerable costs for the company. Service 

providers of SaaS applications may offer support in a language that is not necessarily familiar to 

the company's employee, so providing the necessary support may even be impossible in some 



cases. According to the forecast, a good 60% of service providers' operating profits in 2018 will 

come from SaaS applications. SaaS applications are growing in popularity among both business 

and private users (Nowicka, 2017). 

 

Figure 4: Forecast's prediction of the ratio of operating profits of service providers of SaaS-

based CRM applications  



5 CHAPTER 5: DISCUSSION 

5.1 Microsoft Azure information security 

Azure is a public IaaS cloud service released by Microsoft in 2010, which enables 

companies to run their infrastructure in the cloud. It works on the pay-for-what-you-use 

principle, which is why it is often a very cost-effective solution for companies. Azure enables 

companies to use hundreds of different services on one platform. For example, company 

databases, storage spaces and websites can be run in Azure. Azure also offers companies many 

services, such as Azure Active Directory, which works in the same way as normal Active 

Directory, but in the cloud (Gia et al., 2015).   

Microsoft spends a billion dollars every year to improve its information security, most of 

which is budgeted for new innovations. According to Azure's director of information security on 

the board, moving to the cloud is a turning point where the thinking model about cyber security 

must be changed. He also says that 90% of the threat landscape he sees starts with the human 

element, i.e. a mistake made by a person, which somehow endangers security. According to 

Devereaux and Gottlieb, (2012), in an ideal situation, we end up in a world where people do not 

interact with the Azure production environment at all.  

The amount of money Microsoft spends annually on information security alone is 

therefore compelling and gives the impression that the company cares about its customers' 

information security and wants to develop it continuously. Most of the customers who use Azure 

hardly have the resources to put so much money into information security and its development. 

This makes Azure look like a very attractive option for the company also in the field of 

information security (-, 2013). 

 



5.2 Data Centers and their Security 

Azure consists of globally distributed data centres located in 52 different regions. These 

areas are divided geographically and this ensures the location, sovereignty of the data and that 

the legislation and requirements of the area are followed when processing the data. This enables 

the use of Azure also for those customers who have specific regulations related to the location of 

information and its storage. These geographic locations are resilient to withstand entire regional 

failures, because in the event of a failure, the data centre is connected to a separate high-capacity 

network infrastructure intended for it (de Bruin and Floridi, 2017).  

Within regions, data centres are divided into many different locations, called availability 

regions. Each availability zone consists of one or more data centres, all equipped with 

independent power supplies, cooling and networking. With the help of these availability areas, it 

is possible to keep data availability high and enable low-latency data replication. Consequently, 

the company can also run business-critical programs in Azure (Villamizar et al., 2015). 



 

Figure 5: Azure data centres and regions are divided and connected to each other 

 

5.3 Azure Database 

In order to protect customer data and offer strong security features, the Azure database 

has its own security capabilities. The Azure database only supports the TDS protocol, which 

requires that the database can only be accessed over the default port, i.e. TCP/1433. Azure's 

database also contains its own firewall, which blocks all traffic to the database by default. The 

database gateway also has DosGuard, which protects against denial of service attacks, which 

actively monitors rejected logins from IP addresses and can thus block login attempts, if they 

constantly come from the same IP address (Issa, Chang and Issa, 2011).  

 



5.4 Protection of Customer Data 

Microsoft offers its customers strong data protection by default and also optionally by the 

customer. Customer data is protected, for example, by data segregation, i.e. separation and data 

encryption. Microsoft naturally does not monitor or observe the customer's data, and does not 

know what kind of data the customer stores in Azure. By default, Microsoft's operations and 

support staff also do not have access to customer data. If these people need access to the data, 

approval is always done by the management (Merschbrock and Munkvold, 2015). Access to data 

is carefully managed and visits are recorded in a logbook, and people are always granted the 

smallest possible rights to perform the task. Customers' virtual machines also do not have 

Microsoft's own normal or administrative users.  

Separation of data is important, because Azure is a multi-customer service and the data of 

many customers is stored on the same physical devices. Azure uses logical isolation to separate 

customer data. Separation therefore provides the scope and financial benefits of a multi-customer 

service, while preventing customers from accessing each other's data. Azure offers its customers 

a wide range of different data encryption options, giving the customer the flexibility to choose 

the solution that best supports the company's needs. The client company is therefore itself 

responsible for ensuring that data encryption in Azure is handled in accordance with the 

company's practices (Topol, 2019). Azure has an application called Key Vault, which allows the 

client company to easily control the keys used to encrypt data. The customer can also enable 

encryption between their own virtual machines and end users' machines. Incoming or outgoing 

traffic can therefore be encrypted. Azure uses the TLS 1.2 or later protocol for this with 2048-bit 

RSA/SHA256 encryption keys in accordance with the recommendations of the CESG/NCSC 

(Wu and Lin, 2013). 



 

5.5 Azure Availability & Confidentiality 

Microsoft promises its service high availability, reliability, efficiency and scalability, 

which are achieved with the extensive redundancy available through virtualization technology. 

Microsoft's data centres have uninterruptible power supplies that ensure a continuous power 

supply in the event of short power outages. In addition to this, the data centres also have 

generators that produce electricity in case of longer outages or maintenance outages. The data 

centres also have generators that run on fuel, which are used in the event of a natural disaster. 

Microsoft monitors Azure's production environment every day of the year 24/7 for emergency 

situations and outages (Kane et al., 2015). The customer's access to the Azure database is 

ensured through a gateway where the database is constantly available. The health and status of 

active databases is also monitored with checks every five minutes.  

Microsoft was also the target of a major data breach in December 2019, when 250 million 

customer records were obtained from its database. The database contained Microsoft's customer 

support analytics data, which was, however, anonymized. The data included e-mail addresses, IP 

addresses and information on support cases, for example. However, according to Microsoft, most 

of the registers did not contain personal data, and according to it, personal data is also removed 

from support cases using automated tools in accordance with the procedures when they are 

exported to the database (Potts, 2012). However, some e-mail addresses had ended up in the 

database in such a form that it was possible to read the names of customers. According to 

Microsoft, this data breach was caused by incorrectly configured Azure security rules. 

  



6 CHAPTER 6: CONCLUSION 

 The popularity of cloud services has grown significantly over the past few years, and 

more and more companies are switching or considering switching to cloud services. Cloud 

services have many benefits for companies. The benefits can be, for example, efficient joint use 

of IT resources and business efficiency with the cost savings brought by cloud services. The rise 

in popularity of the services has been influenced by a number of mutually influencing factors, for 

example the development of technology and the speeding up of telecommunication connections. 

The goal of the engineering work was to find out what the term cloud service means, how 

companies can use it in their business, and to find out the factors related to the use of SaaS 

applications by companies (McAfee, 2011). Based on the research, it can be concluded that SaaS 

applications have more strengths than weaknesses. Application weaknesses apply more to large 

companies with business-critical files. 

The information security risks of the cloud consist largely of the same things as the risks 

of the traditional On-premises model. In the cloud, however, a shared responsibility model 

between the customer and the service provider is followed, so risk management in the cloud 

belongs to both parties. In the cloud, the risks are also often accentuated compared to the 

traditional on-premises environment. According to CSA's 2019 study, the biggest security risks 

to the cloud were data breaches, incorrect configurations and insufficient change management, 

the absence of a cloud security architecture and strategy, inadequate identity and access 

management, and account hijacking (Ross and Blumenstein, 2015). 

Researching the information security of SMEs could have continued for a very long time, 

because information security involves a lot of areas that form a single whole, and a wealth of 

interesting information was found in Microsoft's documentation and other sources, which was 



not mentioned in this study. Because of this, the topic was narrowed down to the information 

security of the SME’s infrastructure, because it is often a more unknown aspect of cloud services 

for companies, and what is really going on at the end of the service provider, and how the 

customer's data is really protected, is often not well known if at all.  

Based on the research, the SME’s information security level turned out to be a positive 

surprise, and Microsoft seems to be protecting the SME’s infrastructure actively and diligently. 

Since Azure is a cloud service of the IaaS service model, however, the customer remains 

responsible for a significant role in protecting the company's infrastructure. While doing my 

research, it became clear that Microsoft gives its customers a lot of good advice on how to make 

the company's cloud infrastructure secure in SMEs (Mell and Grance, 2011). 
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