














                      Digital and operational policing








(BMPL6017A)


Seren Thomas
(2305811)




Cybercrime has become one of the most significant and rapidly evolving challenges for policing in the twenty-first century. Broadly defined, it encompasses offences committed through or against information and communication technologies (Cooke, 2025). The National Crime Agency (NCA) categorises cybercrime in two main forms: ‘cyber dependent’ offences, such as hacking and malware attacks which can only be carried out via computers, and ‘cyber-enabled’ crimes, where traditional offences like fraud or sexual exploitation are amplified by online means (National Crime Agency, 2025). Although the UK has established advanced frameworks, including the National Cyber Crime Unit and regional cyber taskforces, investigative capacity and legislative agility have struggled to keep pace with the rapid evolution of technology (Cooper et al, 2025). Online child sexual exploitation (CSE) is one of the most damaging manifestations of cyber-enabled offending. It illustrates both the opportunities and limitations of digital investigation: the ability to trace abusers globally, yet the persistent difficulty of gathering admissible evidence within the confines of privacy law, encryption, and limited resources (Bryce et al, 2023).

The scale of cyber facilitated CSE is striking. According to the NPCC (2025), more than 115,000 offences involving child sexual abuse and exploitation were recorded in England and Wales during the latest reporting period, a significant number of which occurred online. It was also reported that offences involving online grooming, as defined under the Sexual Communication with a Child provisions of the Sexual Offences Act 2003, rose by nearly 90% between 2018 and 2023, driven by social media platforms that use disappearing messages (NSPCC, 2025). During 2023–24, UK police forces documented 7,062 offences of this type across 45 forces, marking the first instance of numbers surpassing 7,000 (Kewley & Karsna, 2025). Nearly half (48 per cent) of cases where the platform was known involved Snapchat, while WhatsApp and Facebook/Messenger each accounted for roughly 12 per cent and Instagram 6 per cent (NSPCC, 2025). These statistics highlight the extent to which the online environment facilitates sexual offences, linking offenders and victims across geographical boundaries. Yet they also expose how cybercrime policing struggles to maintain pace with digital innovation, as encryption, anonymity, and rapid content deletion frustrate investigative progress. 

Policing responses to online CSE demonstrate notable strengths. One success lies in the growth of specialised investigative teams with advanced digital forensic capabilities. ICAITs and Regional Organised Crime Units bring together forensic experts, covert online officers, and safeguarding personnel capable of tracking IP addresses, reconstructing chat conversations, and uncovering hidden digital images (National Crime Agency, 2025). In several recent prosecutions, these capabilities have delivered tangible results. In 2024, South Wales Police successfully prosecuted Lewis Edwards for grooming and sexually exploiting a schoolgirl in Cardiff via Snapchat, following the recovery of deleted images and message data by forensic specialists (Aitken, 2023). These cases demonstrate that where technical expertise and timely coordination converge, cyber evidence can be successfully transformed into robust prosecutions.

The multi-agency dimension of online CSE investigations further strengthens policing practice. Local safeguarding partnerships, as guided by the Children Act 1989 and 2004, enable coordinated action between police, children’s services, health and education professionals, ensuring that when cybercrime investigations intersect with child protection, victims receive trauma informed support and evidence is gathered lawfully (Angiolini, 2024). Early involvement of safeguarding partners improves both evidential integrity and victim wellbeing, reducing attrition before trial. Such collaborative arrangements represent one of the most effective elements of the investigative framework and demonstrate that policing’s response to cyber-enabled abuse has matured considerably since earlier institutional failings (HMICFRS, 2025).

A further illustration of multi-agency success can be seen in Operation Stovewood, targeting historic child sexual abuse in Rotherham and involving online related offences, resulted in the conviction of seven men who were sentenced to a total of 106 years in prison (Crown Prosecution Service, 2024). Although primarily historic, Stovewood demonstrates how digital evidence recovery and inter-agency coordination can overcome long standing investigative barriers. It underscores that the most effective cybercrime investigations depend on sustained collaboration, resourcing, and victim centred safeguarding rather than technological capability alone.

In addition to investigative work, police responses include national reporting mechanisms and public awareness initiatives. Action Fraud operates as a centralised reporting platform for cyber-enabled crimes, enabling the collection of intelligence and identification of national trends (Europol, 2025). Complementing these mechanisms, public awareness campaigns such as CEOP’s Thinkuknow programme educate children, parents, and educators about the risks of online exploitation and methods for safe reporting, contributing to prevention and early intervention (Bryce et al., 2023). These measures demonstrate that policing responses are not solely reactive but also seek to empower communities and reduce victimisation before offences escalate.

Nevertheless, despite these operational achievements, significant structural and procedural weaknesses remain. Foremost is investigative capacity. Cybercrime investigations are data intensive and technically demanding. Each suspect device can contain terabytes of material requiring forensic triage. The NPCC (2025) and Centre of Expertise on Child Sexual Abuse (2025) both report that digital forensics backlogs continue to delay investigations, meaning some suspects remain at liberty for months. In offences involving children, such delays risk further harm. A 2024 inspection found that in several forces, routine online grooming reports took weeks before devices were examined, allowing suspects to delete accounts or contact new victims (HMICFRS, 2023). Resource constraints therefore translate directly into investigative failure.

Another recurring challenge is jurisdictional complexity. Cybercrime by definition transcends borders, yet policing structures remain territorially organised. Offenders may reside in one police area, victims in another, and data on servers abroad. Mutual legal assistance and international data sharing procedures can take months, during which vital evidence is lost. Operation Hydrant has improved information flow but acknowledges that digital investigations often suffer from fragmented ownership and unclear lines of responsibility (Hydrant Programme, 2022). The result is inconsistent quality: some cases receive sophisticated national support while others are left to under resourced local teams.

Legislative frameworks both empower and constrain cybercrime investigations. The Regulation of Investigatory Powers Act 2000 (RIPA) regulates covert surveillance and communications data acquisition, balancing investigative need with privacy rights (Regulation of Investigatory Powers Act 2000). In theory, RIPA provides police with lawful authority to obtain subscriber details, trace IP addresses, and conduct online covert activity. In practice, authorisation processes are often slow, bureaucratic, and poorly suited to the real time nature of cyber offending. Modern encryption and overseas data storage blunt RIPA’s effectiveness (National Cyber Security Centre, 2025). The Investigatory Powers Act 2016 modernised aspects of surveillance law, but encryption and anonymisation technologies remain formidable barriers (Wood, 2022).

The relationship between police and technology companies highlights another structural weakness. Major platforms, including Meta and Snap, now use automated detection of child sexual material and cooperate with the NCA’s CEOP command. However, cooperation remains inconsistent. Snapchat was involved in nearly half of all recorded online grooming offences, yet disclosure times and data completeness vary widely (NSPCC, 2025). Companies may prioritise user privacy or reputation over investigative access, and each operates under different legal regimes. The police thus depend on voluntary cooperation rather than enforceable obligations, an arrangement that undermines investigative certainty and timeliness.

An important yet under examined issue is evidential complexity. Cybercrime investigations produce vast quantities of digital material that must be forensically sound, relevant, and admissible in court. The assumption that digital traces inherently prove guilt can be misleading. Attribution of online identity is often probabilistic: IP addresses may be shared, devices may be used by multiple people, and timestamps can be manipulated. Courts have become more alert to these issues, demanding corroboration through witness evidence or device possession. Several prosecutions have collapsed when digital evidence alone could not definitively link the accused to the offending account (Crown Prosecution Service, 2024). This demonstrates that technological sophistication must be matched by investigative rigour and critical scrutiny of evidence.

From an ethical and procedural standpoint, balancing privacy with investigative necessity presents a constant dilemma. Society demands that children be protected from online predators, yet it also expects strong data protection safeguards. Every expansion of police powers such as data retention orders or covert online engagement raises concerns about surveillance overreach. Effective cybercrime investigation therefore depends not only on technical skill but also on maintaining public legitimacy (Muir et al, 2022).

Another area where police performance varies is victim engagement. Research and inspectorate findings show that victims of online CSE often experience long waits, limited communication, and inconsistent safeguarding. While specialist units are well trained, many frontline officers who receive initial reports lack digital confidence and may inadvertently discourage victims from proceeding. Errors such as advising deletion of chat history or failing to seize devices immediately can irretrievably damage evidential potential (Kilgallon and Wright, 2022). Training gaps therefore translate into investigative attrition. Trauma informed practice and early victim support increase prosecution success, yet these principles are unevenly implemented across forces (Muir et al, 2022).

Critically, the broader cybercrime infrastructure shapes these limitations. The UK has made progress through the National Cyber Strategy 2022 and investment in the National Cyber Crime Programme, but local forces continue to prioritise volume crime and public order over complex digital investigations (Cooper et al, 2025). Cybercrime is often perceived as a specialist niche rather than a core policing function (National Police Chiefs’ Council, 2023). Without mainstreaming cyber capability across all levels of policing, investigative inequality will persist.

Nevertheless, there are grounds for cautious optimism. Recent collaborative operations have demonstrated the potential of integrated cybercrime policing. In 2025 the Crown Prosecution Service secured the life imprisonment of a man who used multiple online personas to groom and abuse several girls; the case succeeded because digital analysts, covert online officers and safeguarding professionals worked in unison, producing overwhelming digital and testimonial evidence (Crown Prosecution Service, 2025). Such outcomes show that when resourced and coordinated, the investigative model functions effectively. Yet these successes remain isolated compared to the scale of demand.

Evaluating the totality of evidence suggests that the UK’s approach to cybercrime, as exemplified by online CSE, is characterised by advanced technical competence in pockets but systemic inconsistency overall. The strengths specialist units, national coordination, legislative safeguards, multi-agency frameworks are offset by weaknesses in resourcing, speed, corporate cooperation and public communication. The fundamental problem is one of scale and adaptation: cybercrime evolves faster than institutional and legal mechanisms can respond (Europol, 2025).

To achieve sustainable improvement, several recommendations follow. First, investment in digital forensic capacity must be increased, not only through recruitment but by deploying automated triage tools that prioritise child safety risk. Second, legislative reform could simplify urgent authorisations under RIPA or introduce expedited warrants for online child protection cases while maintaining oversight. Third, the government should pursue binding data sharing agreements with major technology companies to reduce reliance on voluntary cooperation (National Cyber Security Centre, 2025). Fourth, cybercrime training should be embedded across all ranks so that first responders can secure evidence and safeguard victims effectively. Finally, performance assessment should not rely solely on conviction rates but also on victim experience and timeliness, ensuring that investigative success is measured in terms of harm reduction and protection (Cooke, 2025).

In conclusion, cybercrime presents policing with unique and continually shifting challenges, none more acute than online child sexual exploitation. While specialist units and legal frameworks provide effective tools, systemic issues, resource scarcity, jurisdictional barriers, evidential complexity and corporate cooperation continue to limit outcomes. The UK’s experience shows that technological capability alone cannot guarantee investigative success; legitimacy, partnership and sustained investment are equally vital. By addressing these weaknesses, policing can move closer to a model of cybercrime investigation that is both technologically proficient and ethically robust, capable of protecting vulnerable children in the digital age without compromising fundamental rights.
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