E RUSSELL P151512

by Edward Russell

FILE

TIME SUBMITTED 21-MAY-2018 03:50PM (UT C+0100) WORD COUNT 2839
SUBMISSION ID 89667834 CHARACTER COUNT 16035



Network Operating Systems and Security

Network security

Tim Bashford

Ted Russell
5-19-2018




Contents
BN 013 = L1 O POTRN

INFOAUGHION ..o e
DeNial OF SBIVITE :iisiissssissusississssiansansssssissisenaisisisimmmessiensiosissesses isisisiimesasissiiss
ARP SPOOFING ...t e
Packet SNiffing ........coooee e e e
Password Cracking ...........ooooioiii e
IV GUNNIEITE £ 5 #3388 b 8855 58538 kb 8330883330883 3 b 1538 Bk 8332045
CONCIUSION ..o e e
=] o1 T To ] =T o] SRS

AW WM




Abstract

The aim of this report is to outline and explain several possible risks that can
affect modern computer networks. It will cover the risks, what they do and how
they do it, along with some methods of mitigating the damage or preventing the
risks.

Introduction

As there is an ever-increasing flood of Internet of Things (IoT) devices to the
market, there is also an increasing rate of security challenges across these
devices [1]-[3]. These can vary in the potential damage that they can cause,
from temporary loss of accessibility to private or confidential information being
leaked. These can be extremely damaging in nature to either the network itself,
the data on it, or the reputation of the company in some situations. As such they
must be considered and protected against when a computer network is created.

Security attacks such as Denial of Service, Password cracking or ARP Spoofing
are common and well documented. As such many of them have a variety of
methods available to detect, mitigate and/or prevent them. Several of these
security attacks, including those just mentioned, will be covered in the following
sections, along with examples of solutions for each of them.

Denial of Service

Denial of Service, often known as DoS attacks, are designed to render the
affected service inaccessible [4]. The affects that are seen depend entirely on
your perspective. For example, it could appear that the site you are trying to
view has stopped displaying content if you are a customer, however if you are a
business it could mean that some or all of the systems you rely upon have
stopped responding [4]. These attacks can occur through legitimate use in
some cases such as during Black Friday sales, however it can also be
malicious.

There are two types of DoS attack, Bandwidth Depletion and Resource
Depletion. Bandwidth Depletion occurs by sending a considerable number of
seemingly legitimate data packets to the target and by doing so uses up its
network bandwidth. This leaves the network unavailable for legitimate traffic [2],
[5]. This method can be split into Flood and Amplification attacks. Flood attacks
send a great volume of IP traffic to the target machine restricting its available
network resources. Amplification attacks instead exploit the broadcast IP
address feature in routers. A packet is sent to the broadcast IP address of a
network and this causes all hosts to send a reply to the target [1], [2], [5].

A Distributed Denial of Service attack is similar to a normal DoS attack. The key
difference is with a DDoS attack, it occurs from multiple sources. If the attacker
can organise a large quantity of systems to connect to the same website (often
via a Trojan) simultaneously, it can push the server beyond it's maximum
capability, denying any further connection.

DDoS attacks can attack through different layers of the TCP/IP model. This
means that they are classified as either Network Level or Application Level. In a
Network level attack, the Network or Transport layer protocols are utilised to




deny the access to the target services. Application level attacks exhaust the
target’s resources using Application layer protocols [2].

Mitigating the damage from a Denial of Service attack can be done in several
ways. One method is through the use of Honeypots. These effectively act as an
‘intrusion deception device’ and are designed to emulate a system connected to
a network to lure in the malicious parties. This allows Honeypot systems to be
attacked and as important data, applications and services are stored elsewhere
there is a negligible impact [3].

ARP Spoofing

Address Resolution Protocol (ARP) is an unauthenticated and stateless layer 3
protocol which can be used as a tool for an attack into a local area network
(LAN) [6]-[8]. It is used to resolve a MAC address of a host to the relevant IP
address. This is achieved by sending a broadcasted ARP request packet. Al
hosts have a cache containing all of the address maps that have been learnt
from the network or configured. ARP Spoofing is a process which forges ARP
packets to impersonate a host on a network [7].

ARP spoofing allows attackers to further attack the system by launching DoS or
Man in the Middle (MiTM) attacks. A MiTM attack is when the attacker poisons
the ARP cache of two linked devices with the MAC address of the network
interface card. This results in both caches sending their data packets to the
attacker when attempting to communicate with the other device [9]. This allows
the attacker to go through any data that is being exchanged and it can generally
be achieved without the hosts being aware [6]. During this attack however, it is
possible for the MiTM host to modify the content of any traffic, this could be in
the form of filtering, injecting commands or malicious code [10].

This can be countered in a variety of ways, one such way being replacing the
ARP protocol with Secure ARP Protocol [7]. S-ARP extends the original ARP
by integrating an integrity/authentication scheme for replies, this can prevent
poisoning attacks. It is built upon ARP so the specification (cache, timeout etc)
still utilises the original ARP [10]. It is still compatible with the insecure ARP as
an additional header is added at the end of the standard protocol method to
carry the authentication data. However, to maximise the security it should not
be used with the insecure ARP, even though it is possible [10].

Another viable method for protecting against ARP Spoofing is utilising Static
MAC entries. By assigning static MAC addresses to every host will prevent
spoofing. The downside to this is that it is extremely unscalable as the quantity
of entries to manage can be great [7]. It is also less desirable in a workplace
where mobile hosts, e.g. Laptops, are introduced to the network on occasion.

Packet Sniffing

A packet sniffer is hardware or software that is used to monitor network traffic.
They are also known as a packet analyser, protocol analyser or network
analyser. They examine data packets that are sent between computers on a




network or over the wider internet [11]. They are also able to store packet
details for later examining.

There are two main types of packet sniffers. Promiscuous mode and monitor
mode. In promiscuous mode all of the data packets, regardless of destination,
can be captured silently by the Network Interface Controller. In Monitor mode,
the packets are checked without connecting to an access point [12]. They can
be used for a variety of reasons, not all negative. These can include logging
network traffic, analysing network performance or retrieving user-names and
passwords [13]. Once in place, any data received can be sent to a command
and control server for analysis. From there is possible for attackers to undergo a
MiITM attack or attempt packet injection [11].

There a number of ways of detecting a packet sniffer on the network, it is even
possible to stop them working. To detect a packet sniffer a packet can be
generated containing an invalid address. If any computer on the network
accepts the packet then that computer is carrying a sniffer [13]. Another method
for detecting packet sniffers is using the Simple Network Management Protocol
(SNMP). This allows network managers to locate problems on the TCP/IP
internet, it is also possible to log connection and disconnections to ports and
gather statistics such as packets received. This can be analysed and can
determine whether there is a packet sniffer on the device [13].

To protect against packet sniffers, you can configure a packet switched
network. With this set up, each device is connected to a central hub. Packets
are then transferred from one line card to another preventing sniffers running on
a single machine from intercepting the data packets. Another solution is the
encryption of data before it is transmitted. This will prevent the data packet from
being read but will not prevent the sniffer from functioning [13].

Password Cracking

Passwords are universally used as the most common form of user
authentication with modern computing. There are multiple ways of password
cracking, two such methods are brute force and dictionary attack. Typically
password cracking runs a cracking software such as JtR-J or Hashcat against a
file, trying to find all of the matches for the hashes that constitute the password
[14], [15].

Brute force password cracking relies on trial and error to decode passwords and
other encrypted data. It requires large amounts of computational power to
undertake this task [16]. This is generally only suitable for shorter passwords
and works by hashing all available messages. The time taken depends entirely
on the length of the messages and the character set making it up [17].

Dictionary attacks however, use large dictionary files containing millions of
combinations of common words and passwords [18]. The hash value of each
word in the dictionary file is compared to the hash value of any unknown
password, if a match is found then the plain text is revealed showing the
password.

Protecting against password cracking, whether it be brute forcing or dictionary
attacks, is achievable in a variety of ways. Firstly hashing passwords, this




involves putting passwords through a hashing algorithm, the result of which is
stored in a file [14]. There are a variety of hashing algorithms out there, some
examples are MD5, Sha-1 or NTLM. These algorithms turn the password into a
fixed-length string of characters, a “fingerprint”, this is a one way process [14].

Another method for protecting against password cracking is simply having a
stronger password. A password that utilises letters, both lower and upper case,
numbers and symbols is considered to be a strong password, stronger still if it
avoids dictionary words. A strong password combined with hashing as
mentioned above will be more effective than a weak password combined with
hashing [18].

Another common measure against password cracking is a salt. This appends a
randomised string to the end of the password and is then hashed along with the
password [14].This means that the hash generated for two users with the same
password will be different.

Malware

Malware is a common threat to any computing system, whether it is an
individual system or a network. There are several types of malware, the most
common are viruses, worms and trojans.

A virus replicate themselves into a program and transfer themselves from one
computer to another spreading the infection [19], [20]. They are generally
connected to an executable file, meaning they won't activate until the relevant
.exe file is accessed. They have a variety of affects, some can be minor
annoyances whereas some can damage data or results in a denial of service.

Computer worms are similar to viruses as they replicate themselves and have a
similar impact, however, unlike viruses they do not require another program to
run as they are standalone [19].They spread by exploiting a system vulnerability
or by tricking the users to run them.

Trojans are harmful software than appears legitimate, because of this apparent
legitimacy they are able to trick users into loading and running them. Once
loaded it can do a variety of attacks from pop up windows to deleting or
encrypting files. One example of a trojan is the Cryptowall trojan [19].

Any of these forms of malware can enter a system though varied means such
as a mistake in the firewall or an infected link clicked by an unaware employee.
In a network that is fully connected, one machine getting infected with a form of
malware opens up the entire system to the hidden threats [21].

With the commonality of malware such as viruses, worms and trojans however,
comes a reprieve. There is a plethora of anti-malware software available that is
compatible with almost every device [22]. These can allow a system to be
regularly checked for all types of malware, many of which can be removed by
the software if they are detected.

Conclusion

There are a variety of risks that can affect a computer network from Denial of
Service attacks to packet sniffers to password cracking. Denial of service




attacks prevent legitimate users from accessing websites or aspects of a
system whilst ARP spoofing can result in either a DoS or a MiTM where an
external system is able to inspect any data packets sent between two systems
on a network. ARP and packet sniffing are similar in this aspect as both can
result in a loss of privacy if the data packets are not encrypted before transfer.
Password cracking can result in large security breaches if an important
password is cracked through brute force or a dictionary attack. Malware is a
common issue that could cause some extremely damaging and costly issues for
a network however it is easily solved through some anti-virus software and extra
precautions. All of these issues can cause major concerns and issues for
computer networks, however all of them have solutions that can be easily
implemented to either prevent, mitigate or prepare for any impact they might
have.
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