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1. Introduction  

1.1 Background to Cloud Computing 

Cloud computing has become a major approach to delivering computing resources, 

applications, storage, and networking through the help of scalable infrastructures.  Its growth 

is supported through the help of virtualisation, which allows physical hardware to be shared 

among multiple virtual machines, along with containerisation, which presents both 

lightweight as well as portable environments for applications. The scale of adoption of this 

advanced technology is showcased by Gartner, which revealed that the worldwide public 

cloud end-user spending to maximise from 595.7 billion in the FY  2024 to $723.4 billion in 

FY 2025, which representing 21.5% growth [1].  

1.2 Aim of the Report 

The aim of this report is to critically examine the visualisation, Docker containerisation and 

finally the cloud-native application deployment, incorporating their significance for effective 

and scalable cloud services.  

1.3 Objectives 

●​ To investigate virtualisation along with containerisation. 

●​ To showcase Docker deployment and publishing. 

●​ To critically analyse Docker volumes and networking. 

●​ To investigate load balancing in combination with scalability. 

●​ To compare and contrast containers and server less computing. 

1.4 Report Structure 

The report examines Docker and practical cloud technologies, followed by load balancing, 

scalability, as well as application gateways. Then it critically discusses the drivers behind 

cloud adoption and server less computing, compares server less with containerisation, and 

ultimately concludes with the video demonstration, overall findings and recommendations as 

well.  
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2. Cloud Technology: Docker and Practical Examples  

2.1 Principles of Virtualisation 

2.1.1 Definition and Concept of Virtualisation 

Virtualisation is a foundational technology across cloud computing which allows a single 

physical computing system to offer multiple isolated virtual environments [2]. Instead of 

allocating one physical server to one application, a hypervisor abstracts the underlying 

hardware and also allocates the different computing resources such as CPU, memory and 

storage to multiple virtual machines (VMs). As a result, organisations can enhance the 

utilisation of the hardware while lowering the physical infrastructure required for operating 

the applications. Therefore, virtualisation supports the cloud model by allowing providers to 

share expensive physically infrastructures among multiple customers effectively.  

2.1.2 Virtualisation of Shared Hardware 

The practical principles can be represented as physical server → hypervisor → multiple 

virtual machines, where each VM can run its own operating systems as well as applications 

independently. However, though VMs offer strong isolation and flexibility, they also require 

separate operating system instances [3]. Therefore, it consumes more resources compared to 

lightweight containers. Virtualisation consequently presents the underlying infrastructure 

abstraction upon which modern cloud platforms as well as containerised services can operate.  

7 
 



 

Figure 1: Diagram of Virtualisation 

(Source: Self-developed) 

 

8 
 



Figure 2: Test Diagram of Virtualisation Coding 

(Source: Self-developed) 

2.1.3 Type 1 and Type 2 Hypervisors 

There are two prior forms of hypervisor, which include: Type 1 (bare-metal) and Type 2 

(hosted) [3]. Type 1 hypervisor operates directly on physical hardware and are commonly 

related to enterprise as well as cloud environments, while Type 2 hypervisors operate above a 

conventional host operating system [4].  With respect to cloud data centres, Type 1 

visualisation is specifically valuable as it presents effective allocation in combination with 

workload isolation and thus enhanced the overall scalability.  

Type 1 Type 2 

Bare-metal Hosted 

Direct hardware access Runs over host OS 

Enterprise/cloud environments Desktop/lab environments 

Higher efficiency Additional overhead 

Table 1: Comparison summary of Type 1 and Type 2 Hypervisors 

(Source: Self-developed) 
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Figure 3: Type 1 versus Type 2 Hypervisor Architecture 

(Source: Self-developed) 

2.2 Containerisation  

2.2.1 Principles of Containerisation 

Containerisation is a lightweight form of operating system-level virtualisation in which an 

application along with its required dependencies is packaged into an isolated container. 

Unlike virtual machines, which basically require a separate guest operating system, 

containers share the host operating system kernel while effectively managing the processes, 

file systems and network isolation as well [5]. This not only reduces the resource overhead 

but also allows the applications to start rapidly while operating consistently across 

development, testing and production environments. Docker has become a preferred 

containerisation platform since it offers tools for not only creating as well as managing the 

container images.  

2.2.2 Docker as a Containerisation Platform 

Docker presents an integrated platform for not only creating but also managing and 

distributing containers [6]. The Docker client is the interface through which users issue any 

kind of commands, while the Docker Engine offers the core container-management 

environment. On the flip side, the Docker Daemon helps in managing the images, containers, 
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networks and finally the volumes. Moreover, a Docker image is a read-only package 

containing the application code as well as dependencies from which the containers have been 

developed.  The container is the executable instance of an image. Not only that, Docker also 

supports registries which both store and distribute images, with Docker Hub presenting a 

widely utilised public registry [7].  

 

Figure 4: Docker Architecture 

(Source: Self-developed) 

2.2.3 Containers versus Virtual Machines 

Factor Virtual Machine Docker Container 

Virtualisation Hardware OS-level 

Kernel Separate Shared 

Start-up Slower Faster 

Size Larger Smaller 
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Isolation Strong Process-level 

Portability Moderate High 

Resource consumption Higher Lower 

Table 2: comparison of Containers versus Virtual Machines 

(Source: Self-developed) 

 

Figure 5: Virtual Machines versus Docker Containers 

(Source: Self-developed) 

The comparison showcases that VMs provides stronger hardware-level isolation but it 

consumes more resources because of the separate operating systems [8]. On the flip side, 

containers are lightweight, faster and more scalable because they share the host kernel. 

However, VMs remain preferable for the security-sensitive worlds requires a sense of 

stronger isolation. Therefore, the choice needs to depends on the workload requirements in 

combination with security needs as well as operational priorities.  
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2.3 Docker file and Building a Docker Image  

2.3.1 Docker file 

A Docker file presents a set of instructions for constructing a Docker image which allowing 

an application and its reliance to be packaged into a reproducible deployment unit. In the 

practical demonstrations, the Docker file leverages the following instructions: 

FROM nginx:alpine 

COPY index.html /usr/share/nginx/html/ 

EXPOSE 80 

CMD ["nginx", "-g", "daemon off;"] 

FROM nginx:alpine presents a lightweight based image while the COPY places index.html 

across the Nginx’s web directory. Besides that, EXPOSE 80 documents HTTP access, and 

CMD keeps Nginx running. Concurrently, these crucial instructions help to create a portable, 

reproducible container image while excluding the manual web-server configuration across the 

individual hosts.  

2.3.2 Creating the HTML Web Application 
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Figure 6: HTML Page/Application Created for the Docker Demonstration 

(Source: Self-developed) 

The practical implementation begins through effectively developing an HTML webpage 

which is subsequently copied into the Nginx image [9]. This showcases a significant 

advantages of containerisation: the application along with its required execution environment 

can be packaged together, thereby lowering the inconsistencies between both development as 

well as deployment environments.  

2.3.3 Building the Docker Image 

 

Figure 7: Docker Image Build Process 

(Source: Self-developed) 

The image is constructed using: 

docker build -t nginx-demo. 

Docker subsequently processes the Docker file, which creates reusable image layers. It also 

retrieves the Nginx base image, adds the HTML and configuration files while caching the 

unchanged layers for faster subsequent builds.  
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2.3.4 Running the Container 

The completed image is executed using: 

docker run -d -p 8080:80 nginx-demo 

Here, -d run the container in a detached mode while the p 8080:80 maps port 8080 on the 

host to port 80 inside the container. As a result, the Nginx webpage can be accessed through a 

browser while the container continues to run independently.  

 

Figure 8:  Running Docker Container 

(Source: Self-developed) 

2.4 Docker Images and Publishing to Docker Hub  

2.4.1 Docker Image Lifecycle 

A Docker image is a portable, read-only package which contains an application, its 

dependencies, along with the instructions required to develop a container [10, 11]. The 

practical lifecycle starts with a Docker file which defines the application environment 

environments as well as build instructions. Moreover, the Docker build command effectively 

transforms these instructions into an image which can subsequently be instantiated as a 

running container [12].  The completed image can then be represented as the Docker file → 
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Build → Image → Container → Registry.  This separation between the application packaging 

and the execution enhances the portability which supports the consistent cloud deployment.  

 

Figure 9: Docker Image Lifecycle 

(Source: Self-developed) 

2.4.2 Tagging the Image 

Before publication, the image can be assigned a repository name along with the version tag: 

docker tag nginx-demo username/nginx-demo: v1 

The tag not only identifies the repository but also the image version, which supports 

organised image management in combination with reproducible deployments. 
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2.4.3 Publishing to Docker Hub 

 

Figure 10:  Docker Hub Repository/Published Image 

(Source: Self-developed) 

Publishing to Docker Hub enables images to be centrally accessed as well as reused, and thus 

supports the collaboration, version management, automated CI/CD pipelines and finally the 

faster cloud-native deployment. 
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2.5 Container Volumes  

2.5.1 Purpose of Docker Volumes  

The data contained in a container’s writable layer is generally considered ephemeral and may 

be lost when the container is deleted. Docker volumes are specialized directories used by 

containers to store data [13].  It is important for data persistence when containers stopped 

recreated or deleted. Volumes can maintain application state, configuration, and 

user-generated data between container deployments. Databases and data must survive 

application-container replacement stateful application particularly beneficial using this 

technology [14]. Volumes aid in backup and recovery strategies by separating persistent data 

from the application container. As a result, Docker volumes allow you to combine the 

portability of containers with the persistence applications need in the real world. 

2.5.2 Types of Docker Storage  

 

Figure 11: Docker Volume Architecture 

(Source: Self-developed) 

Docker allows several options to manage application data. Docker manages these volumes. 

They are stored in Docker’s own area so they are used for applications that require persistent 

data. And we don’t want to worry about using host paths for them. With bind mounts, we can 

choose to bind mount the host's directory or file either to a directory or file within a container. 

I can enhance the Docker storage functionality by using volume drivers to allow your 
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volumes to use external or specialized storage systems. The suitable method relies on use 

case specifications, portability, control and storage architecture. 

2.5.3 Practical Docker Volume  

 

 
 

Figure 12: Docker Volume Practical Demonstration 

(Source: Self-developed) 

The following command can be used to create a usable Docker volume.  

“Docker volume creates volume-demo” 

We can mount the resulting named volume into a Nginx container so application content is 

stored separately from the container. Such As. 

“Docker run -d -p 8080:80 -v volume-demo:/usr/share/nginx/html nginx” 

Here, Nginx's web-root directory is mounted on volume-demo. Files recorded here are kept in 

the docker volume and not just in the writable layer of the container. As a result, the data can 

still be available after a container is removed and a new container is created using the same 

volume. See how Docker supports best practices for persistent application storage. 
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Figure 12: Practical Docker Volume Diagram 

(Source: Self-developed) 

2.6 Container Networking  

2.6.1 Docker Networking Principles 

  

Figure 13: Docker Networking practical Diagram 

(Source: Self-developed) 

Docker's networking allows for the connection of containers to each other and the outside 

world, while still maintaining network isolation. Container-to-container communication 

refers to the process of exchanging data between multiple application components, including 

web servers and databases, over a Docker network [15]. Every container has its own IP 

address, which is used for identification over the network. In containerization, port mapping 
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enables one or more container ports to be connected to a host port. Consequently, an external 

user can access the services that are running within that container. Essentially, DNS-based 

service that docker provides helps provide insight to various containers that are on a 

user-defined same network. It helps identify each other using a name rather than an IP 

address. 

2.6.2 Docker Network Types  

The bridge network is often used for containers on the same Docker host to communicate 

with each other. By giving a container access to the network stack of the host, that container 

will behave as if it was running on the host itself [16].   

2.6.3 Creating a Docker Network  

Developing a custom Docker network. 

“Docker network creates my-network” 

Containers can create this network.   

For example, “docker run -d --name web --network my-network nginx” 

Another container. 

“Docker run -it --name client --network my-network alpine” 

Using DNS service within Docker offers a practical way of connecting application 

components without exposing every service directly to the outside world. This shows how 

Docker networking enables organized communication among several containers. 

 

Figure 14: Docker Network Creation 

(Source: Self-developed) 
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Figure 15: Container Network Communication 

(Source: Self-developed) 

The figure shows the communication between two containers connected on the same docker 

network. This practical implementation shows how networking is involved in the 

multi-container architecture. The services can work independent of each other and still share 

information via an isolated and logically organized network. 
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2.7 Integrated Docker Demonstration  

We first create an HTML webpage and Dockerfile which is based on the Nginx image. When 

it is built into an image, the Dockerfile is highly reusable. This image is then run as a 

container and accessed via a web browser. You can tag and publish the resulting image to 

Docker Hub for use and sharing. This workflow exhibits how the process of containerization 

provides consistent applications. Likewise, while images are application templates that can be 

easily transported, containers are executables [17]. 

3. Cloud Computing Concepts  

3.1 Load Balancing  

3.1.1 Definition 

Load balancing is a technique that cloud computing uses to distribute the incoming 

application requests. Load balancing increases service availability, performance and 

reliability by preventing over-concentration of traffic on a single server [18]. It helps 

organizations to use computing resources efficiently, while it also supports applications that 

experience fluctuating workloads and demand. 

3.1.2 Benefits 

Load balancing offers numerous important advantages for applications in the cloud. When 

one instance goes down the traffic will be redirected to the healthy server making it more 

available. The performance enhances as the heavy workloads are distributed instead of 

concentrated on a server. Redundancies empower applications to keep functioning despite the 

failure of certain instances [19]. Load balancing improves user experience by minimising 

delays, avoiding server overload and ensuring applications are responsive all the time [20]. In 

cloud services where traffic levels may vary widely and erratically, these benefits are 

particularly salient. 
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3.1.3 Example: AWS Elastic Load Balancer  

 

Figure 16: Cloud Load Balancing Architecture 

(Source: Self-developed) 
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Figure 17: AWS ALB Diagram 

(Source: Self-developed) 

The Elastic Load Balancing (ELB) feature offered by Amazon Web Services (AWS) can 

distribute application traffic across a set of multiple targets. The Application Load Balancer 

(ALB) integrates on Layer 7, which allows routing on HTTP and HTTPS requests. The ALB 

helps to manage EC2 (Elastic Compute Cloud) instances and any traffic that comes to them 

by using target groups. Health checks continuously assess the availability of targets and 

prevent sending requests to unhealthy targets [21]. As a result, the traffic can be routed to 

EC2 instances that are healthy.  By integrating with EC2 and other AWS services, ALB can 

work within scalable cloud architectures. 

3.2 Scalability  

3.2.1 Horizontal Scaling  

Horizontal scaling means adding or subtracting application-delivering computing instances. It 

is not made that one server more powerful rather introduced with other servers. The process 

of horizontal scaling involves increasing the number of connections of the same type to a 
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computing resource. In cloud environments, it is particularly useful because organisations are 

able to provision more virtual machines or application instances when the demand increases 

[22]. They are also able to remove those instances when the demand falls. Multi-access edge 

computing method enhances access, facilitates a greater number of simultaneous users, and 

lessens reliance on any one server [23]. In conjunction with a load balancer, any incoming 

requests are sent to the additional instances; this enables the application to keep up with 

demand and efficiently respond to varying customer traffic. 

3.2.2 Vertical Scaling  

Vertical scaling refers to the addition of resources like CPU or memory to an existing server. 

An organisation can augment the CPU capacity, memory or other resources available to an 

EC2 instance when an application requires more processing power [24].  It can be easier than 

scaling horizontally since the application environment will not have to change much. 

Nonetheless, there are practical limits to vertical scaling, since the base instance type has a 

cap on resources. Based on the configuration and application design, it might also need 

changes or downtime. For a particular work-load, vertical scaling works. For highly available 

(highly available) cloud-native applications, horizontal scaling of multiple instances is more 

effective. 

3.2.3 AWS Auto Scaling  

AWS Auto Scaling automates the adjustment of compute capacity for applications based on 

demand. An ASG can specify a minimum capacity ensuring that a certain number of 

instances are available at all times [25]. Desired capacity is the number of running instances 

you want at all times, while the maximum capacity is the upper limit of running instances in 

your application when demand increases. Scaling policies define when to add or remove 

instances [26]. Demand-based scaling responds to indicators such as CPU utilization and 

application demand, for example. 
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Figure 18: Cloud Auto Scaling Architecture 

(Source: Self-developed) 

Figure 16 shows how the automatic adjustment of a cloud computing capacity meets 

application demand. Through proper instance capacity management, Auto Scaling can 

manage changing workloads without a continuous manual effort. 

3.3 Application Gateway  

The application gateway is a Layer 7 traffic-management service at the application layer of 

the networking stack. It can inspect various layers of an application, such as the content of 

HTTP and HTTPS requests, and make smart routing decisions. This is url based routing 

which means route requests to different backend services based on their paths like /products 

or /orders [27]. In host-based routing, traffic is directed based on the requested 

domain/hostname.  
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Figure 19: Application Gateway / Layer 7 

(Source: Self-developed) 

Application gateways also perform TLS/SSL termination, meaning TLS/SSL encrypted 

connections from clients to the gateway can be terminated and requests sent to back-end 

services. Connecting with a WAF can help to safeguard against common web-based attacks.  

The backend service routing facilitates the redirection of requests to the appropriate 

application servers or services by the gateway. Likewise, health monitoring can assist in 

avoiding non−available backends [28]. As a result, application gateways provide both 

security and availability with optimized request routing, traffic management and security 

controls. In the cloud architecture, they can work in conjunction with load balancers and 

auto-scaling services. It makes the applications reliable and responsive. 
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Figure 20: Application Gateway / Layer 7 Routing 

(Source: Self-developed) 

As shown in figure 17, application gateway decides on the HTTP/HTTPS requests before 

sending them to the back end. Through routing rules, the Gateway makes users reach to 

services 

3.4 Importance of Load Balancing and Scaling 

Load balancing and scaling are two different but related concepts in cloud computing that 

handle different aspects of the application. Scaling adjusts computer capacity up or down 

depending on need. Load balancing distributes requests throughout available capacity. As a 

result, scaling without load balancing could lead to uneven workload distribution, while load 

balancing without sufficient capacity cannot respond to a substantial increase in demand. 
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For example, if application traffic spikes, a group of EC2 instances can be launched to offer 

greater processing capacity through AWS Auto Scaling groups [29]. The Application Load 

Balancer (ALB) can start sending requests to the new instance as soon as it passes the health 

checks [30]. This allows the application to increase the user capacity quickly without a single 

instance suffering from a performance bottleneck. Auto Scaling can remove instances from 

the Availability Zone as demand reduces. Subsequently, the ALB continues routing the traffic 

to the remaining healthy ones. 

 

Figure 21: Load Balancing + Auto Scaling 

(Source: Self-developed) 

Combining these factors ensures flexibility, accessibility and effective resource use. When 

viewed through the lens of business, they boost customer experience during heavy demand 
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while avoiding the cost of always-on huge infrastructure. As a result, scalability provides 

capacity and load balancing ensures that it is used efficiently.  

3.5 Combining Load Balancing, Scalability and Application Gateway  

By integrating application gateway, load balancing and scalability creates an architecture so 

that cloud services are reliable for customers. 

Overall flow  

  

Figure 22: Flow Diagram of Load Balancing, Scalability and Application Gateway 

(Source: Self-developed) 

When customers request something, it first goes to the application gateway or the Application 

Load Balancer (ALB) that can look at application software traffic and apply routing rules. 

Subsequently, various healthy backend resources hosted either on EC2 instances or in Docker 

containers will receive the requests. 
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Figure 23: Integrated Cloud Application Architecture 

(Source: Self-developed) 

The combination enhances availability as traffic can be redirected to functioning resources 

when a particular one fails. Auto Scaling is used for scalability because it can add and 

remove EC2 instances according to demand. The burden on a single server highlights the 

Load balancing enhances performance by allocating requests across a range of resources 

rather than placing [31]. As a result, a cloud service architecture that is flexible, resilient and 

efficient. 

4. Main Driving Forces Behind the Expansion of Cloud Computing  

4.1 Cost Efficiency  

A key reason why organisations are adopting the cloud is sustainability and cost efficiency. 

They can replace significant CapEx on physical servers and data-centre infrastructure with 

OpEx based on actual consumption. Cloud providers such as AWS and Microsoft Azure offer 

pay-as-you-go models of consumption, letting organisations avoid buying infrastructure to 

meet occasional peaks in demand [32].  
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4.2 Flexibility and Agility  

The development environment can be created in minutes with rapid provisioning. Elastic 

resources help increase or decrease capacity as workload demands. The global deployment of 

cloud infrastructures enables applications to be closer to the widely located customers. 

Allowing businesses to experiment with more applications and services faster, this offers 

improved organisational agility. In addition, DevOps and CI/CD integration supports 

automated development, testing and deployment. 

4.3 Scalability and Elasticity  

Scalability and elasticity are two key drivers for the adoption of cloud computing, because 

the cloud infrastructure can automatically react to dynamic application demands. Scalability 

allows organizations to enhance computing capacity as workloads increase, by deploying 

additional instances or increasing current capacity. Elasticity extends this principle to 

automatically extend or reduce the capacity according to the requirements in real time. An 

e-commerce app might need extra EC2 instances for a big sale, and fewer when demand 

normalizes [33]. This flexibility maintains performance quality during peak times and saves 

unnecessary investment in infrastructure during slack times.  

4.4 Availability and Global Reach  

Cloud computing enhances availability and global reach by enabling applications to run on 

geographically dispersed infrastructure. Cloud providers (AWS for example) group 

infrastructure into Regions and Availability Zones, allowing organisations to distribute 

workloads across different locations and make them less dependent on a single building [34]. 

This architecture facilitates disaster recovery, as its applications and data may be replicated 

on independent infrastructure. With a global deployment, businesses can provide services 

closer to customers in multiple geographical markets, thereby improving responsiveness. 

Also, content delivery networks (CDNs) can cache and deliver frequently accessed content, 

closer to a user’s location. 

4.5 DevOps and Continuous Delivery  

The applications that are packaged, tested and deployed, in the same way, will be supported 

by the docker and cloud infrastructure for the DevOps and the CI/CD. The discrepancies in 

development, test and production environments are minimised thanks to Docker containers.  

Incorporating coding and testing of new image deployments into CI/CD pipelines could 
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drastically reduce human interference. Infrastructure as Code, or IAC, is a method through 

which cloud components can be coded, defined, and reproduced [35]. The use of containers 

helps break up large applications based on the microservices architecture. As a result, 

organizations are increasingly adopting cloud-native software development practices to stay 

competitive in changing environments.  

4.6 Serverless Computing  

  

Figure 24: Diagram of Serverless Computing  

(Source: Self-developed) 

Serverless computing refers to a cloud service model that allows running and deploying 

program code without having to manage the underlying infrastructure directly. Notably, 

“serverless” doesn’t imply the physical or virtual server do not exist, it just implies that the 

onus to manage these servers is with the cloud. The infrastructure, provisioning, scaling, the 

runtime environment, and availability is managed by the provider while developers mainly 

focus on the application logic. 
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Figure 25: Serverless Function Architecture 

(Source: Self-developed) 

A common way is Function as a Service (FaaS), where execution of individual functions 

occurs in response to events or requests.  AWS Lambda allows users to run their code in 

response to events without the hassle of provisioning or managing servers [36]. Azure 

Functions also provides an event-driven serverless execution environment, while google 

cloud provides serverless function capability through its functions platform and Cloud run 

functions [37].  

These include being dependent on a provider, execution restrictions, and possible cold-start 

latency. As a result, serverless will not completely replace containerisation but will 

complement it, depending on the application.  

4.7 AWS Lambda and Azure Functions  

Feature AWS Lambda Azure Functions 

Provider Amazon Web Services (AWS) Microsoft Azure 

Model Function as a Service (FaaS) Function as a Service (FaaS) 

Scaling Automatic Automatic 
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Billing Consumption/execution-based 
options 

Consumption/execution-based 
options 

Triggers APIs, events and cloud services APIs, events and cloud services 

Use 
cases 

APIs, automation, event processing APIs, automation, event processing 

Table 3: AWS Lambda vs. Azure Functions 

(Source: Self-developed) 

 

Figure 26: AWS Lambda / Azure Functions Comparison 

(Source: Self-developed) 

AWS Lambda and Azure Functions, which are serverless Function as Service (FaaS) 

platforms allow developers to run application code without the bother of managing the 

underlying server infrastructure. Amazon Web Services offers AWS Lambda, and Microsoft 

Azure offers Azure Functions. Both platforms have automatic scaling, which allows 

executing capacity to scale in response to application demand. According to them, 

consumption-based approaches can lessen the need for having infrastructure always-on, 

whereas the pricing model depends on execution and resource consumption. Both services 

allow the use of event-driven workloads, APIs and automation. 
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4.8 Serverless versus Containerisation  

Containerisation provides developers and DevOps teams with better control over the hosting 

environment than serverless computing does. Containers allow for more flexible management 

of the application runtime and underlying environment, making it portable in the cloud and 

on-premises. Nonetheless, organizations are accountable for the management of some 

element of the container environment. By contrast, in a serverless system, the infrastructure 

management, provisioning and scaling is done by the cloud provider, thus reducing 

operational overhead, but potentially increasing lock-in with a particular provider.  

Factor Containers Serverless 

Infrastructure management Some responsibility Provider-managed 

Control High Lower 

Portability High Provider-dependent 

Startup Fast Potential cold starts 

Scaling Configured/automatic Usually automatic 

Pricing Running resources Execution/invocation 

Long-running workload Suitable Less suitable 

Microservices Excellent Excellent 

Operational overhead Moderate Low 

Table 4: Containers vs. Serverless 

(Source: Self-developed) 
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Figure 27: Containers versus Serverless 

(Source: Self-developed) 

A critical analysis of containers indicates that they are more suited to long-running 

applications, complex workloads and with more control over runtime. The benefits of 

serverless architecture have the biggest impact for event-driven workloads that are short-lived 
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and variable. The automatic scaling and reduced need for infrastructure administration are 

very beneficial. However, serverless can create provider lock-in and has execution 

constraints, while containers are more operationally heavy. The decision should be based on 

the characteristics of the workload, the portability requirement, cost, control and the 

organisational skill rather than being superior. 

4.9 Critical Evaluation of Cloud Adoption Drivers  

With the many advantages offered by the cloud, including cost efficiency, flexibility, 

scalability, availability, automation, DevOps and serverless, Usage by IT firms is increasing. 

Containers offer enhanced control, portability, and consistency, making them ideal for 

complex long-running workloads. Serverless can lessen your operational burden and provides 

convenient automatic scaling for event-driven applications, but it may add more vendor 

lock-in. The workloads that require dedicated operating system environments still benefit 

from strong isolation, flexibility and control in virtual machines. In the meantime, managed 

cloud services reduce infrastructure management, allowing companies to focus on business 

applications. The result may be superior performance from cloud providers and better 

outcomes from existing computing clusters. 

5. Video Demonstration  

Video Link : https://youtu.be/xDePr0PzJO8  

6. Discussion and Critical Evaluation  

Cloud alternatives shouldn’t be considered one and the same as each tackle’s different 

infrastructure/application requirements. Traditional virtual machines (VMs) deliver excellent 

isolation, OS control and flexibility, making them well suited for legacy apps, special 

environments and workloads needing dedicated OS-level configs.  

Containers enable lightweight, portable, quick to deploy, and efficient use of resources. These 

tools are ideal for microservices, DevOps pipelines and applications that need consistent 

environments across dev, test and prod. Cloud load balancing spreads the load across 

containers or VMs. Using healthy resources improves operational capacity or gives better 

performance. 
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Figure 28: Cloud Technology Coding 

(Source: Self-developed) 
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An Application Gateway is most suitable when intelligent Layer 7 traffic management 

functions are needed, like URL-based routing or host-based routing or TLS termination or 

web security control integration. When minimizing management of infrastructure is more 

important than control of run time and portability an event driven short duration 

unpredictable serverless workloads are to be preferred. 

There is no universally superior technology, therefore. Where isolation and control are 

important, VMs are ideal; where portable and efficient application deployment is key, 

containers will do; where load balancing and Auto Scaling is important, then why not; where 

sophisticated management of HTTP/HTTPS traffic is required, application gateways can 

help; serverless is great for event-driven applications.  

7. Conclusion and Recommendation  

Cloud computing offers a flexible platform for creating and delivering software applications. 

It allows efficient sharing of physical infrastructure in data centers using virtualisation 

technology and builds on that with containerisation. The practical implementation of Docker 

highlighted the significance of how dockerfiles, images, containers, volumes, and networks 

combine to execute applications. At the cloud infrastructure level, load balancing and ability 

(scalability) improve availability, performance and resource utilization while application 

gateways provide intelligent application-level traffic management and further security 

capabilities. Cloud adoption will continue to be fuelled by cost efficiency, flexibility, 

elasticity, globally availability and DevOps automation. 

Organizations have to do applications on Load Balancers with Auto Scaling to achieve 

resilience. The load balancer routes requests to healthy instances and can also create instances 

based on demand. Organisations have to focus on a hybrid cloud-native architecture for 

long-running services that require portability across event-driven workloads.  
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