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Abstract—This report has been requested by Golding-Harvest LTD.  Throughout the repost references to BYOD
 and BYOT have been discussed and explained with recommendations made. BYOD is the most exciting and upcoming part of a larger trend in tech companies. Employee’s personal technology is joined to the Companies network.  Some of the technologies utilized are BYOPC (bring your own computer), BYOL (bring your own laptop), BYOA (bring your own apps).[1][2]
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Introduction 

IT
 administrators use Mobile Device Management (MDM)[3] to regulate BYOD equipment. This report depicts a policy which includes areas such as appropriate use of BYOD, prerequisites for accessing the network, risks and liabilities of the company and the employee, and included in the security section are the policies password complexities, encryption, timeout termination and remote data wipe in the event of a failed attempt. [4] This report will cover all facets of MDM, giving insight into BYOD and BYOT.  Also included in the report is a topology of a BYOD network with explanations to why certain AP’s, router’s and switches have been used.
I. BYOD (Bring Your Own Devices)
BYOD (bring your own device)[3] is the increasing trend toward employee-owned technology within a company. The most commonly used technologies are laptops, tablets, USB drives and Smartphones.

BYOD [3] is the most exciting and upcoming part of a larger trend, where an employee’s personal technology is joined to the Companies network.  Some of the technologies utilised are BYOPC (bring your own computer), BYOL (bring your own laptop), BYOA (bring your own apps).[1]
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II. BYOT (Bring Your Own Technology)
Bring your own technology (BYOT) allows the use of personal devices to be joined to the Companies network. BYOT began with executives who owned the latest technological devices and wanted to use them for their everyday work.  BYOT includes both hardware and software. [5]Some Companies offered a stipend for the purchase of said devices while others expected the employee to cover the entire cost themselves. [6]
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III. Access Control List
One of the key virtues of today’s routers are governed by ACLs (Access Control List) which should be used in “Firewall” routers. The network administrator outlines a set of rules by which controlling the flow of traffic. [8]
Each packet of information received through the router is compared to the set of rules set out in the ACL to see if they are allowed to carry on to their destination, or if they will be rejected, not being allowed further along the network path.  The router can also restrict network usage of specific users or devices to heighten security. [9] Blacklisting was considered. (Blacklisting is where you set out a list of everything that you do not want to allow access to your operating system and deny it access.)[10] One of the drawbacks with this is it is a threat-centered approach where efficiency is contingent on how well and how frequently the blacklist and its accompanying responses are refreshed and updated.  Whitelisting is the opposite of blacklisting in as much as your list is made up of what you are allowing to access your network, such as software applications, processes, email addresses, devices etc. and deny the rest. (Assume a whitelist is included in the ACL)[3]
IV.   Device policy

a) Introduction

· Golding-Harvest Ltd acknowledge their employees have differing work needs and as such allowing their employees participation in a new scheme of BYOD’s such as tablets, laptops and smartphones. 

· If employees do not accept the boundaries of the police outlined below, Golding-Harvest Ltd reserve the right to revoke the privilege forthwith.

· The policy is designed to protect the integrity and security of Golding-Harvest Ltd. 

· Employees are required to agree to the terms and conditions of the policy before connecting to the Golding-Harvest Ltd network.

b) The following policy covers

· Company vs personally owned devices

· Usage considerations including access and storage of Company data on systems and cellular roaming.

c) Appropriate Use 

· Golding-Harvest Ltd delineates appropriate business use as undertakings that directly or indirectly support the business of Golding-Harvest Ltd.  

· Golding-Harvest Ltd prohibits access to certain websites during working hours or while connected to the network. Websites include but are not limited to Facebook and YouTube.
· Employees are allowed access to company-owned resources such as calendars, contacts and emails.

· Camera and video capabilities are to be disabled while on-site.

· Golding-Harvest Ltd prohibits any illicit materials to be stored or transmitted at any time.

· Golding-Harvest Ltd prohibits proprietary information not belonging to Golden-Harvest Ltd being transmitted or stored at any time.

· Golding-Harvest Ltd does not endorse texting or emailing while driving.

· Golding-Harvest Ltd allows rreasonable personal use, though activity during work hours would be limited in manners comparable to other personal activities.  Abuse will be subject to disciplinary action.

· Golding-Harvest Ltd employees are prohibited from downloading, installing or using any app that is not on the company’s list of approved apps. 

· Golding-Harvest Ltd employees must adhere to the company’s appropriate usage policy as outlined above and always use their device ethically.

· All smartphones should have a protective case.  They are easy to damage and very expensive to replace.

· Devices belonging to employees are not allowed access to the network if they are for personal use only.

· Golding-Harvest Ltd employees must report lost or stolen devices to the company within twenty-four hours.

· It is the employee’s responsibility to immediately report the loss of device to the carrier. 

d) Devices and Support 

· Assume there is a list of acceptable devices, including models, operating systems and versions.
e) Company-Owned Vs. Personally-Owned Devices.
· An employee may select to use a personally owned device instead of a Company-owned device for numerous reasons.

· It is critically important that employees understand the implications and expectations of using a personally-owned device for work.  

· Please refer to the IT Publication How Do I - Choose between Company Owned and Personally Owned Devices. [See appendices]
· Laptops, tablets, including iPad and Android are acceptable.
· Smartphones including Windows phones, Android, iPhone and Blackberry are acceptable. 
· The employee is responsible for all costs associated with his or her device.

· Contact IT for any connectivity, hardware-related or operating system issues, not the device manufacturer or carrier.

f) Prerequisite for accessing the network
· Device applications and configurations of standard apps such as office productivity software and security tools and browsers are necessary and as such devices are to be presented to IT for job provisioning.

g) Reimbursement

· Golding-Harvest Ltd employees will receive a stipend up to ninety percent of the cost of the device, payable over twenty-four-month period.

· Golding-Harvest Ltd will reimburse up to ten pounds a month for phone/data plan.

· Golding-Harvest Ltd will not reimburse any additional monthly charges incurred by overages or roaming costs

.
h) Risks/Liabilities/Disclaimers
· Golding-Harvest Ltd employees are responsible for backing up company data such as contacts and emails. Every provision will be taken by IT to prevent personal data from being lost in a remote device wipe.

· Golding-Harvest Ltd reserves the right to remove devices from the network or restrict services without notification. 

· Golding-Harvest Ltd retain the right to the right to take suitable punitive action, including termination for nonconformity of this policy.

V. Security Policy

· To prohibit unauthorised access, devices must be protected by a password employing the features of the device. To access Golding-Harvest Ltd network a strong password is required.

· Golding-Harvest Ltd classifies a strong password as being at least eight characters long, have at least one upper-and-lower-case letter and at least one number or symbol. Passwords will be changed every ninety days and the new password cannot be one of ten previous passwords.

· If not in use for three minutes, the device must self-lock with a PIN or password. 

· The device must lock after three failed login attempts.

· IT must be contacted to regain access.

· Golding-Harvest Ltd strictly forbids any rooted (Android) or jailbroken (iOS) device accessing the network.

· Access to company data for Golding-Harvest Ltd employees is restricted by user profiles and automatically enforced by IT.

· The device may be remotely wiped in the following instances: The device is lost, detection of a policy breach, detection of a virus or similar threat to the company’s data/technology infrastructure, or the employee’s termination of employment.
· AV (anti-virus) software should be installed on all devices and be regularly update to the latest fix.

VI. ManageEngine MDM suite
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Figure 1 Zoho Management Suite[11]
Fig1. Zoho’s MDM system is called ManageEngine.  This system is a middle of the range model. It does not come with the added extras of AirWatch,[12] It has everything required for a company to manage a modicum of mobile devices and is a good way to break into the MDM way of life. This would be ideal as it allows a more hands-on approach for the company regarding digital security.
VII. Network Topology 
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Figure 2 Topology
Fig2. Shows the BYOD network design for Golding-Harvest Ltd. As depicted in the topology the start point is an ISP (Internet service provider) represented as a cloud.  This is directly connection to a Cisco firewall with the possibility of setting up DMZ (Demilitarized Zone)[13]. Next in line are three routers. Router R3 is connected to the server farm inside the data center, (It is assumed the data center is up and running) and router1 and router2, while independent of each other can be used as backups for redundancy should the need arise. (Naming convention to be changed upon deployment.) Each router is connected to an AP (Access Point).  
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Figure 3 Wireless Topology
Fig 3 illustrates a single point of wireless access with several wireless devices attached. Each AP will have a unique password and SSID (Service set Identifier)[14]. In line with good practice a strong password and unique SSID would be set using the company’s naming convention and password policy.  Each AP is using wireless security protocol WPA2-PESK would be implemented allowing for 128-bit encryption which is considered IEEE 80211I-2004 standard.[15]
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Figure 4 Router Security

Fig4. Depicts how the router would be set up so that access is restricted, and no proprietary information can be accessed. A separate VPN would be used for guest which would have its own security protocols.
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Figure 5 Switch Security

Fig5. Show how the switch has been set-up, with password verification needed for access. A complete printout of the running-config can be found in the appendices.
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Figure 6 Wireless Settings
Fig6. Depicts the SSID and WPA2-PSK password. The password and SSID would be changed to company naming convention when the system went live.
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Figure 7 Printer Settings

Fig7. Portrays how the wireless printer has been set up.  It shows where the password would be input and what wireless AP to connect to. Once again when the system goes live the AP’s name would be changed to match the company’s naming conventions.
VIII. Conclusion

Throughout this report BYOD and BYOT has been examined in detail and conclusions have been made as to the best possible practice to be set up and best policy’s to be put in place.  The management engine system to be implemented would be the Zoho system.  As described in the MDM Zoho would be responsible for implementing the policies and procedures for BYOD and BYOT. On the routers a separate VPN would be set up to allow the guests to have access to the internet, as it would be on a differing IP addressing system, no information would be able to be accessed through the guest VPN.
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X. Appendices 

A. COMPANY FUNDED, BUT PERSONALLY-OWNED DEVICES

If the Company has decided to fund a device for an employee, they may choose to use their personal device, rather than a Company-owned device, under the following conditions:

Employee will receive a standard stipend for the device usage required for them 

The monthly stipend will be paid to the employee once a month and is considered to be taxable.

Employee is personally liable for costs and other obligations related to their personal device.

Employee is responsible to replace or repair lost, stolen, or damaged personal devices immediately or contact their manager to have the stipend payment stopped.

Funding is intended to cover the incremental cost of using your personal device for business use.

Employee may not request reimbursement for additional costs (e.g. long distance) related to their personal device unless agreed to with their manager and in advance of unusual planned activities (e.g. overseas travel).

Inappropriate or careless behavior or activities inconsistent with the decision to fund the device that results in additional costs will not be reimbursed.

Necessary steps should be taken to minimize travel costs.  Failure to do so will be grounds to refuse reimbursement of unusual costs.

Employee must agree to publish their phone number in the Company directory if requested by management.

Employee must use their device in a manner required by their role and consistent with the reasons that Company funding was agreed to be necessary.

Should an employee’s role in the Company change, their funding will be reviewed and potentially revised or withdrawn if their new role no longer qualifies for the funding they are receiving.

Although the likelihood is low, it is possible that a personally owned device could be subject to legal hold and discovery in response to legal matters.

Company funding for cellular data usage must be additionally approved by a Vice-President or the General Manager, IT. Receiving funding for cellular data usage does not necessarily imply authorization to receive Managed IT Services on a personal device.
B. Running-Config for switch as per figure 4

Current configuration: 692 bytes

!

version 12.1

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

!

hostname S6

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCi1

!

!

!

no ip domain-lookup

!

!

spanning-tree mode pvst

spanning-tree extend system-id

!

interface Ethernet0/1

!

interface Ethernet1/1

!

interface Ethernet2/1

!

interface Ethernet3/1

!

interface Ethernet4/1

!

interface Ethernet5/1

!

interface Ethernet6/1

!

interface Ethernet7/1

!

interface Ethernet8/1

!

interface Ethernet9/1

!

interface Vlan1

no ip address

shutdown

!

banner motd ^C

No Unauthrised Access^C

!

!

!

line con 0

password cisco

login

!

line vty 0 4

login

line vty 5 15

login

!

!

!

end

S6(config)#

	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	Include a range of research informed literature.  Referencing consistently applied but more recent academic/peer review articles could be used (Grade mark: 70.00%)
	15
	10.5

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Good knowledge and understanding applied (Grade mark: 73.33%)
	15
	11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	 Evidence of logical and analytical discussions.  Ability to use evidence to support discussion, you have inter-relate your discussion with your research and implementation design; very good. All areas of the assignment met and discussed except no DFD done. Conclusion can be improved by summarising all the key aspects/finding of the report and state future improvements that can be done. (Grade mark: 75.00%)
	40
	30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Basic implementation no real configurations, basic security settings on each router using the default cisco / class passwords. The server has no real purpose as nothing is configured, along with no visible IP addresses on any devices. Although you can ping across the network and have achieved a basic knowledge of an Enterprise network (Grade mark: 52.50%)
	20
	10.5

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Communication professionally, effectively, consistently and confidently written in a suitable format. (Grade mark: 80.00%)
	10
	8

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	70%

	
	Up to four weeks late
	
	

	
	First Attempt?
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