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The purpose of this report is to outline the general background information regarding Operating Systems, as well as documenting the use of different Operating System commands and scripts, using languages such as Batch and Bash. These different features are very powerful tools that can be used perform various tasks, manage the resources within a computer, and streamline the overall processes and operations of a computer system. Additionally, this report provides some context and definition within the appendices, documents my own engagement with an online certified course, and provides a list of citations and references which have been referred to throughout this report.


[bookmark: _Toc162281256][bookmark: _Toc162337297]Key functions of general Operating Systems
An Operating System is the “communication bridge (interface) between the user and computer hardware. The purpose of an operating system is to provide a platform on which a user can execute programs conveniently and efficiently” [1]. The core program of the Operating System is the ‘kernel’ which is the main interface between the applications and the CPU & hardware, as it allocates memory to processes, and CPU time between processes.
The key functions of an Operating System:
· Memory Management is when “an operating system manages the allocation and deallocation of memory to various processes and ensures that the other process does not consume the memory allocated to one process” [1], whilst keeping track of primary memory.
Memory Management can be monitored in the task manager, by opening the performance, then memory tabs, or alternatively via the Performance Monitor:
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· Device Management is when an Operating System manages devices via a ‘device driver’. To do this, the Operating System “Allocates and deallocates devices to different processes, keeps records of the devices, and decides which process can use which device for how much time” [2].
Device Management can be monitored in the device manager, within the control panel:
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· Job / Process Management is when “the OS decides the order in which processes have access to the processor, and how much processing time each process has” [1]. This function is done using the ‘job scheduler’ which uses a process called ‘context switching’ which is when multiple threads are executed and managed simultaneously by a single CPU core, swapping between the different tasks.
Job / Process Management can be monitored in the task manager, or alternatively in the Resource Monitor within the Computer Management settings:
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· File System Management is when an Operating System is used to perform various activities such as “keeping track of where information is stored, user access settings, the status of every file, and more” [1] whilst also keeping track of information regarding the creation, deletion, storage and transfer of files and file directory structure, as well as maintaining data integrity of stored data and files by preventing unauthorised access.
File System Management can be monitored by accessing the ‘File System Privacy Settings’ menu, or alternatively via the Event Viewer:
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· Network Management is performed by an Operating System by allowing computers to interact with each other and with the internet. Network Management also allows the user to set up and manage the network connections, like Wi-Fi or ethernet, ensuring network connections are efficient and secure.
Network Management can be monitored by accessing the ‘Network & Internet’ tab of the settings menu:
[image: ]
· Security of the system is also managed by the Operating System. “Maintaining system security is crucial. The OS ensures the security of the system by limiting hardware access to trusted applications and programs. It uses methods like password protection and controlled user access to uphold privacy and data integrity” [3].
Security can be monitored by accessing the ‘Windows Security’ tab within the system settings:
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]
· User Interface is how the user interacts with the operating system. The “user interface is offered through a set of commands or a graphical user interface (GUI). Through this interface, the user makes interacts with the applications and the machine hardware” [1].
The User Interface can be seen anywhere the user interacts with the system, for example, the home page or the start menu:
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]
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc162281257][bookmark: _Toc162337298]Use of Windows OS CLI Commands
To access the command window, it can be opened from the taskbar in the menu.
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The first command used was the ‘dir’ command, which displays a list of contents in the current directory:
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The ‘dir’ command can be combined with switches which are used to alter the command. For example, the ‘dir /q’ command displays the same information as ‘dir’ whilst also providing the file ownership of each file:[image: A screenshot of a computer program
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Similarly, the command ‘dir /s/p/w’ displays every file in the directory, one at a time (shown by the ‘Press any key to continue…’), in a wide display format [4]:
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The next command was the ‘driverquery’ command, which lists all installed drivers on the PC:
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The next set of commands used were the commands to change the current directory. In the below screenshot, the ‘cd’ command was used to change to the desktop directory, within soac-azure. Then, the ‘cd..’ command was used to go back up a directory. Then, the ‘chdir’ command was used to change to the documents directory. Finally, the ‘cd../..’ command was used to go back up 2 directories:
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The next command used was the ‘systeminfo’ command, which shows extra detailed information about the PC, that you wouldn’t normally find in the system’s GUI:
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The next command used was the ‘set’ command which shows a list of the PC’s environment variables:
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The next command used was the ‘prompt’ command, which changes the default text shown before entering commands. The default prompt shows the C drive path to the user account; however, it was changed to show a user-friendly prompt:
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The next set of commands used were the ‘mkdir’ and ‘rmdir’ commands. In the following screenshot, the ‘mkdir’ command was used to create a new folder called ‘new’ and then was shortly after deleted using the ‘rmdir’ command. The ‘dir’ command was called after each of these commands to show it’s addition and removal from the system:
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The next command used was the ‘title’ command, which changes the Command Prompt Window title. In the following screenshot, the title was changed to be “Joe’s Command Window”:
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The next command used was the ‘color’ command, which is used to change the colour of the Command Prompt window. A list of the available colours was displayed using ‘color attr’ and then I set the command window to be light red text on a bright white background using the ‘color fc’ command:
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The final set of Windows OS Batch commands used were the ‘help’, ‘echo’ and ‘cls’ commands. The ‘help dir’ command was called to display a list of commands/help for the ‘dir’ command. Then, the ‘echo’ command was used to display a message explaining the ‘echo’ command and the following ‘cls’ command, which was then used to clear the window, which can be seen in the final screenshot below: [5], [6], [7].
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Using several screenshots, this section will document the use of Linux OS CLI Bash commands.
The first commands used are the ‘pwd’ command which prints the present working directory, and ‘cd /’ which changes to the root directory, shown by the ‘/’:
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Next, a couple of simple commands are used. The ‘echo’ command is used to display a message on the screen asking what the date is, followed by the ‘date’ command which displays the current date and time [8]:
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Next, the ‘ls’ command is used which lists all the files within a folder. First, ‘ls’ was used to display all the subdirectories, then ‘ls /bin’ was used to display the contents of the bin subdirectory:
[image: A screen shot of a computer program
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The ‘ls’ command has a lot of options. For example, ‘ls -al /bin’ displays far more hidden information:
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Next, the ‘mkdir’ command is used to create a new directory called ‘new’, followed by the ‘cd’ command which is used to change to the ‘new’ directory. The ‘ls’ and ‘pwd’ commands are used to display the changes at each stage [9]:
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Next, a new file is created in the home subdirectory using ‘cd home’ followed by ‘touch new.txt’. Then, text is inputted into the file using the ‘echo <text> > new.txt’ command. The file is then viewed using the ‘cat new.txt’ command. Finally, the file permissions are viewed using ‘ls -l’ and then changed to add execute rights to the user, using the symbolic method ‘chmod +x new.txt’ command:
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Finally, two users with usernames ‘joefrohwein’ and ‘johndoe’, with their own unique passwords, were created using the ‘adduser’ command. Then a new group called ‘students’ was created using the ‘addgroup’ command. Finally, the two existing users were added to the ‘students’ group using the ‘adduser <user> <group>’ command [10]:
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Lastly, the ‘tail cat /etc/group’ was used to show the last few lines of the group information ‘/etc/group’ file, which shows joefrohwein and johndoe as users within the students group on the bottom line of the output [11]:
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The below script informs the user of what vehicles they are old enough to drive [12], [13]. [image: ]
First, the GoTo feature was used to demonstrate how the code on line 5 was skipped. 
Then, the User Input /p switch was used to allow the user to enter their name and age, which were then saved as variables and outputted on the screen. 
Next, if statements were used to determine which age bracket the user fell into, and the GoTo function was reused to jump to the relevant section of code, based on their age.
Next, in the :Truck and :Walk section, I used and called a function, which can be seen in the :differenceFunction section, which set the return variable to be equal to nextAge (the age to move into the next age bracket) minus their entered age. This return variable would be used within an output message to tell the user how many years until they can move into the next age bracket.
Finally, in the :End section, an overall output message will be displayed, regardless which sections of code had been run prior.


The following screenshots show different outputs, depending on different entered data:
Age = 22:
[image: ]
Age = 18:
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Age = 17:
[image: ]
Age = 16:
[image: ]
Age = 14:
[image: ]


[bookmark: _Hlk162278837]This below script acts as the interface for a vending machine [14], [15]. [image: ]
First, two arrays were created and populated, the first with names of chocolate bars, and the second with a list of options for the vending machine.
Then an output message was displayed asking the user to select an option from the second array. The options of the array were displayed using a For loop.
If statements and GoTo functions were used to determine which code would be run based on the selected option.
In the :Select section, another For loop was used to display the chocolate bars and their index, prompting the user to select a chocolate bar by entering the number of its index. Upon entering a number, the value of that entered index would be saved under the ‘chocOut’ variable and displayed within an output message.
The following screenshots show different outputs, depending on different entered data:
Option 0, then option 0:
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Option 0, then option 2:
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Option 0, then option 4:
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Option 0, then option 5:
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Option 1:
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Use of Linux OS scripts
[image: A screenshot of a computer
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The Bash Script above is used to run a random number guessing game.
First, the FunCheck function was created, which will be called to check if the user is having fun or is still having fun, depending on if they’ve answered “Y/y” or “N/n” before. Their input to the question “Are you having fun yet?” will determine whether the question is asked again when the function is next called. If the user has answered “Y/y” on the previous function call, the ‘fun’ variable will be updated, and every following call of the function will be a generic print/echo statement. The user input is checked using a Case statement, so if either the upper or lower case of the letter is entered, it will still be recognised by the code [16].
Upon loading the code, the user is asked to input their name, which is displayed back to them in an output message using an echo command., also asking them to guess a number between 1-10 inclusive. A random number in this range was then assigned to a variable. Also, an empty array was created to store their guesses [17].
A while loop was used to control the game and would keep repeating the contents of itself until the correct number was guessed, adding 1 to the ‘num’ counter every iteration of the loop (to be displayed in the total number of guesses message at the end). After the user answers the FunCheck function question, they are then prompted to enter a number. If the guess matched the random number, an output message would be displayed including the total number of guesses made. If the guess was incorrect, an output message would be displayed, including whether the answer is higher or lower, as well as the user’s entered guesses so far [18]. After the game is complete, the user must “press any key to exit…”
The following screenshot shows the code being run:
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Throughout this report, the fundamental aspects of an Operating System have been explored, and it has been clear to see the overall benefits that an Operating System provides, due to its key functions and its Command Line Interface (CLI) commands and scripting, within both Windows and Linux Operating Systems.
First, the key functions of a general Operating System were described and documented with screenshots, which were used to enhance to the reader the usefulness of the various functions in managing and monitoring resources, memory and processes.
Next, the use of various CLI commands within both the Windows and Linux Operating Systems were documented using screenshots to demonstrate the power and flexibility of both Batch and Bash commands within CLI to perform single tasks such as modifying system settings, running programs and accessing file directories.
Lastly, the use of Windows and Linux Operating Systems scripting were documented using screenshots to demonstrate the creation and output of scripts, again using both Batch and Bash languages. This documentation allows the reader to truly understand the improvements in efficiency and automation when performing a series of complex processes within a computer system.
In conclusion, this report has highlighted the role of Operating Systems as the overall core of a computer’s infrastructure and architecture, which allows the user to interact with the computer’s hardware and software efficiently, using various methods of interaction, whilst also highlighting the strength of an Operating System’s CLI and scripting capabilities.
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What is an operating system:
“Operating System lies in the category of system software. It basically manages all the resources of the computer. An operating system acts as an interface between the software and different parts of the computer or the computer hardware. The operating system is designed in such a way that it can manage the overall resources and operations of the computer” [19].
“An operating system is a powerful and usually extensive program that controls and manages the hardware and other software on a computer. All computers and computer-like devices require operating systems, including your laptop, tablet, desktop, smartphone, smartwatch, and router” [20].
What does an operating system do:
“The operating system helps in improving the computer software as well as hardware. Without OS, it became very difficult for any application to be user-friendly. The Operating System provides a user with an interface that makes any application attractive and user-friendly. The operating System comes with a large number of device drivers that make OS services reachable to the hardware environment” [19]
“An operating system is the core set of software on a device that keeps everything together. Operating systems communicate with the device's hardware. They handle everything from your keyboard and mice to the Wi-Fi radio, storage devices, and display. In other words, an operating system handles input and output devices. Operating systems use device drivers written by hardware creators to communicate with their devices” [21].

Types of Operating Systems:
· Batch
· Batch OS groups many similar jobs into batches and executes them together in a specific order, resulting in faster processing and response. Batch OS doesn’t require user intervention, as it processes the different batches in a logical order.
· Multi-programming
· Multi-programming OS is when more than one program is used to execute data processing tasks, which allows resource utilisation to be maximised efficiently. This can be done with either a pre-emptive or non-pre-emptive scheduling algorithm, which determines whether a process can enter the critical section if no other progress is in the critical section.
· Multi-tasking/Time-sharing
· Multi-tasking / Time-sharing OS allocates handles multiple tasks at the same time by allocating time to a specific task and switching frequently between the current tasks, allowing users to be distributed across various terminals, and to complete work simultaneously. This OS allows users to access multiple files and programs at once without closing the others.
· Distributed
· Distributed OS uses autonomous, interconnected computers to communicate via a network, and distribute the data processing workload across the processors of all the computers. This OS is typically used for purposes such as telecommunications and airline reservation controls.
· Network
· Network OS is installed on a server, to offer the capability to manage data, resources and applications, also enabling access to shared files and devices on all computers within a local area network. Network OS can be used to handle tasks such as file sharing, user authentication and network security.
· Real-time
· Real-time OS is used within and to support real-time systems with very strict time requirements, offering very quick processing and response time, as it’s often used for time-critical processes. This OS is typically used for tasks such as science experiments, robotics and air traffic control.
· Mobile
· Mobile OS is the software that is used exclusively for small mobile devices, such as mobile phones. They allow the features of a computer to be stored on a transportable, handheld device, allowing mobile access to applications, and controls basic functions like making calls, sending texts, and connecting to the internet. [22], [23], [24], [25]

Linux Operating Systems
“Linux® is an open-source operating system (OS). An operating system is the software that directly manages a system’s hardware and resources, like CPU, memory, and storage. The OS sits between applications and hardware and makes the connections between all your software and the physical resources that do the work.” [26]
Examples of Linux distributions are:
· Ubuntu
· Debian
· CentOS Linux
· Red Hat Enterprise Linux (RHEL)
· Gentoo
· Fedora
· OpenSUSE
· Elementary OS
· Linux Mint
· Arch
· Oracle

Examples of top/first level subdirectories are:
· / – “The top level directory in your system. It's called the root directory, because it's the root of the system: all the rest of the directory structure emanates from it like branches from the root of a tree. Don't get confused by the /root directory, by the way; that's a different 'root'.”
· /root – “The home directory of the root user.”
· /bin – “Contains binaries for your system. The /bin directory is, by default, in your PATH, meaning that any executable file in this directory can be executed just by entering the file name at the command line.”
· /boot – “Contains files necessary to boot your system, including the kernel.”
· /dev – “An abstracted directory which contains all your system devices: hard drives, CD-ROMs, sound cards, and much, much more. When devices are mounted, it occurs here.”
· /home – “Contains the home directory for each system user.”
· /sbin – “Contains additional system binaries that are only available to root. Mostly admin tools.”
· /tmp – “The temporary directory. Any user can place stuff in here but be forewarned: your system periodically cleans out this directory, and anything you leave in here will be deleted.”
· /usr – “Contains subdirectories that will be used system-wide by all users, including binaries, libraries, man files, and other things.”
· /var – “Contains variable data that changes in size as the system runs. For instance, log files, mail directories, databases, and printing spools.” [27]
Engagement with Linux Unhatched
Below, my engagement with Linux Unhatched, a certified Cisco course, has been documented using several screenshots [28]
This screenshot shows the first of the main content, after completing the introduction in section 1:
[image: ]
This screenshot shows myself using the command window to test different commands that return the same output, being the contents of a directory:
[image: ]
The following three screenshots shows myself following along with the course content to begin viewing, copying and moving files:
[image: ]
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This screenshot shows myself learning to use the shutdown command:
[image: ]
This screenshot shows where I came to the end of this short course:
[image: ]
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d Prompt

icrosoft Windows [Version 16.6.1945.3930]
(c) Microsoft Corporation. All rights reserved.

C:\Users\soac-azure>dir
Volume in drive C is Windous
Volume Serial Number is 82C5-5B50

Directory of C:\Users\soac-azure

61/26/2624 11:02 AM  <DIR>
61/26/2024 11:02 AM  <DIR> -
61/26/2024 11:06 AM  <DIR> 3D Objects
61/26/2624 11:06 AM  <DIR> [
61/26/2624 11:06 AM  <DIR> Desktop
61/26/2624 11:06 AM  <DIR> Documents
62/12/2624 03:52 PH  <DIR> Dounloads
61/26/2624 11:06 AM  <DIR> Favorites
61/26/2624 11:06 AM  <DIR> Links,
61/26/2024 11:06 AM  <DIR> Music
61/26/2024 11:02 AM  <DIR> Onebrive
61/26/2024 11:02 AM  <DIR> Pictures
61/26/2024 11:06 AM  <DIR> Saved Games
61/26/2024 11:01 AM  <DIR> Searches
61/26/2624 11:06 AM  <DIR> Videos

© File(s) © bytes

15 Dir(s) 112,312,430,592 bytes free
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:\Users\soac-azure>dir /q
Volume in drive C is Windows
Volume Serial Number is 82C5-5859

Directory of C:\Users\soac-azure

3/04/2624 AM <DIR> BUILTIN\Administrators .
3/04/2624 AM <DIR> NT AUTHORITY\SYSTEM ..
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators 3D Objects
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Contacts
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Desktop
1/26/2624 11:06 M <DIR> BUILTIN\Administrators Documents
2/12/2624 ©3:52 PH  <DIR> BUILTIN\Administrators Downloads
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Favorites
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Links
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Music
1/26/2624 11:02 AM  <DIR> BUILTIN\Administrators OneDrive
1/26/2624 11:02 AM  <DIR> BUILTIN\Administrators Pictures
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Saved Games
1/26/2624 11:01 AM  <DIR> BUILTIN\Administrators Searches
1/26/2624 11:06 AM  <DIR> BUILTIN\Administrators Videos

© File(s) © bytes

15 Dir(s) 112,035,917,824 bytes free
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C:\Users\soac-azure>dir /s/p/w
Volume in drive C is Windows
Volume Serial Number is 82C5-5859

Directory of C:\Users\soac-azure

[-1 o] [30 Objects] [Contacts]  [Desktop]  [Documents]
o File(s) © bytes
Directory of C:\Users\soac-azure\3D Objects
1 -
o File(s) © bytes
Directory of C:\Users\soac-azure\AppData
[Local]  [Locallow] [Roaming]
© File(s) © bytes
Directory of C:\Users\soac-azure\AppData\Local
[-1 [--] [Comns]
[PlaceholderTileLogoFolder] [Publishers] [Temp]
o File(s) o bytes
Directory of C:\Users\soac-azure\AppData\Local\Comms
[1 [-1 [Unistore] [UnistoreDB]
o File(s) © bytes
Directory of C:\Users\soac-azure\AppData\Local\Comms\Unistore
(.1 [..] [data]
© File(s) © bytes
Directory of C:\Users\soac-azure\AppData\Local\Conms\Unistore\data
-1 [--] AggregateCache.uca
1 File(s) 4 bytes
Directory of C:\Users\soac-azure\AppData\Local\Comms\UnistoreDs
[1 [ store. jfm store.vol tmp.edb
8 File(s) 18,571,264 bytes

Directory of C:\Users\soac-azure\AppData\Local\ConnectedbevicesPlatform

[1 L1
L.S0ac-azure. cdp L.s0ac-azure. cdpresource
4 File(s) 6,559 bytes

[Downloads] [Favorites] [Links]
[ConnectedDevicesPlatform] [D3DSCache]
Uss.jep uss. jex

COPGlobalsettings.cdp

Directory of C:\Users\soac-azure\AppData\Local\ConnectedbevicesPlatform\L. soac-azure

L1 [ ActivitiesCache.db

3 File(s) 2,420,376 bytes
Directory of C:\Users\soac-azure\AppData\Local\D3DsCache

[-1 [--1
o File(s)

[45a5e5b635b28e7a] [F4da1c5do9ac7a1]
© bytes

Directory of C:\Users\soac-azure\AppData\Local\D3DSCache\45asesb635b28e7a

Press any key to continue . . .

ActivitiesCache.db-shm

ActivitiesCache.db-wal

[Music] [OneDrive]  [Pictures]  [Saved Games] [Searches]  [Videos]
[Microsoft] [OneDrive] [Packages]
USSrese@eel.jrs  USSresoeee2.jrs  USStmp.jtx

Connected Devices Platform certificates.sst

[L.s0ac-azure]
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Module Name

Users\soac-azure>driverquery
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:\Users\soac-azure>cd desktop

:\Users\soac-azure\Desktop>cd. .

C:\Users\soac-azure>chdir documents

\Users>

:\Users\soac-azure\Documents>cd. ./ . .
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C:\Users\soac-azure>systeminfo

Host Name: IHGHLAAZUre
05 Name: Microsoft Windows 10 Pro
05 Version: 10.6.19045 N/A Build 19045
05 Manufacturer: Microsoft Corporation

05 Configuration: Standalone Workstation

05 Build Type: Multiprocessor Free

Registered Ouner N/A
Registered Organization:  N/A

Product ID: 06331-10600-00001-AA727
Original Install Date: 1/26/2624, 16:59:44 AH
System Boot Time: 3/4/2024, 10:63:11 AM
System Manufacturer: Microsoft Corporation
System Model: Virtual Machine
System Type: x64-based PC
Processor(s): 1 Processor(s) Installed.
[61]: Intelea Family 6 Model 85 Stepping 7 GenuineIntel ~2594 Mhz

BI0S Version: American Megatrends Inc. @96ees , 12/7/2618
windows Directory: windous
System Directory: : \Windows\system32
Boot Device: \Devi ce\Harddiskvolume1
System Local en-us;English (United States)
Input Locale: en-us;English (United States)
Time Zone: (UTC) Coordinated Universal Time
Total Physical Memory: 16,384 M8
Available Physical Memory: 13,507 MB
Virtual Memory: Max Size: 19,328 MB
Virtual Memory: Available: 16,651 MB
virtual Memory: In Us 2,677 M8
Page File Location(s): D:\pagefile.sys
Domain: WORKGROUP
Logon Server: \\JMGHL4AZUre
HOtFix(s) : 7 Hotfix(s) Installed.

KB5633909

KB5611648

: KBS615684
KB5634122
KB5614632
: KB5632967

KB5634441

Network Card(s): 1 NIC(s) Installed.

[61]: Microsoft Hyper-V Netuork Adapter
Connection Name: Ethernet 4
DHCP Enabled:  Yes
DHCP Server: 168.63.129.16
1P address(es)
[61]: 192.168.100.96
[62]: feso::8f84:4d2:171F:3333
Hyper-V Requirements: A hypervisor has been detected. Features required for Hyper-V will not be displayed.
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:\Users\soac-azure>set
ALLUSERSPROFTLE=C: \ProgranData

APPDATA=C: \Users\soac-azure\AppData\Roaming
CLIENTNAME=50296

CommonProgranFiles=C: \Progran Files\Common Files
CommonPrograFiles(x86)=C: \Program Files (x86)\Common Files
CommonProgramh6432=C: \Progran Files\Common Files
COMPUTERNAME=JHGHL4AZUre

ComSpec=C: \Windows\systen32\cmd. exe

DriverData=C: \Windows\System32\Drivers\DriverData
FPS_BROWSER_APP_PROFILE_STRING=Internet Explorer
FPS_BROWSER_USER_PROFILE_STRING=Default

HOMEDRIVE:
HOMEPATH=\Users\soac-azure

LOCALAPPDATA=C: \Users\soac-azure\AppData\Local

LOGONSERVER=\\JHGHLAAzZure

NUMBER_OF_PROCESSORS=4

OneDrive=C: \Users\soac-azure\OneDrive

05=Hindows_NT

Path=C: \Windows\systen32; C: \Windows;C: \Windows\System32\bem; C: \Windows\Systen32\WindowsPowershel1\v1. 0\ ;C: \Windows\Systen32\0penSSH\ ;C: \Users\soac-azure\AppData\Local \Microsoft \WindowsApps ;
PATHEXT=.COM; . EXE; .BAT; .CHD; .VBS; . VBE; . JS; . JSE; . WSF; .WSH; .MSC

PROCESSOR_ARCHITECTURE-AMD64

PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 85 Stepping 7, GenuineIntel

PROCESSOR_LEVEL=6.

PROCESSOR_REVISION=5567

ProgramData=C: \ProgramData

ProgramFiles=C:\Program Files

PrograFiles(x86)=C: \Progran Files (x86)

Programki6432=C: \Program Files

PROMPT=$P$G

PSHodulePath=C: \Program Files\WindowsPowershell\Modules;C: \Windows\system32\WindousPowershell\v1.6\Hodules

PUBLIC=C: \Users\Public

SESSTONNAME=RDP-TCp#1

SystemDrive:
SystemRoot=C: \Windows
\Users\SOAC-A~1\AppData\Local \Temp
\Users\SOAC-A~1\AppData\Local \Temp
USERDOMATN=JHGHLAAzZure
USERDOMATN_ROAMINGPROFTLE=JHGHLAAZUre.
USERNAME=soac-azure

USERPROFILE=C: \Users\soac-azure

windir=C: \Windows
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C:\Users\soac-azure>prompt enter your default text here $G

enter your default text here >
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Microsoft Windows [Version 16.8.19645.3930]
(c) Microsoft Corporation. All rights reserved.

Users\soac-azure>mkdir new
C:\Users\soac-azure>dir

Volume in drive C is Windous
Volume Serial Number is 82C5-5B50

Directory of C:\Users\soac-azure

63/64/2624 16:27 AM  <DIR>
63/64/2624 16:27 AM  <DIR> -
61/26/2624 11:06 AM  <DIR> 3D Objects
61/26/2624 11:06 AM  <DIR> [
61/26/2624 11:06 AM  <DIR> Desktop
61/26/2624 11:06 AM  <DIR> Documents
62/12/2624 03:52 PH  <DIR> Dounloads
61/26/2624 11:06 AM  <DIR> Favorites
61/26/2624 11:06 AM  <DIR> Links,
61/26/2024 11:06 AM  <DIR> Music
63/64/2624 16:27 AM  <DIR> new
61/26/2624 11:02 AM  <DIR> Onebrive
61/26/2024 11:02 AM  <DIR> Pictures
61/26/2024 11:06 AM  <DIR> Saved Games
61/26/2024 11:01 AM  <DIR> Searches
61/26/2624 11:06 AM  <DIR> Videos

© File(s) © bytes

16 Dir(s) 110,963,531,776 bytes free

Users\soac-azure>rndir new
C:\Users\soac-azure>dir

Volume in drive C is Windous
Volume Serial Number is 82C5-5B50

Directory of C:\Users\soac-azure

63/64/2624 16:27 AM  <DIR>
63/64/2624 16:27 AM  <DIR> -
61/26/2624 11:06 AM  <DIR> 3D Objects
61/26/2624 11:06 AM  <DIR> [
61/26/2624 11:06 AM  <DIR> Desktop
61/26/2624 11:06 AM  <DIR> Documents
62/12/2624 03:52 PH  <DIR> Dounloads
61/26/2624 11:06 AM  <DIR> Favorites
61/26/2624 11:06 AM  <DIR> Links,
61/26/2024 11:06 AM  <DIR> Music
61/26/2024 11:02 AM  <DIR> Onebrive
61/26/2024 11:02 AM  <DIR> Pictures
61/26/2024 11:06 AM  <DIR> Saved Games
61/26/2024 11:01 AM  <DIR> Searches
61/26/2624 11:06 AM  <DIR> Videos

© File(s) © bytes

15 Dir(s) 110,963,531,776 bytes free




image24.png
Admin

icrosoft Windows [Version 16.6.1945.3930]
(c) Microsoft Corporation. All rights reserved

C:\Users\soac-azure>title Joe's Command Window
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#\Users\soac-azure>color attr
Sets the default console foreground and background colors.

COLOR [attr]
attr Specifies color attribute of console output
Color attributes are specified by TWO hex digits -- the first

corresponds to the background; the second the foreground. Each digit
can be any of the following values:

® = Black 8 = Gray
1 - Blue 9 - Light Blue
2 = Green A = Light Green
3 - Aqua B - Light Aqua
4 = Red C = Light Red
5 = Purple D = Light Purple
6 = Yellow E - Light Yellow
7 = white F = Bright wWhite

If no argument is given, this command restores the color to what it was
when CMD.EXE started. This value either comes from the current console
window, the /T command line switch or from the DefaultColor registry
value.

The COLOR command sets ERRORLEVEL to 1 if an attempt is made to execute
the COLOR command with a foreground and background color that are the
same.

Press any key to continue .




image26.png
#\Users\soac-azure>color attr
Sets the default console foreground and background colors.

COLOR [attr]
attr Specifies color attribute of console output
Color attributes are specified by TWO hex digits -- the first

corresponds to the background; the second the foreground. Each digit
can be any of the following values:

® = Black 8 = Gray
1 - Blue 9 = Light Blue
2 = Green A = Light Green
3 - Aqua 8 - Light Aqua
4 = Red C = Light Red
5 = Purple D = Light Purple
6 = Yellow E - Light Yellow
7 = white F = Bright white

If no argument is given, this command restores the color to what it was
when CHD.EXE started. This value either comes from the current console
window, the /T command line switch or from the DefaultColor registry
value.

The COLOR command sets ERRORLEVEL to 1 if an attempt is made to execute
the COLOR command with a foreground and background color that are the
same.

Example: "COLOR fc" produces light red on bright white

:\Users\soac-azure>color fc
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Users\soac-azure>help dir
Displays a list of files and subdirectories in a directory.

DIR [drive:][path][filename] [/A[[:]attributes]] [/8] [/C] [/D] [/L] [/N]
[/0[[:1sortorder]] [/P] [/Q] [/R] [/S] [/T([:1timeField]] [/W] [/X] [/2]

[drive:][path][filename]
Specifies drive, directory, and/or files to list.

n Displays files with specified attributes.

attributes D Directories R Read-only files
H Hidden files A Files ready for archiving
S system files I Not content indexed files
L Reparse Points 0 Offline files
- Prefix meaning not

8 Uses bare format (no heading information or summary).

e Display the thousand separator in file sizes. This is the
default. Use /-C to disable display of separator.

m sSame as wide but files are list sorted by column.

s Uses lowercase.

n New long list format where filenames are on the far right.

10 List by files in sorted order.

sortorder N By name (alphabetic) S By size (smallest first)
E By extension (alphabetic) D By date/time (oldest first)
G Group directories first - Prefix to reverse order

”» Pauses after each screenful of information.

0 Display the owner of the file.

R Display alternate data streams of the file.

s Displays files in specified directory and all subdirectories.

i Controls which time field displayed or used for sorting

timefield C Creation
A Last Access
W Last Written

™ Uses wide list format.

3 This displays the short names generated for non-8dot3 file
names. The format is that of /N with the short name inserted
before the long name. If no short name is present, blanks are
displayed in its place.

8 Displays four-digit years

Suitches may be preset in the DIRCHD environment variable. Override
preset suitches by prefixing any switch with - (hyphen)--for example, /-W.

C:\Users\soac-azure>echo This message will be displayed, and then cleared by the next command
This message will be displayed, and then cleared by the next command

C:\Users\soac-azure>cls
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C:\Users\soac-azure>
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localhost:~# pwd
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localhost:/# echo What is the date today?
at is the date today?
ocalhost:/# date

Mar 4 11:40:52 UTC 2024
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localhost:/# 1s
bin  etc  1lib  mnt

dev  home media opt
localhost:/# 1s /bin
arch false
ash fatattr
base64 £dflush
bash fgrep
bbconfig Findmnt
bbsuid £sync
busybox getopt
busybox-extras grep
cat gunzip
chgrp gzip
chmod hostname
chown ionice
conspy iostat
cp ipcalc
date kbd_mode
dd kill

df Llink
dmesg Linux32
dnsdomainname  linux64
dumpkmap In

echo login

ed 1s

egrep 1sblk

proc run  srv
root sbin  sys

1zo0p
makemime
mkdir
mknod
mktemp
more
mount
mountpoint
mpstat

v
netstat
nice
pidof
ping
ping6
pipe_progress
printenv
ps

pud
rc-status
red
reformime
rev

tmp var
use

rm
rndir
run-parts
sed
setpriv
setserial
sh

sleep
stat
stty

su

sync

tar
touch
true
umount
uname
usleep
watch
wdctl
zcat

zsh
25h-5.8
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arch -> /bin/busybox
ash -> /bin/busybox
base64 -> /bin/busybox
bash
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bbsuid
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busybox-extras

cat -> /bin/busybox
chgrp -> /bin/busybox
chmod -> /bin/busybox
chown -> /bin/busybox
conspy -> /bin/busybox
cp -> /bin/busybox
date -> /bin/busybox
dd -> /bin/busybox
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dnsdomainname -> /bin/b

dumpkmap -> /bin/busybo
echo -> /bin/busybox

ed
egrep -> /bin/busybox
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localhost:/# 1s
bin  etc  1ib  mnt
dev  home media opt
localhost: /# mkdir new
localhost:/# 1s

bin  etc  1ib  mnt
dev  home media new
localhost:/# cd new
localhost: /new# pwd
/new

proc
root

opt
proc

run
sbin

root
run

srv
sys

sbin
srv

mp
usr

sys
mp

var

usr
var
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localhost:/# 1s
bin  etc 1ib mnt  opt  root sbin sys  usr
dev  home media new proc run  srv  tmp  var

localhost:/home# touch new.txt
localhost:/home# echo "This text will be inputted into the file" > new.txt
localhost:/home# cat new.txt

This text will be inputted into the file

localhost:/home# 1s -1

total 4

41 Mar 4 12:20 new.txt

localhost: /home# chmod 755 new.txt
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localhost:~# adduser joefrohwein
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localhost:~# tail cat /etc/group
tail: can't open "cat’: No such file or directory
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(@Echo off

Title My Batch Script

Goto CodeJump
Echo This code will be jumped past and won't be printed - Ignore this line!

|Echo This code will be jumped to and WILL be printed - The output will start from this point on!
Set /P name=Enter your name:

Set /P age=Enter your age:
Set welcomeMessage=Your name is tname$ and you are fage® years old!
Echo twelcomeMessages

Echo In the UK, you must be 16 to legally drive a moped,

£ taget
if taget
if taget
if taget
if taget

GEQ
GEQ
EQU
EQU
1ss

21
18
17
16
16

(goto Bus)
(goto Truck)
(goto Car)

(goto Moped)
(goto Walk)

17 to drive a car,

18 to drive a truck/lorry and 21 to drive a bus.

Echo Since you are atleast 21 years old, you can drive all of these vehicles

Pause
goto :End

Echo

Set /A nexthge = 21

Call :differenceFunction returnl

Echo You will be able to drive a bus when you are freturnl? year(s) older!

Pause
goto :End

ce you are atleast 18 years old but not 21 years old yet, you can drive a truck/lorry, car and moped, but not a bus

Echo Since you are 17 years old, you can drive a car or a moped, but not a truck/lorry or a bus

Pause
goto :End

Echo Since you are 16 years old, you can only drive a moped!

Pause
goto :End

Echo

Set /A nexthAge = 16

Call :differenceFunction returnl
Echo You will be able to drive a moped when you are returnl? year(s) older!

Pause
goto :End

Set /A i~1 = tnexthget - %aget

Exit /B 0

Echo Now you know what vehicles you are allowed to drive. Goodbye!

Pause

nce you are not 16 years old yet, you can't legally drive any vehicles. You'll have to walk!
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F=] My Batch Script X + v

This code will be jumped to and WILL be printed - The output will start from this point on!

Enter your name: Joe

Enter your age: 22

Your name is Joe and you are 22 years old!

In the UK, you must be 16 to legally drive a moped, 17 to drive a car, 18 to drive a truck/lorry and 21 to drive a bus.
Since you are atleast 21 years old, you can drive all of these vehicles!

Press any key to continue .

Now you know what vehicles you are allowed to drive. Goodbye!

Press any key to continue . . .
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F=] My Batch Script X + v

This code will be jumped to and WILL be printed - The output will start from this point on!

Enter your name: Joe

Enter your age: 18

Your name is Joe and you are 18 years old!

In the UK, you must be 16 to legally drive a moped, 17 to drive a car, 18 to drive a truck/lorry and 21 to drive a bus.
Since you are atleast 18 years old but not 21 years old yet, you can drive a truck/lorry, car and moped, but not a bus!
You will be able to drive a bus when you are 3 year(s) older!

Press any key to continue .

Now you know what vehicles you are allowed to drive. Goodbye!

Press any key to continue .
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F=] My Batch Script X + v

This code will be jumped to and WILL be printed - The output will start from this point on!

Enter your name: Joe

Enter your age: 17

Your name is Joe and you are 17 years old!

In the UK, you must be 16 to legally drive a moped, 17 to drive a car, 18 to drive a truck/lorry and 21 to drive a bus.
Since you are 17 years old, you can drive a car or a moped, but not a truck/lorry or a bus!

Press any key to continue .

Now you know what vehicles you are allowed to drive. Goodbye!

Press any key to continue .
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F=] My Batch Script X + v

This code will be jumped to and WILL be printed - The output will start from this point on!

Enter your name: Joe

Enter your age: 16

Your name is Joe and you are 16 years old!

In the UK, you must be 16 to legally drive a moped, 17 to drive a car, 18 to drive a truck/lorry and 21 to drive a bus.
Since you are 16 years old, you can only drive a moped!

Press any key to continue .

Now you know what vehicles you are allowed to drive. Goodbye!

Press any key to continue .
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F=] My Batch Script X + v

This code will be jumped to and WILL be printed - The output will start from this point on!

Enter your name: Joe

Enter your age: 14

Your name is Joe and you are 14 years old!

In the UK, you must be 16 to legally drive a moped, 17 to drive a car, 18 to drive a truck/lorry and 21 to drive a bus.
Since you are not 16 years old yet, you can't legally drive any vehicles. You'll have to walk!

You will be able to drive a moped when you are 2 year(s) older!

Press any key to continue .

Now you know what vehicles you are allowed to drive. Goodbye!

Press any key to continue .
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‘echo off
Title My Chocolate Vending Machine

set x[0)=Snickers
set
set
set
set

set y[0]=Select a chocolate bar
set y[1)=Exit

Echo Welcome to my vending machine!
Echo Please select an option from the following list:
for /L %%a in (0,1,1) do call echo tta: %iy[ita]ss

set /p optiom
if %option:
if %optiont==:

goto Select
goto Exit

Echo Please select a chocolate bar from the following list by entering it's number:
Echo Available chocolate bars in the vending machine:

for /L t%a in (0,1,4) do call echo t%a: tix[i%a]$t

set /p chocIndex=

call set chocOut=tix[tchocIndext]$s

Echo You have selected a fchocOutt... Enjoy!

Pause

goto End

Echo You chose not to have a chocolate bar... No chocolate for you!
Pause
goto End

Echo Thank you for using my vending machine. Have a good day!
lPause
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lcome to my vending machine!

Please select an option from the following list:
: select a chocolate bar

1: Exit

Please select a chocolate bar from the following list by entering it's number:
wailable chocolate bars in the vending machine:

Snickers

Mars

: Crunchie

Twirl

: wispa

fou have selected a Snickers... Enjoy!
Press any key to continue .
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1come to my vending machine!
Please select an option from the following list:
: select a chocolate bar

1: Exit

2
Please select a chocolate bar from the following list by entering it's number:
wailable chocolate bars in the vending machine:

: Snickers

: Mars

Crunchie

Twirl

: wispa

ou have selected a Crunchie. .. Enjoy!
Press any key to continue .
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Welcome to my vending machine!

Please select an option from the following list:
6: Select a chocolate bar

1: Exit

2

Please select a chocolate bar from the following list by entering it's number:
wailable chocolate bars in the vending machine:

: Snickers

1: Mars

2: Crunchie

3: Twirl

: wispa

ou have selected a Wispa... Enjoy!

Press any key to continue .
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elcome to my vending machine!
Please select an option from the following list:
Select a chocolate bar

Exit

3
Please select a chocolate bar from the following list by entering it's number
Available chocolate bars in the vending machine

Snickers

Mars

Crunchie

: Twirl

wispa

You have selected a ... Enjoy!
Press any key to continue .
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elcome to my vending machine!
Please select an option from the following list:
: select a chocolate bar

Exit

1
You chose not to have a chocolate bar... No chocolate for you!
Press any key to continue .
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+ Tnicialise Funcvion check variable
e

s
Funcheck () {
i€ [ "3zun” -eq 0 1; then
read -p "Are you having fun yes? (Y/N)
case §funResponse in
iy
echo "Thacs greac news!
((zunts))
wim
echo "I hope that will change!™

elee
acho "Hope you are still having fumi™
o
3
read -p "Please enter your name: " userName

echo
echo "Hello fuseslisme. Weloome ©o my randem number game!
am thinking of a number between 1 and 10 (inclusive) . Try to guess it

answer=$ ((RANDOM 3 10 + 1))
dsclare Arzay=0)
s

+ Main loop
Elwnile true; do

acho "Correct! You got it in $num avtempts
bresx

Slif [[ Souess ~gu Sanswer 11; then
echo "Sorzy, your guess is too high.
Arrayt=("iguess®

Here are your guesses so far:
3 {Arraylal}

acho "Sorzy, your guess is too low.
Arrayt=("iguess®

Here are your guesses so fa:
3 {Arraylal}

Beet

read -p "Press any key to exit..." x
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Please enter your name: Joe

Hello Joe. Welcome to my random number game!
I am thinking of a number between 1 and 10 (inclusive). Try to guess it!

Are you having fun yet? (Y/N): N
I hope that will change!

Your guess: 5
Sorry, your guess is too high.

Here are your guesses so far:
5

Are you having fun yet? (Y/N): N
I hope that will change!

Your guess: 1
Sorry, your guess is too Tow.

Here are your guesses so far:
51

Are you having fun yet? (Y/N): Y
Thats great news!

Your guess: 2
Sorry, your guess is too Tow.

Here are your guesses so far:
512

Hope you are still having fun!

Press any key to exit.
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Navigating Basic

Command Syntax

21
Y

o

i
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» Basic Command Syntax

12 This module deals exclusively with the CLI or Command Line Interface, rather than a GUI or Graphical User Interface you may I
13 be familiar with. The CLI terminal is a powerful tool that is often the primary method used to administer small low-power devices.

14 extremely capable cloud computing servers, and everything in between. A basic understanding of the terminal is essential to

141 iagnosing and fixing most Linux based systems. Since Linux has now become so ubiquitous, even those who plan on working

142 primarily with systems not utilizing the Linux kernel can benefit from having a basic understanding of the terminal.

15 What is a command? A command is a software program that when executed on the CLI (command line interface), performs an

16 action on the computer. When you type in a command, a process is run by the operating system that can read input, manipulate

17 data and produce output. Acommand runs a process on the operating system, which then causes the computer to perform a

18 job.

1

— To execute a command, the first step s to type the name of the command. Click in the terminal on the right. Type 1=

(lowercase letters L and $) and hit Enter. The result should resemble the example below

-8 1s
221 Desktop Documents Downloads Music Pictures Public Templates Videos

The name of the command is often based on what it does or what the developer who created the command thinks will best

describe the command's function. For example, the 1= command display
name of the command with something mnemonic for what it doe

a isting of information about fles. Associating the
may help you to remember commands more easily
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total
drux- sysadmin sysadmin
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drux- sysadmin sysadmin
drux- sysadmin sysadmin
drux- sysadmin sysadmin
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drux- sysadmin sysadmin
drux- 2 sysadmin sysadmin
sysadmin@localhost:~$
sysadmin@localhost:~$ 1s -rl
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sysadmin sysadmin total 32
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lnost:~§ aptitude moo 5 Toggle onscreen keyboard

Tnere are no Eascer Eggs in this program.
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:~/Documents$ cat animals.txt

:~/Documents§ cat animals.txt

smma retriever
f— badger
bat bat
woie
e wolf
eagle
lays all five lines of the file above. When viewing larger files, the cac comman n result in very :~/Documents$ cat a]pha,txt

lengthy output that cannot be paused to scroll through. A better method of viewing long text files, is with a pager command

for Apple
which has a functionality that can pause and scroll through the output of the file

for Bear

Note is for cat
is for Dog

Examples of pager commands include the and 1e=s commands. These and additional commands used for N
viewing fles in Linux are covered in for Elephant
is for Flower

R ] for Grapes
Another way to view the content o files is by using the he=d and =a:1 commands. These commands are used 1o view a i
select number of lines from the top or bottom of a file. Taking a look at a few lines of  file can sometimes be helpful to ensure for Happy
that the file is the one you want fo use. is for Ink
Another reason to preview only the first or last few lines, is because some files, such as system log files are frequently updated for Juice
with new entries. Similar to the command, the head and t: -ommands use the name of the file you want to view as is for Kangaroo
the argument to the command is for Lol
for Monkey
for Nickel
for oval
for Pickle
To compare the output of the neza and ‘commands with that of the ca= command, use the ==z command to view the is for Quark

entire

pha.cxt file

:~/Documents$ cat alpha.txt
Apple

Bear

cat

Dog
Elephanc
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1

The ce command is used to copy files. Similar to the =v command, it requires at least two arguments: a sourc
destination. For example, o copy the sd. file to the current directory, use the following command

Note

anda

The second argument is the . character. Recall from the Ghanging Directories section that is a shortcut which
represents the current directory

The result of executing the previous command would create a copy of the contents of the /=tc/passwud file in the
D directory, since that is our current directory. This can be confirmed using the 1= command

/Documents$§ 1s
Sehool alpha-chird.cxc hidden.txt Lexe red.txe
Work alpha.txe lecrers.cxe
sdjectives.cxt  enimals.txt Linwe.cxe  EEEENE
elpha-first.cxe § file.txt people.csv
2lpha-second. txt . profile.cxt

Consider This
such as the

Permissions can have an impact on file management command: command. In order afie, itis
necessary to have execute permission to access the directory where the file is located and the read permission for the file

being copied

Itis also necessary to have write and execute permission on the directory the file is being copied to. Typically, there are
two places where you should always have write and execute permission on the dir ur home directory and the
directory

adjectives. txt
alpha-first. txt
alpha-second. txt

alpha-third.txt hidden. txt
letters.txt
linux. txt

longfile. txt
newhome. txt

alpha.txt
animals. txt
food. txt
hello.sh

:~/Documents$

numbers.txt
os.csv
passwd
people.csv
profile. txt
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>_ Ubuntu PC

/Documents$§ 1s
School alpha-second.txt newhome

:~/Documents$ mv people.csv Work
:~/Documents$ 1s Work

Work. i hidden.txt
adjectives.txt linux.cxe
alpha-first.txt = longfile.

people.csv
:~/Documents$ mv numbers.txt letters.txt alpha.txt School
:~/Documents$ 1s School
Art Engineering Math alpha.txt letters.txt numbers.txt
:~/Documents$ mv animals.txt zoo.txt
:~/Documents$ 1s
School alpha-second.txt hidden.txt 0s.csV
Work alpha-third.txt  linux.txt passwd
adjectives.txt  food.txt longfile.txt profile.txt
alpha-first.txt hello.sh newhome.txt red.txt
:~/Documents$

School hidden.txt
Work. 4 linux.cxe
adjectives.txt

alpha-first.txt

Consider This

Permissions can have an impact on file management commands, such as the
and execute permissions on both the origin and destination directories

ommand. Moving a file requires write

Manager of the Space Operations Computing (Sp0C)for NASA Keith Chuvala
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/Documents$ su -

Shutting Down Password
The = command arranges for the system to be brought down in a safe way. All logged-in users are nofified that the :~# shutdown now
m is going down and within the Iast five minutes leading up to the shutdown, new logins are prevented. shutdown: Unable to shutdown system

e
Broadcast message from sysadmin@localhost
(/dev/pts/@) at 11:38 ...

Follow Along

The =
command. Use n

= command

account for this section using the following

requires adminisrative access, switch to the
as the password

The system is going down for maintenance NOW!

P—

Our virtual machines won't actually shutdown! Feel free to use the command, but be aware it willjust revert to the prompt
after the countdown instead of bringing the system down. You may have to press Enter or Ctri+C to bring back the
command prompt

# shutdown now

Broadcast message from sysadminlocalhost
(/aev/pts/0) at 2:05 .

The system is going down for maintenance NOW!

Unlike other commands used to bring the system down, the sh
the shutdown should begin. Formats of this time argument can be the word
number of minutes to delay in the format

un command requires a time argument specifying when
atime of day in the format b orthe

Consider This

The clock on our

'stem may be set to a different timezone than the one in which you are located. To check the time in
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Linux for Cisco Certified CyberOps Associate

Congratulations on finishing this short introductory Linux course! You have just leamed many Linux concepts that can help you
go further in your IT journey. We highlighted that Linux is everywhere. We also stressed that learning Linux is beneficial for a
wide variety of technology careers. You may consider continuing your IT studies in a variety of areas, including networking, IoT
and one of the IT specialties most currently in-demand, cybersecurity

One of the most important challenges we face in our digital universe today is cybersecurity. There is an increasing amount of
smart devices that can be connected to networks, which is convenient for users who want o stay connected. However. this can
also make networks vulnerable to individuals and organizations who are attempting to gain malicious access to devices and
networks. As a result, the field of cybersecurity is growing and in recent years, training cybersecurity professionals has become
a priority for information technology institutions,

The Cisco Network Academy has developed a certiication program to prepare individuals who are interested in a cybersecurity
areer path. The rtification is designed to provide knowledge of the specific tasks
‘expected for monitoring information systems. With this in mind. If you are just beginning your IT studies, or if you are interested
in exploring paths i IT, it may be worth noting that there is a demand for professionals trained in Cisco Cerified CyberOps
Associate.

>_ Ubuntu PC

:~/Documents$





