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[bookmark: _Toc230814799]CHAPTER 1: INTRODUCTION
[bookmark: _Toc230814800]1.1 Background and Context
The current boom in computing technologies has led to a significant change in centralised models of cloud computing to decentralized models like edge computing and the Internet of Things (IoT). Edge computing enables the processing of data to be done nearer to the source rather than wholly depending on the remote cloud infrastructure. 
Heterogeneous devices like sensor devices, gateway, embedded systems and low-level computing platforms like Raspberry Pi devices are normally part of edge computing environments. They frequently work in distributed and resource-constrained environments, and have little processing capability, storage and connectivity [1]. 
Digital forensics is also interested in locating, obtaining, retaining and examining digital evidence to aid in incident response and legal investigation [2]. Conventional digital forensics has been centred on non volatile storage (hard drives, file systems and logs). Yet, this methodology is getting inadequate due to the growing use of memory-resident techniques in the modern cyberattacks to prevent detection [12].
Real time information on the activity of the system is stored in volatile memory, particularly in the Random Access Memory (RAM). This can be running processes, active network connections, loaded modules, system states, credentials and memory-resident code [3]. RAM is also extremely valuable and hard to preserve unlike disk evidence because when a device is powered off or re-booted, the evidence is lost [5]. Fileless malware and in-memory attacks are some of the threats that have grown the significance of memory forensics because they can leave minimal or no traces on disk [4].
Volatile memory is of special significance in edge computing. On the one hand, edge devices can lack sufficient storage to store long-term logs, so the most important evidence in the case of an incident can be stored in RAM [6]. This makes it challenging to collect and compare evidence across devices and locations as well due to the distributed nature of edge systems [1]. 
[bookmark: _Toc230814801]1.2 Problem Statement
Although digital forensics have advanced, volatile memory acquisition and analysis in edge computing is a challenge. The initial significant issue is the decentralized character of edge systems. Information can be distributed among devices, gateways and networks, and it is challenging to reassemble events and create a proper order of events during a cyber incident [7].
The second problem is the limited resources of edge devices. The processing power, memory and storage of many devices are limited, and thus they are not able to store logs or execute traditional forensic tools [1]. Consequently, volatile memory can serve as the primary source of evidence, but its temporal characteristics imply that evidence can be lost soon when there is a delay in acquisition [5].
The third issue is that there are no standardised methods of memory acquisition and analysis in edge computing scenarios. Despite the fact that the Volatility, Rekall, and LiME tools are utilized in memory forensics, they might not work well in low-power or ARM-based edge cases [8], [5]. This may lead to inconsistent outcomes and decrease the reliability and reproducibility of forensic evidence [9].
Additional complexity is also brought about by new technologies like 5G. The virtualisation and distributed service deployment and network slicing complicate the practices of locating and preserving relevant evidence [10]. Thus, it is evident that there is a necessity to evaluate the current methods of forensics and establish the set of structured procedures that could be applicable to volatile memory analysis in edge computing surroundings.
[bookmark: _Toc230814802]1.3 Research Aim
The main objective of this study is:
To critically discuss and assess ways of obtaining and analysing volatile memory in edge computing devices in order to improve digital forensic investigations and incident response capabilities.
[bookmark: _Toc230814803]1.4 Research Objectives
The study will realise this objective by having four objectives:
1.	To detect and categorize volatile memory artefacts on edge computing devices, such as process states, network states and memory-resident structures [3]. 
2.	To assess the existing forensic tools and methods such as Volatility, LiME and Rekall with regard to their ability to perform within constrained resource environments [3], [4]. 
3.	To explore the issues and constraints of memory forensics within distributed and 5G-enabled edge settings [10]. 
4.	Recommend standardised processes and guidelines to enhance forensic accuracy, consistency, and incident-response value, to acquire and analyze memories [6]. 
[bookmark: _Toc230814804]1.5 Importance of the Research.
The research is noteworthy since it fills a critical gap in digital forensics: the study of volatile memory in edge computing conditions. With the growing use of IoT gateways, embedded devices and edge platforms, the importance of effective forensic investigation grows. In the absence of appropriate techniques, critical evidence can be lost prior to it being used to aid incident response.
The study has an academic contribution in that it synthesizes the studies in digital forensics, IoT security and edge computing. It gives a dedicated discussion on memory forensic methods and assesses the capacity and shortcomings of the current instruments in edge circumstances [11], [12]. This assists in understanding where the existing methods come in handy and where additional work is needed.
In practice, the research assists incident response with an emphasis on the evidence that can display live attacks, fileless malware, suspicious network connection and in-memory compromise. An analysis of memory can assist investigators in knowing what was executing on a machine, whether it was communicating with malicious infrastructure and exposing sensitive credentials or artefacts [4]. The research also justifies the standardisation of forensic practices that are required in terms of consistency, credibility and reliable reporting [9].
[bookmark: _Toc230814805]1.6 Scope of study
This paper concentrates on volatile memory forensics of Linux-based edge computing devices in the internet of things. It analyzes techniques of acquiring memory like LiME and hardware-based techniques, analysis software like Volatility and Rekall and artefact types like processes, network connections, loaded modules and indicators of compromise.
The paper is not about conventional disk-based investigations or a complete cloud-based investigation. Rather, it focuses on the live memory evidence that the edge devices provide and the way that it can be used in incident response.
[bookmark: _Toc230814806]1.7 Structure of the Report
This report is organised into seven chapters. Chapter 1 introduces the research background, problem, aim, objectives, significance and scope. Chapter 2 reviews the literature on edge computing, IoT forensics, volatile memory and forensic tools. Chapter 3 describes the research methodology, which involves systematic literature review and tool evaluation approach. Chapter 4 shows the design of the proposed forensic workflow. Chapter 5 describes how the workflow can be implemented as a viable forensic package. Chapter 6 reviews the findings based on the criterion and benchmark evidence. Chapter 7 summarizes the work and suggests the recommendations to the future work.

[bookmark: _Toc230814807]CHAPTER 2: LITERATURE REVIEW
[bookmark: _Toc230814808]2.0 Introduction
The quick evolution of edge computing and Internet of Things (IoT) technologies has altered the framework of the modern digital systems. Conventional cloud computing relies primarily on centralised data processing, whereas edge computing moves the computation towards the data origin. 
[bookmark: _Toc230814809]2.1 Edge Computing and IoT Forensics
Edge computing is a shift towards an in-full centralised cloud architecture towards a more distributed approach where data processing occurs nearer to the point of creation. It can be useful in applications that are on-the-fly, like smart healthcare, autonomous vehicles, industrial surveillance, smart cities and intelligent transport systems. Edge computing processes the data close to the source, which minimizes latency and enhances responsiveness [13]. 
An edge environment can consist of sensors, gateways, embedded systems, industrial controllers and microcomputers like Raspberry Pi devices. These gadgets capture, process, and even store local data and then transmit the chosen data to central systems. This design is efficient however has greater forensic complexity. Within a centralised cloud set-up, data can be more readily identifiable since the data is stored within a familiar range of servers or storage devices. On the contrary, edge computing spreads data to numerous devices and locations, which may achieve fragmentation of evidence and complicate the reconstruction of events [7].
IoT ecosystems further complicate the situation. The hardware, operating systems, firmware, and storage capacity and communications protocols in IoT devices differ greatly. Such a standardisation absence renders the process of using one forensic approach on all the devices challenging [12]. According to Ahmed et al. (2024), edge systems and IoT demand specific forensic methods since the standard tools might lack the ability to handle the entire variety of systems and devices.
The edge and IoT environments have also become more serious regarding security threats. Vulnerable edge devices can be used by the attackers to gain access to larger networks. The Mirai botnet showed how the IoT devices could be compromised and used to carry out large distributed denial-of-service attacks [14]. Memory analysis may be used to detect malicious processes, to detect suspicious network connections and indicators of compromise that disk analysis alone may not allow detecting.
[bookmark: _Toc230814810]2.2 Digital Forensics Basics
Digital forensics is an area of concern that deals with identification, acquisition, preservation, analysis and reporting of digital evidence that can be used in investigations and legal/ organisational decision making [2]. It aids in incident response as it aids investigators in re-creating events, determining what malicious activity was carried out and the effects of a security breach. According to Casey (2011), forensic process is a series of steps that typically encompasses identification, acquisition, analysis and reporting.
Identification stage is the process of identifying any possible sources of evidence which may include computers, mobile devices, servers, network equipment or embedded devices. The acquisition stage is the process of gathering the evidence in such a way that there is integrity and without causing undue changes. Analysis phase involves scrutinizing the evidence in order to determine the patterns, anomalies and other pertinent artefacts. The reporting stage provides results in an understandable and well-organized way in order to be used in decision-making or legal proceedings.
The conventional digital forensics has mostly concentrated on the non-volatile storage. The data is stored to hard drives, file systems and removable media following the power off of a device, making them appropriate to use in post-mortem analysis. EnCase, FTK and Autopsy are tools that are usually identified with disk-based investigation [15]. 
These problems are magnified in edge computing. Edge devices might not maintain fine-grained logs, might have minimal or limited storage and may be physically distributed. Consequently, volatile memory might become one of the most significant sources of evidence. 
[bookmark: _Toc230814811]2.3 Digital Forensics and the role of Volatile Memory
Volatile memory is a key area of the contemporary forensic investigation as it gives a picture of what a system was doing at a moment in time. RAM is volatile unlike persistent storage and it does not retain the contents once the power is removed. This renders it weak, yet it renders it very precious. It may include evidence of running activity which has not been written to disk [3].
Examples of memory artefacts are process lists, network sockets, loaded kernel modules, user sessions, command histories, credentials and cryptographic material. These artefacts assist investigators in knowing what was running, who was connected, what services were active and whether there was any suspicious activity or not. According to Case and Richard (2017), memory analysis is also a handy tool that can be used to detect malicious code trying to evade monitoring tools that are part of the normal system.
Process information is a type of memory evidence. Process lists and process scans may show legitimate applications, suspicious process and lost or terminated traces of processes. Attackers commonly seek to masquerade malicious code by hoisting it into a legitimate process or give names that are similar to standard system services. These inconsistencies can be revealed through memory analysis.
[bookmark: _Toc230814812]2.4 Memory Acquisition Techniques
The process of capturing RAM to preserve and analyse it is known as memory acquisition. Acquisition In volatile memory forensics, the acquisition should be done with great caution since any contact with a live system can modify its state. According to Sylve et al. (2012), the acquisition of memory needs a balance between retaining evidence and reducing changeover.
One of the most popular is software-based acquisition. Tools like Lime are created to obtain memory of Linux-based systems, including embedded Linux systems and Raspberry Pi-like devices. LiME is a kernel module that may either write the memory to a local file or transfer it via a networking connection [5]. This is applicable in edge devices where physical access or local storage can be restricted. Acquisition hardware can be more forensically sound as it may be able to work with memory without using the operating system. Investigators may also be able to communicate with device memory at a lower level using techniques like Direct Memory Access and JTAG [6]. These can help minimize the possibility of malware or operating system processes interference. Yet, they demand special equipment, technical ability and compatibility with devices. They can also not be easily scalable when it comes to large IoT deployments [1].
In edge environments, we cannot do well with either of these. Acquisition of software is feasible and can have an impact on system state. Hardware can be more reliable, but less scalable and is not always available. This justifies the requirement of a managed workflow, which captures the acquisition procedure, tool version, time, hash values and restrictions.
[bookmark: _Toc230814813]2.5 Memory Forensic Tools and Frameworks
Analysis of memory involves specialised tools that are able to interpret complex structures of memory. Volatility, Rekall, Autopsy and LiME are the most applicable tools that are explored in the literature.
One of the most popular memory forensic tools is the Volatility Framework. It helps to extract processes, network connections, loaded modules and other artefacts out of memory images [16]. Volatility is a useful tool as it is extensible and offers analysis tasks via plugs. According to Ligh et al. (2014), Volatility may be used in the detection of veiled processes, suspicious modules and other indications of compromise.
Another framework in memory forensics is rekall. According to Cohen (2014), it is a structure that is aimed at facilitating an effective analysis of memory and real-time investigation. Autopsy is primarily related to disk forensics, although it may be used to complement more general forensic reporting and correlation of evidence. It can be used to graphically visualise results and present findings, but its memory analysis features are less advanced than dedicated tools, like Volatility and Rekall [2].
LiME is not an analysis tool, but an acquisition tool. It is significant as it captures Linux memory in a form that can be analyzed later. An example workflow used in edge environment would be to use LiME to acquire, use hash to verify integrity, Volatility to process structured data and strings or YARA to provide additional triage.
[bookmark: _Toc230814814]2.6 Edge Devices Volatile Memory Artefacts
The artefacts that can be found in volatile memory may be helpful in investigating edge devices. Process artefacts indicate what was running on the system at the time of acquisition. These can be process identifiers, names, memory regions and parent-child relationships. Compromise may be indicated by suspicious process names or by strange relationships [4].
Network artefacts are sockets, active connections, open ports and endpoints of communication. These may display external communication with suspicious servers, command-and-control infrastructure or data exfiltration points [14]. Network evidence is of particular significance in edge systems since devices frequently connect to sensors, gateways, cloud services and management platforms on an ongoing basis.
Another type of artefact is kernel modules and drivers. Rootkit techniques can be used by attackers to conceal activities at the kernel level. The examination of memory can be useful to identify hidden modules, altered structures or any other indicators of the interference [3].
String, credentials, tokens and bits of configuration might also be found in memory. They can assist investigation, and have to be treated cautiously since they can hold sensitive information. The evidence of compromises (suspicious IP, domains, file paths, commands or malware strings, etc.) can assist an investigator in relating the memory evidence to known threats.
These artefacts are particularly useful in edge devices since persistent logs can be constrained. A memory analysis can thus give a clearer picture of what was going on on the device during the incident.
[bookmark: _Toc230814815]2.7 Edge and 5G Environment challenges
The 5G and edge environments present certain forensic issues. To begin with, edge devices are resource limited. They might possess low CPU, memory and storage, and it might not be easy to execute the conventional forensic tools on the device [17]. Analysis may interfere with or slow down the operational services.
Second, edge environments are shared. Devices can be stored in a variety of physical locations, networks or administrative domains. This slows the process of evidence collection and it is more likely to lose volatile evidence before it is acquired.
Third, 5G brings about network slicing, virtualisation and dynamic service deployment. Network slicing enables the sharing of physical infrastructure by various virtual networks, whereas virtualisation enables the creation and removal of services in a short period [10]. These characteristics enhance flexibility and complicate the process of locating and preserving evidence.
Lastly, data volatility in real-time is a significant issue. The systems that make up the edge are constantly creating, processing and discarding information. Volatile evidence can be lost when it is not captured in a short time. This supports the significance of forensic preparedness such as ready tools, documented workflow and expertise of device settings.
[bookmark: _Toc230814816]2.8 Critical Comparison of Literature Themes
Although the reviewed literature shows that volatile memory is important in digital forensic investigations, the sources differ in their practical relevance to edge computing environments. Some studies focus mainly on the general forensic problems created by IoT and edge devices, while others focus on memory forensic tools and acquisition techniques. However, fewer studies combine these areas into a complete incident-response workflow for constrained Linux-based edge devices.
[bookmark: _Toc230814645]Table 1: Critical comparison of literature themes
	Source/theme
	Contribution
	Limitation
	Relevance to this project

	IoT and edge forensics sources
	These sources explain the distributed nature of edge environments, device heterogeneity, limited storage and the difficulty of collecting evidence across many devices.
	They are often broad and focus on IoT or edge forensics generally rather than specifically on volatile memory acquisition and analysis.
	They support the need for an edge-specific forensic workflow that can handle fragmented and short-lived evidence.

	Memory forensics sources
	These sources explain the value of RAM artefacts such as running processes, network connections, loaded modules, credentials and indicators of compromise.
	Many memory forensic studies are based on desktop, server or traditional computing platforms rather than low-power ARM-based edge devices.
	They show why volatile memory is useful, but also why existing memory forensic methods must be adapted for edge environments.

	LiME and Volatility sources
	These sources provide practical acquisition and analysis methods for Linux memory, including memory dumping, process analysis and artefact extraction.
	Kernel compatibility, symbol/profile availability and ARM plugin limitations can reduce the reliability of results on Raspberry Pi-style devices.
	They justify the tool choices in this project while also supporting the need to document tool limitations clearly.

	5G and edge security sources
	These sources explain how network slicing, virtualisation, distributed services and dynamic infrastructure increase forensic complexity.
	They often discuss security and infrastructure challenges but provide limited practical guidance for memory acquisition and incident-response reporting.
	They support the need for a practical incident-response process that links volatile memory artefacts to investigation decisions.


The comparison shows that existing sources agree on the value of volatile memory, but they differ in how directly they can be applied to edge computing investigations. General IoT and edge forensic studies identify the problem of distributed and heterogeneous evidence, while memory forensic studies provide practical tool-based techniques for acquiring and analysing RAM. However, these two areas are not always fully connected. As a result, there remains a gap between recognising volatile memory as valuable evidence and providing a repeatable method for collecting, preserving and interpreting it in constrained edge devices.
This project responds to that gap by combining acquisition, evidence handling, limitation reporting and incident-response interpretation into one practical workflow. The proposed approach does not claim that tools such as LiME and Volatility can solve every edge forensic problem. Instead, it recognises that edge memory analysis may be affected by kernel compatibility, ARM architecture and limited plugin support. Therefore, the contribution of this project is a structured workflow that allows investigators to collect volatile evidence, preserve it correctly, analyse it where possible and clearly report any limitations.
[bookmark: _Toc230814817]2.9 Gaps in Research.
There are a number of gaps in edge memory forensics identified in the literature. The former is the absence of standard procedures of memory acquisition and analysis in edge environments. Despite the general forensic guidance, workflow-specific to Linux-based edge devices and IoT gateways has not been accepted universally [6]. This may result in inconsistent practice and lessen the reliability of results [9].
The second gap is that of tool limitation. Volatility and Rekall work well in more traditional computing platforms, but might not be practical on low-power or ARM-based edge computers [8], [16]. Artefact recovery can be diminished by compatibility problems, loss of symbols and compatibility with fewer plugins.
Scalability is the third gap. edge deployments can have thousands of devices and manual investigation can be a challenge [12]. There is a need to conduct further research on automated, lightweight and scalable forensic methods.
The fourth is the forensic preparedness gap. There are numerous edge systems that lack investigation. They can be without logging, tracking, exporting evidence with security or recorded settings [1]. This escalates the chances of loss of evidence in cases.
[bookmark: _Toc230814818]2.10 Summary
The literature pertaining to edge computing, digital forensics and volatile memory analysis were reviewed in this chapter. It demonstrated that the conventional disk-based approach to forensics is inadequate in the current edge environments due to the possibility that evidence can be volatile, distributed, and fragmented. Volatile memory is a very important source of evidence since it might harbour running processes, network connections, modules as well as credentials and indicators of compromise.









[bookmark: _Toc230814819]CHAPTER 3: RESEARCH METHODOLOGY
[bookmark: _Toc230814820]3.0 Introduction
In this chapter, the research methodology will be described that was applied to explore volatile memory forensics in edge computing environments. The methodology offers a systematic, clear and reproducible process to gather, analyse and assess the appropriate knowledge in both academic and technical sources. The reason is that the research topic unites a number of fields, such as digital forensics, edge computing, IoT security and incident response. This must have a clear methodology that can make the study academically valid and the conclusions should be founded on credible evidence.
The chapter talks about the research philosophy, research approach, research strategy, method of data collection, PRISMA framework, data analysis techniques, tool evaluation method, reliability, validity and ethical considerations. All these factors collectively demonstrate the way the research was conducted and the way the results were formed.
[bookmark: _Toc230814821]3.1 Research Philosophy
Research philosophy is defined as the assumptions that inform the way in which knowledge is generated, understood and put into practice. This paper is pragmatic in its research philosophy. Pragmatism is appropriate since the project is focused on addressing a practical cybersecurity challenge: how volatile memory can be obtained and analysed in edge computing devices to aid incident response.
Pragmatism is concerned with practical consequences as opposed to adhering to a single theoretical stance. This suits the research since memory forensics within edge conditions necessitates technical knowledge and assessment. The study does not merely focus on describing the available tools; it also looks at the relevance of those tools in real-life situations that are resource constrained.
As opposed to positivism, which emphasizes primarily objective measurement, or interpretivism, which emphasizes primarily subjective meaning, pragmatism gives an opportunity to use various types of evidence based on the research problem [18]. This flexibility is beneficial as the work is based on peer-reviewed studies, technical reports, documentation of tools and organisational advice of organisations like NIST and ENISA.
The pragmatic stance also promotes the practical orientation of the project. It is not merely to speak about forensic theory but to create a workflow that can be used to facilitate memory acquisition, evidence handling and analysis in edge environments.
[bookmark: _Toc230814822]3.2 Research Approach
This study uses a deductive research approach. A deductive method starts with the current theories, concepts, frameworks and uses them to apply to a certain research problem. Here, the research initiates with the known information in the field of digital forensics, memory analysis and edge computing and projects the information to the target problem of volatile memory forensics in edge devices.
The deductive methodology is appropriate since the study is grounded on the current forensic concepts and the capability of the tools. Other concepts like memory acquisition, artefact extraction, chain of custody and forensic integrity are already present in the literature. This paper aims to discuss the applicability of these concepts to Linux-based edge devices and to determine the constraints they have on resource-constrained systems.
This method is also suitable to systematic literature review since the research is not trying to produce an entirely new theory out of crude data. It does not, however, but reviews, compares and applies existing knowledge to respond to the research aim and objectives. It is also able to provide a structured comparison of tools like LiME, Volatility and Rekall based on features like accuracy, performance, compatibility and resource usage.
[bookmark: _Toc230814823]3.3 Research Strategy
The main research strategy used in this study is a Systematic Literature Review. A systematic literature review is a methodical approach of identifying, assessing and synthesising pertinent research in a clear and repetitive manner [19]. The approach is appropriate since the subject discusses a number of related domains, such as volatile memory forensics, edge computing, IoT security and incident response.
The systematic literature review enables the study to obtain evidence based on a broad spectrum of sources and classifies them into pertinent themes. It also decreases bias since the search process, inclusion criteria and exclusion criteria are predetermined. This renders the study more valid and reproducible.
Besides the literature review, the study employs comparative analysis in assessing forensic tools and techniques. The comparison is concentrated on such tools as LiME, Volatility and Rekall and such supporting methods like hashing, strings analysis and searching indicators with the help of YARA. 
[bookmark: _Toc230814824]3.4 Data Collection Methods
The information to be used in this study was gathered by the way of a formal search of scholarly and technical literature. IEEE Xplore, ACM Digital Library, ScienceDirect and Google Scholar were the primary databases. The selection of these sources was based on the fact that they include pertinent research in computing, cybersecurity, digital forensics and IoT security.
The search included keywords and Boolean operators as the search strategy. Some of the major search terms were limited to volatile memory forensics, memory acquisition IoT, edge computing forensics, live memory analysis tools and digital forensics in IoT. Search terms were combined using Boolean operators like AND and OR in order to increase the relevancy of the results. As an illustration, a search query of memory forensics AND edge computing was performed to obtain studies that are directly related to the topic of the research.
Inclusion and exclusion criteria were used to make sure that only the appropriate and reliable sources were used. Peer-reviewed journal articles, conference papers, and studies published between 2020 and 2026, research on memory forensics, IoT or edge computing, and studies that evaluated forensic tools or techniques were included. Non-peer-reviewed materials and non-English articles, unrelated studies and duplications were excluded.
The screening was done in phases. To eliminate irrelevant sources, titles and abstracts were first considered. Second, complete texts were reviewed to ensure relevance and quality. This made sure that the end sources that were used in the study were directly related to the research objectives.
[bookmark: _Toc230814825]3.5 PRISMA Framework Application
The systematic literature review was enhanced by the PRISMA framework to enhance the transparency and reliability [20]. PRISMA offers a systematic approach to reporting the identification, screening, assessment and inclusion processes of studies.
Identification is the initial phase; appropriate literature is located by searching databases and other supporting material like organisational reports by NIST and ENISA. The second phase is screening where titles and abstracts are consulted to eliminate duplicates and irrelevant studies. The third phase is that of eligibility where remaining studies are read to the latter and evaluated against the inclusion and exclusion criteria. The last step is the inclusion step, whereby the chosen studies will be incorporated in the literature review and analysis.
PRISMA enhances the study as it provides an audit trail. This implies that a different researcher may undertake the same procedure and learn how the final literature set was chosen.
[bookmark: _Toc230814826]3.6 Data Analysis Techniques
The research methods include thematic analysis and comparative analysis. The identified themes are recurring themes in the chosen literature and identified through thematic analysis [21]. This is appropriate since the study entails qualitative evidence on various researches, reports and technical sources.
The data was organised into three main themes. The former is the first theme of forensic tools, such as LiME, Volatility and Rekall. These tools were evaluated as far as functionality, compatibility and suitability to edge environment are concerned. The second theme is forensic practices, such as live acquisition, memory dumping, artefact extraction and indicator searching. These methods were discussed regarding their applicability in the detection of fileless malware and attacks that exist in memory. The third theme is difficulties and constraints such as resource constraints, heterogeneous devices, tool compatibility, fragmented evidence and loss of volatile data.
Tools and methods were then compared to common criteria by comparative analysis. This enabled the study to go beyond a description and critically assess the best tools and methods that are applicable in edge memory forensic investigations.
[bookmark: _Toc230814827]3.7 Tool Evaluation Method
The tool evaluation tool is based on three key criteria performance, accuracy and resource usage. Performance takes into account the efficiency of a tool in acquiring or analysing memory. This encompasses speed, scalability and capability to deal with memory images. The significance of performance lies in the fact that the processing power and storage of edge devices is limited.
Accuracy is the capacity of an instrument to find and recover pertinent artefacts precisely. It involves identification of processes, network connection, modules and indicators of compromise. To ensure sound forensic conclusions, proper tool output is required.
Resource usage takes into account the CPU, memory and storage needs of a tool. This is more so when it comes to edge environments since bulky tools can affect the functionality of the devices. The analysis is thus evaluated whether analysis should be carried out on the device itself or on a different workstation.
[bookmark: _Toc230814828]3.8 Reliability and Validity
Reliability is a term that describes the consistency and repeatability of the research process [18]. The current study enhances the reliability of the study through systematic literature review, predetermined search terms, inclusion, and exclusion criteria, and PRISMA framework. These procedures render the research process understandable and repeatable.
Validity is the accuracy and credibility of the findings. The validity is justified with the help of peer-reviewed resources, reliable academic databases and official reports of such organisations like NIST and ENISA. The validity is further improved by comparing the results of several sources since one is not dependent on a particular research.
[bookmark: _Toc230814829]3.9 Ethical Considerations
This study relies on secondary data that will be collected in academic and technical publications. It does not imply having human participants, interview or survey or collection of personal data. Thus, the key ethical aspects are associated with the academic integrity, proper references and adequate usage of the information.
Any source that has been used in the study should be referenced in accordance with the Harvard-style. This avoids plagiarism and gives appropriate credit to original authors. In the study, it is also identified that the digital forensic procedures may be associated with sensitive data, including credentials or personal information. Therefore, any proposed forensic workflow must be used responsibly, legally and ethically.
[bookmark: _Toc230814830]3.10 Chapter Summary
The methodology in this chapter provided the study methodology. The pragmatic philosophy was selected due to the fact that the research is oriented on a practical forensic issue. The deductive approach was chosen since the study uses the current forensic knowledge to apply to edge computing environments. The primary study design is a systematic literature review assisted with PRISMA, thematic analysis and comparative tools assessment.










[bookmark: _Toc230814831]CHAPTER 4: DESIGN PROCESS
[bookmark: _Toc230814832]4.0 Introduction
This chapter includes the design of the proposed volatile memory forensic framework of edge computing environments. Although the research methodology was discussed in the previous chapter, this chapter converts the research findings into a practical and technically suitable design. The design is intended to assist in obtaining, storing and analyzing volatile memory of Linux-based edge devices in a manner that is incident response suitable.
The architecture is concerned with the forensic issue posed by resource-constrained and distributed edge systems. Edge devices can possess low processing capabilities, storage and memory but can host valuable volatile evidence in the form of running processes, active network connections, loaded modules, user sessions and memory resident indicators of compromise. The design needs to allow fast and controlled acquisition before evidence is lost due to power off or power on because volatile memory is lost once a device is turned off or restarted.
The proposed design will have a layered design which isolates the target edge device, the memory acquisition process and the forensic analysis environment. This division is significant as the analysis of the memory can be resource-consuming, and analysis should not be done on the edge device itself. Instead, the edge device is acquired to primarily, and analysis performed on a more capable forensic workstation. This helps the forensic soundness, minimizes interruption to the target system and enhances the reproducibility of the process.
[bookmark: _Toc230814833]4.1 System / Experiment Overview
The system is suggested as a memory forensic analysis framework of Linux-based edge computing devices. The platform used is a Raspberry Pi or other embedded Linux gateway since they are common in the IoT and edge deployments. They give a practical illustration on the forensic issues existing within the resource constrained settings.
The model is founded on a realistic incident-response scenario where an edge device is suspected to have been compromised. The primary goal is to capture the volatile memory before it is lost, transfer the captured image safely to a forensic workstation and analyse it to find evidence of malicious activity. This design consequently adheres to a rational forensic process: identification, acquisition, preservation, analysis and reporting.
There are three layers within the framework. The edge device layer is the first layer, which is the target system being investigated. This device also functions on regular services and generates volatile data by its regular functioning. The device can also be put in a simulated compromised state in an experiment in order to compare normal and suspicious memory artefacts.
The memory acquisition layer is the second layer. This layer will capture the contents of RAM of the target device. This step should be performed swiftly and cautiously as RAM is volatile. The acquisition process should have minimal alterations to the system with the result being a usable memory image that can be analysed later.
The forensic layer is the third layer. This layer involves a distinct analysis workstation to process the memory image that is captured. The workstation is more powerful than the edge device and is capable of running memory forensic tools without overloading the target. This design option is significant as edge devices might lack the resources necessary to operate and be examined in detail.
The general flow of work starts with the detection of an edge device suspicious activity. The investigator logs the system environment, retrieves memory, hashes the output and stores a master copy and analyzes a working copy. The results are then analyzed to detect suspicious processes, network traffic, modules and strings and other evidence of compromise.
[bookmark: _Toc230814834]4.2 Design Requirements
The effectiveness of the proposed framework will be based on explicit design requirements. These requirements are divided into functional and non-functional requirements. Functional requirements are those requirements that state what the system has to do and non-functional requirements are the quality and reliability expectations of the system.
The first functional requirement is that it should be able to gain volatile memory in the target device. This is the main requirement as RAM holds time-sensitive evidence, which can be lost in the event of a shutdown or reboot. The information that should be captured during the acquisition process should include the running processes, network connections, structures and memory-resident artefacts of the system.
The second functional requirement is the support of forensic analysis. The system should enable the extraction and interpretation of memory artefacts following the acquisition. These consist of process analysis, network analysis, loaded module analysis and identification of indicators of compromise. It is particularly relevant to such analysis to identify fileless malware and in-memory attacks that might not leave a trace on disk.
The third functional need is an organized artefact classification. The framework should classify the evidence into effective categories in order to enable investigators to interpret evidence effectively. They are categorized as process artefacts, network artefacts, kernel artefacts, strings, credentials and indicators of compromise.
The initial non-functional requirement is performance efficiency. Edge devices are resource constrained and therefore acquisition should be lightweight and should not be a burden to the device. The design thus does not involve running heavy forensic analysis on the target and relocates detailed processing to the workstation.
The second non-functional requirement is the forensic reliability. The business process should be able to generate reliable and repeatable results. This necessitates command logging, hash generation and chain of custody records and maintenance of a master memory image.
Scalability is the third non-functional requirement. There can be numerous distributed devices in edge environments, thus the workflow must be versatile to other Linux-based devices and deployment environments. The design is not a universal design to all IoT devices, but should be adaptable with Raspberry Pi-like gateways and embedded Linux systems.
[bookmark: _Toc230814835]4.3 Choosing Tools and Technologies
The choice of the tool is determined by the requirement of lightweight acquisition, the structured analysis and forensic repeatability. The main acquisition tool used is LiME and the main analysis framework used is Volatility.
LiME or Linux Memory Extractor is chosen as it is configured to find volatile memory of Linux-based systems. It is a kernel module and is able to save memory to a file or relay it across a network connection. This renders it appropriate with edge devices based on Linux where storage can be minimal. LiME is also suitable since it can maintain metadata of memory ranges, which can be utilized in future analysis.
LiME does have a limit, however. Since it should be loaded into a running kernel it alters the live state of the system. This implies that acquisition is not entirely non-invasive. This limitation is dealt with by the design by having the investigator record the command used to acquire the tool, the time (when) it was acquired, the version of the tool, the hash value and any known system impact.
Volatility is chosen to analyse memory due to the structured plugins used to extract artefacts like the information about processes, modules and networks. It is commonly applied in memory forensics and it also allows a detailed analysis in cases where the accurate symbols or profiles are known. 
Supports tools like sha256sum, strings and YARA are also provided, with sha256sum assisting in verifying integrity, and strings and YARA assisting in determining suspicious domains, IP addresses, commands and malware indicators. The tools are not alternatives to complete memory analysis, but offer helpful triage support in cases where the compatibility with the plugins is minimal.
[bookmark: _Toc230814836]4.4 System Architecture Design
The suggested architecture will have three integrated units: The edge device, the memory acquisition component and the forensic analysis system. Every element has a distinct contribution to the work process.
The object of the investigation is the edge device. It can be a Raspberry Pi or embedded Linux gateway or other edge node. It runs services, communicates over the network and stores volatile runtime information in memory. The evidence itself is the device and is not subjected to heavy analysis.
The memory acquisition component serves as the linkage between target device and the analysis work station. It is used to obtain the RAM image with the help of LiME, create or assist integrity tests and transfer the evidence to reliable storage. The stage should be regulated since any mistake made in the process of acquisition may compromise the evidence reliability.
[image: ]
[bookmark: _Toc230814659]Figure 1: Proposed system architecture
The forensic analysis system is an independent workstation or virtual machine, which is employed to analyze the memory image. Volatility and other tools are run on this system. It copies the master image in a safe place and analyzes a copy. This splitting up of acquisition and analysis enhances forensic soundness and safeguards the finite resources of the edge device.
The data processing has a sequential pipeline. First, the investigator determines suspicious behaviour and logs context of devices. Second, memory is acquired from the edge device. Third, the picture is hashed and stored. Fourth, the forensic workstation transfers the memory image to the workstation. Lastly artefacts are pulled out, interpreted and reported.
[bookmark: _Toc230814837]4.5 Memory Acquisition Design
The design of memory acquisition is aimed at the preservation of volatile evidence in a fast and reliable manner. This is initiated by the detection of suspicious behaviour, which can include unusual network traffic, unexpected processes or monitoring tool alerts. After identifying the incident, the investigator logs system data including hostname, IP address, and information about the kernel, date and operator.
[image: ]
[bookmark: _Toc230814660]Figure 2: Volatile Memory Forensic Workflow
The purchase is carried out when the device is still operational since the act of shutting the device off would destroy volatile evidence. The contents of RAM are captured to LiME to a local storage or a network connection. Local acquisition can be applied in a case of reliable removable storage. Network acquisition is practical in situations whereby the device does not have adequate storage space to hold a complete memory image.
Once acquired, the integrity is checked by generating a hash. The original memory image is considered the master copy and is stored as it is. Only a working copy is then analysed. This facilitates the integrity of forensic and minimizes the possibility of accidental evidence modification.
[bookmark: _Toc230814838]4.6 Forensic Analysis Design
The forensic analysis level takes care of interpreting the memory image that has been captured. The analysis will start with ensuring that the image is readable and that the necessary kernel symbols or profiles are present. This is significant since the memory analysis of Linux is largely reliant on Linux kernel compatibility.
Process examination is the initial significant analysis task. Running applications, suspicious processes or hidden activity can be identified with process lists and process scanning. The second activity is network analysis. Connections and communication buffers, as well as active sockets, can be indicative of command-and-control traffic, suspicious remote endpoints, or data exfiltration.
Module and kernel structure analysis is the third task. Rootkit-like behaviour or kernel-level manipulation might be indicated by unexpected loaded modules. The fourth activity is the strings and indicator analysis, during which suspicious IP address, domain, path, commands or malicious signature is searched in the working copy.
The results of the analysis output should not merely be a list of the results of the tools. It ought to elaborate what each artefact signifies and relate results to incident-response choices, including isolating the equipment, blocking communications, rotating credentials or escalating to more profound forensic research.
[bookmark: _Toc230814839]4.7 Experimental Design
The experimental design will be used to check whether the proposed workflow is able to discriminate between normal activity and suspicious activity. The normal case is that the edge device will execute regular services and network traffic. In the compromised scenario, a type of simulated malicious activity can be added, including unauthorised processes, or abnormal network connections.
The experiment contrasts memory artefacts in both situations. The objective is to find out whether the workflow is able to detect significant differences and aid in the decision-making about the investigation. The feasibility of acquisition, compatibility of the tools used, artefact recovery and the utility of the results in responding to the incident are also evaluated.
[bookmark: _Toc230814840]4.8 Data Collection Plan
The primary data obtained by the framework is the memory image obtained in the edge device. Other data points are system context logs, command history, hash values, analysis results and artefacts. The process lists, network connections, module information, strings and indicators of compromise are structured into log and table format outputs.
It should be well organised as forensic analysis should be repeatable and interpretable. All the outputs must be connected to the device, acquisition time, tool version and evidence file.
[bookmark: _Toc230814841]4.9 Evaluation Plan
This framework will be assessed in terms of accuracy, performance, completeness, repeatability and forensic integrity. Accuracy takes into account the identification of relevant artefacts. Performance takes into account the issue of whether acquisition and analysis can be feasible in edge environments. Completeness looks at whether the workflow has sufficient evidence to facilitate investigation. Repeatability deals with the ability of another researcher to replicate the process. Integrity looks into the consideration of hashing, custody records and master-copy preservation.
[bookmark: _Toc230814842]4.10 Limitations of Design
The design proposed is limited. It is primarily compatible with Linux-based edge devices and might not be compatible with closed IoT appliances and systems where loading of kernel modules is not possible. The constraints of hardware can influence the acquisition speed and storage capacity. Analysis can also be restricted by the compatibility of the tools, particularly on ARM systems. To support a large number of devices, large-scale edge environments might need additional automation.
[bookmark: _Toc230814843]4.11 Chapter Summary
This chapter introduced a volatile memory forensic design in edge computing setups. It outlined the system architecture, design requirements, choice of tool, the process of acquiring the tool, process of analyzing the tool, method of data collection and evaluation. The design mitigates the key problems found in the literature by relying on an organised workflow that isolates the steps of acquisition and analysis and gives forensic integrity a high priority. The following chapter describes how this design is put into use as a workable forensic package.


[bookmark: _Toc230814844]CHAPTER 5: IMPLEMENTATION / EXPERIMENT
[bookmark: _Toc230814845]5.0 Introduction
In this chapter, the implementation of the volatile memory forensic workflow, which was developed in Chapter 4, is presented. The artefact is a project that is a repeatable incident-response package of Linux-based edge devices. The package outlines the issued commands, evidence forms, storage regulations, chain-of-custody areas and sequence of analysis needed to maintain and analyze volatile memory of a suspected edge device. It is meant to be implemented in Linux-based edge gateways, like the Raspberry Pi systems. These devices are good representatives in that they are low-cost, resource-constrained, common in edge and IoT applications, and can execute Linux-based forensic acquisition tools. The quantitative values of evaluation in this version of the report, however, are benchmark values of a published comparative forensic study of Raspberry Pi and PC platforms, not student-generated measurements. This difference is critical since the project uses a realistic workflow and a package whereas the benchmark values are applied to determine the workflow is realistic in a constrained edge environment. The benchmark involved a testbed with Raspberry Pi and PC systems, the collection of forensic artefacts, and the comparison of compatibility with tools, the availability of memory dumps, log retention, and the recovery of processes [22].
[bookmark: _Toc230814846]5.1 Implementation objectives
This was implemented according to four operational objectives. First, the workflow needed to focus on volatile evidence as memory contents are lost once the power is removed or the device is rebooted. Second, it needed to cause the least amount of disturbance to the target edge device by limiting the activity at the device to acquisition and transporting detailed analysis to a different forensic workstation. Third, it was required to maintain forensic integrity by hashing, documentation and a clear chain of custody. Lastly, it needed to generate artefacts that can be used to aid incident-response decisions, including the existence of suspicious processes, network connections, kernel modules or memory-resident indicators.
[bookmark: _Toc230814646]Table 2: Implementation objectives
	Implementation objective
	Operational meaning
	Evidence produced in the package

	Preserve volatile evidence
	Capture RAM before shutdown or restart so process, network and session artefacts are not lost.
	Memory acquisition procedure, command log template and evidence handling form.

	Reduce alteration of target state
	Avoid running heavy analysis tools on the edge device and perform analysis offline.
	Acquisition-only target workflow and separate workstation analysis sequence.

	Maintain forensic integrity
	Record device identifiers, time, operator, file names, hashes and evidence transfers.
	Chain-of-custody form, SHA-256 field and master/working-copy rule.

	Support incident response
	Extract and map runtime artefacts to containment and investigation decisions.
	Process, network, module, strings/YARA and IoC mapping tables.


These objectives reflect established principles of memory forensics and digital evidence handling. Volatile memory may contain running processes, active connections, authentication material and malicious code that may not exist on disk [3]. 
[bookmark: _Toc230814847]5.2 Implementation environment and benchmark basis
The executed package presupposes a small-scale edge-incident-response setting that includes an edge target based on Linux and a separate analysis computer. The target is the gadget where memory would be obtained. The image of the evidence is stored in the workstation and analyzed. This division is required since edge devices are typically resource-constrained, and the analysis of memory can be a computationally expensive task.
To avoid fabricated results, the evaluation values in this chapter are based on the published benchmark study by Ghanem et al. (2024). In that research, the researchers compared the forensic capability of a conventional PC and a Raspberry Pi 5 setup with Kali Linux. It was stated in the study that PC was powered by an Intel processor, had 8 GB RAM and a 120 GB SSD, whereas the Raspberry Pi 5 was an IoT/edge-style device with 5 GB RAM and 32 GB SD card. The research created forensic evidence based on simulated attacks as well as observed system logs, memory dumps and network traffic [22].
[bookmark: _Toc230814647]Table 3: Environment basis
	Component
	Implemented package configuration
	Benchmark support used in evaluation

	Target edge device
	Linux-based Raspberry Pi or equivalent gateway.
	Published benchmark used Raspberry Pi 5 as IoT device with Kali Linux [22].

	Acquisition method
	LiME kernel module for Linux memory acquisition; local or network output.
	Benchmark reports Raspberry Pi LiME dumps and identifies ARM-specific limitations [22].

	Analysis workstation
	Separate Linux workstation or virtual machine with Volatility 3 or compatible tools.
	Benchmark compares PC and Raspberry Pi support for memory analysis and forensic tools [22].

	Evidence storage
	Encrypted evidence directory or external storage, with master image protected and working copy used for analysis.
	Workflow requirement derived from forensic integrity needs; benchmark confirms edge storage is limited [22].

	Validation tools
	sha256sum, command logs, date/time record and chain-of-custody form.
	Package-level implementation control, not a benchmark result.


[bookmark: _Toc230814848]5.3 Implemented forensic package
The package implemented has six elements. The combination of these makes up the practical artefact of the project and exemplifies implementation within the project requirement to generate results which can be analysed.
[bookmark: _Toc230814648]Table 4: Forensic package
	Package component
	Purpose
	How it supports Chapter 5 and Chapter 6

	Acquisition command sheet
	Defines LiME local and network acquisition commands.
	Shows how the memory image would be captured from a Linux edge device.

	System context checklist
	Records kernel version, hostname, IP address, device role, date and operator.
	Supports reproducibility and later symbol/profile matching.

	Chain-of-custody template
	Records evidence identity, transfer, storage and hash details.
	Supports forensic integrity and professional reporting.

	Analysis command sequence
	Defines Volatility and supplementary strings/YARA triage sequence.
	Creates a repeatable analysis process for process, network and module artefacts.

	Results matrix
	Maps collected or benchmark values to evaluation criteria.
	Provides the structure used in Chapter 6 to evaluate implementation effectiveness.

	Viva and submission checklist
	Explains which files, screenshots and outputs should be submitted.
	Helps demonstrate the artefact during assessment.


[bookmark: _Toc230814849]5.4 Memory acquisition implementation
The acquisition implementation starts with context recording of devices. This contains the hostname, IP address, version of the kernel, the current time, storage location and investigator name. This is necessary since the analysis of Linux memory relies a lot on the arrangement of the kernel and compatibility of symbols. An image of a memory that cannot be interpreted with the correct kernel information may be challenging or even impossible to decode.
The command sequence implemented is LiME since it is created to obtain Linux volatile memory and has the option of writing outputs to either local disk or a network connection [5]. LiME format is the preferred one as it stores memory range metadata. Local acquisition should be applicable in case of trusted removable media. The network acquisition method is more appropriate when the edge device does not have enough storage to store its own RAM dump although this is only to be done over a controlled forensic network.
[bookmark: _Toc230814649]Table 5: Command of actions
	Step
	Implemented command or action
	Purpose

	Record system context
	uname -a; hostname; ip addr; date -u
	Captures device and kernel context before acquisition.

	Local LiME acquisition
	sudo insmod lime.ko "path=/evidence/edge01.lime format=lime digest=sha256"
	Captures RAM to local evidence storage where trusted storage is available.

	Network LiME acquisition
	Target: sudo insmod lime.ko "path=tcp:4444 format=lime"; workstation: nc target_ip 4444 > edge01.lime
	Captures memory where local storage is limited or risky.

	Hash image
	sha256sum edge01.lime > edge01.lime.sha256
	Creates an integrity value for later verification.

	Preserve master copy
	Set master image to read-only and analyse a working copy.
	Prevents accidental modification of original evidence.


[bookmark: _Toc230814850]5.5 Benchmark values integrated into the implementation chapter
The following table integrates the published benchmark values used in the project evaluation. 
[bookmark: _Toc230814650]Table 6: Integration of benchmark
	Metric
	Published PC benchmark
	Published Raspberry Pi benchmark
	Meaning for this project

	Tool compatibility
	92% compatibility, supporting 23 out of 25 tools.
	38% compatibility, supporting 9 out of 25 tools.
	Confirms that edge/Raspberry Pi forensic work has lower tool support and needs a constrained workflow.

	Memory dump availability
	Average PC RAM dump of 7.8 GB.
	Raspberry Pi LiME dump reported as 4.5 GB.
	Supports use of LiME for Raspberry Pi-style acquisition but shows limitations in completeness/interpretation.

	Log retention
	14.2 MB of retained system logs.
	2.1 MB of retained logs, mainly journal entries.
	Shows why volatile memory and live response matter when persistent logs are limited.

	Process recovery
	Volatility parsed 89% of PC processes and sockets.
	Only 12% process recovery on Raspberry Pi due to ARM addressing and plugin limitations.
	Shows why Raspberry Pi memory analysis needs transparent limitation reporting and alternative artefact sources.

	Network packet capture
	14,328 packets in the PC attack scenario.
	9,102 packets in the Raspberry Pi scenario.
	Demonstrates that network telemetry can complement memory analysis in constrained edge investigations.


These benchmark values indicate that the implementation package is realistic in that it does not assume that Raspberry Pi memory forensics will be similar to desktop memory forensics. The values justify the decision made by the project design to adopt a conservative workflow and document constraints and integrate memory evidence with logs and network artefacts.
[bookmark: _Toc230814851]5.6 Evidence handling and chain of custody
A chain-of-custody record was implemented as a required part of the package. This is to make sure that any memory image, whether created by the student or acquired during a controlled forensic exercise, can be tracked back in terms of its origin as far as the analysis process. The record should contain the case identifier, device identifier, operator, acquisition time, tool version, memory image filename, hash value, location where the evidence file is stored and every transfer of the file.
[bookmark: _Toc230814651]Table 7: Chain of custody
	Field
	Content to record

	Case identifier
	Example: Edge-Memory-IR-001.

	Device identifier
	Hostname, serial number, role and physical or logical location.

	Operator
	Name of investigator or student performing acquisition.

	Acquisition date and time
	UTC time preferred, with local time noted if required.

	Tool and version
	LiME version or commit; Volatility version; operating system details.

	Output file
	Example: edge01_YYYYMMDD_HHMM.lime.

	Hash algorithm and value
	SHA-256 value generated after acquisition.

	Storage location
	Encrypted evidence drive or secured evidence repository path.

	Transfer log
	Name, date, reason for transfer and confirmation/signature.


[bookmark: _Toc230814852]5.7 Memory analysis implementation
Analysis is done on the copy of the image. The main analysis system is Volatility 3 in which the compatible symbol files and plugins can be found. In areas with limited Volatility support, the workflow involves the investigator documenting the limitation and apply supporting triage processes like strings, YARA scanning, log correlation and reviewing network captures. This is of particular concern, as the evidence of the benchmarks suggests that the process recovery can be significantly lower in Raspberry Pi/ARM analysis compared to PC analysis [22].
	Analysis target
	Implemented analysis approach
	Incident-response value

	Kernel and image context
	Volatility Linux information plugin or equivalent symbol/profile validation.
	Confirms whether the image can be interpreted and whether the kernel context is available.

	Running processes
	linux.pslist or compatible process listing plugin.
	Identifies visible processes and suspicious parent-child relationships.

	Hidden or terminated process traces
	linux.psscan or alternative scanning where supported.
	Compares listed and scanned processes to identify anomalies.

	Network activity
	Linux socket/network plugins, netstat equivalents or network telemetry.
	Identifies communication endpoints, ports and possible command-and-control traffic.

	Loaded modules
	Linux module listing plugins and kernel structure review.
	Highlights unexpected kernel modules or tampering.

	Strings and IoCs
	strings/YARA on a working copy where policy permits.
	Searches for suspicious domains, IP addresses, paths, commands or malware indicators.


[bookmark: _Toc230814853]5.8 Implementation difficulties and solutions
The initial challenge is compatibility with the kernel. Linux memory acquiring and analysis are based on the precise kernel and symbol details. This is taken care of in the package by mandating kernel version capture prior to acquisition and symbol preparation prior to detailed analysis. Storage limitation is the second challenge. Edge devices might lack sufficient memory to store a complete memory image. This is dealt with in the package by network acquisition or trusted external media.
The third challenge is sensitivity of the evidence. Credential, cryptographic content, personal information and operation secrets may be stored in RAM. The workflow then needs limited access, encrypted storage and minimal necessary processing. The fourth challenge is tool coverage. The benchmark data show a significantly less tool compatibility and process recovery with respect to Raspberry Pi compared to PC systems [22]. 
[bookmark: _Toc230814854]5.9 Chapter summary
This chapter deployed a realistic forensic bundle of volatile memory acquisition and examination in linux based edge systems. The package contains acquisition commands, system context recording, chain-of-custody fields, hashing, offline analysis and reporting templates. It also incorporated published Raspberry Pi and PC benchmark value to make the implementation tangible without having to create fake student measurements. The following chapter compares the package instituted to these benchmark values and project objectives.
[bookmark: _Toc230814855]5.10 Software Artefact Demonstration Outputs
To strengthen the practical aspect of the project, a controlled demonstration output section was included as part of the implemented forensic package. The purpose of this section is to show visible evidence that the proposed workflow can be followed in a practical Linux-based edge investigation. These outputs do not replace the published benchmark values used in the evaluation chapter. Instead, they provide supporting evidence that the acquisition, preservation and analysis stages of the workflow can be demonstrated in a controlled environment.
The demonstration outputs should be treated as controlled artefact evidence. This means that they are not presented as large-scale experimental results or as evidence from a real cyber incident. They are included to show how the proposed forensic workflow would be applied during a small practical demonstration. Each output should be labelled clearly with the device, date, tool used and purpose of the output.
[bookmark: _Toc230814652]Table 8: Software artefact demonstration outputs
	Demonstration output
	Purpose
	Suggested location

	uname -a, hostname, ip addr, date -u output
	Records the kernel version, hostname, network context and acquisition time before memory capture.
	Appendix A

	LiME acquisition command and output
	Shows how volatile memory would be captured from the Linux-based edge device.
	Appendix A

	sha256sum edge01.lime output
	Demonstrates evidence integrity verification through SHA-256 hashing.
	Appendix A

	Example evidence folder structure
	Shows how master evidence, working copies, hashes, logs and reports are organised.
	Appendix A

	Completed chain-of-custody example
	Demonstrates how evidence identity, transfer and storage details are recorded.
	Appendix A

	Volatility, strings or YARA command output
	Shows how the captured memory image or working copy would be analysed for processes, network artefacts or indicators of compromise.
	Appendix A or Chapter 6


The controlled outputs improve the practical credibility of the implementation because they show how the proposed package moves from design into operational use. For example, system context commands support reproducibility because Linux memory analysis depends heavily on kernel and symbol information. Similarly, the SHA-256 hash output supports forensic integrity because it allows the investigator to verify that the memory image has not changed after acquisition.
The inclusion of these outputs also supports the incident-response focus of the project. A memory image is only useful if it can be linked to device context, preserved correctly and analysed in a repeatable way. Therefore, the demonstration artefacts show not only that tools can be executed, but also that the workflow supports evidence handling, documentation and later interpretation.



[bookmark: _Toc230814856]CHAPTER 6: EVALUATION OF RESULTS
[bookmark: _Toc230814857]6.0 Introduction
This chapter reviews the implemented forensic package with the project aim and objectives. The evaluation is aimed at assessing the potential of the proposed workflow to facilitate the acquisition of volatile memory, evidence preservation, and analysis and incident-response decision-making in edge computing environments. It is not just a question of whether a memory image can be generated; but also whether the generation process is reliable, repeatable, forensically sound and can be applied to resource-constrained devices.
The assessment involves two types of evidence. First, it reviews the artefact of this project the repeatable acquisition, evidence handling and analysis workflow. Second, it relies on published Raspberry Pi and PC forensic benchmark values to determine the realism of the workflow to constrained edge devices. This will not involve unsubstantiated or made-up measurements, yet at the same time enable the project to refer to measurable outcomes and practical implications.
The assessment is directly related to the area of the project, which is incident response. During a live incident, investigators must be able to preserve volatile evidence within a short time, ensure integrity, locate useful artefacts and be aware of the constraints of the tools in use. This is further complicated by edge devices that typically have limited memory, low processing power, ARM-based processors and less support by forensic tools. Thus, this chapter evaluates the workflow based on both the technical performance and usefulness.
[bookmark: _Toc230814858]6.1 Evaluation criteria
The criteria of evaluation were based on the literature review, design requirement and the expectation in the handbook that a project must deliver results which can be analysed. The criteria are on forensic integrity, artefact coverage, edge suitability, repeatability, incident-response value and transparency of limitations.
[bookmark: _Toc230814653]Table 9: Evaluation criteria
	Criterion
	Evaluation question
	Reason for inclusion

	Forensic integrity
	Does the workflow preserve evidence identity, hash values and custody information?
	Integrity is essential for reliable forensic reporting.

	Artefact coverage
	Does the workflow target processes, network activity, modules and memory-resident indicators?
	These artefacts are central to volatile memory incident response.

	Edge suitability
	Can the workflow handle limited storage, ARM architecture and tool limitations?
	Edge devices are heterogeneous and resource constrained.

	Repeatability
	Can another investigator follow the same steps and obtain comparable outputs?
	Repeatability supports reliability and academic validity.

	Incident-response value
	Do outputs support containment, investigation and recovery decisions?
	The project aim is to improve incident response.

	Limitations transparency
	Are missing symbols, unsupported plugins and acquisition impact recorded?
	Transparent limitations prevent overclaiming and improve credibility.


These criteria offer a systematic means of evaluating the suitability of the implemented package to be used in edge incident response. The integrity of the forensic evidence is critical since memory evidence can be easily disputed when there are gaps in the acquisition steps, hash values or custody details. The coverage of artefacts is also a factor since memory analysis can only prove to be useful when it focuses on evidence that can be used to address investigation questions. The artefacts that are the most significant in this project are processes, network connection, loaded modules, strings, and credentials and indicators of compromise.
One of the key criteria is edge suitability since a workflow that works well on desktop or server systems might not be effective on edge devices. Embedded Linux nodes and IoT gateway devices, which are of Raspberry Pi size, might be limited in memory, limited storage and other processor architectures. It has repeatability because a different investigator should be in a position to repeat the steps and produce similar results given that the device and kernel conditions are the same. Lastly, limitation transparency is mentioned since forensic reporting must not give exaggerated claims of what the tools can demonstrate.
[bookmark: _Toc230814859]6.2 Evaluation benchmark results
The benchmark values in this case are based on published Raspberry Pi and PC forensic comparison. The researchers have also found the lower forensic capability on Raspberry Pi compared to PC in terms of tools compatibility, log retention and memory analysis. It is directly applicable to the project as it shows the reasons why specialised edge forensic workflow is required instead of believing that forensic techniques that are applied to desktop devices can be directly applied to edge devices.
[bookmark: _Toc230814654]Table 10: Evaluation benchmark results
	Evaluation metric
	PC benchmark value
	Raspberry Pi benchmark value
	Difference / implication

	Tool compatibility
	92% (23/25 tools).
	38% (9/25 tools).
	Raspberry Pi support is 54 percentage points lower; workflow must use lightweight and compatible tools.

	Memory dump size / availability
	7.8 GB average PC RAM dump.
	4.5 GB Raspberry Pi LiME dump.
	LiME can support Raspberry Pi-style acquisition, but analysis may still be limited.

	Log retention
	14.2 MB.
	2.1 MB.
	Raspberry Pi retained about 85.2% less log data than PC; volatile capture becomes more important.

	Process recovery
	89% of processes/sockets parsed.
	12% process recovery.
	Raspberry Pi process recovery is 77 percentage points lower; findings must be triangulated with logs and network data.

	Network packets captured in scenario
	14,328 packets.
	9,102 packets.
	Network evidence remains useful and should supplement memory analysis.


The results of the benchmark demonstrate a huge difference between the traditional PC forensic capability and edge capability of the Raspberry Pi. The greatest distinction is compatibility of tools. The tested tools were supported on a PC environment (92%), whereas the Raspberry Pi was supported (38%). This proves the fact that forensic teams should not assume that the tools which are used in traditional investigations will be effective on edge devices.
The widest gap is the process recovery. The benchmark indicates that a PC memory image enabled Volatility to scan most of the processes and network sockets, and Raspberry Pi recovery was significantly smaller due to ARM-specific memory addressing and limitations of the plugins. This observation goes a long way to justify the decision of the project to incorporate the limitation reporting and other artefact sources instead of depending on one Volatility output.
It is also important that the lower log retention result is lower. Assuming that a Raspberry Pi stores significantly less log data compared with a PC, then volatile memory is of greater value in incident response. Nevertheless, low process recovery value also demonstrates that memory forensics on the edge devices cannot be considered as fully reliable without any supporting evidence. This implies that investigators ought to integrate memory artefacts and network captures, system logs, device metadata and incident timelines.
[bookmark: _Toc230814860]6.3 Evaluation of the implemented package
[bookmark: _Toc230814655]Table 11: Evaluation of the implemented package
	Evaluation area
	Result
	Interpretation

	Forensic integrity
	Strong. Hashing, master-copy preservation and custody fields are built into the package.
	The workflow supports later verification and reduces uncertainty about evidence handling.

	Artefact coverage
	Moderate to strong. The workflow targets processes, network artefacts, modules, strings and IoCs.
	Coverage is strong conceptually, but real output depends on kernel symbols and plugin support.

	Edge suitability
	Moderate. LiME and network acquisition are suitable for Linux edge devices, but ARM analysis limitations remain.
	The workflow is realistic for Raspberry Pi-style gateways, but not universal for closed IoT appliances.

	Repeatability
	Strong. The package provides ordered steps, command examples and templates.
	Another investigator can repeat the process if device access and kernel compatibility exist.

	Incident-response value
	Strong. The workflow maps artefacts to containment decisions.
	Process, network and module artefacts support isolation, blocking, credential rotation and deeper analysis.

	Limitations transparency
	Strong. The package explicitly records unsupported plugins, symbol issues and acquisition impact.
	This improves professional credibility and avoids false certainty.


The package installed scores best in the areas of forensic integrity, repeatability, incident-response value and limitation transparency. This is significant since these areas dictate the possibility of trusting and reusing the workflow. The hashing, master-copy preservation and custody records are used to verify evidence. The sequential acquisition and analysis process also simplifies the workflow as it is easier to repeat.
The coverage of artefacts is rated as moderate and strong since the workflow recognises the right types of evidence, and the successful extraction is based on the compatibility of the tool. Indicatively, process and network artefacts might be present in theory, but Volatility plugins might not work when the appropriate symbols are not. The suitability of the edges is thus moderate but not strong. The workflow can be realistic on Linux-based edge devices, particularly Raspberry Pi-style gateways, but might not be compatible with closed IoT appliances or devices with limited loading of kernel modules.
[bookmark: _Toc230814861]6.4 Tool evaluation
The tool analysis is a comparison between LiME, volatility 3, Rekall and supporting command line tools and the requirements of a Linux based edge investigation. The benchmark figures indicate that compatibility of tools is one of the biggest issues on Raspberry Pi/ARM platforms. Thus, the assessment does not concern the abilities of the tools solely, but it also addresses the possibility of deployment and the necessity to record the unsupported functionalities.
[bookmark: _Toc230814656]Table 12: Tool evaluation
	Tool
	Primary role
	Strengths
	Limitations

	LiME
	Linux memory acquisition.
	Supports local or network acquisition and is suitable for a Linux acquisition workflow.
	Requires kernel compatibility; loading the module changes the live system.

	Volatility 3
	Offline memory analysis.
	Structured extraction of memory artefacts from RAM images where symbols and plugins are available.
	Requires correct symbols; Linux/ARM plugin coverage may be limited.

	Rekall
	Secondary or comparative framework.
	Historically important memory forensic framework and useful where compatible.
	Less suitable as the primary current tool because support and compatibility vary.

	sha256sum
	Integrity verification.
	Simple, transparent and easy to reproduce.
	Only proves the file has not changed after hashing; it does not prove acquisition completeness.

	strings/YARA
	Indicator search and triage.
	Useful for domains, IP addresses, paths and malware indicators.
	May create false positives and requires careful interpretation.


LiME is the most appropriate acquisition tool in the proposed workflow since it is developed to acquire Linux memory and it can be configured to capture it on a local or a networked basis. However, it is not perfect. It requires the compatibility of the kernel and the loading of the module modifies the live system. It is not rendered unusable but it implies that the investigator has to record the impact of the acquisition.
Volatility 3 can be used to analyse offline since it is capable of extracting structured artefacts of memory images. But its performance is largely reliant on the availability of symbols and support of the plugins. Rekall is also added as a second structure, however, it is not as appropriate as the primary tool due to the possibility of different support and compatibility. The aid tools including sha256sum, strings and YARA are useful since they are easy and repeatable, yet their findings should be interpreted with caution.
[bookmark: _Toc230814862]6.5 Artefact mapping results
One of the main outcomes of the implementation is the mapping of memory artefacts and incident-response decisions. The output of the tools should not be included in a list in a forensic report; it should be a description of how each artefact answers an investigation question. The below table gives the form of analysis employed by the package.
[bookmark: _Toc230814657]Table 13: Artefact mapping results
	Forensic question
	Memory artefact
	Interpretation
	Response decision supported

	Is the device running suspicious processes?
	Process list and process scan results.
	Unexpected names, unusual parent-child relationships or hidden processes may indicate compromise.
	Isolate device, preserve evidence and begin malware triage.

	Is the device communicating externally?
	Sockets, connections and communication buffers.
	Unusual IP addresses or ports may indicate command-and-control or exfiltration.
	Block endpoint, capture traffic and update firewall rules.

	Is kernel-level tampering possible?
	Loaded modules and kernel structures.
	Unexpected modules may indicate rootkit-style activity or acquisition interference.
	Escalate to deeper forensic analysis or hardware acquisition.

	Are credentials or secrets exposed?
	Strings, session artefacts, tokens and keys.
	Presence of secrets in RAM creates privacy and containment risk.
	Rotate credentials and restrict access to evidence.

	Can the timeline be reconstructed?
	Process start data, network artefacts and logs.
	Correlated artefacts can infer the incident sequence.
	Prioritise containment, reporting and remediation.


This mapping is among the most valuable results of the evaluation since it bridges the gap between technical evidence and practical incident-response decisions. As an illustration, a suspicious process is not only a technical finding but it may be a sufficient reason to isolate the device and save additional evidence. Equally, network capture or broader threat hunting might be supported by unconventional network connections.
The mapping further avoids having the tool output reported out of context. The list of processes, sockets or strings is of limited use unless the investigator reasons why it is important. Connecting every artefact with a forensic question and response decision enhances the clarity and usefulness of the resultant report.
[bookmark: _Toc230814863]6.6 Compared with research objectives
The initial task was to detect and categorize volatile memory artefacts on edge computing devices. This goal was achieved by classifying process, network, module, credential, string and indicator artefacts. This goal is reinforced by the benchmark results indicating that these artefacts are more difficult to retrieve on Raspberry Pi than on PC and structured collection is therefore more significant.
The second aim was to test such tools and techniques as LiME, Volatility and Rekall on the resource-constrained environments. This was achieved by evaluating the tools and benchmark comparison. LiME is feasible to purchase Linux, although Volatility-like analysis can be constrained on ARM devices. The package thus integrates the use of tools with limitation documentation and other triage options.
The third goal was to examine limitations in edge settings that are distributed and 5G-enabled. This was achieved through the detection of constrained storage, diverse architecture, constrained logs, ARM plug-in problems, network reliance and challenge of physical access. Such limitations are in line with the benchmark evidence that Raspberry Pi systems leave behind fewer forensic artefacts compared to traditional PCs [1].
The fourth goal was to propose standardised methods of learning and studying memory. The following package was used to achieve this goal: acquisition commands, context capture, hashing, chain-of-custody fields, analysis sequence, artefact mapping and reporting templates. The output is not a standard in all forensic, but it is a workable guideline to Linux-based peripherals.
[bookmark: _Toc230814864]6.7 Discussion
The analysis shows that volatile memory analysis is useful in responding to edge incidents but should be used cautiously. The benchmark values indicate that a Raspberry Pi-like edge device can be far less prepared to be forensic compared to a regular PC. Raspberry Pi was reported to have tool compatibility of 38% and process recovery of 12% compared to PC, which reported tool compatibility of 92% and process recovery of 89%. These findings argue with the project that edge forensics needs preparation, standardisation and open-disclosure of limitations.
The most significant practical conclusion is that forensic preparedness is important prior to the incident happening. Without the logs of the device model, the versions of the kernel, the network location and logging settings, the memory acquisition will be slower and less efficient. This is especially severe when deploying edges since devices can be spread, physically inaccessible or operations-sensitive.
A second observation is that there is no single tool that is the solution to the edge memory-forensics problem. LiME is a facilitator of acquisition not an interpreter of evidence. Volatility aids analysis relying on symbols and coverage of the plugins. Hashing helps to verify integrity but does not assure that acquisition was final. The key to a dependable investigation is then a workflow that integrates tools, documentation and interpretation.
The third finding is that the method is most powerful with Linux based gateways and embedded Linux devices. It is less strong with closed consumer IoT devices, locked-down appliances and systems in which the loading of kernel modules is prohibited. 
[bookmark: _Toc230814865]6.8 Chapter summary
The chapter assessed the forensic package in place through benchmark values and analysis under criteria. The findings indicate that the workflow can be adapted to support Linux-based edge incident response, but that the Raspberry Pi/ARM platforms have serious tool and process recoverability drawbacks. The chapter, thus, provides support to the conclusion that volatile memory forensics in edge environments has to be workflow-based, evidence-conscious and transparent of restrictions.
The controlled demonstration outputs in Appendix A support the practical evaluation of the implemented forensic package. They show that the workflow is not only a theoretical design but can be represented through practical artefacts such as system context capture, acquisition commands, hash verification, evidence organisation, chain-of-custody documentation and analysis outputs. These outputs do not replace the published benchmark values used in the evaluation. Instead, they provide visible artefact evidence that the proposed process can be followed in a controlled Linux-based edge environment.
The demonstration outputs also strengthen the repeatability and forensic integrity of the project. System context capture supports later analysis by recording kernel and device details, while SHA-256 hashing supports evidence verification. The chain-of-custody form demonstrates how the memory image would be tracked during acquisition, storage and analysis. Together, these outputs address the practical requirement for a software artefact and show how the workflow could support incident-response activity.



[bookmark: _Toc230814866]CHAPTER 7: CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc230814867]7.0 Introduction
This chapter concludes the project by summarising the research, explaining how the aim and objectives were achieved, identifying the main conclusions, and presenting recommendations for future forensic practice and research. The chapter also considers the limitations of the study and recommends where future research can focus to enhance volatile memory forensics in edge computing settings.
[bookmark: _Toc230814868]7.1 Summary of the project
This project explored the forensic examination of volatile memory in edge computing devices to respond to an incident. The study started by noting the increased significance of edge and IoT systems, where data is processed at the point of origin and not within the centralised cloud environment. This is better than latency and real-time decision-making, but it also causes forensic problems since evidence is scattered across a large number of small, heterogeneous and resource constrained devices.
As it was revealed in the study, volatile memory is a very important source of evidence since it may include running processes, network connections, loaded modules, credentials, session data and indicators of compromise. Such artefacts are subject to loss after a device is switched off or rebooted, and thus it is important to acquire them in time. The literature review determined that the conventional disk-based forensics can be inadequate particularly to fileless malware and in-memory attacks.
A structured review and tool evaluation approach was employed in the methodology. The design and implementation chapters suggested a realistic workflow of memory acquisition and analysis of edge devices based on Linux. The tools that were evaluated included LiME, Volatility 3 and Rekall, which were evaluated on the basis of suitability, integrity, limitations and practicality with regard to incident response.
[bookmark: _Toc230814869]7.2 Achievement of research aim and objectives
[bookmark: _Toc230814658]Table 14: Achievement of research aim and objectives
	Objective
	How it was achieved

	Identify and classify volatile memory artefacts.
	The study classified processes, network connections, kernel modules, credentials, strings and indicators of compromise as key artefacts.

	Evaluate forensic tools and techniques.
	LiME, Volatility 3, Rekall and supporting utilities were compared for acquisition, analysis, integrity and edge suitability.

	Investigate challenges in distributed and 5G-enabled edge settings.
	The study analysed heterogeneity, limited storage, symbol compatibility, virtualisation, network slicing and live-evidence volatility.

	Recommend standardised procedures.
	The project produced a repeatable workflow, chain-of-custody template, acquisition sequence, artefact mapping and reporting structure.


[bookmark: _Toc230814870]7.3 Main conclusions
The initial finding is that volatile memory can be regarded as a priority source of evidence in edge incident-response. On a variety of edge environments, the only evidence of an active attack might be in RAM, especially when logs are scarce or malicious code is not left on disk.
The second conclusion is that LiME-based software-based acquisition is feasible with Linux-based edge devices, but should be employed with caution. Any change of state in the system through loading of an acquisition module must be documented and therefore hashed and backed by clear chain-of-custody records.
The third implication is that offline analysis of Volatility-style tools is better than performing heavy analysis on the edge device. This minimizes the effect on scarce device resources and enables repeated analysis on a forensic workstation. The compatibility issues, particularly with ARM devices and kernel symbols, however, are a significant drawback.
In general, the research finds that the availability of tools is not the main problem, but a repeatable and standardised forensic workflow is needed.
[bookmark: _Toc230814871]7.4 Recommendations
The organisation that employs edge devices is expected to have a forensic ready register in which they keep the models of devices, operating systems, kernel versions, network location and the owners. This would minimize delays when incidences occur and increase the likelihood of preserving volatile evidence before it is destroyed.
The incident response teams are supposed to have prepared analysis profile and acquisition modules that have been tested in advance before incidences take place. Delaying the detection of kernel versions or compile tools, which occurs when an attack has already occurred, makes the loss of evidence more likely.
Memory acquisition should also be a controlled process of evidence handling by forensic teams. The operator, time, device, used command, tool version, output file, hash value and storage location should be noted in each acquisition. The original memory image must be maintained and analysis done on a tested copy.
Lastly, network logs need to be used together with memory analysis, particularly when using 5G or virtualised edge environments. Memory might not be a sufficient explanation of the incident context, but it can give crucial real-time evidence.
[bookmark: _Toc230814872]7.5 Future work
The proposed workflow should be tested on real Raspberry Pi and embedded Linux devices with alternative kernels and settings in the future. This would enable correct acquisition time, CPU impact, image completeness and success rate of the plugin. Additional research should also be done comparing LiME to other acquisition tools and investigate automated template reporting, which converts logs of acquisitions and Volatility findings to structured incident-response reports.

 
[bookmark: _Toc230814873]CHAPTER 8: REFLECTION
To complete this project, I had to move beyond the idea of digital forensics as a toolkit to the idea of digital forensics as a process of investigation. Initially, the primary attention was paid to such tools as LiME and Volatility. As the study progressed, it became evident that tool execution is just a single component of a justifiable forensic study. Whether the acquisition can be described and repeated and connected with a definite incident-response question is even greater.
This project also enhanced my knowledge on planning and scope control. Volatile memory forensics is a wide subject and the project could have been easily extended to malware reverse engineering, cloud forensics, mobile forensics or entire 5G infrastructure analysis. The scope finally had to be narrowed down to edge devices and Linux-based acquisition to ensure that the project was feasible and consistent. This enhanced the quality of the end process as it tackled a specific issue instead of trying to solve all the forensic issues.
A significant learning lesson was time management. The literature review took longer than anticipated, as the related information is diffused throughout digital forensics, IoT security, edge computing and incident response. The more powerful solution would have been to prepare the evaluation matrix prior to reading and apply it throughout the reading. This would have helped decrease duplication and made the relation between literature and implementation more evident.
The project also enhanced my critical thinking as I had to weigh between usefulness of the tools and constraints. LiME is not the best as it requires the kernel to be compatible and modifies the live system, but it is an option that allows the acquisition of Linux memory. In the same way, Volatility is strong, yet the outcomes are conditional with the support of symbols and compatibility with the plugins. Being aware of these restrictions allowed me to not overstate anything and made the final recommendations more realistic.
The significance of evidence authenticity was the most important lesson. It would be inadvisable to put forward values that had not been created through my own execution. That is why, the version of the project applies the published benchmark values that are identified as secondary evidence. Had there been more time, I would have executed the workflow using several physical Raspberry Pi devices and gathered repeatable quantitative measurements. I would also have some screenshots or command outputs of a controlled lab in the appendix. The completed project has however met its primary goal of creating a structured, realistic and evidence based method of volatile memory forensics in edge computing incident response.
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[bookmark: _Toc230814875]APPENDIX A: Controlled Demonstration
This appendix provides supporting controlled demonstration outputs for the implemented volatile memory forensic package. 
[bookmark: _Toc230814876]A.1 System Context Capture
Purpose:
The purpose of this output is to record the device and kernel context before memory acquisition. This is important because Linux memory analysis can depend on kernel version, architecture and network configuration.
Command used:
uname -a
hostname
ip addr
date -u
[bookmark: _Toc230814877]A.2 LiME Memory Acquisition Output
Purpose:
The purpose of this output is to show the controlled memory acquisition step using LiME. This demonstrates how RAM would be captured from a Linux-based edge device before volatile evidence is lost.
Example command format:
sudo insmod lime.ko "path=/evidence/edge01.lime format=lime digest=sha256"
Or, for network acquisition:
sudo insmod lime.ko "path=tcp:4444 format=lime"
On the forensic workstation:
nc target_ip 4444 > edge01.lime
[bookmark: _Toc230814878]A.3 SHA-256 Hash Verification Output
Purpose:
The purpose of this output is to demonstrate evidence integrity verification. Hashing allows the investigator to confirm that the acquired memory image has not been changed after acquisition.
Command used:
sha256sum edge01.lime > edge01.lime.sha256
cat edge01.lime.sha256
[bookmark: _Toc230814879]A.4 Example Evidence Folder Structure
Purpose:
The purpose of this output is to show how forensic evidence and analysis outputs are organised.
Example folder structure:
Edge-Memory-IR-001/
│
├── 01_context/
│   ├── system_context.txt
│   └── acquisition_notes.txt
│
├── 02_memory_image/
│   ├── edge01_master.lime
│   ├── edge01_master.lime.sha256
│   └── edge01_working_copy.lime
│
├── 03_analysis_outputs/
│   ├── volatility_pslist.txt
│   ├── volatility_netscan.txt
│   ├── strings_output.txt
│   └── yara_scan_results.txt
│
├── 04_chain_of_custody/
│   └── chain_of_custody_form.txt
│
└── 05_report/
    └── incident_response_findings.docx
[bookmark: _Toc230814880]A.5 Completed Chain-of-Custody Example
Purpose:
The purpose of this form is to show how the evidence identity, acquisition details, hash value and transfers are recorded.
Example chain-of-custody form:
	Field
	Example entry

	Case identifier
	Edge-Memory-IR-001

	Device identifier
	Raspberry Pi edge gateway / edge01

	Device role
	IoT gateway / Linux edge node

	Tool used
	LiME

	Acquisition method
	Local acquisition / Network acquisition

	Output file name
	edge01.lime

	Hash algorithm
	SHA-256


The chain-of-custody record supports forensic reliability by showing who acquired the evidence, when it was acquired, where it was stored and how its integrity was verified. This is particularly important for volatile memory because RAM contents are time-sensitive and cannot normally be recreated after the device is powered off or restarted.
[bookmark: _Toc230814881]A.6 Volatility / Strings / YARA Analysis Output
Purpose:
The purpose of this output is to demonstrate the analysis stage of the workflow. Depending on tool compatibility, the memory image can be examined using Volatility, strings or YARA.
Example Volatility commands:
vol -f edge01_working_copy.lime linux.pslist
vol -f edge01_working_copy.lime linux.lsmod
Example strings command:
strings edge01_working_copy.lime > strings_output.txt
Example YARA command:
yara -r rules.yar edge01_working_copy.lime > yara_scan_results.txt
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Figure 2: Volatile Memory Forensic Workflow
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