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[bookmark: _Toc39841131]Executive Summary
In an era of information, data privacy has become a critical issue. Taking Facebook as an example, this report aims to analyse the importance of data privacy and the negative effects brought up by data leakage. If Facebook failed to prevent data leakage, it will cause an increase in legal fees, the loss of reputation, the crisis of confidence and the loss of revenue. Meanwhile, as the leading company in social media and networking service industry, Facebook has adopted some strategies to prevent data leakage, which includes building a firewall, upgrading DLP systems, restricting data access and etc. According to existing strategies and combining with the macro company environment, more feasible and effective recommendations will be given to assist and stimulate the company performance and development in both short term and long term. The recommendations are being proactive, reminding users to carefully disclose their information, training employees on work ethics, communicating with other companies and complying with the law.
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[bookmark: _Toc39841132]1.0 Introduction
[bookmark: _Toc39841133]1.1 Introduction to The Organisation and Purpose of The Report
The selected company is Facebook. It is one of the leading companies in the social networking service and social media industry with 16 years of experience (Facebook, 2020). Applications, including Facebook, Instagram and Messenger, are popular company products. Whilst, due to the fast development in the social networking service industry, several controversial issues are arising, such as cybersecurity and data privacy. For instance, Facebook has been involved in the Cambridge Analytical data scandal, which has made Facebook is subjected to boycott (Mahdawi, 2018; Silicon Valley, 2019). Also, the company has been reported to be involved in political manipulation in the 2016 president election, which has led to a $5 billion fine (Benkler, Faris, and Roberts, 2018). As a consequence, this report aims to help the company realise the importance of data privacy, find out solutions to prevent data leakage, take the risk as an opportunity and indeed gain more profit.

[bookmark: _Toc39841134]1.2 Project Justification 
Since the leakage of confidential data happened, Facebook has been affected by at least four aspects. First, an increase in legal fees and fines. The data will be used illegally after it is sold to competitors or dark web, so the company needs to spend more money on legal disputes (Hauer, 2015). It has been proved that Facebook has breached the legislation and violated the interests of its users and the majority public, so that huge fines and penalties have been issued to the company. Second, loss of reputation and fame. Lawsuit ridden with media exposure hits the company’s intangible asset which plays a key role in the company’s long-term development and the positive business cycle (Rajiv et al., 2019). The Facebook critical incident disclosure not only results in instant effects, but the company will also be impacted in the long term. Third, a crisis of confidence and faith. If the users lose confidence in the service, they are less likely to use the application at the same frequency as before (Li et al., 2017), which hits the company in a long term as well. Two suggested ways recover lost customers are to solve the problem and to be proactive (Liu, Chugh and Gould, 2016), which costs high and is hard to achieve. Last but not the least, loss of income and revenue. The profit of Facebook has dropped by 16% in 2019 literally. With its depreciation in the company’s intangible asset, it can be assumed that the profit will decrease further in the next stage. Therefore, that is important for Facebook to protect confidential data, and find solutions to prevent data leakage. 

Enterprises like Facebook always exist data leakage problems in various ways. First of all, 80 per cent of the problem happens due to human behaviour (Alneyadi, Sithirasenan & Muthukkumarasamy, 2016). The word ‘human’ refers to both employees on active duty and separated employees, and this factor is hard to predict because it is related to individual psychology status which is influenced by the environment and interpersonal relationship. Next, the management of upload and download channels. Information is circulated through different channels, including but not limited to CD, USB, tablet, smartphone and laptop, so whether it is easy to get access to the channels and information will influence the data security status. Then, hacker becomes another risk factor of data leakage, by stealing information from companies and selling it to competitors and dark web for profit (Chan and Janjarasjit, 2019). After knowing the main reasons for data leakage, solutions can be found to solve the problem.

[bookmark: _Toc39841135]1.3 Aim of The Project
On account of the importance of data privacy and the negative results derived from data leakage mentioned above, to find out ways of data protection means to get the company out of trouble and to create more value.

[bookmark: _Toc39841136]1.4 Objectives
To complete the project, there are five stages involved. Stage one, set up a clear goal. To create more values for Facebook, choose a problem that needs to be solved, and brainstorm the causes and effects. In this case, the problem is to find out ways of data protection. After combing all ideas, a mind map is completed, which gives instructions to the researcher throughout the project (Gul, S. et al. 2017). Stage two, collect information. According to the mind map, information is collected from various platforms that can provide a high quality of references, including an official website, academic journals and authoritative media reports. Stage three, analyse information by distinguishing to what extent the information is related to the topic and deciding the ways of using it. Stage four, feedbacks which is a repeat of stages two and three. If further information is needed, the second round of information collecting should be conducted. Stage five, draw conclusions. For example, the problem can be solved or not, or new problems are derived during the process.

[bookmark: _Toc39841137]2.0 Environmental Analysis - PESTEL
Environmental analysis a tool that helps the company to clarify its strengths and weaknesses brought about by the environment, and the PESTEL analysis is used to evaluate the macro environment of an organisation from perspectives of politics, economy, society, technology, environment and law (Law, 2016). 

As to the political factor, the regulation and the politician are the two factors to mention. In this case, which focuses on Facebook data leakage prevention (DLP), the company needs to comply with relevant laws and regulations at both the federal level and the state level in the United States (ICLG, 2020). Meanwhile, as the business has expanded outside the nation, the company needs to comply with the regulations overseas where the company has a business as well. Besides, domestic and international events have influences on policy stability and indeed the company performance, such as the presidential election, the global pandemic and the Olympic Games. For instance, in many countries recently, schools are closed, and residences are asked to self-isolated at home to fight for the coronavirus. This is a chance for Facebook to develop its group learning programmes because many students are using it to conduct group meetings online. 

As to the economic factor, it is affected by political factors. According to United Nations news, the GDP growth in the United States will slow down from 2.2% in 2019 to 1.7% in 2020 because of continued policy uncertainty, a crisis of business confidence and weakening fiscal stimulus (Crozet, 2020). Together with the pandemic, the year 2020 is a difficult year for the whole world. 


As to the social factor, there are two points to be discussed. One point is the public attitude to Facebook after the data leakage scandals. The exposure drew public attention to information privacy issues, and most of them lost confidence in Facebook, which put the company in crisis (Mahdawi, 2018). Even worse, Facebook is subjected to boycott led by Netflix and Twitter with the slogan ‘you should quit Facebook’, and these negative factors have contributory pulled the revenue of Facebook down by 16% in 2019. However, the other point benefits to the company development that the mobile phone has become an essential object in today’s society. Compared with ten years ago when not everyone can afford a mobile phone, it is much easier for companies like Facebook to expand nowadays. Furthermore, as international trading stimulates international education and international tourism, more population especially the young generation prefer contacting via social media than making phone calls.

As to the technological factor, the Facebook DLP systems and the Research and Development (R&D) department are the two main components. In recent years, a few similar companies are arising, such as Amazon, Google and Twitter. To avoid competitors against dividing the market, Facebook has invested a vast amount of capital in the R&D department to innovate its software and applications (Eno-Adams, 2018). Not until the exposure of data leakage scandals, Facebook has turned its emphasis on DLP systems. Various IT professionals may hold different views on this new emerging technology, so it needs to be continually upgraded and updated. In addition, other forms of new technologies could be designed according to new emerging customer needs, so the company should have the ability to foresee the market demands and then take corresponding measurements. 

As to the environmental factor, it refers to the external environment of the business. As a big company, Facebook has to take its corporate social responsibility (CSR) so that to achieve sustainability in a circumstance of resource scarcity. There is another environmental factor that strengthens the development of Facebook combining with the current global events. Due to the quarantine caused by the coronavirus, may countries have applied to work from home policies, such as China and Australia. Facebook is a social networking service company which significantly relies on the internet and the technology, and this means the work can be completed without physically attending to the office, so the influence caused by the pandemic could be minimized if employees are asked to work from home. To better assist people who are working from home, Facebook needs to put more emphasis on network maintenance to keep the internet smooth. While, inside the business, it is known that Facebook has its 95% income from advertising (Eno-Adams, 2018). Thus, the company has a lower level of service and product diversity, which will increase its market risks. 

As to the legal factor, there are overlaps between the political factors. The difference is that the legal factors involve more detailed laws, such as environmental laws, work safe policies and trade restrictions and etc. For example, the labour law is involved when hiring employees; the taxation law is involved when finalizing tax returns; the foreign exchange policy is involved when expanding the business overseas. The law protects the rights of both the company and the employee, so the company needs to be able to apply the law proficiently. Whilst, there are different laws across the world, it takes some time for Facebook to familiar with them.  

In general, Facebook, the leading company in the social networking service industry, has its strengths in the user quantitative basis and advanced technology R&D. However, to achieve further development and gain more profit, the company needs to make an improvement in business diversity. More importantly, because the time span is getting shorter, it is vital to have the lens of life-long learning and sustainability to keep up with the changes.

[bookmark: _Toc39841138]3.0 Research Methodology – Secondary Research 
The research methodology includes the type of research, the ways of data collections and data analysis. Because Facebook does not disclose the algorithm of its DLP systems, there is no way for the researcher to exam its DLP effectiveness by collecting primary data. To find out solutions of DLP, the research is descriptive based which does not involve variable control. Thus, academic journals and authoritative media reports are the main secondary data resources, which may be less accurate than primary data but will provide a higher quality of references than websites and entertainment news. As a result, in this section, only secondary research is conducted. In addition, another way is to learn from other organisations that have DLP issues: what are the solutions they adopted, how well the solutions worked and whether the solutions can be put in use under the specific Facebook circumstance. Moreover, Facebook has taken few steps to recover data leakage, the researchers can analyse those steps by its feasibility and effectiveness.

[bookmark: _Toc39841139]4.0 Findings and Analysis 
To build a comprehensive DLP system, there are three dimensions to make an improvement, which are encrypting, monitoring and auditing of the data (Alneyadi et al. 2016).

From the encrypting dimension, one traditional way and one new emerging way are involved. The traditional way of building a firewall with a password comes first. It is hard to crack the password as long as the password is long enough (Camenisch, PreissKai and Sommer, 2016). This has become the most basic method so that all companies with an IT department should adopt to protect their information. So does Facebook. Whilst, the IT industry develops fast, more strategies are needed to protect information. DLP systems are emerged to identify and monitor sensitive information (Alneyadi et al. 2016). For example, Document Security Management (DSM) protects documents, and Digital Signature Algorithm (DSA) protects signatures and source codes. As the DLP system is a new rising technology, it still needs to be developed and updated to achieve a common view among professional practitioners. The DLP system is used to protect company trade secrets, and a detailed algorithm of DLP systems is also a form of trade secret (Nyarkp, 2018), so this information does not disclose by Facebook. It can be seen that Facebook has adopted both methods to encrypt its information. 

From the monitoring dimension, the subject to perform monitoring functions is the Facebook company, and the objects to be monitored are employees, application users and software developers. As to the Facebook company internally, the company is supposed to proactively foresee possible problems, and then set up a reward and punishment mechanism to reinforce the ideal behaviours and reduce the chance of data leakage. Based on Facebook data leakage reports, it can be seen that this company is weak in data monitoring and needs to be more proactive. As to the employees, staff training is required (Christopher, 2019). Human behaviour causes 80 per cent of data leakage, so it is important to train the staff in work ethics and professional knowledge. As to the software developers, Facebook will impose restrictions on the data that can be accessed (Kavianpour, Ismail & Shanmugam, 2017). After the Cambridge Analytical data scandal, Zuckerberg announced that Facebook will tight the restrictions to software developers when they access the data. Data will be classified, and software developers can get access to it with restrictions. However, it is challenged by the professionals: what about the data has already been accessed and kept by the software developer before the restrictions applied. As to Facebook users, there are three methods to be monitored. First, withdraw their authority of data sharing to software developers if the user has not logged in within 30 days (Facebook, 2020). This method protects the user and gives the user a second chance to decide whether they want to give their authorities to the software developers, because the users may change mind after 30 days. Second, reduce the required information when registering (Facebook, 2020). Basically, a nickname, profile photo and email address are necessary data to register an account. Third, the right to be informed. The users will be informed about in which ways that their information will be used and what types of information will be shared with a third-party developer (Facebook, 2020). Besides, the terms and conditions should be easy to understand, so that the users can quickly learn it. To monitor the data, Facebook needs a comprehensive system that supervises various parties from their perspectives.   

From the auditing dimension, there are two methods suggested. One method is to conduct thorough auditing, especially specific to previous data. For Facebook, if the data is found leaked, there are three steps to remedy. First, contact the software developers who had violation operations to delete the data. As the data is easy to be copied, it is hard for Facebook to confirm if the software developers are honest. Second, for developers who had caused adverse effects, disable them. Third, contact the users whose information has been leaked. They could be upset when they are informed about data leakage, but Facebook needs to insist on doing this to minimize the negative effects. The other method is to share the DLP system skeleton with other companies (Caballero, Zurutuza and Rodríguez, 2016). This will stimulate learning and thinking among companies to find out possible problems and solutions.  

[bookmark: _Toc39841140]5.0 Conclusions 
Being a leading company in social media and networking service industry, Facebook has to regard DLP as a critical issue. When Facebook failed in DLP, it causes the increase in legal fees and penalties, the loss on reputation and fame, the crisis of confidence and faith and indeed the loss on income and revenue. The Facebook scandals about data leakage brought negative effects to the company development and caused financial loss, while it can be found that Facebook still has its competitive strengths after analysing the company environment by using PESTEL. To achieve better performance, Facebook has applied a few methods to avoid data leakage, such as building a firewall, developing DLP systems, restricting data access and informing the users. By applying these DLP strategies, Facebook could be able to get out of the troubles brought by data leakage and make more profit.

[bookmark: _Toc39841141]6.0 Recommendations 
In this section, recommendations on improving DLP strategies will be given. As mentioned in the findings and analysis section, Facebook has taken some steps to remedy the situation, so more supplementary methods that have not been taken by Facebook will be discussed in this section. 

Firstly, be more proactive and invest in DLP system development. Once Facebook is exposed to scandals, it costs much more capital on legal disputes, fines, operation fees and other intangible remediations. Facebook is suggested to put more efforts into proactive preparation because this could be a much cheaper way to maintain company performance. Secondly, keep reminding the users to carefully disclose their confidential data. It is written in Facebook’s data transparency policy that the users will be informed about how their personal data will be used and what information will be shared to third-party developers. Apart from the required information in registering, Facebook needs to remind the users better not to mention confidential data when making posts or comments, as well as location sharing. In addition, once the data leakage already happened, it is Facebook’s responsibility to inform the users about the current situation and minimize the risk. Thirdly, train staff in work ethics. Human behaviour is an unpredictable factor of data leakage, which is related to individual psychology status, while the company can make it more stable by proving a friendly company culture and staff training programmes. Staff are less likely to do things that harmful to the company when they identify with the company values. Fourthly, share the DLP system skeleton with other companies. This method encourages companies to find out potential problems and solutions, and it also can stimulate parallel learning among various companies. Fifthly, familiar with codes, laws and legislations. As a leading company, Facebook has the responsibility and obligation to comply with relevant laws and regulations. However, no matter how forward-looking and foreseeable the law may be, unexpected situations may occur in reality, which may lead to amendments to the law. Therefore, before the company make decisions on a project especially involving behaviours that have not been determined whether it is illegal by laws, it must have a certain degree of foresight.  

To sum up, these methods are brought up to eliminate the negative effects caused by data leakage. They are supposed to be continually applied rather than stopped once the risk is recovered because challenge happens everywhere with the fast development of technology.
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