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For Database-driven websites SQL injection is a very dangerous threat. SQL injection is when an SQL query is inserted into an input field in html and gets executed on the database [1]. This type of attack is dangerous because it can allow for any SQL query to be executed such as reading data, creating/updating data, and deleting data from the database. This happens when data is used to create a dynamic SQL query such as those done in the assignment. An SQL injection attack doesn’t have to be on purpose, it could be done by accident by a legitimate user of a website by doing something like inputting an “ ’ ” into the input field which could cause errors when it attempts to execute the built query. This has 4 consequences for a database system. The first is the loss of confidentiality because an attacker can get all data from the system. It can affect the authentication of the database because an attacker can edit or create new users to change who can access the system. It affects authorisation as the attacker shouldn’t be able to get access to the data. It lastly affects the integrity of the database system because the attacker can change the data on the database.
There are multiple different types of SQL injection [2]. For example, if the attacker inputs “OR 1=1” or inputs “OR =” it could cause errors such as throwing out all the data held on a table because the query will return valid no matter what it will return true. Another example is that an attacker can cause tables from the database to be dropped by inputting “DROP TABLE TABLENAME”, while this does require the attacker to know the name of the table for it to be successful, if they do know it then the attack could cause a lot of data loss.
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Identification and Authentication failures are when it's possible for an attacker to get access to data via using an account without permission. [3] There are various ways an attacker can get access to an account which are using SQL injection to get a list of usernames and passwords, brute forcing log in screens, weak or default passwords, passwords which are stored in plain text, and lack of multi-factor authentication. There are multiple ways to prevent this style of attack such as blocking SQL injection, having timeouts for logging in and sensible password policy to prevent/minimise brute force attacks, encrypting passwords stored within the database, and requiring multi-factor authentication. 
The website created for the assignment is very susceptible to identification and authentication failures. For example, the website has no protection against brute force attacks, there is no password policy or username policy when creating users so it’s possible to create a user with an unsecure password, The table/field that holds passwords on the database isn’t encrypted, and there isn’t any multi-factor authentication. There is also no logging of changes to users. So, if an attacker gets access and makes/changes a user there is no logging to know that this has happened. The largest improvement to security would be by adding a password policy to the creation of user accounts and to have timeouts on the log in screens to remove the risk of the simpler attacks.
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