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The aims and objectives of the project were to;
· Identify why the field of cryptography, cryptology and steganography were important in present day and the past
· Identify the key concepts needed and used in the LSB algorithm
· Develop a piece of software that uses the LSB algorithms.
· Document the project in a document review, the report including a section on Methodology, Research, Design, Implementation, Testing and an evaluation.

The project used an agile development methodology for the flexibility it provided and a positivistic research methodology as it allows for information gathering that is quantitative and precise to what is required.

The implementation was not completed, but the research in this project has given me the basis of understanding to know the key concepts used in the LSB algorithm such as Bitwise operators, bit shifting, bitwise masks. Also a key finding is that the more bits you use in encoding, the more risk there is of visual artefacts, this is due to there being a higher value change in pixel R,G,B values , thus changing a pixels colour more significantly the more bits being used.

It is recommended that if using LSB to hide sensitive data, that the developer is careful when deciding how many bits to use in encoding a message with the consideration of message security.
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The aim of the project is to investigate cryptography, cryptology and steganography, namely the steganography method Least Significant Bit (LSB), and to develop software that can utilize the science behind this to hide a text message within an image.

First, some research must be done into software and research methodologies to choose appropriate methodologies for the project, following this, research must be done into testing so that appropriate testing schedule can be created for the project.

After this the project will go into researching and documenting the key concepts behind the LSB methodology so that the future phase, design can set appropriate requirements, these requirements will be used in the implementation phase and testing phase to ensure that these requirements have been met.

To finalize, there will be a project evaluation that will summarize what was gained from carrying out the project, and summarizing the work done.
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This section, prefacing the rest of the project has the important task to discuss the research and software development methodologies the project will be utilizing 

[bookmark: _Toc7608736]Research methodology used

Before embarking on the project, it is needed to identify the approach the project will have in research methodology. The approach the project will utilize will be described in this section of the report.

Firstly, the project needed to have a research philosophy to use. Research philosophy denotes the way in which information will be gathered, this defines the way research information was gathered in the duration of the project.

The project had to choose between the two research methodology paradigms, Positivism, and Phenomenology. 

Positivism is based on existing knowledge and uses this existing knowledge in order to observe objective experiments that have been performed in order to observe a phenomenon.
Phenomenology is based on subjects in which they are mainly understood subjectively, what this refers to, is subjects in which it is more difficult to perform an objective assignment to observe the phenomenon. Considering the above, the project will be using positivism.

A positivistic approach to research for this project is beneficial, the first reason being that positivistic research provides quantitative data as a result. Another reason that a positivistic approach is the desired paradigm , is that positivistic approach uses large samples of data in the research, and is usually highly specific and precise, the data gathered in the research is usually what was desired.

Furthermore, the positivistic paradigm is concerned with testing the theory that has been researched and as a result the reliability of the research is therefore highly accurate and the validity of the researched data is low. 

The next consideration in the research methodology that will be utilized, is the approach that will be used, the two main approach paradigms are Deductive, and Inductive.

Deductive refers to the aim of having a theory and hypothesis, and then in the research, aiming to test that hypothesis. Inductive refers to analysing data that has been gathered, and post-gathering data, analyse the data to deduce a theory. Considering the above, The project will use deductive, deduction emphasises the principles of science, it allows the project to initially begin with a theory or hypothesis, and then move from theory to data gathering. Deduction supports a highly structured approach to research, allows a large sample size for the researcher to generalise the data that has been gathered, whilst also allowing for the research to be quantitative data. 

Deduction is suitable for this project, as this project is a scientific based project, deduction is beneficial when the field of research has a vast amount of existing literature in which a theory and hypothesis in. Deduction is also by nature, proven to allow the research to use the theory in order to identify the data that needs to be gathered to be used.

Finally, the project needs to select strategies for use, some choices are below;
· Experiment 
· Software development
· Document review
· Case study
· Survey

For this project, the strategies that will be utilized are Software Development and Document review.
Document Review denotes to the research of existing literature. The research will have multiple goals.
The goals are, as follows.  The first step is to identify the main theories that are already existing within the projects subject field, the next step will be to identify prominent researches that are present in the field. Furthermore, the document review will need to consider the positive and negative factors that might arise, and using this consideration confirm that the project is practical.  In conclusion the document review must provide results that can be compared to existing studies that exist in the field and using this, an analysis will be carried out in order to discover whether the projects findings are consistent with existing studies on the projects subject that are already existing.

For the software development phase, the software development will have its own methodology , but the main goal of this phase is to develop the software and the required features, This will be developed in order to test the data that has been gathered in the research stages of the project. The results of the software development phase of research will be documented in the document review. 
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The project needed to choose a development methodology. Considerations were needed, and questions needed to be asked about development methodologies in order to choose.

The two main development methodology paradigms are listed below;

· Agile
· Waterfall

Agile
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[1]Diagram of the agile development methodology


Agile methodology as is visible from the diagram above, a methodology which is inherently flexible. “Agile project management is an approach based on delivering requirements iteratively and incrementally throughout the project life cycle.” [1] This means that the agile methodology, functions in a way that would be beneficial to a project in which the end deliverables are open to being changed depending on circumstances that arise.  Agile development methodologies utilize a concept called ‘sprints’, also known as ‘iterations’, this meaning, that in any particular sprint or iteration, the project will aim to develop a specific feature to add to the software, for example, in this projects case, it will mean, developing the most critical feature in the first sprint/iteration and then in the next iteration/sprint developing the next most critical feature, this would be repeated until the project has been completed. Each sprint/iteration will go through the same process in that it will be needed to be designed, then developed, then tested, then released into the project.

The benefits of agile methodology, are that it allows the user to be safe in development, safe referring to the fact, that as the project will be developed in a series of iterations, it will become clear to the project if a problem arises, a problem such as a sprint taking longer than expected. Agile methodology also allows the project to add or remove future features if they are no longer feasible for a reason such as time constraints, on the flipside, if the project is finished ahead of time, and sprints do not take as long as expected, it allows the project to flexibly add to the project if there is a suitable feature to add, to fill the remaining time.

Waterfall 
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[1] Diagram of the waterfall development methodology
Waterfall methodology as is visible from the diagram above, a methodology which is inherently structured. “Waterfall project management is a sequential, linear process of project management. It consists of several discrete phases. No phase begins until the prior phase is complete, and each phase’s completion is terminal—waterfall management does not allow you to return to a previous phase. The only way to revisit a phase is to start over at phase one.” [1] This means that the waterfall methodology, functions in a way that would be beneficial to a project in which the end deliverables are final, no matter which circumstances that arise. Waterfall Methodology is done in one sprint/iterations, contrary to agile methodologies which utilize many sprints/iterations, this meaning that the project will aim to develop the software entirely in the same phase of the project, this meaning that in this projects case, it would be developing the project at the same point of time, not accounting for importance for features, all features would need to be implemented before leaving the development phase of the project and continuing onto the next phase.

The benefits of the waterfall methodology, are that it allows the user to be safe in the terms of the project , safe referring to the fact, that as the project will be heavily structured, and planned out in such a way in order for it to be completed by the deliverable date. As the project will only have one iteration it will become clear to the project if there is a problem in the terms of risks, and such problems will allow the project before embarking on the development whilst in the requirements phase still, adjust the projects deliverables or the deadline. Another positive of waterfall , is that if there are problems with the project, these problems will be more likely to be identified before development series of iterations, during the extensive planning that will take place and by nature will allow the project to adjust deliverables and or deadline.

Considering the above and weighing the advantages of both the agile and waterfall development methodology, this project will be utilizing the agile software development methodology.

The reasoning for this, is that agile methodology allows for me to be able to be more flexible in the project, and ultimately thus be safer. The reasoning this flexibility is important is that as a final year student in the university, there are other modules, and as a result other coursework that I must allot time to, it is hard to deduce the amount of time each piece of coursework will take to complete, and thus it is hard to estimate how much time is available. Agile allows me to stay flexible and account for this in the future, when the coursework is given to me for completion. As this is the first venture into an academic project, it is also reasonable to expect that the course of the project will not run perfect, there are likely to be issues that arise, and having a flexible methodology would allow me in advance to pre-plan for this and give me a better chance of succeeding in the project no matter what issue arises. The final issue I considered was that the deadline for the project is final, there is no possibility of changing it, as a result, in case development of the project does not run as smoothly as expected, agile methodology will be more suitable, it will allow me to prune features that are not as critical in order for the project to have as many features as possible if a problem arises in the development of the project. Overall the above reasons are why I chose agile methodology, agile methodology is more suitable than the waterfall methodology.



Technology used

In order to develop the project , the program will be developed in visual studio, in the c++ language, the reasoning behind this is that c++ is an industry standard programming language, and visual studio is an industry standard development tool, and also an Integrated development environment that the developer is familiar with , as It has been used for the duration of the university course. 

In terms of technology, the project will need to be able to graphically display the images that will be used, as such the project will be utilizing the openGL framework, and using existing libraries to assist with this, these existing libraries are named freeglut and glew. The reason behind using this is that In previous modules that have been studied, OpenGL has been a necessity, therefore, familiarity is possessed in using this framework, and the benefit of this being not having to learn to use another framework.
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In conclusion, this section of the report clearly stated the research and development methodologies that were utilized throughout this project. The report clearly outlines the reasoning for using the positivism research paradigm, this being as positivism paradigm is based on specific data that is precise, and as a paradigm is based on existing knowledge in the field of science. 

This section of the report also thoroughly analysed the different methodologies that could be used for development and suitably chose a software development methodology. The section clearly outlined reasoning for choosing an agile methodology, this being as it allows the developer in this project to be flexible, this is important due to time constraints and allows for features to be pruned and added depending on project progress at each given point.

To conclude, this section of the project, went smoothly and enough research was carried out into the research and software development stages of the project. Suitable technology was also chosen for development of the project.
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Whilst developing software it is important for the developer to test their program. As the development methodology was iterative and agile, testing is performed at the implementation of each new feature, as a result there will be a lot of testing in the development of the project. There are a variety of testing methodologies that will be used in order to test the project.

Alongside the testing of the program, there are two categories in which the testing methodologies fall into, these are “White Box” and “Black Box testing”. These terms encapsulate different stages of testing and highlight how each stage of testing functions.

White Box Testing

White box testing “is a software testing method in which the internal structure / design / implementation of the item being tested is known to the tester.” [2] This means that the testing methodologies have the essential requirement that the code will need to be analysed and tested, The methods will be checking the code in order to check that the developed software is running as intended. 


Black Box Testing

Black box testing “is a software testing method in which the internal structure/design/implementation of the item being tested is not known to the tester.” [3] This means that the testing does not need to involve any looking at program code, and simply looking at the program running is enough to find errors and issues in the way the program runs. The testing methods encapsulated in this style of testing are used to test the following;
· “Incorrect or missing functions,
· Interface errors
· Errors in data structures or external database access
· Behavior or performance errors
· Initialization and termination errors”

As a result, black box testing will be very important to testing the program as the user reviewing the program may not have an understanding of the code that was written by me, it is therefore important to test that the user can see what the user was intended to see.

Unit Testing

The first form of testing that will be performed is unit testing. Unit testing “is a level of software testing where individual units/ components of a software are tested.” [4]  This refers to the functions and or methods in the program that have been created.
Unit testing will be used to test each individual method, in order to check that the methods that have been created function in the way intended, this meaning the results they give are correct and they give no errors. Unit testing will help to find and bug fix, at each stage in order to help the program not have any issues further down the line of development.

Integration Testing

The second form of testing that will be performed is integration testing. Integration Testing “is a level of software testing where individual units are combined and tested as a group.” [5] This refers to the functions and or methods in the program that have been created.
Integration testing will be used to test the interactions between methods in the program, in order to check that the methods that have been created function in the way intended and interact with one another correctly, this meaning the functions interact in the way they are intended to with each other, and give no errors and are correct. Integration testing will help to find and bug fix the interactions between different methods at each stage in order to help the program not have any issues further down the line of development and ensure that the methods function correctly.
System Testing

The third form of testing that will be performed is system testing. System testing “is a level of software testing where a complete and integrated software is tested.” [6] This refers to testing the overall functionality of the program and ensuring that the program functions the way in which it was specified in the requirements.  

System testing will help to identify any flaws in the program and rectify the issue, by adding features that may have been missing from the program.
Acceptance testing

The final form of testing that will be performed is acceptance testing. System testing “is a level of software testing where a system is tested for acceptability. The purpose of this test is to evaluate the system’s compliance with the business requirements and assess whether it is acceptable for delivery.” [7] 

This refers to testing the program and evaluating if it is acceptable and complete, in this case it will be testing if the project is suitable to be submitted and is complete. Acceptance testing will help to determine definitively if the developed program is complete and is suitable for submission.


Testing conclusion

In this section of the project, outlined is the different forms of testing, and how the different methodologies of testing would be utilized potentially in the project. This section had enough research into the different methods of testing, for example black box and white box testing, and the definition of types of testing, the different types of testing being ‘unit’, ‘integration’, ‘system’ and ‘acceptance’ testing. This section of the project progressed in a satisfactory manner.
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Prefacing the section, it’s important that the reader knows the definitions of the Cryptography, Cryptology, and Steganography.

 Cryptography is the science of writing or solving codes. Cryptology is the science of codes and, or the science of writing and solving them and Steganography is the science of hiding secret messages in another file, this can be an image file, a text message file, an audio file or even a video file.

Why are cryptography and cryptology important? 


Reinhard states that “ Almost everybody is careful about their physical possessions: people lock their apartment doors, don’t leave their wallets lying around unattended, and lock their cars” [8] This suggests that people should take more care in protecting their information online, intellectual property and should consider it of similar importance to the way they  protect their physical property. Reinhard argues that in addition to the importance of cryptography for protecting personal information, it is also an important consideration to businesses, he states that “back in the 1990s, Philip Morris bought Kraft Foods for 12.9 billion dollars, including 1.3 billion for material assets” [8] this implies that the buyer valued the information that the business had at over 10 times the value of the actual material assets, which makes the argument that the utmost should be done to protect this information with cryptography as it has a significant financial impact. Cryptography, therefore, will make it much more difficult for third-party sources to obtain information they shouldn’t have access to and can protect businesses from losing revenue. 

Secondly, alongside having the great importance for business purposes it is also widely used in warfare and government for centuries, Simon Singh states in the code book that “For centuries, kings, queens and generals have relied on efficient communication in order to govern their countries and command their armies. At the same time, they have all been aware of the consequences of their messages falling into the wrong hands, revealing precious secrets to rival nations and betraying vital information to opposing forces.” [9] 

To give an example of how important cryptography and cryptology can be in warfare, during world war 2, according to the BBC, “ As early as 1943 Turing's machines were cracking a staggering total of 84,000 Enigma messages each month - two messages every minute.” [10] this is an astonishing amount of messages. The messages that were being deciphered were also ones of great importance, Captain Jerry Roberts emphasized this when he was quoted as saying "We were using Turingery to read what Hitler and his generals were saying to each other over breakfast, so to speak." [10] to further show cryptology and or cryptography’s importance in the second world war, professor Jack Copeland also states that “Some historians estimate that Bletchley Park's massive codebreaking operation, especially the breaking of U-boat Enigma, shortened the war in Europe by as many as two to four years.” [10] this suggests that cryptography and cryptology had a massive role to play in ending world war, a suggestion which is also strengthened with  Professor Jack Copleand also suggesting that “If Turing and his group had not weakened the U-boats' hold on the North Atlantic, the 1944 Allied invasion of Europe - the D-Day landings - could have been delayed, perhaps by about a year or even longer, since the North Atlantic was the route that ammunition, fuel, food, and troops had to travel in order to reach Britain from America.”

Had the enigma code not been broken by Alan Turing, there could have been huge ramifications for Britain and Europe, the U-boats could have sunk many more convoys carrying supplies stated and could have starved Britain and the allies of the resources it needed to fight back. Alongside that with the war raging on for multiple years longer, or the two to four years that Professor Jack Copeland is quoted as saying the historians estimated, there would have been a larger loss of human life, Professor Jack Copleand estimates that “If U-boat Enigma had not been broken, and the war had continued for another two to three years, a further 14 to 21 million people might have been killed.” [10]

Cryptography and cryptology in this instance alone had a massive role to play in world war two, in bringing the war to a close in 1945, without it, assuming the Allies still would have won, there would have been a lot more loss of human life, resources wasted in creating weapons and ammunition and towns and cities destroyed by the rage of war.  

In conclusion, described above should illustrate to the reader the importance cryptography and cryptology has and how it has shaped the world today, from hundreds of years ago in stopping the plot to assassinate Queen Elizabeth I, and replacing her on the throne with Mary, Queen of Scots, Or the financial importance to businesses and protecting their assets and information. It’s even important to the everyday user in protecting valuable information and to governments to foiling plots to cause harm to the state and their people or the government. All these reasons are why the science of cryptography and cryptology Is of an incredible importance and should further grow.

[bookmark: _Toc7608742]Steganography in images 

As mentioned previously, the art of steganography is the act of hiding secret messages. In images steganography it can be used to transport sensitive messages through a secure method as only the people who know it’s there and who know how to decode the image to get the secret message will be able to read the sensitive message. 

As well as this, steganography in imagery can be used to watermark work, giving the creator of the content extra security in stopping their work being plagiarised. 
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Before describing the difference between Lossy and Lossless it’s important to briefly describe what compression is and why it is important to be used.  Compression is the act of getting rid of redundant data (bits) in order to make the file size smaller, this can be applied to images, audio files, video files, and even text files. There are many advantages to using compression such as saving storage space or making it faster to transmit this file across the internet as it would require less network bandwidth.

The two main compression archetypes are Lossy and Lossless, the techniques can be used on the variety of file types, images, video and audio. Lossy and Lossless compression have a distinct difference. 

Lossy compression is the form of compression that discards more information and is not able to be recovered. However, the data it discards is data that the technique deems to be redundant and not a necessity to the file. A symptom of discarding data it deems to be redundant however is that the technique sacrifices quality of the file in order to make the file size smaller. Lossy compression is irreversible and final.
Lossless compression on the opposing side of the spectrum, is the compression technique in which no data is discarded, and it can all be recovered. As lossless compression does not discard any information in the file no matter how redundant it may seem to be, it retains all the information that was present in the file and the compression is reversible. This allows the file quality to retain “high -quality” status. 

Due to the differences between Lossy and Lossless, it could be considered more advantageous to use a lossless compression method when using steganography, as if the algorithm throws away too much data it redeems redundant, it would leave the algorithm less data to hide a message within. This could make it easier for the steganography use to be detected. 
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In this section background research was carried out in order to illustrate to the reader why steganography and in this projects case LSB is important, it illustrates how in time of the past and present protecting your data is very important and should not be taken lightly. The section states a important argument in which how intellectual property can sometimes be more valuable than physical property and as such care should be taken to protect information. LSB is a method of hiding messages in plain sight.  This section also illustrated the key differences between Lossy and Lossless architypes of image compressing and why they are crucial considerations to hiding information with steganography and namely LSB. This consideration being that if you discard information, it might be difficult to hide information as there will be less bits to hide information with.
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What is the least significant bit methodology? At its most basic explanation, the least significant bit method or LSB for short, is the methodology in which you use the least significant bit in bytes to hide your messages. 

Prefacing the explanation of how the least significant bit methodology works, it is important that the reader knows the foundational concepts which allow the methodology to work,  Images are made up of pixels, and each of these pixels have an individual RGB value attached to it, where ‘R’ is red, ‘G‘ is green  and ‘B’ is blue. Each value ranges from 0 to 255. 
The combination of the pixels ‘RGB’ values is what ultimately gives the specific pixel in the image its colour. To further help the reader understand how it works, for example if you wanted a specific pixel to be the colour red, that pixel would have the ‘R’ value set to 255 which is the maximum amount of red, and the ‘G’ and ‘B’ values would both be set to 0. Black would have the pixels ‘RGB’ values all set to 0, meaning it is void of any colour in the pixel and white would have the ‘RGB’ value set to its full intensity of 255.

 It is now important that the reader understands how the colours are stored and represented in bits. Each Pixels individual colour value, meaning its R value, G value and B value are all stored in a unique Byte, and a byte is a block of memory that is exactly 8 bits. This means that each of the pixels in the image would have the size of 24 Bits or 3 Bytes.  It is important that the reader acknowledges that bytes or bits are represented in binary, which is base 2, meaning that each value can only be  ‘0’ or ‘1’.

If a pixel in an image had its colour set to whit, the pixels RGB bytes represented as bits would look like this;
	R
	G
	B

	1 1 1 1 1 1 1 1
	1 1 1 1 1 1 1 1
	1 1 1 1 1 1 1 1



An important thing for the reader to consider that the conversion of 1111 1111 to base 10, which is the system that people are taught to count in, also referred to as the denary system means that each of these bytes are set to its full intensity, the full intensity being the value “255”. 

For comparison, if a different pixel had its colour set to black, its values represented as bits in the ‘RGB’ bytes would look like this;
	R
	G
	B

	0 0 0 0 0 0 0 0
	0 0 0 0 0 0 0 0
	0 0 0 0 0 0 0 0


On the opposite side of the coin, whereas the colour white in which the ‘R’, ‘G’ and ‘B’ bytes are all represented as 1111 1111, meaning that each of the colour values are set to the value of 255. The above representation of white, in which each byte, the ‘R’, ‘G’ and ‘B’ bytes have the value of “00000000”, converted from binary to denary, the value that each byte has is 0.

Up until this point, all the representations of colours that have been shown, each of the pixels individual colour values, or ‘RGB’ values have had the same intensity. In images however, this is unlikely, therefore it is important that the reader has a opportunity to view ‘RGB’ values similar what they might expect to see. 

Turquoise has the ‘RGB’ value of 64-224-208, meaning the ‘R’ value is set to the intensity 64 out of a possible 255, the ‘G’ value is set to the intensity value of 224 out of a possible 255, and the ‘B’ value is set to the intensity value of 208 out of a possible 255. Represented in the bytes it would look like this.
	R
	G
	B

	0 1 0 0 0 0 0 0
	1 1 1 0 0 0 0 0
	1 1 0 1 0 0 0 0



Another important factor for the reader to note is the way in which people count in binary, the rightest bit in each byte is equals to either ‘1’ or ‘0’, however each bit to the left is the value double of the one to the right of it.  

The diagram below is a visual representation. Using the turquoise ‘B’ byte as an example, which has the value of 208. In order to get the value of 208 into the byte, it would need to have the sum of the numbers 128 + 64 + 16. Therefore, it is represented as 11010000.
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	0
	1
	0
	0
	0
	0



For comparison, if you wanted the ‘R’ value of a pixel to be set to 163, it would be set to the following;
	128
	64
	32
	16
	8
	4
	2
	1

	1
	0
	1
	0
	0
	0
	1
	1



This is because the sum of 128 + 32 + 2 + 1 is equals to 163.

The least significant bit method uses the rightmost bit in its algorithm implementations. After taking into consideration the concepts discussed in this section, it is easy to discern that the rightmost bit in each byte, as it is only the difference of 1, is the least significant bit, and it is this bit that is used in the algorithm. Changing this bit’s value from ‘0’ to ‘1’ or vice-versa will have an incredibly miniscule effect on the actual pixel colour that it going to be indistinguishable by the human eye. 

[bookmark: _Toc7608746]How does the least significant method work?

It works by having the least significant bit of each byte, (the rightmost bit) of 8 individual bytes to make up an 8-bit ascii code for one character. This will be repeated for every character in the message. It is important to note that the least significant bit method is limited by the amount of pixels in the image, the more pixels, the more characters can be hidden. 
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The C++ programming language is in a great use because of its ability to allow the programmer to have a high amount of control when they write code; C++ is what is known as very low-level language”.  “Low-level language” refers to C++ having little abstraction and allows the programmer to set instructions in their software that is very close to processor instructions.

In order to be able to implement the least significant bit algorithm, it is a necessity to be able to access the individual bits that are needed and change them to the value the developer desires the specific bits to have.  In order to be able to carry out this task the developer will need to be using “Bitwise Operators”.  It will be important to have the functionality to work with specific bits and as the developer will be required to work on a Byte of memory at a time because of how pixels are stored in memory as a Byte. It is therefore important that the developer can access a byte of memory at a time.

Another important factor for the reader to consider when understanding why bitwise Operators are vital to implementing LSB is that bitwise operators allow us to on a Byte of memory. It also enables the programmer to access the bits desired. Recalling how LSB methodology works, it should be clear to see why this is important, the developer only needs to access the specific bits in any given Byte to hide information in.

Why not logical operators?

Anyone familiar to programming in languages will be aware that existing in programming is an abstraction called logical operators; however, these are not suitable for the programmer to use for an LSB implementation. The reason that Logical Operators are unsuitable to use in an LSB implementation are very clear once it is understood what logical operators are and what they achieve. Logical operators do not have any method of accessing bits; they only allow the machine to make a decision based on some predefined conditions that the programmer has set up in his software. 

The logical Operators are as followed
· OR
· AND
· NOT

The ‘OR’ operator, in programming is represented as ‘||’. The ‘OR’ operator is denoted by the meaning that if any of the conditions are true, then true will be returned, else false will be returned. For example if in a piece of software there was an if statement branch, and the developer wished his program to execute an instruction if any of more than 1 conditions were met, then the ‘OR’ could be used here.  To aid with understanding the explanation, pseudo code has been written below;

If( ConditonA == X || ConditionB != Y || ConditionC > Z )
{
	executeinstruction();
}
To reiterate, what this denotes, is that if ConditionA, ConditionB or conditionC are met, then the program will step into the if branch and execute the line “executeInstruction();” 

The ‘AND’ operator in programming is represented as ‘&&’. The ‘AND’ operator is denoted by the meaning that if all of the conditions in the statement are true, then it will step into the statement. If the developer wished his program to only execute his an instruction if two conditions were met, then the use of an ‘AND’ operator would be suitable here. Pseudocode has been written below to aid understanding;
IF( number > 2 && < 8)
{
	Print(“Number is between 2 and 8”);
}

[bookmark: _Toc7608748]What are the Bitwise Operators?

Bitwise ‘AND’ Operator

The “AND” bitwise operator, will compare the two bits presented, and use the pre-defined condition of setting the resulting bit to ‘ 1 ‘ only if the two bits compared have the value of ‘ 1 ‘.
In programming this is represented by the symbol ‘  &  ‘. In an implementation it would look similar to this: “x & y;” If the two bits compared both have the value of 1, then the resulting final bit will be 1, the reverse is true, if both bytes compared have the same bits set as 0, the resulting bit will be 0. However, in the case that both bits are set as different values. Then the resulting will be a ‘0’.
	Byte X
	1
	0
	0
	1
	0
	0
	0
	1

	&

	Byte Y
	1
	1
	0
	1
	1
	1
	0
	1

	=

	 
	1
	0
	0
	1
	0
	0
	0
	1





Bitwise ‘OR’ Operator

The “OR” bitwise operator, will compare the two bits presented, and use the pre-defined condition of setting the resulting bit to ‘ 1 ‘ only if one  or both of the two bits compared have the value of ‘ 1 ‘.
In programming this is represented by the symbol l ‘  |  ’. In an implementation it would look similar to this: “x | y;” If the two bits compared both have the value of 1, then the resulting final bit will be 1, if both bytes compared have the same bits set as 0, the resulting bit will be 0. However, in the case that both bits are set as different values, meaning one bit is set to 1 and the other is set to 0 then the resulting will be a ‘1’.
	Byte X
	1
	0
	0
	1
	0
	0
	0
	1

	|

	Byte Y
	1
	1
	0
	1
	1
	1
	0
	1

	=

	 
	1
	1
	0
	1
	1
	1
	0
	1


Bitwise ‘XOR’ Operator

The “XOR” bitwise operator, will work similarly to the way the “OR” operator worked, however unlike the “OR” bitwise operator, it compares the two bits and sets the resulting bit to ‘  1  ‘ only if one of the two bits compared have the value of ‘ 1 ‘.
In programming this is represented by the symbol l ‘  ^  ’. In an implementation it would look similar to this: “x ^ y;” If the two bits compared both have the value of 1, then the resulting final bit will be 0, if both bytes compared have the same bits set as 0, the resulting bit will be 0. However, in the case that both bits are set as different values, meaning one bit is set to 1 and the other is set to 0 then the resulting will be a ‘1’.

	Byte X
	1
	0
	0
	1
	0
	0
	0
	1

	^

	Byte Y
	1
	1
	0
	1
	1
	1
	0
	1

	=

	 
	0
	1
	0
	0
	1
	1
	0
	0



Bitwise ‘NOT’ Operator

The “NOT” bitwise operator, unlike the bitwise operators previously discussed will only work on one bit.  It has the effect of flipping the bits value to be the reverse of what it is originally.
In programming this is represented by the symbol l ‘  ~  ’. In an implementation, it would look similar to this: “~x;” Unlike the previous bitwise operators described, this bitwise operator works on a single bit at a time and does no comparison between two bits. If the bit has the value of 1, then the resulting final bit will be 0, if both bytes compared have the same bits set as 0, the resulting bit will be 1.
	~

	Byte Y
	0
	1
	0
	0
	1
	1
	0
	1

	=

	 
	1
	0
	1
	1
	0
	0
	1
	0



The next two bitwise operators do not work like any of the previous operators discussed, whereas the previous bitwise operators had functionality to change the bits by using pre-defined conditions. Examples being using the ‘AND’ operator to only set a bit to ‘ 1 ‘ if both of the values compared were set to ‘ 1 ‘ or flipping the value of the bit to be the reverse of what it was originally using the “NOT” bitwise operator. Although the bit shift operators can change the values of bits, the bit shifting operators have no inherent functionality to set a bit to 1 or 0.


Bitwise Right Shift operator ‘>>’

The “Right Shift” bitwise operator, as mentioned above will not perform any comparison on bits, and it does not have any pre-defined conditions it sets for bits, instead what the right shift bit operator does is move the bits to the right by the amount specified in the implementation. In programming this is represented by the symbol l ‘  >>  ’. In an implementation, it would look similar to this: “x >> y;” Y denotes the amount of bits to the right that the byte is being shifted by.
	ByteX
	1
	0
	1
	1
	0
	1
	0
	0

	>> 3

	ByteResult
	0
	0
	0
	1
	0
	1
	1
	0



As is clear above, the bits from ByteX have, in the shifted result ByteResult all been shifted 3 bits to the right. Another important observation is that the three least significant bits have been discarded. Additionally in order to fill the void that has been left by the three most significant bits shifting three spaces closer to the least significant bit, each of the three most significant bits have now been filled by 0 .

Bitwise Left shift operator ‘<<’
The “Left Shift” bitwise operator, as is the case for the right shift operator will not perform any comparison on bits, and it does not have any pre-defined conditions it sets for bits. Instead it functions the same way as the right shift bit in that its functionality is to  allow the developer to shift the bits in a byte to the left by the amount specified in the implementation. In programming this is represented by the symbol l ‘  <<  ’. In an implementation, it would look similar to this: “x << y;” Y denotes the amount of bits to the right that the byte is being shifted by.

	ByteX
	1
	0
	0
	1
	1
	0
	1
	1

	<< 3

	ByteResult
	1
	1
	0
	1
	1
	0
	0
	0



As is clear above, the bits from ByteX have, in the shifted result ByteResult all been shifted 3 bits to the left. Another important observation is that the three most significant bits have been discarded. Additionally in order to fill the void that has been left by the three least significant bits shifting three spaces closer to the most significant bit, each of the three least significant bits have now been filled by a 0 .

[bookmark: _Toc7608749]Bitwise masks

In order to make use of the bitwise operators and implement the bitwise operators the developer desires to use in steganography implementations, it is important to understand the concept of bit masking. With bit masking, the developer will be able to use the bitwise operators to access and change the values of the least significant bits that the developer is using to hide information within without changing any of the bits in the byte that the developer is not using. Bitwise masks in conjunction with bitwise operators can be used to set a specific bit in a mask to 0 or 1, whatever the developer desires.

How are bitwise masks useful to LSB

Bit masking is going to be incredibly useful when using it for steganography, and LSB. As the LSB methodology wishes to modify the least significant bit in a byte. The bitwise mask would be able to accomplish this. Illustrated below is a byte of all zeroes which the ‘and operator’ was used on, with a mask containing a byte of all ones. The result would be all zeroes. 

	Byte
	0
	0
	0
	0
	0
	0
	0
	0

	And Operator “ & “

	Mask 
	1
	1
	1
	1
	1
	1
	1
	1

	Resulting
	0
	0
	0
	0
	0
	0
	0
	0



Another example is illustrated below, the byte still containing all zeroes in which the ‘or operator’, with a mask containing a byte of all ones. The result would be all ones.
	Byte
	0
	0
	0
	0
	0
	0
	0
	0

	Or Operator “ |“

	Mask 
	1
	1
	1
	1
	1
	1
	1
	1

	Resulting
	0
	0
	0
	0
	0
	0
	0
	0



[bookmark: _Toc7608750]Least Significant Bit Conclusion

In this section of the project, outlined are the key concepts that will be critical in implementing and developing software capable of performing Least Significant Bit to hide a message in an image. The section went into detail on the operators, and how they are used, in order to illustrate to the reader, how useful they are to this project and make the reader think on how they could be used for other purposes, not just steganography and the least significant bit. This section of the project progressed in a satisfactory manner.



[bookmark: _Toc7608751]Design 

In this section, the requirements of the project, have been thought out and listed. The section also lists the requirements in order of importance.

[bookmark: _Toc7608752]Requirements

It is important at the beginning of the project to identify the requirements of the project. To do , features and functionality that it is desirable for the program to possess, have been identified.

The features that the project will need to have in the development of the software are;
· Load Bitmap Image
· Display Bitmap Image onto screen
· Access Pixels
· Encode a message
· Decode a message
· Display the message
· Select the number of bits for use in encoding
· Select a file from a series of files in a folder
· Specify file path from text


The next step in this project is to identify the projects by importance, for this a table has been listed with a value assigned, 1 being critical and every subsequent number after 1 meaning a feature of lesser importance than lower numbers.

Requirements Features by importance

	Feature Number
	Feature Title
	Importance

	1
	Load Bitmap Image
	1

	2
	Display Bitmap Image onto screen
	2

	3
	Access Pixels
	3

	4
	Encode a message
	4

	5
	Decode a message
	4

	6
	Display the message
	5

	7
	Select the number of bits for use in encoding
	6

	8
	Select a file from a series of files in a folder
	7

	9
	Specify file path from text
	8


 


Requirements Feature - Load Bitmap Image

The most critical features that the program needs to have, is to be able to load a bitmap image. This conveys the inherent need for the project to have this feature, without this feature added, the program would not be able to add any other features, as a result this feature is a necessity. What is meant by “loading a bitmap file’ is that the file and its data will need to be put into a data structure so that other features can use the data.

Requirements Feature - Display Bitmap Image onto screen

The second most critical features that is necessary for the program to have, is to be able to display an image after it has been loaded into a data structure onto the screen.  Without this feature, the user would not be able to see the data that is contained in the image file, as steganography is the art of hiding the message in plain sight, in this projects case an image, it is thus necessary for the image to be able to be displayed onto the screen . This will be done using Open GL.

Requirements Feature - Access Pixels

The next most important feature for the program to have, is to be able to in the program, access specific pixels, what this is referring to, is being able to access the pixels that have been loaded into a data structure, and access their Red, Green & Blue colour values. As mentioned in the literature review, the values range from 0-255. This will allow the further features to manipulate this data and is thus a necessary feature.



Requirements Feature - Encode a message

One of the two features next in importance is the ability to encode a message, this is the feature that will use the LSB algorithm to hide a message within the image. As a result, this will be an important feature to have implemented. The feature will allow the user to input the message and the program will encode the message in the image, it will use LSB to encode an ASCII character in consecutive bytes of memory in the image. LSB will be using bit shifting, bit masking, and bitwise operators.

Requirements Feature - Decode a message

The latter of the two features next in importance is the ability to decode an encoded message, this is the feature that will similarly to the LSB algorithm that is used to encode a message, use bit shifting, bit masking and bitwise operators to decode a message that has been hidden within the image. As a result, this will be an important feature to have implemented. The feature will allow the program to get the message that was encoded into the program, each character in the message will have an ASCII code to read the message that was encoded into the image, and it would have been encoded in a series of bytes. The program can store the message decoded from the message and store it inside a variable, allowing the program to use it for future features.

Requirements Feature – Display the message

The next most important feature for the program to have, is for the program to be able to display the message for the user to see. As this feature is not possible without the previous features being added, this is why this feature is of lesser importance than the previous features, this feature is important to be implemented, as for the user to check that their message was encoded and decoded correctly they will need to be able to view the message, if a message is hidden. To do this, the message will need to be decoded in the feature implemented previously, stored as implemented previously and then taken this data that has been stored, display it to the screen or to console for the user to view.

Requirements Feature - Select the number of bits for use in encoding

After implementing the previous features, the next feature that should be implemented is allowing the user to specific the number of bits used in each byte to encode the message with, the user will specify a number between on and seven. The reasoning behind this as a feature is a feature is, it will allow the user to analyse the image itself, and how visual artefacts are present depending on how many bits are used. The lower the number, the smaller the number of bits in each byte are used in encoding messages. The reasoning behind this feature being at this level of importance , is that this feature would not be possible to be implemented without the previous features being implemented, for example, if the program is not able to encode or decode messages, then it is impossible to test the amount of bits and how it impacts the quality of the image.

Requirements Feature - Select a file from a series of files in a folder

A further requirement for the program to have, and the next feature that should be implemented is allowing the user to load a file from a series of files that will be stored in a folder in the program, these will be images supplied with the program, and will allow the user to see the differences in how the steganography process works in a variety of different images, the files will all be bitmap files. The reasoning behind this feature being of this importance is that, it is more important for the program to have the functionality to perform the steganography process than loading different files, a further consideration is that in order to test the steganography process on multiple different images, the program first needs to have implemented, the functionality to perform the steganography process.



Requirements Feature - Specify file path from text

A further requirement for the program to have, and the next feature that should be implemented is allowing the user to load a file from a specified file path, the file path will be entered via console, And the program will take this file path and load the image that was wanted to be load, this will allow the user to load their own images into the program and perform the steganography process on it, it will be a requirement for the file specified to be a bitmap file. The reasoning behind this feature being of this importance is that, it is more important for the program to have the functionality to perform the steganography process than loading a file from a specified file pathway the user inputted, a further consideration is that in order to test the steganography process on a desired image from the user, the program first needs to have implemented, the functionality to perform the steganography process.

[bookmark: _Toc7608753]Requirements Conclusion

The purpose of this phase of the project was for the developer using the information gathered in the research phase, specify features for implementation. This phase of the project went smoothly and successfully identified appropriate features for development. The features were ordered from most critical to least important which is beneficial to the implementation stage of the project, it allows the developer to focus on the most important features before implementing features not as critical. To conclude this stage of the project progressed satisfactory.



[bookmark: _Toc7608754]Implementation

[bookmark: _Toc7608755]Implementation Feature - Load Bitmap Image

For this feature implementation, I used a file loader that was provided to me by the project supervisor, [11] I used this in order to attempt to save time in the future by not having to develop a file loader as It would take time away from other features if time had to be allocated to develop a bitmap file loader, and the project ultimately  was not about loading bitmap files.

[bookmark: _Toc7608756]Implementation Feature - Display Bitmap Image onto screen

The functionality for this was also provided to me by the project supervisor [11], for the similar reason as the previous feature. Time allocated on development of this feature, would be time taken away from the project’s major features. The libraries that were needed in order to display a bitmap image on screen were freeglut and glew. The displaying of the image functions via binding the image as a texture to an object using openGL.

[bookmark: _Toc7608757]Implementation Feature - Access Pixels

This was unfortunately the feature implementation that caused a lot of problem, although the file was loaded correctly, and the image was correctly displayed on screen, I was unsure how to implement a way in order to access R,G,B values from specific pixels. Logically, it would be the 8 bits per, R,G,B value per pixel, and in order to shift through the R,G,B values I would have to bit shift by 8 bytes using the ‘>>’ operator. In order to get the R,G,B value for each of the bytes of memory, I would have had to convert the binary information from this and convert it to the integer number.

Unfortunately, although logic was obtained on how to approach the issue, a method in which I can implement this was not discovered in time. 

[bookmark: _Toc7608758]Implementation Feature - Encode a message

As the project derailed, due to the prior feature, accessing pixels holding progress back, this feature was not implemented, however enough understanding was obtained in the research phase in which information was gathered in order to have developed it.

The first thing that would have needed to have been done in encoding a message, is to get a message from the user, As such, the program will need to prompt the user to enter the message that they want to be encoded into the image using LSB. This message would need to be stored in the application for it to be used in the encoding functions. This data which will contain the message would have be stored in a char array. Upon storing the message in the char array, the next step in the program would be to encode the message, the process and considerations for this are as follows.

The char array containing the message will have to be iterated through each of the elements and encoded across a series of 8 bits, at this point in the project, 8 bits would equate to 8 bytes of memory, as the program at this point would only be using the most insignificant bit in each successive pixel byte of memory. This referring to the bytes of memory that contain the value of the R,G,B values in the bitmap file.

In order to encode the message, each individual character, will need to be casted to an int, this would make it so the letter in the array, would be equivalent to the ASCII code for that  character, for example, space would have the ascii code of 32, and ‘A’ would have the ascii code of  65. As a result, whilst encoding, the function will convert the arrays iteration element from a char to an integer value.

Using this integer value that has been gained by casting from char to int, the function will now encode that specific character into the next 8 bytes of memory using only their least significant , it will do this by  utilizing bitmasks and bitwise operators in order to set the 8 bits that are being used to hide the character’s ascii value to the value, the program will do this each iteration until all of the message has been hidden. The program will always use the next byte in the bitmap pixel data in order to not overwrite any character that has already been hidden. 

[bookmark: _Toc7608759]Implementation Feature - Decode a message

As mentioned previously, this feature did not get implemented due to the prior feature, accessing pixels holding back progress and ultimately making it impossible to implement, however enough understanding was obtained in the research phase in which information was gathered in order to have developed it. It would have been implemented like this

The first step would be to add to the program, in the first byte of the image, a hidden integer number which would contain the amount of characters hidden, this would be, so the program knows how many characters have been hidden and thus knows when to stop decoding.

The next step would be to iterate through the bytes of data, until the amount of characters retrieved has met the amount of characters that were hidden in the image. The method in which the program would retrieve the characters would be to get the least significant bit of 8 subsequent bytes, this would be done using bit shifting. Upon retrieving the character, as it was encoded as an integer, the value would need to be cast from integer value, into char. As each encoded value was equivalent to the ASCII code for the character, when this is done, the character that was encoded would be retrieved.  The character would be stored in a char array.

The program would repeat the above process until all characters that were hidden were retrieved.


[bookmark: _Toc7608760]Implementation Feature – Display the message

As mentioned previously, this feature did not get implemented due to the prior feature, accessing pixels holding back progress and ultimately making it nigh impossible to implement, however it would have been implemented like this.

If the user wishes to display a message that had been hidden, the program will be using the char array that was used to store the message from the decode a message feature, using this char array, the program will output the message to console for the user to see. This feature will use functionality that will have been added in the previous feature, thus not being a difficult feature to implement.

[bookmark: _Toc7608761]Implementation Feature - Select the number of bits for use in encoding

As before, this feature did not get implemented due to the prior feature, accessing pixels holding back progress and ultimately making it nigh impossible to implement, however it would have been implemented like this.

The user will be presented with an option to change the number of bits used in encoding, if the user chooses to change the number of bits used in encoding, the program will change the number of bits in a byte that are used for encoding. This can be done via passing the value that was entered by the user to a switch case statement, and having functionality in the switch cases to incorporate encoding a message with different number of bits being used in each byte.



[bookmark: _Toc7608762]Implementation Feature - Select a file from a series of files in a folder

In conjunction with previous features, this feature did not get implemented due to the prior feature,
accessing pixels holding back progress and ultimately making it almost impossible to implement,
however, it would have been implemented like this.

Upon starting the application, the user would be presented with a menu system via console,
whether to load an existing file that has come with the program and is stored in a folder, or to
specify a file pathway for the program to load a file from.

The user upon selecting the load image from a series of file stored in a folder option would be
prompted to in a new series of options, enter the number corresponding to the image that they
would like to use to hide data in, taking the user input, the program will go to a switch case
statement, which has for each file, the functionality to load and display the file on the screen.

[bookmark: _Toc7608763]Implementation Feature - Specify file path from text

In conjunction with previous features, this feature did not get implemented due to the prior feature, accessing pixels holding back progress and ultimately making it nigh impossible to implement, however it would have been implemented like this.

Upon starting the application, the user would be presented with a menu system via console, whether to load an existing file that has come with the program and is stored in a folder, or to specify a file pathway for the program to load a file from. 

The user upon selecting the specify a file from specifying the pathway would be prompted to enter the file pathway for the file, taking the user input, the program will store the user inputted pathway into a variable that will be used by being passed into it, in the loading the file function. When loading the image, the function will use this pathway provided by the user as it will be stored in the variable in order to open and load the image. Should the path be incorrect the program will prompt the user to re-enter the pathway to account for the pathway being entered incorrectly. The file specified would have to be a bitmap file due to the file loader used being set up in a way that works with bitmaps, a check would be done to ensure it is a bitmap, and if the file specified to be loaded is not a bitmap, the program will re-prompt the user to enter a valid pathway to a bitmap image file.

[bookmark: _Toc7608764]Implementation Conclusion

In conclusion not a lot of implementation was done, this is disappointing as there was enough knowledge gathered to implement the majority if not all the features. It is disheartening that a feature obstructed development of the majority of the features, and in future projects more thorough research should go in to how to develop all features, even ones not necessarily in the field of science the project is in, but something that will need to be used to fulfil the implementation needs of the featured required in the  project. A positive note for the implementation, however, is that the features specified were directly corresponding to the requirements that were set out in the design phase, had the implementation phase ran smoothly, the project had a high chance of matching the requirements.



[bookmark: _Toc7608765]Features Testing

[bookmark: _Toc7608766]Feature Testing 1 – Load Bitmap Image
Test 1.0
Load the bitmap correctly
Description
File should be loaded correctly into the bitmap loader.
Result
The file correctly loads. Figure 1 and Figure 2 shows this.
Conclusion
The file that chosen to be loaded, correctly loads via the file loader, this is displayed in figure 1, and figure 2.



[bookmark: _Toc7608767]Feature Testing 2 - Display Bitmap Image

Test 2.0
Displaying of bitmap image
Description
Image should correctly display onto the screen and be visible to the user. Image is loaded correctly using openGL.
Result
The file correctly loads on the screen as shown in Figure 3.
Conclusion
The image that was wanted to be displayed onto the screen, correctly displays onto the screen. 



[bookmark: _Toc7608768]Feature Testing 3 - Access Pixels

Test 3.0
Accessing Pixels.
Description
The program should be able to access pixel data, Pixel data referring to RGB values.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.
Test 3.1
Manipulate pixel data.
Description
The program should be able to after accessing pixel data, Pixel data referring to RGB values be able to modify the RGB values. 
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.



[bookmark: _Toc7608769]Feature Testing 4 - Encode a message

Test 4.0
Receive a message from the user to be hidden and store it.
Description
The program must be able to store a message that the user has entered in order to be tested.
Result
Pass. The program correctly gets a message from the user and stores it. This is shown in Figure 4 and Figure 5
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.


Test 4.1
Encode the message that the user wanted to be hidden in the image.
Description
The program should correctly encode the message that was stored previously that the user entered and desired to be hidden in the image. The program should utilize LSB to do this.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.



[bookmark: _Toc7608770]Feature Testing 5 - Decode a message

Test 5.0
Decode the message
Description
The program should correctly decode the message that was hidden in the image.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.
Test 5.1
Store the decoded message.
Description
The program should, after decoding the message, store the message in a data structure so that the program can use the message in later features.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.



[bookmark: _Toc7608771]Feature Testing 6 - display the message

Test 6.0
Display stored message.
Description
Program should have functionality to display the stored message, stored message being the message that was decoded. The message decoded will be the message that a user had hidden in an image.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.



[bookmark: _Toc7608772]Feature Testing 7 – Select the number of bits to be used in encoding

Test 7.0
Prompt the user with an option to choose to change the number of bits to be used in encoding
Description
Program should provide the user with a series of options, that will allow the user to change the number of bits used in encoding.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 7.1
Allow the user to enter an option
Description
Program should allow the user to enter an option corresponding with the options displayed previously and store this inputted value in memory for use in another function in this feature’s implementation.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 7.2
Change number of bits to be used for encoding
Description
Using the inputted value from the user, the program should change the number of bits to be used in encoding.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 7.3
Encode an image using the number of bits correctly
Description
Program should correctly encode a message in the image using the number of bits requested by the user.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

[bookmark: _Toc7608773]Feature Testing 8 – Select a file from a series of files in a folder

Test 8.0
Show user options of files.
Description
Program should prompt the user which a series of options, each option denoting a different file.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 8.1
Allow the user to input an option.
Description
After displaying a series of options to the user, the program should allow the user to input an option. Program should take the user input correctly.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 8.2
Load the file requested
Description
After taking the option input from the user. Program should correctly load the file correctly.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 8.3
Display the loaded file
Description
After loading the image requested, program should display the image that was loaded using openGL.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.


[bookmark: _Toc7608774]Feature Testing 9 – Specify the file to be loaded via pathway

Test 9.0
Allow the user to input a file pathway
Description
Program should allow the user to input a file pathway. This file pathway should be stored correctly in the program to be used in other functions needed to implement this feature.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 9.1
Load the file correctly that was specified via the pathway
Description
Program should correctly load the file that was specified in the pathway provided by the user.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.

Test 9.2
Display the file requested using OpenGL
Description
Program should correctly display the file, using openGL that was specified by the user.
Result
Fail. Feature was not implemented. 
Conclusion
Unable to test, therefore the test automatically gets a fail. Unable to test as feature was not implemented.
[bookmark: _Toc7608775]Feature Testing Overview

A table clearly stating the test number, and whether the tests passed or failed.
	Test Number
	Pass/Fail

	1.0
	Pass

	2.0
	Pass

	3.0
	Fail

	3.1
	Fail

	4.0
	Pass

	4.1
	Fail

	5.0
	Fail

	5.1
	Fail

	6.0
	Fail

	7.0
	Fail

	7.1
	Fail

	7.2
	Fail

	7.3
	Fail

	8.0
	Fail

	8.1
	Fail

	8.2
	Fail

	8.3
	Fail

	9.0
	Fail

	9.1
	Fail

	9.2
	Fail





[bookmark: _Toc7608776]Feature Testing Conclusion

In conclusion, the testing section of the project was acceptable, a good test schedule was developed for the project’s features. The tests were suitable for the features and would test that the program is functional and meets the requirements set in the design phase of the project. The testing schedule was designed with an aim to correspond to meet the features that were specified in the design phase. The testing schedule also aimed to utilize in a suitable way, the different methodologies of testing that were researched in the testing research, methodologies such as white box and black box testing. However, it is disappointing that due to the implementation phase of the project not going smoothly, the test schedule did not get performed for most of the features.


[bookmark: _Toc7608777]Project Evaluation

The initial stage of the project was to decide on a software and research methodology, analysed were the different types of software development methodologies, weighing up how the methodologies were structured, how they functioned, and the advantages of the methodologies, agile was chosen as it was a suitable style of software development methodology for the project, and was a better fit than other styles of software development such as waterfall methodology. Regarding research methodology, positivism was chosen as it suited the field of the project due to being in a field of science, having a positivistic approach to research in which there is substantial existing information in the field and the data being gathered being precise and specific. 

The following stage of the project, outlined why the field of science this project was related to, steganography was important, the project explained in detail about a period of time, world war 2, in which the field of science was very instrumental and stated clear arguments on why the field of science was important. In this case it was the large volume of lives that were estimated to have been saved because of this science field.

The project then focused on a very important part of the project, testing, for the project to have a suitable testing sufficient testing further on in the schedule research was needed in the different styles of testing, and the different types of testing methods that the project could utilize. The project research into testing, successfully managed to find appropriate research for testing methods that would prove useful when creating a testing schedule.

The next stage in the project was to gather the information needed before implementation. The project successfully gathered information about key concepts that would be critical, concepts such as bit masking & bitwise operators. The section also clearly stated the different operators, their differences and how they function, information that could prove useful further in the project. The research in this phase also deduced key information about the way pixels R,G,B values are represented in binary, and how using this concept, and how counting in binary works, and why the LSB methodology is effective considering the points mentioned in this paragraph.

The design stage of the project was where the requirements of the project were defined, the design phase outlined the features in order of importance, so that in the future stages of the project, namely the implementation phase of the project, the developer could focus on the most critical features before allocating time to the less critical features. 

The implementation phase of the project did not go well and ultimately was the downfall of the project. Although previously stages of the project went reasonably well, the implementation phase did not go as planned, although a method was thought out on how to implement the features after it, none was obtained to access pixels and manipulate them, as a result, no implementation could have been developed for the future features, as without being able to access pixels, functionality would have been obtained.

The testing phase of the project although there was not have much to test went smoothly, using the information gathered about testing in the earlier phase of the project a suitable testing schedule was created. The tests corresponded directly to the implementation whilst also corresponding to the requirements to ensure that had the development gone more smoothly, the testing would have ensured that the requirements were met, or the tests would not pass.

To conclude knowledge was obtained from the duration of this project. The project ran smoothly up until the implementation phase, and aside from the implementation phase was carried out to a satisfactory level. Suitable requirements were identified in the design phase, and the testing schedule created although it had nothing to test it with due to little implementation, had tests that corresponded with the requirements. This is true for the implementation section also, although not much implementation was had, as mentioned in the implementation section conclusion, had the implementation phase of the project ran smoothly, the project had a good chance of matching the requirements that were set out and identified in the design phase. The project also correctly identified key concepts required to be able to develop LSB and how to implement it for the most part and why this field of science was important.

 Key understanding was also obtained on how LSB method works, and a big takeaway that Is gained from this project is that although LSB is important as it can hide sensitive data in plain sight, due to the nature of LSB using image data by using bits in the pixels to hide information, it would be logical to suspect that there would be a break point in the image, in which after using any more bits, the unsuspecting user would be able to deduce that the image has been tampered with, this is because, the more bits that are used in encoding the image, the more variance there would be in the colour, and as such there would be more visual artefacts, visual artefacts referring to pieces of the image that appear to be an anomaly and not fit into the image. This may vary by image, as different images have different pixel data, but there would likely be a point with every image in which using any more bits per byte of memory would cause enough of a disturbance to the image that visual artefacts would appear and the unsuspecting viewer would be able to deduce tampering.


[bookmark: _Toc7608778]Personal reflections

This project was both a positive and negative experience. This section will analyse how personally the sections of the project were managed.

Deciding on software and research methodologies in this area of the project, suitable methodologies were chosen, and justifications were fair. As well as this, suitable technology were identified that as a developer were familiar, alongside the technology identified the testing research was critical in making sure that a good test schedule in the latter parts of the project was present, this part of the project was done well and set me up well for the rest of the project. I

The next section was a lengthy one and took a lot of time. Firstly, background information needed to be gathered, this information was required to highlight the history of cryptography, cryptology and steganography and why these fields of science are still important in present time. A satisfactory job was performed in highlighting key uses of these fields in modern day for protecting data and why this is important by highlight the financial value of information in present time. Furthermore, highlighting how instrumental these fields of science were important in history by highlighting how many lives were saved in world war 2 using these fields was done well.

 Following this fields of information that are useful to know before further researching science related to LSB needed to be researched, science such as lossy vs lossless. The report documents well the differences between the two and why they are an important consideration, as a result, this part of the project was done well.

The next stage of the project was carried out to a good level of quality, the key concepts of LSB needed to be researched in order to be able to set the project up to succeed in the rest of the project. Key concepts such as bit shifting, bitwise operators, how pixels are stored in memory and bitwise masks were all identified and researched. In hindsight however, bitmaps should have been researched as ultimately the lack of knowledge in this area is what derailed the project.

The implementation phase of the project did not run well, it was abysmal. Panic set in when trouble was encountered trying to overcome an issue on not knowing how to solve an issue, time management for the implementation phase was also really poor, the literature review was finished  in January, and not much development work had been done before the end of February. From this, full-swing panic set in, and as a result, the project spiralled out of control in terms of development and in this state of panic, I neglected to seek assistance which ended up being detrimental to this phase. Further time constraints were encountered when the year reached march, other assignments had deadlines in march, thus meaning, Less time was available to devote to the projects development, which ended up being the final nail in the coffin as far as developments concerned if the report was to be finished in time.

In conclusion, A valuable lesson on how to run a project was gathered, the importance of proper time management and how instrumental it is in order to ensure the project runs smoothly is highlighted in the issues that arose, in the future, more strict deadlines should be implemented and an improved effort should be made to stick by these deadlines, as without them the project is at risk of derailing as happened here. 

From this project I also learnt how to structure a document review and carry out the process of documenting a project, as this was my first time doing a project like this. I also gained a substantial understanding into the field of steganography, focusing on LSB even if implementation did not meet expectations. Enough information is gathered that the belief is there, that assuming the issue in the development phase had been fixed in a timely manner, the rest of the project would have been smooth.

This experience as mentioned above, has been a massive learning experience for future projects, it is important to not neglect the project when panicking about the projects progress and the  project does not go to plan, in future assistance needs to be sought out and a calm mindset towards overcoming the issue needs to be maintained. Furthermore, it is paramount that time allocation is allocated in a manner which accounts for situations akin the situation that arose during this project.

On a personal level, this project has left a sour feeling of disheartenment, demoralization and discouragement as the belief was had that sufficient knowledge and the understanding of the LSB methodology was obtained to implement capable software with the functionality to use LSB to hide a message in an image, but bad time management, and panicking and the resulting neglect that occurred due to the panicking had doomed the implementation.
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// Bitmap loader provided by Gordon Dickers
// functionality for displaying image on screen provided by Gordon Dickers

#define _CRT_SECURE_NO_WARNINGS
//use a function called drawBox to render the floor
//demonstrates several calls to drawBox and several translations to move the boxes drawn by DrawBox
//show the rudiments of a camera function - moves the camera using world x,z co-ords and a rotate about
// the y-axis.  
//uses lighting-  not that we change colour of objects by changing material properties before rendering.
//uses textures - this requires reading bitmaps from a file.  Any reader will do. Home grown C based one used
//Note use of windows.h bitmap struct to save re-inventing the wheel
//needs bitmap files of course this uses share.bmp and checker.bmp - not dimensions of bitmaps are power of 2
//cube spin added
//////Defines
#define BITMAP_ID 0x4D42		// the universal bitmap ID
#define SCREEN_WIDTH 500
#define SCREEN_HEIGHT 500

////// Includes
#include <math.h>
#include <iostream>
#include <stdio.h>
#include <stdlib.h>
#include "GL/glut.h"
#include <windows.h>
#include <string>
#include <string.h> //I need to use both. I've tried compiling without this, get error
#include <istream>
#include <fstream>

//using namespace std;

////// Texture Information
BITMAPINFOHEADER	bitmapInfoHeader;	// bitmap info header (needs windows.h to define type
BITMAPINFOHEADER	bitmapInfoHeader2;
unsigned char*		bitmapData;	// the texture data
unsigned char* bitmapData2;


unsigned char		*bitmapImageData;
static GLuint		texnum[2];			// array of 2 texture object names

										/////////#include <gl/gl.h>				// standard OpenGL include
										/////////#include <gl/glu.h>				// OpenGL utilties - we use glut - it already includes these

										////// Global Variables
float globangle = 0;
using namespace std;
//function prototypes
unsigned char *LoadBitmapFile(char *filename, BITMAPINFOHEADER *bitmapInfoHeader);
void init(void);
void display(void);
void drawBox(float w, float h, float l);
void reshape(int w, int h);
void camera(float, float, float);
void hideMessage(char* message);
////// Lighting variables
float ambientLight[] = { 1.0f, 1.0f, 1.0f, 1.0f };	// ambient light
float diffuseLight[] = { 1.0f, 1.0f, 1.0f, 1.0f };	// diffuse light
float lightPosition[] = { 10.0f, 100.0f, 10.0f, 0.0f };	// the light position

														////// Material variables
float matAmbient[] = { 0.3f, 0.5f, 0.8f, 1.0f };
float matDiff[] = { 0.25f, 0.25f, 0.25f, 1.0f };
float matAmbient1[] = { 0.83f, 0.5f, 0.8f, 1.0f };
float matDiff1[] = { 0.525f, 0.25f, 0.25f, 1.0f };
float matAmbient2[] = { 0.83f, 0.0f, 0.0f, 1.0f };
float matDiff2[] = { 0.525f, 0.2f, 0.2f, 1.0f };

// how big of a message that can be hid //(SCREEN WIDTH * HEIGHT)/8
int messageSize;
string msg;
char* message = new char[messageSize];

void init()
// Initialize
//************************************************************************
// desc: initializes OpenGL
{
	glClearColor(0.0f, 0.0f, 0.0f, 0.0f);		// clears colour buffer to to white
	

												//***** lighting
	glEnable(GL_SMOOTH);
	glEnable(GL_LIGHTING);						// enable lighting

												// Setup the materials for LIGHT0
	glMaterialfv(GL_FRONT, GL_AMBIENT, matAmbient);
	glMaterialfv(GL_FRONT, GL_DIFFUSE, matDiff);

	//// Now setup LIGHT0
	glLightfv(GL_LIGHT0, GL_AMBIENT, ambientLight);		// setup the ambient element
	glLightfv(GL_LIGHT0, GL_DIFFUSE, diffuseLight);		// the diffuse element
	glLightfv(GL_LIGHT0, GL_POSITION, lightPosition);	// place the light in the world
												// Enable the light
	glEnable(GL_LIGHT0);
	glEnable(GL_TEXTURE_2D);					// enable 2D texturing
											// load our bitmap file
	bitmapData = LoadBitmapFile("pepper.bmp", &bitmapInfoHeader);

	bitmapData2 = LoadBitmapFile("rock.bmp", &bitmapInfoHeader2);

	glGenTextures(1, texnum);                  // generate 2 texture objects
	glBindTexture(GL_TEXTURE_2D, texnum[0]);    // enable our first texture object
	glTexParameteri(GL_TEXTURE_2D, GL_TEXTURE_MAG_FILTER, GL_NEAREST);
	glTexParameteri(GL_TEXTURE_2D, GL_TEXTURE_MIN_FILTER, GL_NEAREST);
	// generate the texture image
	glTexImage2D(GL_TEXTURE_2D, 0, GL_RGB, bitmapInfoHeader.biWidth,
		bitmapInfoHeader.biHeight, 0, GL_RGB, GL_UNSIGNED_BYTE, bitmapData);
}


void drawBox(float w, float h, float l)
//drawBox
//***************************************************************************
//This function first translates a further x,y,z units then draws a box of
//width w, height h, length l
{
	glPushMatrix();       //save modelview 
	w = w / 2.0; h = h / 2.0; l = l / 2.0; //adjust values so centre is in middle of box
	glBindTexture(GL_TEXTURE_2D, texnum[0]);       // bind texture to object
	glBegin(GL_POLYGON);
	glNormal3f(0.0f, 0.0f, 1.0f);	// Object
	glTexCoord2f(0.0f, 0.0f);glVertex3f(w, l, h);
	glTexCoord2f(1.0f, 0.0f);glVertex3f(-w, l, h);
	glTexCoord2f(1.0f, 1.0f);glVertex3f(-w, -l, h);
	glTexCoord2f(0.0f, 1.0f);glVertex3f(w, -l, h);
	glEnd();
	glPopMatrix();   //restore previous modelview matrix so leaving things as you found them 
}


// display
//************************************************************************
// desc: handles drawing of scene
void display()
{
	glPushMatrix();
	glClear(GL_COLOR_BUFFER_BIT | GL_DEPTH_BUFFER_BIT);		// clear screen and depth buffer
															// reset modelview matrix

	glPushMatrix(); //save current position/orientation, etc.
		glMaterialfv(GL_FRONT, GL_AMBIENT, matAmbient1);//set backdrop material properties
	glMaterialfv(GL_FRONT, GL_DIFFUSE, matDiff1);
	drawBox(10, 0.01, 10);  //draw back drop
	glPopMatrix();
	glFlush();  //force drawing

	glutSwapBuffers();			// bring backbuffer to foreground
								//any errors then display error codes 
	GLenum errCode;
	const GLubyte *errString;
	if ((errCode = glGetError()) != GL_NO_ERROR)
	{
		errString = gluErrorString(errCode);
		fprintf(stderr, "OpenGL error : %s\n", errString);
	}

}

void reshape(int w, int h)
//reshape
//************************************************************************
//OpenGL reshape callback is called when the window is resized
{
	glViewport(0, 0, (GLsizei)w, (GLsizei)h); //respecify size of view port to match new w and h
	glMatrixMode(GL_PROJECTION);  //go into projection mode
	glLoadIdentity();   //reset projection matrix
	gluPerspective(60.0, (GLfloat)w / (GLfloat)h, 1.0, 200.0);  //redefine projection matrix to match changes in w and h
	glMatrixMode(GL_MODELVIEW);  //switch back to modelview mode
	glLoadIdentity(); //reset modelview matrix
	gluLookAt(0.0, 2.0, 5.0, 0.0, 2.0, -1.0, 0.0, 1.0, 0.0);// note these match the initial values 
															//of the keybard fn vx,vy,vz, angle

}


void keyboardread(unsigned char key, int x, int y)
{
	
	switch (key) {
	case 'q':
		
		cout << "You have chosen to hide a message in the image, please enter the word you wish to hide " << endl;
		cout << " the message must below " << messageSize << " characters long" << endl;
		cin.getline(message, messageSize);
		
		hideMessage(message);

		break;
	case 'w':
		
		break;
	}
}


int main(int argc, char** argv)
{
	// init message size
	messageSize = (SCREEN_HEIGHT * SCREEN_WIDTH)/8;

	glutInit(&argc, argv);
	glutInitDisplayMode(GLUT_DOUBLE | GLUT_RGB | GLUT_DEPTH);
	glutInitWindowSize(SCREEN_WIDTH, SCREEN_HEIGHT);
	glutInitWindowPosition(400, 100);
	glutCreateWindow(argv[0]);
	init();
	glutDisplayFunc(display);
	glutReshapeFunc(reshape);
	glutKeyboardFunc(keyboardread);
	glutMainLoop();
	

	

	return 0;
}

//********************************************************************

void hideMessage(char* message)
{

	cout << "the hidden message is :" << message;
}

// LoadBitmapFile
// desc: Returns a pointer to the bitmap image of the bitmap specified
//       by filename. Also returns the bitmap header information.
//		 No support for 8-bit bitmaps.
unsigned char *LoadBitmapFile(char *filename, BITMAPINFOHEADER *bitmapInfoHeader)
{
	FILE *filePtr;							// the file pointer
	BITMAPFILEHEADER	bitmapFileHeader;		// bitmap file header
	unsigned char		*bitmapImage;			// bitmap image data
	int					imageIdx = 0;		// image index counter
	unsigned char		tempRGB;				// swap variable

												// open filename in "read binary" mode
	filePtr = fopen(filename, "rb");
	if (filePtr == NULL)
		return NULL;

	// read the bitmap file header
	fread(&bitmapFileHeader, sizeof(BITMAPFILEHEADER), 1, filePtr);

	// verify that this is a bitmap by checking for the universal bitmap id
	if (bitmapFileHeader.bfType != BITMAP_ID)
	{
		fclose(filePtr);
		return NULL;
	}

	// read the bitmap information header
	fread(bitmapInfoHeader, sizeof(BITMAPINFOHEADER), 1, filePtr);

	// move file pointer to beginning of bitmap data
	fseek(filePtr, bitmapFileHeader.bfOffBits, SEEK_SET);

	// allocate enough memory for the bitmap image data
	bitmapImage = (unsigned char*)malloc(bitmapInfoHeader->biSizeImage);
	bitmapImageData = (unsigned char*)malloc(bitmapInfoHeader->biSizeImage);
	// verify memory allocation
	if (!bitmapImage)
	{
		free(bitmapImage);
		fclose(filePtr);
		return NULL;
	}

	if (!bitmapImageData)
	{
		free(bitmapImage);
		fclose(filePtr);
		return NULL;
	}
	// read in the bitmap image data
	fread(bitmapImage, 1, bitmapInfoHeader->biSizeImage, filePtr);
	fread(bitmapImageData, 1, bitmapInfoHeader->biSizeImage, filePtr);
	// make sure bitmap image data was read
	if (bitmapImage == NULL)
	{
		fclose(filePtr);
		return NULL;
	}
	if (bitmapImageData == NULL)
	{
		fclose(filePtr);
		return NULL;
	}
	// swap the R and B values to get RGB since the bitmap color format is in BGR
	for (imageIdx = 0; imageIdx < bitmapInfoHeader->biSizeImage; imageIdx += 3)
	{
		tempRGB = bitmapImage[imageIdx];
		bitmapImage[imageIdx] = bitmapImage[imageIdx + 2];
		bitmapImage[imageIdx + 2] = tempRGB;
	}
	for (imageIdx = 0; imageIdx < bitmapInfoHeader->biSizeImage; imageIdx += 3)
	{
		tempRGB = bitmapImageData[imageIdx];
		bitmapImageData[imageIdx] = bitmapImageData[imageIdx + 2];
		bitmapImageData[imageIdx + 2] = tempRGB;
	}

	// close the file and return the bitmap image data
	fclose(filePtr);

	return bitmapImage;
}
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