Week 8 Workshop
Practical Exercise:

RAM data capturing with Volatility /Network Traffic investigation with Wireshark and Network Miner 

Tools:

Volatility: https://www.volatilityfoundation.org/  (or SIFT pre-installed)
Wireshark: https://www.wireshark.org/
Network Miner: https://www.netresec.com/?page=Blog&month=2020-09&post=NetworkMiner-2-6-Released
PCAP files: https://www.netresec.com/?page=PcapFiles

Steps:

The first task for this workshop relates to RAM data capturing using the software volatility. To download and install this on a Windows, Mac or Linux machine, it is as simple as going to the following link: https://www.volatilityfoundation.org/releases and downloading the Volatility 2.6 version for your OS. Note: depending on your web browser, you may need to right click the link and choose ‘save link as’. You may then additionally need to select to ‘keep’ the file as shown here: 
[image: Graphical user interface, text, application

Description automatically generated]
Do not worry, the zip file is safe. Once the Zip file is downloaded, extract it to a folder of youre choosing and location (make sure you remember the location as you will be opening the file later).
Now, the steps to run this on Windows require you to use the CMD prompt. To do this, you can click on the windows/start button and type CMD, then right click on the command prompt application and select ‘run as administrator’. This will present you with a command prompt with admin privileges:
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You will now need to navigate to the location of your Volatility file using command prompt. In my case, the volatility file is stored at ‘C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone’, so this means in CMD prompt I need to enter ‘cd C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone’:
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We are now at the correct directory. To run the application, we now just need to type in the name of the app, which by default is ‘volatility_2.6_win64_standalone’:
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This shows the application can be seen. As indicated, we can use the switch -h to list the things which can be done:
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Volatility can now be used. To test the usage of Volatility, please watch the video included with the Tutorial, and try following those steps for yourself.
For testing network forensics, follow the following links:
Slides: https://download.netresec.com/pcap/FIRST-2015/Hands-on_Network_forensics.pdf
SecurityOnion VM: https://download.netresec.com/pcap/FIRST-2015/NetworkForensics_VirtualBox.zip
VM login credentials are: user/password. The slides follow the scenario introduced within the lecture, and provide further details. You should attempt to complete the questions, and then check your results against the answers, trying to work out what you may have missed if you couldn’t get the correct answer.
The SecurityOnion VM will include both Wireshark and NetworkMiner for you to use, or you can manually install these applications following the links found in the tools section. 
The PCAP files which you need to open can then be downloaded from:  https://download.netresec.com/pcap/FIRST-2015/FIRST-2015_Hands-on_Network_Forensics_PCAP.zip (if you choose not to use the SecurityOnion VM as these are included with the VM).
Assuming you have downloaded the SecurityOnion VM, extract the files to a safe location. Open up VirtualBox and select the green plus button which says ‘Add’ and then navigate to the extracted folder. Double click on the .vbox file. This should add the VM to your list immediately. Start the VM and try logging in with the credentials user/password. Once logged in, you should see a desktop like the following:
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On the desktop in the bottom is the slides on PDF if you require them. Clicking on the icon in the top left hand corner is the equivalent on the windows start button. From there, hover over Security Onion, and you can then scroll through the applications available, with both NetworkMiner and Wireshark being available:
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As detailed in the slides, the PCAP files are found within the ‘/nsm/sensor_data/securityonion_eth1/dailylogs/’ location on the VM, with more details being available on the Cheat_Sheet on the desktop:
[image: Table
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To open one of the files within Wireshark, its as simple as opening the application and opening one of the log files found within the folders displayed above. An example of what the interface should look like is as follows:
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Attempt all of the questions found in the slides. If you wish to try and analyse further network files, further scenarios and files can be found at: https://www.netresec.com/?page=PcapFiles 
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elect Administrator: Command Prompt

Microsoft Windows [Version 16.6.19644.1766]
(c) Microsoft Corporation. All rights reserved.

C: \WINDOWS\systen32>
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dministrator: Command Prompt

Microsoft Windows [Version 10.6.19644.1766]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOKS\system32>cd C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone

C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone>
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dministrator: Command Prompt

Microsoft Windows [Version 10.6.19644.1766]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOKS\system32>cd C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone
C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone>volatility_2.6_win64_standalone
Volatility Foundation Volatility Framework 2.6

ERROR  : volatility.debug  : You must specify something to do (try -h)

C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone>
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dministrator: Command Prompt

C:\Users\Patrick\Downloads\volatility_2.6_win64_standalone>volatility_2.6_win64_standalone -h
Volatility Foundation Volatility Framework 2.6
Usage: Volatility - A memory forensics analysis platform.

options
-h, --help list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)
--conf-file-.volatilityrc
User based configuration file
, --debug Debug volatility
plugins=PLUGINS ~ Additional plugin directories to use (semi-colon
separated)
--info Print information about all registered objects

cache-directory=C: \Users\Patrick/ .cache\volatility
Directory where cache files are stored
Use caching
Sets the (Olson) timezone for displaying timestamps
using pytz (if installed) or tzset
TLENANE

Filename to use when opening an image

-f FILENAME, --filena

--profils

nXPSP2X86
Name of the profile to load (use
of supported profiles)
-1 LOCATION, --location=LOCATION
A URN location from which to load an address space
-w, --urite Enable write support
--dtb-DTB DTB Address
— -shift=SHIFT Mac KASLR shift address

info to see a list
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