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[bookmark: _Toc238003444]Part A
INTRODUCTION
This report explains the design and implementation of my MedAssistClinic database created using MySQL and MySQL Workbench. The purpose of the database is to store and manage clinic information such as patients, doctors, departments, appointments, treatments and feedback.

I designed the database using separate tables connected with primary and foreign keys. This reduces data duplication and improves consistency. For example, appointments store links to patients and doctors instead of repeating all their information.

During the implementation, I created tables, constraints, sample data, stored procedures, transactions, triggers, views and indexes. I also created an AuditLog table to record important changes made to patient data.
I developed three stored procedures: AddPatient, UpdatePatientPhone and DeletePatient. These procedures control how patient records are inserted, updated and deleted. I also used transactions with START TRANSACTION, COMMIT, ROLLBACK and EXIT HANDLER to prevent incorrect data from being saved if an error occurs.

For performance improvement, I created the idx_patient_last_name index to make patient searches by surname more efficient. I tested this using the MySQL EXPLAIN statement to check how the query uses the index.

Overall, this project helped me apply database design concepts to a real-world clinic scenario. The final database provides organised data storage, maintains relationships between tables, improves security through auditing, and supports better performance.

[bookmark: _Toc238003446]2. Database Design
[bookmark: _Toc238003447]2.1 Overview of the Database Design
I designed the MedAssistClinic database as a relational database because the clinic information is connected. The main entities are Patient, Doctor, Department, Appointment, Treatment and Feedback. I also created an AuditLog table to record changes made to patient information.
Each table uses a primary key to uniquely identify records. I used ID fields such as patient_id, doctor_id and appointment_id with auto-increment to create unique values automatically and avoid duplicate records.

[bookmark: _Toc238003448]2.2 Patient Entity
The Patient table stores patient details including name, date of birth, gender, phone number, email, address, medical history and registration date.
The patient_id is the primary key, allowing each patient to be identified separately. I also added a unique constraint on the email field to prevent duplicate patient accounts.
Patient details are stored separately from appointments to reduce repeated data and improve database organisation.
[bookmark: _Toc238003449]2.3 Doctor and Department Entities
The Doctor table stores information about doctors working in the clinic. Each doctor has a unique doctor_id.
Doctors are connected to the Department table using a foreign key. One department can have many doctors, but each doctor belongs to one department. This creates a one-to-many relationship.
Separating departments into their own table reduces data duplication because department details do not need to be repeated for every doctor.
[bookmark: _Toc238003450]2.4 Appointment Entity
The Appointment table connects patients and doctors. It contains its own appointment_id and foreign keys linking to the Patient and Doctor tables.
The relationship between Patient and Appointment is one-to-many because one patient can have many appointments. The relationship between Doctor and Appointment is also one-to-many because one doctor can attend many appointments.

Using foreign keys maintains referential integrity by preventing invalid records, such as an appointment linked to a patient who does not exist.
Figure 1: Foreign-key relationships implemented in the MedAssistClinic database

[image: ]

Figure 1 provides evidence of the foreign-key relationships created in my database. I used this query during my final testing to confirm that tables such as Appointment, Patient, Doctor and Department were correctly connected.


[bookmark: _Toc238003451]2.5 Treatment Entity
The Treatment table is used to store information about the outcome of medical consultations. Treatment information can include details such as diagnosis, prescription and medical notes.
Treatment information needs to be linked to the appropriate appointment. This is useful because it allows the clinic to identify which consultation produced a particular diagnosis or treatment.

Keeping treatment information in its own table also avoids placing large amounts of treatment information directly inside the Patient table. A patient's treatment history can instead be retrieved through the relationships between Patient, Appointment and Treatment.
This design makes it possible to build a patient's history while still keeping individual records organised.
[bookmark: _Toc238003452]2.6 Feedback Entity
The Feedback table supports the clinic's requirement for patients to provide feedback about their experience.
Feedback is related to the relevant clinic activity rather than being stored directly inside the Patient table. This means feedback records can be managed independently while still being linked to other records using foreign keys.
Constraints can also be used to control the values entered into feedback records. This helps prevent invalid data from being stored.

[bookmark: _Toc238003453]2.7 AuditLog Entity
During implementation, I created an additional table called AuditLog. Its purpose is different from the main business entities because it supports auditing.

The table contains attributes including:
· audit_id 
· table_name 
· action_type 
· record_id 
· action_time 
· description 

For example, when a Patient record is updated, my update trigger automatically creates an entry in AuditLog. I also created a delete trigger that records when a patient is deleted.
This provides a basic history of changes to important data. This is particularly useful in a healthcare database because changes to records should be traceable.

[bookmark: _Toc238003454]2.8 Entity Relationships
The relationships were designed according to how the clinic operates. The main relationships include Patient to Appointment, Doctor to Appointment, Department to Doctor, Appointment to Treatment and the relevant relationship used for Feedback.

The Patient–Appointment relationship is one-to-many because one patient can make several appointments. Similarly, Doctor–Appointment is one-to-many because a doctor can have several consultations.
Department–Doctor is also one-to-many because a department can contain several doctors.
Foreign keys are used to implement these relationships. During my final database testing, I queried INFORMATION_SCHEMA.KEY_COLUMN_USAGE to check the foreign keys rather than simply assuming they had been created correctly.

[bookmark: _Toc238003455]2.9 Entity Relationship Diagram
Before implementing a relational database, it is useful to represent its structure using an Entity Relationship Diagram (ERD). My ERD shows the main entities, their attributes and the relationships between them.

Figure 2: Entity Relationship Diagram for MedAssistClinic
[image: ]

The ERD provides a visual representation of the database structure. Primary keys identify each entity, while foreign keys create the relationships between the tables.
Creating the ERD helped me understand how information would move through the database before and during implementation. For example, instead of putting doctor details directly inside every appointment, the Appointment table stores a reference to the Doctor table.
[bookmark: _Toc238003456]2.10 Normalisation
I designed the database with normalisation in mind, with the aim of reaching Third Normal Form (3NF).
In First Normal Form (1NF), the data should contain individual values rather than repeating groups. For example, patient details are stored using separate attributes such as first name, last name, phone and email rather than storing several pieces of information in one field.

For Second Normal Form (2NF), non-key attributes should depend on the whole primary key. My main tables use a single ID as their primary key, and the attributes in each table describe the entity identified by that key. For example, the attributes in Patient describe the patient identified by patient_id.

For Third Normal Form (3NF), non-key attributes should not depend on other non-key attributes. One example of applying this idea is the separation of Department and Doctor. Department information is stored in the Department table rather than repeatedly storing department details as part of every doctor record.
The same principle applies to appointments and patients. Patient personal information is not repeated in every Appointment record. Instead, patient_id is used as a foreign key. If a patient's phone number changes, it can therefore be updated in the Patient table rather than updating every previous appointment.
This structure reduces unnecessary duplication and makes the database easier to maintain.

[bookmark: _Toc238003457]2.11 Data Integrity
Data integrity was an important part of my design. I used primary keys to prevent records from having duplicate identifiers and foreign keys to maintain valid relationships between tables.
I also used constraints where appropriate. For example, the unique email constraint on Patient helps prevent duplicate email addresses.

The combination of primary keys, foreign keys, unique constraints and suitable data types provides different levels of protection against incorrect data.
Overall, my database design provides a structured foundation for the MedAssistClinic system. The tables represent the main parts of the clinic's operations while relationships connect the information without unnecessary duplication. Normalisation and constraints also help improve consistency and data integrity.

[bookmark: _Toc238003458]3. Implementation Documentation
[bookmark: _Toc238003459]3.1 Database Implementation
After completing the database design, I implemented the MedAssistClinic database using MySQL Workbench. I created the tables based on the entities identified during the design stage. The main purpose of this stage was to convert the ERD into a working relational database.

The database contains tables for the main areas of the clinic, including Patient, Doctor, Department, Appointment, Treatment and Feedback. I also created an AuditLog table to support the auditing function.
During implementation, I regularly executed SQL queries and checked the Result Grid and Action Output in MySQL Workbench. This helped me identify errors and confirm that each part of the database was working before moving to the next stage.

[image: ]
Figure 3: Tables created in the MedAssistClinic database.
Figure 3 shows the tables that I created in the MedAssistClinic database. I used the SHOW TABLES command to confirm that the tables were created successfully. The result returned eight tables, including Appointment, AuditLog, Department, Doctor, Feedback, Patient and Treatment. This helped me check that the main database structure was correctly implemented before I continued with constraints, procedures and other database features.
[bookmark: _Toc238003460]3.2 Table Creation
Each table was created using suitable SQL data types and a primary key. For example, the Patient table uses patient_id as its primary key. The ID provides a unique way of identifying every patient even if two patients have the same name.
I used auto-increment where appropriate for ID columns. This allows MySQL to automatically generate the next ID when a new record is inserted. This reduces manual work and helps prevent duplicate identifiers.
Other columns use data types appropriate for the information being stored. Names, email addresses and phone numbers use character-based data types, while dates such as date of birth use date-based data types.
[bookmark: _Toc238003461]3.3 Constraints and Relationships
I implemented constraints to protect the integrity of the data. Primary-key constraints ensure that each main record has a unique identifier. Foreign-key constraints connect related tables and help prevent invalid relationships.
For example, the Appointment table references Patient and Doctor. Therefore, an appointment can be connected to the correct patient and medical professional without copying all of their information into the Appointment table.

[image: ]
Figure 4: Foreign-key constraints in the MedAssistClinic database.
Figure 4 shows the foreign key constraints that I implemented in my MedAssistClinic database. I used these constraints to connect related tables and maintain data integrity. For example, the patient_id in the Appointment table references the Patient table, while doctor_id references the Doctor table. The Doctor table is connected to Department through department_id, and Feedback is connected to Appointment through appointment_id. These relationships help prevent invalid records from being entered and keep the information consistent across the database.

[bookmark: _Toc238003462]3.4 Sample Data
After creating the database structure, I populated the tables with sample information. Sample data was important because an empty database would not allow me to properly test relationships, stored procedures, triggers and queries.
The sample data represented patients, doctors and other clinic information. I also created temporary test patients when testing stored procedures.
For example, I created test patients specifically for update and delete testing. Using test records allowed me to test database functionality without depending only on the original sample records.

[image: ]
Figure 5: Sample patient records stored in the Patient table.
Figure 5 shows sample data that I inserted into the Patient table. I used a SELECT query to check that the patient records had been stored correctly. The result shows patient information such as the patient ID, first name, last name, date of birth, gender and phone number. The query returned 12 records, which confirmed that sample patient data was successfully available in my database.

[bookmark: _Toc238003463]3.5 Stored Procedures
I created three main stored procedures for managing Patient information:
· AddPatient 
· UpdatePatientPhone 
· DeletePatient 
The purpose of using stored procedures was to place commonly used database operations into controlled SQL routines.

[image: ]
Figure 6: Triggers implemented for the Patient table in the MedAssistClinic database.
Figure 6 shows the triggers that I created for the Patient table. I created an update trigger and a delete trigger. The trg_patient_update trigger runs when a patient record is updated, while the trg_patient_delete trigger runs when a patient record is deleted. These triggers automatically add information to the AuditLog table. I used this feature so that important changes to patient records can be tracked without requiring the user to manually create an audit record. This improves accountability and makes it easier to check changes made to the database. 



Figure 7: Stored procedures created in the MedAssistClinic database..
Figure 7 shows the three stored procedures that I created in the MedAssistClinic database. These are AddPatient, DeletePatient and UpdatePatientPhone. I created these procedures to manage common operations on patient records in a controlled way. AddPatient is used to insert a new patient, UpdatePatientPhone is used to change a patient's phone number, and DeletePatient is used to remove a patient record. I also included transaction handling in these procedures so that changes can be committed when an operation is successful and rolled back if an error occurs. 

[image: ]
Figure 8: Transaction handling implemented in the AddPatient stored procedure.
Figure 8 shows the transaction handling that I implemented in the AddPatient stored procedure. The result confirms that the procedure contains START TRANSACTION, COMMIT, ROLLBACK and an EXIT HANDLER. I used START TRANSACTION before making changes to the database. If the operation completes successfully, COMMIT saves the changes. If an SQL error occurs, the EXIT HANDLER uses ROLLBACK to cancel the transaction. This helps me protect the database from incomplete changes and keeps the patient data consistent.

[bookmark: _Toc238003464]3.6 AuditLog Table
I created an AuditLog table to provide basic auditing functionality. The table records information including the table affected, the type of action, the ID of the affected record, the time of the action and a description.
This was useful because important changes could be recorded separately from the main Patient table.
The audit table contained fields such as audit_id, table_name, action_type, record_id, action_time and description.
[bookmark: _Toc238003465]3.7 Triggers
I created two triggers on the Patient table:
trg_patient_update records updates, while trg_patient_delete records deletions.

[image: ]
Figure 9: Successful AddPatient transaction committed to the Patient table.
Figure 9 shows the result after I tested the AddPatient stored procedure. I searched the Patient table using the email address of the new patient. The record was successfully returned with patient ID 19, which confirmed that the new patient was saved in the database. This demonstrates that the transaction completed successfully and the COMMIT operation worked as expected.

[image: ]
Figure 10: Indexes implemented on the Patient table
Figure 10 shows the indexes that I implemented on the Patient table. The table has a primary key index on patient_id, an index for email, and an additional index called idx_patient_last_name on the last_name column. I added the last name index because patient records may often be searched using a patient's surname. Instead of checking every row in the Patient table, MySQL can use the index to find matching records more efficiently. This can improve query performance as the number of patient records increases.

[bookmark: _Toc238003466]3.8 PatientSummary View
I also created a view called PatientSummary. The purpose of the view was to provide a simpler way of accessing commonly required Patient information.
The view includes information such as patient ID, first name, last name, date of birth, gender and phone number.


[image: ]
Figure 11: EXPLAIN result for indexed patient last-name search
Figure 11 shows how I tested the performance of a query that searches for a patient by last name. I used the EXPLAIN command to check how MySQL would execute the query. The result shows idx_patient_last_name as the available index and the access type is ref. This shows that the index can be used when searching for a patient by surname. This is useful because, as the Patient table becomes larger, the database can locate matching records more efficiently instead of checking every record one by one.

[bookmark: _Toc238003467]3.9 Implementation Testing
Testing was completed throughout the implementation process to identify and fix errors early.
For example, when creating a temporary patient record for trigger testing, I received an error because registration_date required a value. I corrected the INSERT statement by adding the missing date, and the record was inserted successfully.
I also received errors when trying to create database objects that already existed, such as indexes, triggers and views. These errors confirmed that the objects had already been created successfully.
Overall, testing helped me confirm that the tables, relationships, procedures, triggers and views worked correctly in MySQL.

[bookmark: _Toc238003468]4. Implementation Documentation
After completing the database design, I implemented the MedAssistClinic database using MySQL Workbench. I created the tables, added relationships using foreign keys, inserted sample data, and implemented triggers and stored procedures.
The screenshots in this section provide evidence of my database implementation and testing.
[bookmark: _Toc238003469]4.1 Table Creation
I created the main tables based on my ERD design. These include Patient, Doctor, Department, Appointment, Treatment, Feedback and AuditLog.
Figure 3: Tables created in the MedAssistClinic database
Figure 3 shows the result of the SHOW TABLES command in MySQL Workbench. This confirmed that all required tables were successfully created in the medassistclinic database.
Creating separate tables for different clinic information reduces duplication and makes the database easier to manage.
[bookmark: _Toc238003470]4.2 Constraint Implementation
I used primary keys and foreign keys to maintain relationships between tables and improve data integrity.
Figure 4: Foreign key constraints implemented in MedAssistClinic
Figure 4 shows the foreign key relationships in the database. For example, the Appointment table connects to Patient and Doctor using patient_id and doctor_id. The Doctor table connects to Department using department_id.
These constraints prevent invalid data, such as creating an appointment for a patient who does not exist.
[bookmark: _Toc238003471]4.3 Sample Data
After creating the database structure, I inserted sample data to test the tables and database operations.
Figure 5: Sample patient data stored in the Patient table
Figure 5 shows example records stored in the Patient table. The sample data was used to test searches, updates, stored procedures and triggers.
Adding realistic sample data helped me confirm that the database worked correctly before completing the final implementation.

[bookmark: _Toc238003472]4.4 Trigger Implementation
I also created triggers to support automatic auditing of changes made to patient information.

Figure 6: Triggers implemented for the Patient table
Figure 6 shows two triggers called trg_patient_update and trg_patient_delete. The update trigger responds to an UPDATE operation on the Patient table, while the delete trigger responds to a DELETE operation.

I created these triggers so that important changes can automatically be recorded in the AuditLog table. This is useful in a clinic database because changes to patient records should be traceable. The user does not have to manually create an audit record every time because the trigger performs the action automatically.

[bookmark: _Toc238003473]4.5 Stored Procedures
Stored procedures were another important part of my implementation
.
Figure 7: Stored procedures created for MedAssistClinic
Figure 7 shows three procedures in my database: AddPatient, DeletePatient and UpdatePatientPhone. These procedures represent insert, delete and update operations.
I used stored procedures because they allow common database operations to be stored and executed in a controlled way. Instead of writing the full SQL operation each time, the procedure can be called with the required parameters.

The procedures also use transaction handling. I checked the procedure definitions for START TRANSACTION, COMMIT, ROLLBACK and an EXIT HANDLER.

Figure 8: Transaction handling implemented in the AddPatient procedure
Figure 8 shows that all four transaction-related checks returned a value of 1. This confirmed that the AddPatient procedure contains transaction start, commit, rollback and error-handling logic.
This was important because patient information should not be left partly updated if an SQL operation fails. A successful operation can be committed, while an error can cause the transaction to be rolled back.

[bookmark: _Toc238003474]4.6 Testing a Successful Transaction
I then tested the AddPatient procedure by inserting a test patient.

Figure 9: Successful AddPatient transaction committed to the Patient table
Figure 9 shows the test record with patient ID 19, first name CommitTest, last name Patient, and the email committest@example.com. I searched for this email after executing the procedure and the record was returned.
This confirmed that the procedure completed successfully and the new patient information was committed to the database.

That gave me evidence that the procedure was not only present in the database but could actually perform the required operation.



[bookmark: _Toc238003475]5. Stored Procedure and Transactional Scenario
I created three stored procedures in my MedAssistClinic database: AddPatient, UpdatePatientPhone and DeletePatient. These procedures perform the main Insert, Update and Delete operations on patient records.

[bookmark: _Toc238003476]5.1 AddPatient Stored Procedure
The AddPatient procedure is used to insert a new patient. It accepts patient information such as name, date of birth, gender, phone number, email, address and medical history.

I tested this procedure by adding a patient called CommitTest Patient. As shown in Figure 9, I searched for the patient using the email address committest@example.com, and the record was returned with patient ID 19. This confirmed that the procedure successfully inserted the patient.

[bookmark: _Toc238003477]5.2 UpdatePatientPhone Stored Procedure
The UpdatePatientPhone procedure allows a patient's telephone number to be changed using their patient ID and new phone number.
This is useful because patient contact details may change. I tested this procedure during implementation and confirmed that the new phone number was stored correctly.

[bookmark: _Toc238003478]5.3 DeletePatient Stored Procedure
The DeletePatient procedure removes a patient record. This operation needs to be controlled because patient records may be connected to other tables through foreign keys.
I tested the procedure using temporary patient records. I also confirmed that the delete trigger recorded the operation in the AuditLog.

[bookmark: _Toc238003479]5.4 Transaction Handling
I included START TRANSACTION, COMMIT, ROLLBACK and an EXIT HANDLER in my stored procedures. As shown in Figure 8, the checks for these four features returned 1, confirming that they are included in the procedure.

When an operation is successful, COMMIT saves the changes permanently. If an SQL error occurs, the EXIT HANDLER can use ROLLBACK to cancel the transaction. This helps prevent incomplete changes from being saved.

[bookmark: _Toc238003480]5.5 Commit and Rollback Scenarios
I demonstrated a successful COMMIT using the AddPatient procedure. The new patient shown in Figure 9 remained in the Patient table after the procedure completed, confirming that the transaction was saved successfully.

ROLLBACK is used when an SQL error occurs. For example, an operation may fail because of a constraint or an invalid relationship between records. In this situation, the transaction can be rolled back so that unsuccessful changes are not kept. This helps maintain the consistency of the database.



[bookmark: _Toc238003481]6. Performance Tuning Enhancement
I considered database performance because searches can become slower as the number of records increases. I focused on the Patient table because searching for patients is likely to be a common operation.

[bookmark: _Toc238003482]6.1 Indexing Strategy
As shown in Figure 10, the Patient table contains the PRIMARY index, an index on email, and idx_patient_last_name.

I added idx_patient_last_name to improve searches using a patient's surname. This could be useful when clinic staff know the patient's name but not their patient ID.

[bookmark: _Toc238003483]6.2 Testing the Index
I used the MySQL EXPLAIN command to test a query searching for the surname Smith.
As shown in Figure 11, MySQL identified idx_patient_last_name as an available index and showed the ref access type. This provides evidence that the index can be used for this type of search.

The performance difference is small with my current sample data. However, if the clinic stores thousands of patient records in the future, the index can help MySQL find matching patients more efficiently instead of searching through the whole table.
Overall, indexing improves the database's ability to handle larger amounts of data and makes commonly used searches more efficient.

[bookmark: _Toc238003484]7. Conclusion and Reflection
In conclusion, I successfully designed and implemented the MedAssistClinic database using MySQL Workbench. The database manages patients, doctors, appointments and other clinic information using related tables and constraints.

I created stored procedures for adding, updating and deleting patients. I also used transactions, triggers and an AuditLog to make the database safer and keep track of important changes. An index was added to improve patient searches.

During the project, I faced some SQL errors, such as missing required values and trying to create objects that already existed. By checking the error messages and testing my queries, I was able to solve these problems.
Overall, this project improved my understanding of database design, SQL, transactions, triggers, stored procedures and performance. In the future, I would add more security, validation and a user-friendly interface.


[bookmark: _Toc238003485]8. References
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[bookmark: _Toc238003486]Part B: SQL Injection and Website Security Report
[bookmark: _Toc238003487]Introduction

This report explains what SQL Injection is, why it is a problem for websites, and how I protected my MedAssistClinic website from this type of attack.
My website was created using PHP and MySQL. It allows users to view patient information, search for patients, and perform CRUD operations such as adding, editing and deleting records. Because the website connects to a database, it is important to protect the data from unauthorised access.

One of the main security risks for database websites is SQL Injection. This happens when a user enters harmful SQL commands into an input field. To prevent this problem, I used prepared statements and other security methods in my PHP code.
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[bookmark: _Toc238003488]What is SQL Injection?
SQL Injection is a type of attack where a person enters SQL code into a website input field to try and control the database.
For example, a website login system may use a query like:

SELECT * FROM Users 
WHERE username='$username' 
AND password='$password';
If the website does not protect the input, an attacker could enter:
' OR '1'='1

This could change the SQL query and make the condition always true. As a result, the attacker may be able to bypass the login system without knowing the correct username or password.
SQL Injection happens when user input is directly added into an SQL query without checking or protecting it.

[bookmark: _Toc238003489]Why SQL Injection is a Problem
SQL Injection is dangerous because it can allow attackers to access private information stored in a database.
For my MedAssistClinic website, this could be a serious problem because the database contains patient information. An attacker could potentially view patient details, change records, or delete important information.
SQL Injection can also damage the whole database. For example, an attacker could remove tables or change important data. This is why websites that use databases need security methods to protect user input.

[bookmark: _Toc238003490]SQL Injection Protection in My Website
To protect my website, I used prepared statements in PHP.
Instead of putting user input directly into an SQL query, I used placeholders. The SQL query is created first, and the user input is added separately.

For example, in my search page I used:
$stmt = $conn->prepare(
"SELECT patient_id, first_name, last_name, email, phone
FROM Patient
WHERE first_name LIKE ?"
);
The user input is then added using:
$stmt->bind_param("s", $term);
This prevents SQL Injection because the database treats the user input as normal text instead of SQL commands.
I used this method in my website for searching, adding, editing and deleting patient records. This makes the database operations safer.

Figure 1 shows the prepared statement code used in my website.
I used prepared statements in my search, add, edit and delete functions. This makes the database operations safer.
[image: ]


[bookmark: _Toc238003491]Testing SQL Injection Protection
After implementing the security measures, I tested my website using a common SQL Injection example:
' OR '1'='1
I entered this into the patient search box to check if the website would display all patient records.
The result showed that no unwanted records were displayed. The input was treated as normal search text instead of SQL code.
This confirmed that the prepared statement was working correctly and prevented the injection attempt.
Figure 2 shows the SQL Injection test result.
The result showed that no unwanted records were displayed. The input was treated as normal text instead of SQL code.

[image: ]


[bookmark: _Toc238003492]Other Security Measures Used
Apart from prepared statements, I added other security features to improve the safety of my website.
I created an administrator login system using PHP sessions. This prevents normal users from accessing the management pages directly.

I also used input validation to make sure users enter the correct type of information. For example, email fields use email validation, and required fields cannot be left empty.
When displaying information from the database, I used htmlspecialchars() to reduce the risk of harmful code being displayed on the webpage.

I created an administrator login system using PHP sessions. This prevents users from accessing the management pages without logging in.

[image: ]

The password is Beno0502@


[bookmark: _Toc238003493]Conclusion
In conclusion, SQL Injection is a serious security problem for database websites because it can allow attackers to access or damage stored information.
During the development of my MedAssistClinic website, I used prepared statements, validation and login protection to improve security. The SQL Injection test showed that the website could safely handle harmful input.
These security methods helped make my website safer and protected the patient information stored in the database.
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