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[bookmark: _Toc215776886]Introduction
This work focuses on creating two separate virtual networks using Oracle VirtualBox. The first part explains hypervisors, IP addressing, routing, and common network services. The practical section includes the download, installation, and configuration of two Windows Server 2019 machines and two Linux Debian machines. The work demonstrates how to set up static IP addressing, verify internal connectivity and test network.


[bookmark: _Toc215776887]Task 1
[bookmark: _Toc215776888]Hypervisor types and architecture
Hypervisor is the software that runs Virtual Machines (VMs). There are two primary types of hypervisors:
· Type 1 (Bare-Metal) – this hypervisor installs directly onto the physical hardware without needed Operation System (OS). It works as a lightweight OS itself, providing a thin layer for VM execution. This type has direct, hight-priority access to hardware resources like CPU, memory or storage. 
· Type 2 (Hosted) – this hypervisor installs as a regular application on top of the existing OS. It accesses hardware resources via the host OS. Setup is easier but introduces overhead and latency.
Hypervisor Type 1 looks preferable as it has high performance because of direct access to hardware while Type 2 is using host OS resources. Type 1 is the standard for corporate data centres as it has high stability and enhanced security. Type 2 usually suitable for personal use, development and testing on desktop computers. Both types fully support Windows and Debian Server.
I will use in my work hypervisor type 2 as I have got only 1 existing PC with pre-installed OS. Virtual Box allows me to run the server and client VMs. It easy to setup and using for learning, Virtual Box is free and compatible with Windows and Debian OS which is perfect for testing the SWANCEA.ACCA domain setup without any risk [1].
[bookmark: _Toc215776889]IP Addressing
Data is getting from one computer to another by being splitting into small pieces which called packets. Before transmission, the Transmission Control Protocol ensures the data is correctly sequences and error checked. The IP address is an important element for transmission it is a unique numerical postal address assigned to every device on the network.
Every packet is stamped with two key pieces of information:
· Source IP Address – the sender
· Destination IP Address – the receiver 
The IP address is essential because it provides the navigational data that network devices, especially routers, need to decide where to send the packet. Without this address the packet will be lost.
Routers and switchers are the fundamental devices which manage internet traffic but operate at different levels of the network model. 
Switchers operate within a single Local Area (LAN), connecting local devices like computers and printers. They use the device’s physical MAC address to learn where specific devices are located. They ensure that data is delivered only to the exact port where the destination device is plugged in, which keeps local traffic efficient and fast.
Routers connect different networks together. They are the devices that understand and use IP address. Routers are responsible for all communication that leaves the local network and enters the internet.
Base on the group activity I realise that IP addressing is essential for how the internet works. It is the addressing system that allows data to find its destination.
IP addressing gives every device a unique identifier. This identification makes routing possible. When data is sent, it gets divided into packets and each packet is tagged with source and destination IP addresses. Router uses these addresses to move data between different networks.
IPv4 is using a 32-bit format decimal numbers. It was design for a much smaller internet and limits of 4.3 billion addresses.
IPv6 is using a 128-bit format represented by hexadecimal number system.
Subnetting is a splitting one big network into several smaller ones for prevent network to getting too slow and smarter using limited IPv4 addresses [2].
[bookmark: _Toc215776890]Routing
Routing is the process that allows data to move between different networks. Switching works inside one local network (LAN), but routing is needed when a packet must reach another subnet or go to the Internet. Routers keep routing tables, which list known networks and the next hop to reach them.
There are two main routing types: static and dynamic. Static routing is when the administrator adds routes manually. It is simple and stable, which makes it good for small networks. Dynamic routing uses protocols such as OSPF or RIP, which automatically exchange routing information. This is useful for large and changing networks.
For this assignment, static routing is enough. The topology is small, with only a few subnets connecting Windows Server 2019 machines and a Debian 13 server. To make this work, correct static routes must be added so DHCP requests can travel between networks.
Understanding routing also helps explain why devices in different networks cannot communicate without proper routes, which is a common real-world networking issue for beginners. [3].
[bookmark: _Toc215776891]Network Services
There are several network services: DHCP, Active Directory Domain Services (AD DS), VPN, and Certificate Services.
DHCP automatically assigns IP addresses to client devices. Windows Server 2019 provides DHCP, while Debian acts as a DHCP relay. This ensures that clients from different subnets still get an address from the same DHCP server.
Active Directory is used to manage users, computers, and policies. Even in a small lab, AD helps organise the network and makes authentication easier. Clients can join the domain and receive Group Policies.
Certificate Services issue digital certificates, which are used for secure communication, such as HTTPS or VPN connections. Certificate Services provide digital certificates that enable encrypted communication, secure logins, and protected web services. Together, these services help create a structured, secure, and manageable network like those found in real organisations. Learning to configure and understand these services provides useful practical skills for future networking and system administration tasks.
VPN allows remote devices to connect securely to the network. In a lab environment, VPN simulates how real companies provide secure access for workers outside the office [4].


[bookmark: _Toc215776892]Task 2
[bookmark: _Toc215776893]Download and Installation
In this work the Oracle VirtualBox was used as a hypervisor. VirtualBox is free, easy to install, and supports both Windows and Linux operating systems. It is also well documented and provides useful features such as snapshots, NAT Networks, and simple Virtual Machine cloning. This makes it ideal for learning [5].
I downloaded VirtualBox from the official website and installed it on desktop PC. After installation, I also downloaded two ISO images: Windows Server 2019 and Debian 13 from provided links in the module Network Operating Systems and Services.
[bookmark: _Toc215776894]Creation and Installation of Windows Virtual Machines
To create a Windows Server 2019 virtual machine in Oracle VirtualBox, start by opening VirtualBox and selecting “New”. Enter the name “WindowsServer”, choose Microsoft Windows as the type, and select Windows 2019 (64-bit) as the version. After the Virtual Machine is created, open its Settings then Storage and mount the Windows Server 2019 ISO file to the virtual optical drive. Finally, start the Virtual Machine and follow the on-screen Windows Server installation steps like select language options, formatted the disk and created an administrator password.
[image: A computer screen shot of a computer screen
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Installation of Windows Server 2019
[image: A screenshot of a computer
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Windows Server 2019 desktop screen.
Then followed the same steps to create Virtual machine for the client, named “WindowsClient”.
[bookmark: _Toc215776895]Creation and Installation Linux Debian Virtual Machine
Next, I created two Linux machines using Debian 13. To create a Debian 13 virtual machine in Oracle VirtualBox, open VirtualBox and click “New”. Enter a name “LinuxServer”, choose Linux as the type, and select Debian (64-bit) as the version. After the Virtual Machine is created, go to Settings, Storage and attach the Debian 13 ISO to the virtual optical drive. Start the Virtual Machine and follow the standard Debian installer to set up the system, using text-based installer.
[image: A computer screen shot of a blue and red screen
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Installation of Debian 13.
[image: A screenshot of a computer
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Login screen, Debian 13.
[image: A screenshot of a computer
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Desktop screen of Debian 13.
Then followed the same steps to create Virtual machine for the client, named “LinuxClient”.
VirtualBox allows quick Operating System installation because hardware drivers are already supported inside the hypervisor.
[bookmark: _Toc215776896]Creation of NAT Network for Windows
To create NAT Network it needs select Tools, then Network and NAT Networks. Clicked “Create” and configure the Network.
[image: A screenshot of a computer
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Creation Network SWAN.
Network name: SWAN; 
Network address: 192.168.1.0/24
After needs to connect both Windows Server and Windows Client PCs to SWAN network. 
Choose Virtual Machine, then Settings, Network, Adapter 1, NAT Network and select SWAN
After these actions, both Virtual Machines, Windows Client and Server connected to the SWAN network.
[image: A screenshot of a computer
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Windows Client is connected to the SWAN NAT Network.
[bookmark: _Toc215776897]Creation of NAT Network for Linux
To create UWTSD NAT Network for Linux it needs to repeat the same of creation previous SWAN Network: select Tools, then Network and NAT Networks. Clicked “Create” and configure the Network.
[image: A screenshot of a computer
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Creation of UWTSD NAT Network.
Network name: UWTSD;
Network address: 192.168.2.0/24
Similarly, both Linux machines must be assigned to UWTSD: Settings, Adapter 1, NAT Network, UWTSD.
[image: A screenshot of a computer

AI-generated content may be incorrect.]Linux Server is connected to UWTSD NAT Network.
[bookmark: _Toc215776898]IP addressing for Windows
Static IP addressing was required for all machines.
According to the instructions, the addressing scheme for SWAN Network is:
Windows Server: IP: 192.168.1.1
Windows Client: IP: 192.168.1.10
To configure IP for Windows Server it needs to go to Control Panel, then Network and Internet, Network Connections, right click Ethernet Properties, Internet Protocol Version 4 Properties, use the following IP Address and write 192.168.1.1. Subnet mask will appear automatically: 255.255.255.0 [4].
[image: A screenshot of a computer
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Setting up IP address for Windows Client Machine.
To configure IP address for client machine, follow the same steps as above for server machine but IP address will be 192.168.1.10.
After that, firewall must be turned off. For this go to System and Security, Windows Defender Firewall and turn Windows Defender Firewall off.

[image: A screenshot of a computer
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Turning off Windows Fire Wall Defender.
[bookmark: _Toc215776899]IP addressing for Linux
The addressing scheme for UWTSD Network is: 
Debian Server IP address is 192.168.2.1
Debian Client - 192.168.2.10
Debian’s IPs were configured by the nmtui tool. It needs go to Terminal and write command “~su”. Then command “nmtui” and Network Manager will open. Select “Edin connection” option, IPv4 configuration – Manual and put IP address 192.168.2.1 [6].
[image: A computer screen shot of a computer screen
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Network Manager Menu.
To configure Ip address for client machine, follow the same steps as above for server machine but IP address will be 192.168.2.10.
[bookmark: _Toc215776900]Windows and Linux Virtual Machines Pinging
To check connection between two Windows Machines, need to use ping command in Command Prompt. For that click Start, type “cmd” and command prompt will appear. After this, in command prompt typing ping 192.168.1.10, for server machine to ping client or 192.168.1.1 for client machine to ping server. If network and IP addresses were configured correctly, connection will be successfully pinged, all packets will be sent and received without any losses.
[image: A computer screen shot of a computer screen
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Pinging Server from Client machine.
[image: A screenshot of a computer
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Pinging Client from Server machine.
For checking connection between Debian Server and Client, require using terminal. Type ping 192.168.2.1 for test connection to Server from Client PC or type ping 192.168.2.10 from Server PC to ping Client.
[image: A screenshot of a computer
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Pinging Server machine from Client PC.
[image: A screenshot of a computer
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Pinging Client PC from Server machine.
[bookmark: _Toc215776901]Pinging Linux from Windows
Communication between Linux and Windows failed because both NAT networks SWAN and UWTSD are isolated.

[image: A screenshot of a computer
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Unsuccessful pinging Linux from Windows.


[bookmark: _Toc215776902]Reflection
Doing this assignment, I learned how to install and configure different operating systems using a Type 2 hypervisor. I understand how VirtualBox and networking works, how to configure IP addresses manually and how to test connectivity.
This assignment helped me improve both technical and soft skills. And now I feel more comfortable working with Windows Server 2019 and Debian, using Oracle Virtual Box and configuration network and IP.
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Ping statistics for 192.168.2.10
Packets: Sent = 4, Received = 8, Lost = 4 (106% loss),

C:\Users\client>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
PING: transmit failed. General failure
PING: transmit failed. General failure.
PING: transmit failed. General failure
PING: transmit failed. General failure.

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 8, Lost = 4 (100% loss),

C:\Users\client>
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Shared folders
None
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