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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lectures, you learnt about Network Security Threats, techniques that can be used to mitigate them and the Cisco Network Foundation Protection Framework that logically divide routers and switches.  From what you learnt in the lecture about these topics do the following exercises: 

Use your lecture notes and/or the Internet to answer the questions. 


1. Critically demonstrate your understanding for the following:
a. Internal threats
b. External threats
c. Structured attacks
d. Unstructured attacks



2. Explain the difference between the following hackers term:
a. White hat
b. Black hat
c. Hacker
d. Cracker
e. Phreaker
f. Spammer
g. Phosher



3. Describe the primary vulnerabilities for end user devices



4. What do you understand by the following phases:
a. Probe
b. Penetrate
c. Persist
d. Propagate
e. Paralyze

5. Critically analyse the four phase process to mitigate and active worm attacks.



6. Describe the three main categories of attack and give examples for each.



7. Critically evaluate how attacks can be mitigated. Classify the mitigation process under the three main attack categories.


8. What are the 10 best practices to mitigate attacks?


9. [bookmark: _GoBack]The Cisco Network Foundation Protection (NFP) logically divides routers and switches into three functional areas.  Name and explain these areas, diagram may be used to aid your answer.
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