Activity 4
James Beard
 1901671

Which link did you use to download the tool?
https://www.tenable.com/products/nessus
After doing some research the author found that multiple websites and documents sources Tenable as the owner of this software, so the author selected it.
What is the purpose of this tool?
Nessus is a vulnerability scanner used for penetration testing engagements and vulnerability assessments [1]. The tool scans devices and raises an alert if it finds vulnerabilities in the network that could be potentially  exploited by hackers or criminals [2]. It achieves this by running over thousand checks on a device, testing to see if any potential attacks could be used to exploit weaknesses in the devices or otherwise cause harm [2]. 
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Why would we turn off ping the remote host option?

Why would we set them to unlimited?
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Use the report and classify action plan/ mitigation steps to overcome the vulnerabilities. 
a. To do that, categorize all the listed vulnerabilities based on its severity. 
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SNMP Agent Default Community Name (Public) - Mitigation strategies
The user should disable the SNMP service on the host if the user is not using it [3]. The second mitigation strategy is to filter the incoming UDP packets going into the port [3], [4]. The third strategy is to change the default community string from “public” for the read-only access and “private” for the read-write access , this strategy still leaves it vulnerable to packet sniffing[3], [4]. 




Kali

Which link did you use to download the tool?
https://www.tenable.com/products/nessus
This was chosen for the same reasons listed before.
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Mitigation Strategy
Possible mitigation strategy is to upgrade to PHP version 7.3.11 or later [5]. Updating the software will patch vulnerabilities that were present in the older version that hacker were taking advantage of.

Activity 3

Which command did you issue to download Nikto? 
Sudo apt-get install nikto -y. 
Why?
The Sudo apt-get install command is a Linux command that installs the newest version of the desired software from an online software repository that the users sources.list configuration file points the users to [6]. 
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 What is the purpose of this tool?
Nikto is an open source vulnerability tool that scans web servers for programs or files that could be potentially dangerous [7]. The tool also checks servers outdated versions of software that could be potentially vulnerable or have security configuration problems [7]. Performs server type specific checks as well as genetics checks. The tool scan for and capture any cookies received [7]. The tool provides SSL support and Proxy support [8].However, the tool is not designed to be stealthy, the scanning test is obvious in log files and to an IDS/IPS [7]. The tool is designed to test web servers in the quickest time possible [7]. Other aspects include Easily update CSV-format checks database, , Available HTTP version automatic switching and reports outputted in plan text of HTML format [8].
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Mitigation Strategy – IlohaMail 0.8.10 XSS vulnerability.
The user should update the version of the software/ application to 0.8.11 as the patch should rectify this vulnerability[9]. 


Write a report to provide your thoughts and observation on your target’s security posture and exposure?
Certifiedhacker.com web server has several vulnerabilities discovered by Nikto that could be exploited by a criminal or hacker and seems that the target has numerous examples of outdated software that could exploited to gain a backdoor into the system. The scan also outlines the possible ways that the sever can be interacted with such as POST,GET and HEAD. The server uses and or interacts with a variation of Mailman that could be manipulated to exploit the web server. In conclusion there a number of ways that this web server could be exploited with many weaknesses and vulnerabilities that need to be addressed.  
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Terminal - root@kali: ~/Downloads -0

File Edit View Terminal Tabs Help
rootakaliz~/Dounloads# ls

Index.html ngrok-stable-linux-ands. tgz
Nessus-10.1.1-debian6_and64.deb ngrok-stable-linux-armés. tgz
vootikalii~/Downloads# NetworkManager

rootikaliz~/Dounloads# Nessus-10.1.1-debian6_amd64.deb

bash: Nessus-10.1.1-debian6_and64.deb: command not found
rootilalii~/Dounloads# sudo -i Nessus-10.1.1-debian6_amd64.deb
-bash: line 1: Nessus-10.1.1-debian6_and64.deb: command not found
rootilalii~/Dounloads# sudo-i Nessus-10.1.1-debian6_amd64.deb
bash: sudo-i: command not found
rootikaliz~/Dounloads# sudo Nessus.
sudo: Nessus-10.1.1-debian6_and6s. del
rootilalii~/Downloads# sudo dpkg -i Nessus-1
Selecting previously unselected package nessus.

(Reading database ... 313880 files and directories currently installed.)
Preparing to unpack Nessus-10.1.1-debian6_and64.deb ...

Unpacking nessus (10.1.1)
Setting up nessus (10.1.1)
Unpacking Nessus Scanner Core Components...

1.1-debian6_and6é . deb
command not found
.1-debian6_amd6 . deb

- You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
- Then go to https://kali:8834/ to configure your scanner

rootkali:~/Dounloads# []
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~C—[x]-[attacker@parrot|-[~] 1
L— $nikto -h http://www.certifiedhacker.com - Tuning x

- Nikto v2.1.6

+ Target I 162.241.216.11

+ Target Hostname: www . certifiedhacker.com

+ Target Port: 80

+ Start Time: 2022-03-10 10:25:06 (GMT-5)

+ Server: nginx/1.19.10

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect again
st some forms of XSS

+ Uncommon header 'host-header' found, with contents: c2hhcmVkLmJsdwWVob3NOLmNvbQ==

+ Uncommon header 'x-server-cache' found, with contents: true

+ Uncommon header 'x-proxy-cache' found, with contents: HIT

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content
of the site in a different fashion to the MIME type

Server banner has changed from 'nginx/1.19.10' to 'Apache' which may suggest a WAF, load balancer o
proxy is in place

/certifiedhacker.zip: Potentially interesting archive/cert file found.

Allowed HTTP Methods: GET, POST, OPTIONS, HEAD

/webmail/blank.html: IlohaMail 0.8.10 contains an XSS vulnerability. Previous versions contain othe|
non-descript vulnerabilities.

/securecontrolpanel/: Web Server Control Panel

/webmail/: Web based mail package installed.

0SVDB-3233: /mailman/listinfo: Mailman was found on the server.

OSVDB-2117: /cpanel/: Web-based control panel

0SVDB-3268: /css/: Directory indexing found.

+++ 4+ +5 4+ + 4+ 5+
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+ 0SVDB-3092: /css/: This might be interesting...

+ 0SVDB-3092: /img-sys/: Default image directory should not allow directory listing.

+ 0SVDB-3093: /webmail/lib/emailreader execute on_each page.inc.php: This might be interesting... has
been seen in web logs from an unknown scanner.

+ OSVDB-3268: /images/: Directory indexing found.

+ 0SVDB-3268: /docs/: Directory indexing found.

+ /controlpanel/: Admin login page/section found.

+ ERROR: Error limit (20) reached for host, giving up. Last error: error reading HTTP response
+ Scan terminated: 13 error(s) and 20 item(s) reported on remote host

+ End Time: 2022-03-10 10 6 (GMT-5) (650 seconds)
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+ Uncommon header 'host-header' found, with contents: c2hhcmVkLmJsdWVob3NOLmNvbQ==

+ Uncommon header 'x-server-cache' found, with contents: true

+ Uncommon header 'x-proxy-cache' found, with contents: HIT

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content
of the site in a different fashion to the MIME type

Server banner has changed from 'nginx/1.19.10' to 'Apache' which may suggest a WAF, load balancer o
proxy is in place

/certifiedhacker.zip: Potentially interesting archive/cert file found.
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/webmail/blank.html: IlohaMail 0.8.10 contains an XSS vulnerability. Previous versions contain othe|
non-descript vulnerabilities.
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/webmail/: Web based mail package installed.
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E[attacker@arrot]—[~]
$nikto -h www.certifiedhacker.com -Cgidirs all

- Nikto v2.1.6

+ Target IP: 162.241.216.11

+ Target Hostname: www. certifiedhacker.com

+ Target Port: 80

+ Start Time: 2022-03-10 11:41:17 (GMT-5)

+ Server: nginx/1.19.10

+ The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect againi
st some forms of XSS

+ Uncommon header 'host-header' found, with contents: c2hhcmVkLmJsdwVob3NOLmNvbQ==

+ Uncommon header 'x-server-cache' found, with contents: true

+ Uncommon header 'x-proxy-cache' found, with contents: HIT

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content
of the site in a different fashion to the MIME type

+ Server banner has changed from 'nginx/1.19.10' to 'Apache' which may suggest a WAF, load balancer o
r proxy is in place

+ /certifiedhacker.zip: Potentially interesting archive/cert file found.

+ Allowed HTTP Methods: GET, POST, OPTIONS, HEAD
"
v
"

-

ERROR: Error limit (20) reached for host, giving up. Last error:
Scan terminated: © error(s) and 8 item(s) reported on remote host
End Time: 2022-03-10 11:45:35 (GMT-5) (258 seconds)

+ 1 host(s) tested
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[attacker@parrot]-[~/Desktop]
r—- $nikto -h www.certifiedhacker.com -o Nikto_Scan Results -F txt

- Nikto v2.1.6

+ Target IP: 162.241.216.11

+ Target Hostname: www . certifiedhacker.com

+ Target Port: 80

+ Start Time: 2022-03-10 11:56:09 (GMT-5)

+ Server: nginx/1.19.10

+ The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect again
st some forms of XSS

+ Uncommon header 'x-proxy-cache' found, with contents: HIT

+ Uncommon header 'host-header' found, with contents: c2hhcmVkLmJsdWVob3NOLmNvbQ==

+ Uncommon header 'x-server-cache' found, with contents: true

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content
of the site in a different fashion to the MIME type

+ Server banner has changed from 'nginx/1.19.10' to 'Apache' which may suggest a WAF, load balancer o
r proxy is in place I

+ /certifiedhacker.zin: Potentiallv interestina archive/cert file found.

-
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