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With the amount of technology being produced to date, many companies are taking pride for innovation rather than the security of the products sent out to users. The type of devices discussed in this report are part of a large range of Smart Devices. The most popular Smart Device on the market at present are devices that help automate an everyday household, an example of this is Amazon Alexa. These types of devices use microphones that are always listening and they listen for voice commands to be spoken in order to control the home. The aim of this project is to make users fully aware the issues these devices face, while the goal of the implementation is essentially find out how easy it could be for someone to gain full control of a device.   

Making home users aware of the issues with Smart Technology is very important, as it needs to be made clear that there is no security with Smart Devices and they can be so easily accessed. Users also need to be made aware what an attacker is in fact capable of and how damaging these attacks can be to everyday life, for example, microphone and video streaming. 

Further reading into this report, there are a number of points linking throughout to security and potential methods that businesses could incorporate into their devices, for example, frameworks and firewall port solutions. To complete the implementation, a simulation of an attack has been made using a RAT (Remote Access Trojan). This type of attack is a common type of attack that is attempted everyday with use of drive-by downloads on websites and other means like malicious emails usually disguised as a genuine email and attachment. With this attack, it will prove how easy it is to gain full control over a user’s system. 
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Chapter 1 – aIMS & OBJECTIVES
1.1 Introduction

The title of this project is “Securing Home Networks, Utilizing Smart Technology”. This project will mainly be a research project, with little implementation to test the smart devices for insecurities. As the number of smart devices rise over the next few years, it is inevitable that security will need to become more complex, because the number of attackers will rise. “Huawei forecasts 100 billion IoT connections by 2025” [1], with many different predictions with little time, it is clear to see that with these numbers, there will be a need for advanced security measures on smart devices.
The task at hand is to research and possible adapt a security framework for smart home users to use, to ensure their home is fully secured when using smart technology. The reason this is being done is as previously mentioned, with the rise of technology, devices will need stronger security. Network attacks are mostly due to one or multiply attackers, and home networks are attacked every day, because of the security flaws with IoT devices, attackers basically have a free gateway into your network. There are many methods attackers could use to get into your network, either by directly connecting with the smart device, or through other methods such as phishing, password cracking, malware and many more methods. By directly connecting with a smart device, it opens up an attacker not just to data, but also opens up to the possibility of physical attacks. For instance, an attacker could get a hold of holiday dates from a calendar that is stored by Amazon Alexa or Google Home. Obtaining dates for when the home will be empty is a gift to any burglar.
For this to be achieved, IoT companies need to become aware of the real need for security and the damage attackers can cause to a single household, without this knowledge, smart homes are not secure and will never be until it is made apparent.
1.2 Aim

The main aim of this project is to identify solutions to secure a typical home, that uses smart technology throughout. 
1.3 Objectives

The objectives for this project are to:
· To research and identify different types of smart technology devices and to understand what security these devices have.
· To research known major security issues and attacks that have been made around the world on different types of IoT networks. 

· To understand the process of a cyber security hack before implementing an attack through virtual machines.

· Implement KaliLinux’s Metasploitable to gain full control over a Windows 10 Machine, by implementing a RAT (Remote Access Trojan).
· Researching a secure and reliable framework for the typical household that uses default ISP networking devices, informing unexperienced people on how to secure their home.
1.4 Structure Of The Project

This project is going to be split into roughly three parts. The first part being the research and theoretical side of the project. The second being the implementation part of the project. The third and final part of the project being the framework, a detailed report based on the findings from the implementation.  The project report will be split up into six chapters:
Chapter One covers the overall detail of the project, with an overview of the aims and objects throughout the project time.
Chapter Two concentrates on the research and review of literature.

Chapter Three covers research methodology and design used throughout the major project period. 

Chapter Four will be the section where implementation will be discussed. How and what will be done to achieve a result.

Chapter Five will summarize the overall project and outline any recommendations for further research beyond this project. 
Chapter 2 – RESEARCH & REVIEW OF LITERATURE
2.1  Introduction

In this chapter, the aim is to research and compare previous work/inventions published by online books, physical books, white papers and reputable business/websites. Comparing with what is planned for this project, it will become clear on security methods for which have already been tried, tested and implemented. Another thing that will be looked at in the following chapter, is a short comparison of possible software which could be an alternative or an addition within this project. 
2.2 Overview
There are many papers, guides etc, based on how to secure a basic home network. But there are limited resources on how to secure a smart home network. Security of devices is becoming very important to everyday living, there is not just one method to securing a home network, for example different ISP’s (internet service providers) will use different methods to their competitors. Taking the best features from different methods, expanding on them and utilizing them through smart technology, smart device companies will have a framework to work with, on how to make the device secure. There are many companies out there that have tried this, one company that has implemented their own method purely for smart devices is Trend Micro Inc. As smart technology is very unsecure, it should not be an issue to find flaws in the devices security. “Data gathered from Trend Micro Smart Home Network™ logs shows that between 10 percent and 20 percent of homes already have compromised devices.” [2] 
According to Trend Micro Inc, some of these insecurities are as simple as keeping default passwords or setting a weak password on the router. Victims who visit dangerous websites with malicious downloads, even malicious downloads through email. These are all possible entry points for an attack to take advantage of. Trend Micro Inc offer their own Smart Home Network (SHN), which provides security, protecting all connected devices from cyber-attacks.
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Fig 1. Showing the functionality of Trend Micro’s Smart Home Network (SHN). [3]
Despite Trend Micro solution for home security being available it is also very expensive for the average home user, and with the rise of devices every year, the need for security will also need to keep up with the innovation, because of devices also getting more advanced with more vulnerabilities being introduced there will be more methods for attackers to exploit. It is predicted by Cisco that by 2020 there will be around 50 billion connected devices, with around 7 devices per person.
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Fig 2. Showing the rise in IoT from 2003 to 2020. [4]
2.3 Background of IoT (INTERNET OF THINGS)

The Internet of Things, is defined as many intelligent devices on one network, that are used to either gather information life sensors, or help and aid a user like the most common smart devices, Amazon Alexa. Most smart technology works alongside WSN (Wireless Sensor Networks), there are a few devices like Phillips Hue for example, that not only have the light controller, they also have motion detectors that are wireless sensors for which work with the lighting system. “The main purpose of WSN is to serve as an interface to the real world, providing physical information such as temperature, light, radiation, etc. to a computer system.” [5] This system being Philips Hue. The big difference when comparing these types of wireless sensors, is that smart technology sensors are used to detect and react to a situation, where other known sensors are primarily for reading and analysing data.

IoT has surprisingly been around for longer than imaginable, the first ever IoT device was in fact a toaster [6] that was unveiled at a conference in 1989. Devices like smart phones and tablets were not the first, and in recent more and more devices are coming onto the market. Soon it is believed that every modern home will run such systems daily as part of everyday life. Devices are becoming far more advanced, for example imagine a fridge that can tell its owner when its out of milk, even to the point of predicting the date you will run out of milk from data it collects and analyses. “This is what the GSMA refers to as the “Connected Life”. [7]
2.4 IoT Security
Due to smart technologies rise in the recent years, IoT security should be highly prioritized. It is clear that smart technology has so many benefits, but sadly the security is not being set as a priority over its innovation. An example of how severe an attack can be, is when an attack was made to different parts of Ukraine’s power grid, this is what can happen when connected systems are exploited. From that example given by the department of homeland security, it cannot be seen why “IoT security is now a matter of homeland security”.[8]
It is very important to know that, “Most IoT devices are “closed.” Customers can’t add security software after devices ship from the factory. Often, such tampering voids the warranty.” [9] For the average user it is also quite complicated to get into the devices operating system (OS), just to be able to add further security features. This is why these devices need to be secure by design, adapting advanced security features from the beginning. Examples could be added encryption, intrusion prevention, authentication and following the CIA (Confidentiality, integrity and availability) Triangle. 
There are many intrusion detection systems out there, for physical attacks as well as the logical attacks. These systems help prevent attacks by detecting suspicious activity, these software package are set into two categories, signature-based intrusion detection and anomaly detection systems. [10] In relation to signature-based intrusion detection systems, most attackers that try to get into any system are picked up by the intrusion detection system, via a signature of the intruder. It does this by matching known signatures that previous attackers have left through previous attacks. 

Anomaly intrusion detection systems set profiles for the user, based off their behaviour on the system. The normal profile it creates is then constantly compared, as a method to detect any unusual activity. “This approach is based upon the use of user, system or network profiles of normal behaviour, and searches for significant deviations from these profiles to detect security related problems.” [11]
SNORT, is one example from many of an advanced intrusion detection system, though this system uses rule-based methods. For example, rules are stored that are grouped in categories, SNORT reads these rules that are stored on the system and then attaches these rules to all the data it has captured. This system not only adapts by making new rules but also comes with pre-built in rules, it also allows for modification and deletion of any rules at will. 
2.4.1 Stages of an Attack

To understand how an attacker approaches any situation, the National Cyber Security Centre have created an attack model, demonstrated in Fig 3. This is how most attackers go about successfully breaching a company, with 4 simple stages.
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Fig 3. Showing the stages of a cyber-attack.[12]
Survey – This is the stage where an attacker would do research on the target, which could result in revealing possibly vulnerabilities that could be exploited. 
Delivery – After finding the vulnerability to exploit, this is the stage where said attacker would prepare the attack, for example giving out an infected USB stick, or sending a malicious email. 
Breach – There is where an attacker will implement the prepared attack of the known vulnerability. 
Affect – This is where they could achieve whatever they desire and nature of the attack, for example the attacker could be simply messing about or trying to cause potential harm.
2.4.2 Smart Device Attacks
There are many types of attacks that happen every day, scaling from small attacks in households to large attacks that can affect the world intensively. In September of 2016, a Fisher-Price smart toy teddy bear was released, naturally being a smart device, an attack was attempted on one. “Fisher-Price toy had several security flaws that would allow a hacker to steal a child’s name, birthdate and gender, along with other data.” [13] Some of these smart toys that are made are also fitted with cameras, as a method for the parents to keep a keen eye on their children, this could in fact be a worrying scenario that could potentially causes all sorts of trauma to a family.
On October 21st 2016 a large-scale attack was made in the United States of America, also known as the 10/21 attack. This attack was a series of DDoS (Distributed Denial of Service) attacks that targeted DNS (Domain Name System) operated systems made by a company called Dyn. This caused many internet services to become unavailable to its users and clients, “including Twitter, Pinterest, Reddit, GitHub, Etsy, Tumblr, Spotify, PayPal, Verizon, Comcast, and the PlayStation network.” [14] The cause of this incident was because the attackers infected a large number of unsecure devices with malicious code. The botnet made from this malicious code was used to control these devices, managing to create a large amount of false data that eventually took the system down. The devices that made this attack possible were simply home routers and surveillance cameras, for which all had the default passwords in use. In further news in October 2017, a new Botnet was spotted called IoT Reaper, “the new malware no longer depends on cracking weak passwords; instead, it exploits vulnerabilities in various IoT devices and enslaves them into a botnet network.” [15] This attack is currently infecting a large number of manufactures routers and cameras, like Netgear, Linksys and Goahead, while infecting 10,000 new devices every day.
Another large-scale attack was conducted on January 26th 2015, an attack called “Attack on Anthem” [16] was caused by a group called Black Vine, they used custom developed malware, zero-day exploits and attack-owned infrastructure which caused 78 million patient records to be exposed. 

2.4.3 Security Requirements 
Despite all companies having to follow the Data Protection Act of 1998 [17], all companies that decide to create a smart product should follow simple requirements when creating built in security based around big data. The first thing that should be taking into consideration is the CIA Triangle. Integrating Confidentiality, Integrity and Availability into all smart devices should be at the highest priority in opinion. Following these three basics to security any manufacturer should be able to make a solid platform for which devices should be secured from day zero. 
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Fig 4. Showing the basics of the CIA Triangle. [18]
Confidentiality [19] – The most import feature of the Triangle. With data being high available. Confidentiality of the information should be the up most importance to any business integrating smart technology. As smart technology generates a lot of data based around the user’s needs, even to the point of capturing data the user gives the device. For example, Amazon Alexa stores banking details for online shopping on Amazon, as well as other sensitive information. 

Integrity [20] – This is the promise that all manufactures that hold any data holds the value that it was stored with. For example, any information stored on Amazon Alexa, must be given back to the user with no modifications. 
Availability [21] – Availability in all forms, making sure all data that is held on a user can be available to its user when requested. The data centres that store the information must promise their customers that all data will be available when needed, sometimes this is not possible, as it is a fact that all data centres do experience some form of down time, but it is not significantly noticeable, which means a company should not have a problem with 24/7 availability.
Privacy should be another factor taken as a priority when creating any smart device, privacy in today’s world is a very important thing for its users. Most smart devices are recording in some form 24/7, from constantly listening to constantly watching devices, like home assistants and cameras. Putting in security protocols that stop attackers from listening or watching into someone’s everyday life should be highly prioritized, as an example, an attacker could easily capture a conversation from Amazon Alexa, resulting in possible details being leaked about its user. E.g. bank details, medical information, and other personal information that could be used for the attacker to take advantage of the user, either via blackmail or impersonation and identify theft.
“In (Zia et al., 2006), the authors defined four security goals in sensor networks which are Confidentiality, Integrity, Authentication and Availability.” [22] After discussing, Confidentiality, Integrity and Availability, Authentication is believed to be the last requirement that any business should issue to their devices. Authentication based packets that are sent from a node, claiming to be from that node, rather than pretending to be from another node. Basically, making sure that the packet is from a reliable source. For example, in simple terms of logging a user in, making sure that the user is who they say they are via usernames, passwords, biometrics etc. 
2.4.4 Basic Practises of Securing a Home Network

When it comes to securing the network as a whole, if done correctly it can be a lot simpler and more secure than most people think. “Don’t be a victim. Cyber criminals may leverage your home network to gain access to personal, private, and confidential information.” [23]
There are many methods that could potentially help secure a smart home without having to do anything major overhauling to the home network. For instance, the first thing that should be done to any default router is change the name and password to the network. For added security to the router and all devices on the network, network encryption can also be added in most router settings. Location, location, location. This could be the simplest yet forgotten technique to securing your home from the outside, just by placing the home router in the middle of the home, this eliminates the risk of the wireless signal stretching to far from the home that could be attacked and accessed. Keeping the routers software up to date is also a very important thing, just like any Windows machine, Microsoft make sure any vulnerabilities are patched as soon as it has been made aware of.

Some more advanced techniques follow the idea, where making a network that uses all static IP (Internet Protocol) addresses is more secure than having a home network that uses DHCP (Dynamic Host Configuration Protocol). Buying an extra firewall, routers have firewalls build in, and these firewalls do their job very well, but by buying a hardware version will add an extra layer of security that might be needed. 
There are many anti-virus companies that have been working on advanced routers that home users can implement in their home at ease, these companies have sorted all the typical security issues that preside today, compared to basic ISP (Internet Service Provider) routers. An example of this is Norton Core [24]. Norton Core is a high performance, smart method of defending a home network from attackers, it does this by doing deep packet inspections and intrusion detection, while learning the present and future vulnerabilities that could put a home at risk. 
2.4.5 Possible Outcomes Once Attacked

Depending on the type of attack, will always depend on the outcome that a company or house hold could suffer from. For example, economic issues will always be the most popular outcome after an attack. This is because any down time resulting in the attack, will most likely cause the company to complete freeze production until the problem is attended to and fixed. “In denial of service attack customers cannot get the services so it makes loss to the organization in a very short period of time.” [25] After an attack, this could even leave the businesses reputation damaged, also resulting in future financial issues.  Other outcomes could be as simple as lose of customer data or leaked business information like employee records, which could result in the business receiving a bad reputation, losing customers resulting in the down fall and possible closure of a company. This is why it is of the up most importance that even bigger infrastructures like business should secure themselves from all possibilities, especially when implementing smart devices.
2.5 Related work

2.5.1 Security Frameworks 

There are many security frameworks available for use, the best in opinion is a framework created by Cisco, see fig 5. Comparing Cisco’s complex and well thought out framework to other frameworks such as NIST’s own framework, see fig 6. Cisco’s own framework should be the prioirtised as an industry standard by all businesses, to achieve a succesful security system without running the risks of errors in their framework. Not only should there be a frame work for security but the frameworks them selves must be made secure from threats. “A framework must be secured inside and out from illegal penetration.” [26]
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Fig 5. Cisco’s own Security Framework. [27]
The reason the Cisco framework is superior to any other out there is because it is aimed to availability at all times, allowing for business continuity. Implementing such a framework to any smart device security system would make the security on these devices far more complex for any attacker to exploit. This is because, it also seems to be the only framework available that includes an evolving system that learns and tracks new security threats.
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Fig 6. NIST’s own Security Framework, which is a basic standard to many other Security Framework Models that exist. [28]
2.5.2 Common Cyber Attacks

There are so many different attacks out there, and new vulnerabilities are being found and methods of attacking being made every day. “The impact (and therefore the harm) on your business will depend on the opportunities you present to an attacker (in terms of the vulnerabilities within your systems), the capabilities of the attackers to exploit them, and ultimately their motivation for attacking you.” [12] After knowing the vulnerabilities and the capabilities in the system there are two methods that an attacker can employ for the task. Depending on the type of job the attack is doing, will depend on what method the attack will use. 

The first being “Commodity capability”. This means the attacker will not need a tool specifically for the job, rather than what is called off the shelf software, which is openly available to the public, for example in this project Kali Linux is going to be used, which is an open resource software that houses many other viable resources that an attacker could use. The other term is “Bespoke capability”, this means the attacker will need a more advanced piece of software that can be used for more specific jobs, usually these tools are customs made and would require more of a specialist view to hacking. The method that will be used in this project will be a commodity capability, because of the use of widely available hacking software provided by Kali Linux, one of these packages being Metasploitable.
2.5.3 Security Threats on the OSI model
After reading “Securing Smart Home: Technology, Security Challenges, and Security Requirements” [29]. It is clear to see that many attacks are made on the OSI model itself. It has been learnt that most of the attacks are being made around the data-link level, from ACK attacks to what is called a KillerBee attack. As an example, a KillerBee attack is a framework attacker use, which provides tools for exploiting the most common vulnerabilities in 802.15.4/ZigBee networks. 802.15.4 [30] is an IEEE standard, which is used for low-rate wireless personal area networks (LR-WPANs). The other standard that is also exploited in the data-link layer is the 802.11 [31] standard by IEEE, which is the WLAN (wireless local area network). These two standards are the two main standards that any smart home implement for a successfully set-up home using WIFI.
2.5.4 Securing IoT (Internet of Things) Devices
The main reason for any device being attack is that most IoT devices will open an inbound port when sending any type of data. This is a big risk to any home network because this means an attacker can exploit the inbound port as it is always open. “Any device on the Internet with an open inbound port will be attacked. It’s a matter of when, not if.” [32] It has been learnt, to fix this all smart devices should make only outbound connections, this is because outbound connections are not as vulnerable to any type of attack that the inbound connection ports are open to. To fix this problem, the paper in question have discussed a publish/subscribe system that can be used in a home network. An example of a publish/subscribe system are secure and reliable protocols like HTTP 2.0 & WebSocket’s. These protocols allow for devices to communicate without any open ports.
It has been made clear by this white paper, that there are many need requirements that need to be put in place for a successful and secure home network implementing smart devices. But it is believed that some of these requirements are not possibly for typical home networks, due to how complicated they could be to manage for the typical user.
2.5.5 Present Attacks in IoT

A website called eSecurity Planet [33] have listed and predicted the top attacks and data breaches of 2018, there are many types of attacks that are currently being done by attackers around the world, in 2018 the types of attacks being done are getting more and more sophisticated, they are evolving with the innovation of technology. In opinion the two most dangerous attacks out of the list in 2018 are an IoT Botnet and Ransomware Plagues. 
Just like any Botnet, these can be used in clusters who undergo massive DDoS attacks to any system, using it on an IoT based service like a smart city infrastructure could cause catastrophic results to the city. For example, street lights not working, road crossing lights not working, security camera disabled and so on. In the future more cities, and most likely every home will be fully IoT based.

A major example of a ransomware attack was that in May 2017. A ransomware called WannaCry was set out to attack hospitals corrupting important files, and the attacker was demanding $300 in bitcoin as ransom to each individual infected. This is strong example of a ransomware attack that was implemented on not only one system but multiply at the same time essentially making this scenario a Ransomware Plague. The attack was made possibly because the attacker exploited EternalBlue, “a vulnerability which Microsoft patched in a security bulletin in March 2017.” [34]
2.5.6 RAT (Remote Access Trojans)

In relation to the implementation of this project, a RAT is a Remote Administration Trojan, a Trojan is typically a file that appears to be normal but holds malicious content. A RAT is a method where an attacker can take administrative control of a victim’s computer from a remote location. “Any computer with an Internet connection, TCP/IP or on a Local Area Network (LAN) can be remotely administered.” [35]
The administrative controls could be for example anything from uploading or downloading or even executing the malicious files, powering on or off systems, registry management, keylogging and even stream from devices like cameras or microphones. There are two types of connections when it comes to implementing a RAT, Reverse and Direct connections. In this projects implementation a reverse connection will take place for the sole benefit that there will be no problem with a router blocking the incoming traffic.  
2.5.7 Conclusion - Related Work 
To conclude, after discussing a selection of important topics in the related work section. It has been made clear of the recent threats to the security systems of today, though through much research found a security framework that seems to have a very a viably use in this project. Each part of this section has been relevant, because it shows what is needed to have a successful security system with Cisco’s framework, as well as making apparent what threats to possibly test in the future. By researching these related topics, it has also made clear to what would need to be done to most smart devices for further advanced security, to make most devices more secure, companies would need to adapt a publish/subscribe [36] system for all smart technology, unfortunately there does not seem to be any evidence that this has been a successful attempt.
Chapter 3 – RESEARCH METHODOLOGY
2.6 Introduction
In this chapter of the final project report, the overall view of the research design used for this project will be discussed in detail, from the philosophy, approaches, strategies, data collection methods even to the research methodologies used throughout the entire project. Research is in fact a very important part to any project, without it is hard to recognise the works validity. This method not only helps to increase personal knowledge but it does it in a systematic way, a methodical way, a fixed way. This method ensures that all work produced, should be produced to the highest level possible. Throughout this report, secondary [37] data has been produced, by researching and reading through other individuals findings and reports. The only primary [38] source of information that this project will produce is in the final part of implementation.
2.7  Research Methodologies
There are many widely used method of research, but the main one is called The Research Onion, see Fig 7. It provides systematic steps, in which can be followed to achieve what is needed from a project. By going through each step in the Onion it will help acknowledge what is really needed in order to complete the project successfully, for example is the approach to the project deductive or inductive? Depending on those two options, will result in what sort of approach is taken towards the project’s completion. Depending on the type of project, will depend on the different options that are taken resulting in different steps for its completion. 
By looking at Fig 8. A simpler example of The Research Onion has been produced in a data flow diagram format, for the purpose of this project. Further into this character it will be shown the steps that have been taken in order to complete the project successfully.  
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Fig 7. The Research Onion. [39]
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Fig 8. Research Overview. [40]
3.1.1 Research Process

The process of which the research in this project will be done is through an inductive process [41], also known as the building theory. Where data will be collected through a serious of different mediums, for example books, whitepapers, articles and other credited sources. Usually in this scenario data would be collected through interviews or surveys, but because this is in fact an experimental project there is no need to do this type of research.

Once the data is collected through the desired medium, it will then be analysed for the project to relate. In this method of research, it allows for most information based around the project to be highly reliable and valid. Through the large number of resources available to research, the inductive method provides validity and reliability to the paper and its content. 
In this project, not only is data collected via resources, data will also be collected through the implementation stage of the project, where penetration tests on a network will be conducted, data will then be produced which can then possibly be analysed for further evaluation, even though data will be produced, the data will not be measurable data rather than data that can be used to further the project. 
3.1.2 Research Philosophy

Most of the time, any research that has been made through an inductive method will mostly provide the use of qualitative data, rather than quantitative data. In this project, the philosophy will be qualitative, this is because there will not be any measurable data that can be analysed, only data collected that can be used to further advance the project. The only data to be collected through this project is the background information and research of the project, while also collecting information based around the implementation stage, for example the penetration tests may not be successful and why? If they are successful, what do the results of the tests mean?
3.1.3 Research Methodologies
It is believed that after the research philosophies, the methodology of how the data will be collected is through experimentation. With an experimentation project, data that is researched will automatically stop here as there is no further research to be made only progress from the data collected on the subject. This is because, as previously mentioned there is no data to be collected which can be analysed, only data collected to help further the project.  
3.1.4 Data Collection

Table 1: Data Collection Methods
	Component
	Research Approach

	RESEARCH AND REVIEW OF LITERATURE 
Chapter 2
	Archival Research – Based on information and research that has already been archived through books, journals and white papers.

Action Research – Using the research to gain knowledge in the field, to advance the project.

	DESIGN AND IMPLEMENTATOIN 
Chapter 4
	Action Research – Reflecting upon findings in Literature review and using the data to complete the implementation.
Simulated Research [42] – All results will be found through a simulated environment.


Throughout this project there are many methods of data collection, which depends on the type of research that is being done. As seen in table 1, there are many research designs like, archival, action and simulated. 

Archival aims at a systematic evaluation, meaning it uses results and facts that have been concluded by other researchers from past events and experiments. Through an archival approach this allows most data collected to be authentic and as well as the integrity of it to be accurate. In this report archival research was done to find all the information in the literature review, which then lead to action research. 
Action designs allow for a on the spot procedures once the information has been collected and analysed, “It is quite possible to take action without research or to do research without taking action, but the unique combination of the two is what distinguishes action research from other forms of enquiry.” [43] The data collected allowed for more knowledge for the simulation of the project. Simulated designs are very similar to experimental research designs, but simulations provide a very similar and realistic environment that allows for any outcome with no major ethical risks that comes with hacking. As action research is a combination of research and action/implementation, as well as being part of the chapter 2 and 4. It allowed for further knowledge that was gained during chapter 2 background literature, which could then be applied in the simulation/experiment.
With this project being an experimental project, data is primarily collected after the experiment is finish, this can be either successful results or failed results. Because experiments are aimed at a specific event, they are usually considered to be about causes and effects that the experiment could potentially lead to.

Due to the type of experiment project this is, there is not much data that is to be collected as it is more based on what the outcome is, either being a failure to gain full control, or a success. If the project had multiple failures then there would be more results to measure, which would help trouble shoot the issue to have a successful attack. The main data that was collected in this project was that collected in the literature review. The data gathered throughout the literature review was as expected, and by using research from reliable sources the data is accurate.
3.1.5 Risk Analysis

Throughout this project, there were not many risks that could have caused the project to fail, the only risks that could have been an issue would have been hardware and time management. For example, in relation to Fig 9, the severity of hardware failures in this project could have been 4, but with backup computer systems this was put down to a 2. However, the likelihood of this happening is 4. Resulting in the hardware issues for this project to be medium in the matrix.
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Fig 9. Showing the Risk Analysis Matrix. [44] The matrix is a very handy tool that can help control the rate of risks, helping the user understand the severity of the risk before tackling the problem. By understanding it previous to any task, it will help said user prioritise any task, as those with a high risk should be priority which would save time in the future, if a high-risk task is left till late then the risk of the task failing becomes even higher. 
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Fig 10. Showing examples of risks involved in this project. 

3.1.6 Conclusion

After much research into the chapter, it was found that there were many models that could be followed and implemented in order to do correct research for the project, for example in fig 7, the research onion. Rather than following a much-used research design, chosen was a simpler design seen as fig 8. It allowed for a simpler understanding of each section in relation to the project, while still keeping the practical aspects of such designs made for research methods. By following the design in fig 8, it has been made clear that this project is inductive, while gaining qualitative data and an experiment. By use of the matrix in fig 9. It helped created a risk analysis matrix that could be used for this project, see fig 10. By doing this, it allowed for clear prioritisation of tasks, by adding personal commitments it helped realise that certain parts of the project should come first, because the personal commitments could have potentially ruined the project entirely, by bringing the project to a complete halt. 
Chapter 4 – DESIGN & PRE-IMPLEMENTATION
4.1 Introduction

In this section of the report, everything in relation to what was done in advance to make the implementation run will be discussed. Oracle Box was used to simulate a hacking technique that is widely used and implemented around the world for attackers to gain information that could drastically affect home life. Before being able do any implementation, Oracle Box had to be set up with a Linux and a Windows machine. Setting up the Windows machine as the victim, and Linux as the attacker. After the important settings were configured in Oracle Box, the experiment was able to progress by installing the ISO images of each operating system, finally leading to the hack in 4.3 Testing and Analysis Chapter.
4.2 Design 
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To be able to achieve a successful experiment, the project had to be taken into VMware, the virtual machine software used was Oracle box as seen in Fig 11, there are two virtual machines setup, one the victim (Windows) and one as the attacker (Kali Linux). 
Fig 11. Oracle Box set up with Windows and Kali Linux ISO Image. An ISO disc essentially a perfect representation of a complete software package. 
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Fig 12. Showing the setup of Kali Linux Network Adapter 1. 
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Fig 13. Showing the set up for Kali Linux Motherboard settings.
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Fig 14. Just like fig 13. This shows the Windows Motherboard settings for the Windows machine. To get this to work, the chipset had to be set to ICH9 (Intel), this allows for compatibility with the system the simulation was achieved on. Ram had to be set to 2gb as anything lower the virtual machines were crashing.
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Fig 15. Just like fig 12. This shows the Adapter settings for the Windows machine, by selecting bridged adapter, this creates a bridged network between the Linux and Windows machine. Bridging these machines allows the two-separate machine to connect together as if they were on one network.  
4.3 Testing and analysis
As part of the implementation for this project, a version of Linux had to be used called Kali Linux. In Kali Linux an open source software called Metasploitable was used as a method for hacking and penetrating testing [45] a Windows 10 machine. To do this, Virtual Machines [46] had to be set up for both Windows 10 and Kali Linux [47] using Oracle VM VirtualBox [48]. The goal was to set up a RAT (Remote Access Trojan) on the attackers Linux machine, the RAT being a file that could be used to gain control of the Windows 10 machine. 
The RAT file could be easily delivered to the victim through various methods, the most popular being an email. The file could so easily be disguised a file that most home users would fail to recognise the purpose and integrity of the file that is attached in the email, especially if it is labelled “Employee Questionnaire” and is sent from a similar email to who the victim is employed with. As Metasploitable is a project especially set up for penetrating testing, this was the software that was going to be used, despite it being open source it is still widely used to find Vulnerabilities in systems by cyber security specialists. These specialists use “Vulnerability Assessment and Penetration Testing (VAPT) techniques help them to go looking out security loopholes.” [49]
4.3.1 Setting up Basics in Metasploitable
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Fig 16. Show the first two steps after opening up the MSF Console in Kali Linux. To be able to set the payload [50], firstly the command multi/handler must be entered which allows exploits to be handled outside the Metasploitable framework.  When setting the payload, the second step must be to set the conditions for example; Windows is what is going to be attacked. By typing in meterpreter this will accept options of different types of shell connection, for example in this demonstration reverse TCP [51] is used, which allows for any attack to simply pass through any firewalls without the firewalls blocking the attack. Another type is Direct. Direct relies on the attacker knowing the IP address of the victim before an attack can even be made.
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Fig 17. Typing in “ifconfig” in a second terminal to capture the IP address of the Linux (attacker machine). 

Fig 18. After finding out the IP address of the machine that will perform the attack, the LHOST (Local Host) needs to be set. The reason for setting an LHOST is so when the RAT has been implemented, the reverse payload is able to connect back to the attacking machine. The other type of host is RHOST (Remote Host), this also means that the attacker needs to know the targets IP address.
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Fig 19. Just like the LHOST, there is also a LPORT. Which is the port that is made open by the attack so all information that the attacker wants to capture from the targeted machine can return through the port without being blocked. For this project, by typing “show options” Metasploitable has found which port is open.
Creating the RAT
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Fig 20. The next step is to create the RAT file. The command consists of many short cuts, -p for the payload that was set previously, -f being the type of file (.exe), -e is the type of encoder used (x86/shikata_ga_nai is an encoder included in the Metasploitable framework), and -i which is the number of times to encode the payload (10). 
4.3.2 Moving the RAT to the Victims Machine
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Fig 21. Once the file is successfully created, it can be seen on the desktop of the Linux machine as seen in fig 20. It now needs to be moved on the target machine, this can be done through various methods as previously mentioned before, for example a broadcasted email to all employee’s or even customers. To simulate this in the virtual machine, the mv /root/desktop/questionnaire.exe /mnt/win10/ command was used. Taking the file from the desktop and mounting it on the win10 machine.
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Fig 22. After typing in the win10 mount command, it has not been added to the targets desktop ready to be clicked on.
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4.3.3 Exploiting the Victims System

Fig 23. By typing “exploit”, the attacker’s machine will start to listen for the victim clicking and activating the file.
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Fig 24. Now the victim has activated the file, the attacker’s machine has now captured the targets IP address (192.168.0.50). Once Metasploitable has the targets IP address, it opens the attacker up to many different options.
4.3.4 Retrieving Data from Victims Machine
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Fig 25. Showing a keylogging attack, using the commands keycan_start. After capturing the necessary information needed for the attacker to gain full control of the victim’s machine, a list of options can be shown by typing, “help”. A large selection of attacks will then be listed, from keylogging, to streaming webcams or microphones, even to the point of file management (deleting, uploading and changing files). 
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Fig 21. Showing the process of dumping of information that the keyscan has captured. By using keycan_dump, this allows the attacker to gain any information that has been typed by the victim. For example, passwords for private/billing accounts. Even if the attacker follows the idea of what is a secure password this method will still be able to pick up the symbols, numbers, capitalized and non-capitalized characters used to make a strong and secure password. Given the length of time this keyscan is set to scan for by the attacker, the attacker could potentially run it for days at a time capturing all sorts of information for personal gain or even to harm to the victim through information blackmail.
[image: image29.jpg]X v L —

(efm |

- pslcomsde
- We @xelﬂi\'/mﬂtk‘f /l/\a//ouaf
— Gg——
~ $ek pu (oodh WW{M/ T&AMZ
V‘AQM{N&W/W”%’HV - s Fvovont -
s R (1»2,“5 yau\ a(k 0(&7\"‘5)

Msfueman —¢ wAngous/
mek-erpreter [ revetuse _ bep

- @&M ) ""Qfl/"l H_ﬂ;om‘@j
LHosT= T paddust” [ fock =l

oy I( adolves)
SRR o S N oxe -2 = Bb/shilatn-
_ /\\ gai D >W

I’




Fig 26. Proof that Windows Defender is secure enough as a built-in intrusion detection system, to protect and prevent the victim from the activating the RAT file. Another example of how this could be implemented, is that most malware is implemented by drive-by downloads. “You visit a website, you get infected by a piece of script that triggers a buffer overflow that allows the malware to stealthily install.” [52] The reason Windows Defender was able to pick up this attack was because of the previous updates that Microsoft has done to fix all the vulnerabilities like this, for which can be exploited. Previous versions of Windows will not be able to detect the RAT, and the most common reason for attacker being able to exploit such vulnerabilities, is due to the lack of updates that the victim installs on their computer systems. 
.

4.4 Results 

As previously mentioned in Chapter 3 Research Methodology. There was not much data to be collected from this experiment, unless there were multiple failures with the attack, this would ultimately allow for troubleshooting and would give data to then help to produce a successful experiment. Being the RAT was the only type attack made in this experiment, the results from this one attack stands as proof of concept. That a system can be fully controlled and monitored by any means necessary. The results from this attack could lead to serious scenarios where gaining control of a home computer could result in realistic situations that have already transpired in the past, for example gaining full control over Amazon Alexa, using Wireshark in promiscuous mode [53]. This scenario is highly recommended to implement if the project was to be continued and advanced in the future, which would be a very realistic hacking event of smart technology. Explained further in section 5.2.
Chapter 5 – CONCLUSION AND RECOMMENDATIONS
5.1 Project Conclusion

To conclude, the main aim of this project was to develop a possible solution to secure a typical home. Unfortunately, the idea on how to hack a physical device became complicated and issues arose outside of the project. The main issue with a device, was that Oracle Box would not recognise the webcam as a USB device, for which was originally set up to be hacked. Through video streaming on Metasploitable, this would have proved that attackers are capable of spying and capturing sensitive data by such means after gaining access and full control to the victim’s machine.

To simulate the attacks needed for the project to become a success caused a need to revert to back up plan, which was set in advance. This back up plan was to attack a Windows machine by the use of virtual machines, theoretically simulating an attack of a Wi-Fi connection just like how most smart devices operate. 
By using the necessary research techniques, it was made possibly to understand the Kali Linux environment. It also helped build knowledge and understanding of more advanced systems that could be easily adopted into homes. Despite these advanced systems, the conclusion is that even the basic security systems will help protect a household from simple attacks. If this attack was done on a physical smart device, it is believed that the attack would have been a lot easier as there is no built-in security, which could pick up the attack like in fig 26, because Windows by default has Windows Defender. 
5.2 Recommendations FOR FURTHER Research

After concluding the project, it is clear where there could be areas of improvement for the project, there are also clear areas where the project could advance in the future. If this project was to be done over, the biggest advantage would be to make a clear timetable for the project with redundancies for failures, this would make sure there is room for mistakes and unexpected issues, helping to achieve better results with different techniques. 

There are many examples of different techniques, the first being the use of different software packages, like Wireshark as a method of recording the traffic while the attack was in process. Another package would be SNORT, as an intrusion detection system that allows the victim to protect the home network. Using this while doing the attack would prove that SNORT could have been a good system to have as a method to protect the home network and smart devices from intruders. 
Another recommendation where this project could be advanced for the future is the use of physical devices like webcams, microphones that would produce more accurate results to a home network that has smart devices attached. What also could be taken into consideration is the use of multiple machines rather than using a hypervisor to simulate and result with more accurate and more realistic results. 
Another use of Wireshark, this would be implemented on the Windows machine to capture all other device IP address that could be on the home network, for which the attacker has gained full control over. By putting Wireshark into promiscuous mode, this will allow Wireshark to receive all the traffic on the network. Theoretically if a user on a particular device (smart phone), logs onto a website, which does not use SSL (Secure Socket Layer), potentially finding all credentials a hacker wants, e.g. mobile banking. Due to the lack of security on smart technology, another example as previously mentioned could be Amazon Alexa. As users can connect to websites through Alexa, this could be a method to gain control over the device and listen in to important and private conversations that could also release important credentials such as banking details. 
Chapter 6 – Reflections 
“The aim of this research was to identify solutions to secure a typical home, that uses smart technology throughout.” - I feel that the project highlights many useful solutions that could be implemented to allow for a successful and secure home network. I fully believe I have fore filled every objective that was set before starting the project, below I have discussed each objective and what was achieved.
“To research and identify different types of smart technology devices and to understand what security these devices have.” – I have managed to link devices such like Amazon Alexa as an example for various scenarios throughout the project report. Understanding security for the devices was harder to research and understand, as it seemed that there was not much information around smart devices security, which leads to believe that there is none apart from the home networks security, this being the home routers firewall. Despite the struggle, a solution was found on how to possibly fix the security issue by using the publish/subscribe method. 
“To research known major security issues and attacks that have been made around the world on different types of IoT networks.” – I found a large selection of different attacks from around the world, from small scale to very large scale, I included a lot of examples of large scale attacks as an example of how serious IoT attacks can be. 
“To understand the process of a cyber security hack before implementing an attack through virtual machines.” – Through a lot of research, I managed to find a paper the National Cyber Security Centre, that details the steps an attacker will use for a successful breach. Survey, delivery, breach and affect. After understanding these steps, it was a lot easier for me to attempt the hack on the Windows 10 machine. Unfortunately, for the project purposes, Windows 10 is a very up to date operating system, most patches and updates released include defences against simple and new types of attacks, if this was done in an older operating system, the attacks would have been a lot easier and there would have been so many more vulnerabilities. However, for a realistic scenario, I chose to stick to Windows 10.
“Implement KaliLinux’s Metasploitable to gain full control over a Windows 10 Machine, by implementing a RAT (Remote Access Trojan).” – I ran into a few problems with this objective, as I was not entirely sure on how to do the attack. I found so many resources online, but they were all telling me different things. It seems that there is no correct or incorrect way to get results. By using a lot of the references material based on the implementation, I was able to successful complete the attack of the Windows machine, and fully gain control over it.
“Researching a secure and reliable framework for the typical household that uses default ISP networking devices, informing unexperienced people on how to secure their home.” – The original idea was to make a framework that could be used for home users to follow, as a method of securing their home network. However, after much research, it was found that there were so many frameworks. All very similar apart from a framework created by Cisco. There are many models out there that can be followed to achieved near enough the same end result, but it was believed Cisco’s was superior.
I feel the project went very well considering there were so many obstacles that had to be avoided in my personal life in order for me to complete this project. Because of these obstacles, this caused all project planning to fall apart. See Fig 27 & 28. Once things calmed down, I was able to keep a steady pace to which ultimately resulted me in completing the project to the best of my ability at the time.  Other than planning being my downfall, I believe that there were no other major issues that could have stumped this project. The only other concern I had was the fact there was only one attack made, and as this project is based on smart technology I feel attacking a Windows machine is not in keeping with the project theme. With this though, I believe it shows proof of concept, that a device on a home network can in fact be compromised through simple means by use of open source material.
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The only problem I had with completing the project was that my own home computer would not run oracle box so I used old computer to run oracle box, sadly because of the lack of RAM the process was slow and stressful on the computer.
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Fig 27. Original Gantt chart.
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Fig 28. Revised Gantt chart, due to the complications and other commitments throughout the project timeline. The Gantt chart had to change immensely.
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	No

	Cyflawni unrhyw weithredoedd allai achosi embaras neu effeithio ar hunan-barch 
	Performance of any acts which may cause embarrassment or affect self-esteem
	
	No

	Ymchwilio i gyfranogwyr sy’n ymwneud â gweithgareddau anghyfreithlon 
	Investigation of participants involved in illegal activities
	
	No

	Gweithdrefnau lle defnyddir twyll 
	Procedures that involve deception
	
	No

	Gweini unrhyw sylwedd, cyfrwng neu blasebo 
	Administration of any substance, agent or placebo
	
	No

	Dull arall o gasglu data neu fformat cyflwyno (esboniwch)
	Other method of data collection or presentation format (please explain)


	Yes
	


	  2. 
	Restru eich dull o gasglu data
	List your method of data collection:



	Simulation was the data collection method, with this method there is not much data to be collected as it more proof of concept that the experiment worked.



	3.
	Risg Posibl:

(corfforol, seicolegol, cyfreithiol, cymdeithasol neu economaidd)
	Potential Risk: 

(physical, psychological, legal, social or economic)



	A oes unrhyw risg bosibl i:  
	Is there any potential risk to:
	Ydw / Yes
	Na / No

	A


	Cyfranogwyr?
	Participants?
	
	No

	B


	Ymchwilydd?
	Researcher?
	
	No

	C


	BrifYsgol/Cyfadran?
	University?
	
	No


	4.
	Rheoli Risg: 

Os oes, beth yw'r risg a sut y bydd yn cael ei reoli?
	Management of Risk:

If yes, what is the risk and how will it be managed?



	N/A



	5.
	Os ydych yn delio â phlant a / neu oedolion agored i niwed, rhaid i chi gyflwyno eich tystysgrif DBS i'ch tiwtor goruchwylio i'w cymeradwyo cyn i unrhyw gysylltiad â cyfranogwyr hyn.
	If you are dealing with children and/ or vulnerable adults you must present your DBS certificate to your supervising tutor for approval before any contact with these participants.



	
	Ydw / Yes
	Na / No

	A


	Ydych chi wedi gwneud cais am dystysgrif DBS?
	Have you applied for a DBS certificate?            
	
	No

	B


	A yw eich tiwtor weld a'i gadarnhau eich tystysgrif DBS?
	Has your tutor seen and approved your DBS certificate? 
	
	No


	6.
	A fyddwch yn cael cydsyniad gwybodus ysgrifenedig gan eich cyfranogwyr?
	Will you obtain written informed consent from your participants?

	
	Ydw / Yes
	Na / No

	A


	Os na fyddwch, pam hynny?
	If no, why not?
	
	No

	B


	Os byddwch, sut byddwch yn sicrhau cydsyniad gwybodus?
	If yes, how will you secure informed consent?


	
	N/A

	Rhowch eglurhad / Please explain:



	Cynhwyswch gopi o’r ffurflen gydsynio os ydych yn defnyddio un.
	Please include a copy of the consent form if you are using one.

	
	
	
	
	
	


	ADRAN 4
	SECTION 4  

	CEFNOGWYD /APPROVED
	
	NIS CEFNOGWYD/ 
NOT SUPPORTED
	

	Datganiad

Mae'r wybodaeth a gynhwysir yma yn gywir, hyd eithaf fy ngwybodaeth a’m cred.   Rwyf wedi ceisio dynodi unrhyw risgiau a phroblemau sy’n gysylltiedig â’r prosiect / ymchwil neu gynhyrchiad ac rwyf yn cydnabod f’ymrwymiadau innau a hawliau’r cyfranogwyr. 
	Declaration 

The information contained herein is, to the best of my knowledge and belief, accurate.  I have attempted to identify any risks and issues related to the project/research or production and acknowledge my obligations and the rights of the participants.

	
	

	Llofnodau  
Dylai'r ffurflen hon gael ei chwblhau a'i llofnodi gan y myfyriwr a'r Cydlynydd y prosiect /Twitor 


	Signatures
This form should be completed and signed by the student and the Module tutor/Programme Co-ordinator.

	

	Myfyriwr / Student

	                                                                                 
	Dyddiad: / Date:

	
	
	

	Cydlynydd y prosiect /Twitor 

Project co-ordinator / Tutor

	
	                                                                                                                 Dyddiad: / Date:

	
	
	


8.2 PROJECT LOGS & NOTES
Supervision Forms
[image: image36.jpg]sk Avelyss

Le

Ma‘\}o(‘

[’@“\ Tssues

3

S&(i()uj

uTl\ Wl

VVWWW\, ‘

P&Sﬁf\a\
copmi Hments

2

Sﬁ"‘“@‘cou/tkr

MV\GLU@\(‘I& b [,&
flespurees

l

WO

. PHVV\D \ic
hedunles

i P e TR

S (o) = foron€
H‘U\(\ dovase.

5 &/u(\[y

&M.M\

‘“"‘l"&e{y

Uileely

Ue(\/, ) Ll&egj





[image: image37.jpg]File  Machine Help

@ b

New Settings Discard Start

r' Kali Linux
@ Powered Off

& Windows 10 Machine

'‘To @) Powered Off

> - il -

Machine Tools Global Tools
Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual machine groups on
your computer.
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available tools check the corresponding menu at the right side of the main tool bar
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You can press the F1 key to get instant help, or visit www.virtualbox.org for more
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Details

Tool to observe virtual machine (VM) details. Reflects groups of properties for the currently chosen VM and
allows basic operations on certain properties (like the machine storage devices).

Snapshots

Tool to control virtual machine (VM) snapshots. Reflects snapshots created for the currently selected VM and ﬁ
allows snapshot operations like create, remove, restore (make current) and observe their properties. Allows to
edit snapshot attributes like name and description.
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After Christmas I came back to university but did not complete any more supervised meeting forms, so I created my own “to do list” for the project and checked it off once I completed each section of the report. This to do list did not include any simulation/implementation tasks as this took one day on the 10th of April. This was pinned up on my wall as a reminder I have tasks to do but gave myself the necessary breaks between for other work that needed to be completed.

Notes on Metasploitable Implementation for Attack
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Script Notes for Demonstration Video.






Mono Method





Multi Method





Archival Records





Observations





Documentation





Interviews





Time horizons





Data Collection





Experiment





Survey





Ethnography





Case Study





Action Research





Grounded Theory





Cross sectional





Longitudinal





Research Process





Deductive





Inductive





Research Philosophy





Qualitative Research





Quantitative Research





Research Methodologies
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