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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about the key concepts of information/data security, key characteristics of leadership and management and the importance of the manager’s role in securing an organization assets. Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 

Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions: 
1. List and describe the three communities of interest that engage in an organization’s efforts to solve InfoSec problems. Give two or three examples of who might be in each community. 
2. What is information security? What essential protections must be in place to protect information systems from danger? 
3. What is the importance of the C.I.A. triad? Define each of its components. 
4. Describe the CNSS security model. What are its three dimensions? 
5. What is the definition of “privacy” as it relates to InfoSec? How is this definition different from the everyday definition? Why is this difference significant? 
6. Define the InfoSec processes of identification, authentication, authorization, and accountability. 
7. How has the perception of the hacker changed over recent years? What is the profile of a hacker today? 
8. What is the difference between a skilled hacker and an unskilled hacker, other than skill levels? How does the protection against each differ? 
9. What are the various types of malware? How do worms differ from viruses? Do Trojan horses carry viruses or worms? 
10. What is ransomware? How does an organization protect against it? 
11. What are the various types of force majeure? Which type might be of greatest concern to an organization in Las Vegas? Oklahoma City? Miami? Los Angeles? 
12. How does technological obsolescence constitute a threat to information security? How can an organization protect against it? 
13. Does the intellectual property owned by an organization usually have value? If so, how can attackers threaten that value? 
14. What are the types of password attacks? What can a systems administrator do to protect against them? 
15. What is the difference between a denial-of-service attack and a distributed denial-of-service attack? Which is potentially more dangerous and devastating? Why? 
16. What methods does a social engineering hacker use to gain information about a user’s login ID and password? How would this method differ if it targeted an administrator’s assistant versus a data-entry clerk? 
17. What is management and what is a manager? What roles do managers play as they execute their responsibilities? 
18. How are leadership and management similar? How are they different?
19. What are the characteristics of management based on the method described in the text as the “popular approach” to management? Define each characteristic. 
20. What are the three levels of planning? Define each. List the types of InfoSec plans and planning functions.

Exercises
1. Assume that a security model is needed to protect information used in the class you are taking—say, the information in your course’s learning management system. Use the CNSS model to identify each of the 27 cells needed for complete information protection. Write a brief statement that explains how you would address the components represented in each of the 27 cells. 
2. Consider the information stored in your personal computer. Do you currently have information stored in your computer that is critical to your personal life? If that information became compromised or lost, what effect would it have on you? 
3. Using the Web, research Stuxnet. When was it discovered? What kind of systems does it target? Who created it and what is it used for? 
4. Search the Web for “The Official Phreaker’s Manual.” What information in this manual might help a security administrator to protect a communications system?  
5. The lecture discussed many threats and vulnerabilities to information security. Using the Web, find at least two other sources of information about threats and vulnerabilities. Begin with www.securityfocus.com and use a keyword search on “threats.” 
6. Using the categories of threats mentioned in this lecture and the various attacks described, review several current media sources and identify examples of each threat. 


Quick Quiz 1

1. True or False: Data integrity can be affected by virus infections and data communications errors.

2. What is the name of the process that is used to establish whether or not a user’s identity is legitimate?
A. Availability
B. Accountability
C. Authorization
D. Authentication

3. Which of the following terms can be used to describe trade secrets, copyrights, trademarks, and patents?
A. Quality of service
B. Availability
C. Intellectual property
D. Competitive intelligence

4. A person who has authorization from an organization to test its information systems and network defense is known as which of the following?
A. script kiddie
B. penetration tester
C. professional hacker
D. packet monkey

5. What type of malware actually evolves, changing its size and other external file characteristics to elude detection by antivirus programs?
A. Trojan horse
B. trap door
C. polymorphic threat
D. macro virus


Quick Quiz 2

1. Which is NOT one of the core principles in traditional management theory?
A. Staffing
B. Leading
C. Directing
D. Controlling

2. What is the name for an intermediate point in a planning process, at which progress towards a goal can be measured?
A. Break point
B. Stop point
C. Objective 
D. Directive

3. Which management function is dedicated to the structuring of resources to support the accomplishment of objectives?
A. Organizing
B. Controlling
C. Planning
D. Leading

4. Which of the following involves assessing the likelihood that subordinates will adopt and support a particular solution rather than resist it?
A. Economic Feasibility
B. Technological Feasibility
C. Behavioral Feasibility
D. Operational Feasibility

5. In which of the following policies would you find sets of rules that define acceptable behavior within a specific organizational resource, such as Internet usage?
A. System-Specific Policies
B. Issue-Specific Security Policies
C. Enterprise Information Security Policy
D. Security Awareness Policy
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