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Virtualization
Virtualization is the technology that allows us to create multiple simulated environments or dedicated resources from a single, physical hardware system. 
Virtualization allows us to use physical machine’s full capacity by distributing its capabilities among many users or environments. [1]. Virtual servers, desktops, storage devices and other computing resources are created using virtualization software. This software creates a virtual machine (VM), which behaves identically to a physical machine running software on its own underlying hardware.
Virtualization provides flexibility that physical hardware is unable to offer. A single computer running virtualization hardware can emulate multiple virtual machines simultaneously, each completely independent from the other.

How does the virtualization work?
Special virtualization software is designed to create a virtual computer known as a virtual machine that mimics the operation of a real computer — operating system, applications, and all. The software that creates the virtual machine is known as a hypervisor. A hypervisor can run multiple virtual machines on a single host, each with a different virtual operating system and different applications. [2]
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Benefits of Virtualization.
· Increased cost savings: Virtual servers are far less expensive to operate than physical servers and other hardware resources.
· Better flexibility.
· Improved uptime: While virtual servers do fail, they can be recreated almost instantaneously, with no extra costs attached, resulting in less downtime.
· Ease of migration: In the virtual space, resources can be transferred from one user to another or migrated to another environment with just a few keystrokes.
Challenges of Virtualization:
· Greater complexity.
· Performance issues: The performance of virtual servers is lower than that of software running on local hardware.
· Monitoring difficulties.
· Lack of local control.
· Security questions. [2]

Virtualization Platforms:
VMware - VMware offers multiple different virtualization solutions for different types of needs; many cloud services offer VMware solutions as a service, directly through their platforms.
Microsoft: The company’s Hyper-V software is designed to run as a native hypervisor on the Windows platform. It’s one of the most talked-about virtualization platforms to emerge in recent years and stands as a powerful companion to the Azure service.
Amazon: The Elastic Compute Cloud service is a core platform for launching VMs on a massive scale.
Google: The Google Compute Engine is another popular option for managing large numbers of virtual machines.
Apple: Apple’s Boot Camp and Parallels systems let Mac users run Windows as a VM on Apple hardware. [2]

Virtual Machine
A virtual machine (VM) is a virtual environment that functions as a virtual computer system with its own CPU, memory, network interface, and storage, created on a physical hardware system. [3]
A virtual machine is an application that emulates a whole computer and runs inside your physical computer. Virtual machines are used to dedicate a portion of a host’s resources to a specific task. This machine will run in an isolated environment without any risks of conflicting with the host. If the guest virtual machine crashes, it can be rebooted or recovered without impacting the host. 
A hypervisor is used to dedicate a portion of the physical hardware to the virtual machine, allowing this guest machine to run like any other application on the host    computer. [4]
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Types of Virtual Machines
· System virtual machines: A system VM is an entire operating system that runs on virtual hardware inside a host computer. 
· Process virtual machines: A process VM, or application VM, is an abstraction layer that enables code written in a specific programming language to run on any operating system.

Advantages of Virtual Machines
· Virtual machines are great for splitting physical resources to be used by smaller virtual computers. Instead of having computers with largely unutilized resources, it is possible to distribute the CPU and RAM across multiple virtual computers. When done properly, this can significantly reduce the cost of infrastructure.
· Virtual machines can also be part of server provision programs. Because virtual machines are stored on a hard drive, it is easy to copy them to recreate identical environments over and over.
Disadvantages of Virtual Machines
· The main disadvantage of running virtual machines is the performance cost. A VM is slower than a physical machine because it needs to run a host operating system and a hypervisor in the background. This performance hit is especially true when compared to containers. [4]
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Cloud as a Service (CaaS) is the utilization of cloud computing services consumed and paid for on a subscription or pay-per-use basis. Although the term usually refers to public cloud computing services such as Software-as-a-Service (SaaS), Infrastructure-as-a-Service (IaaS) or Platform-as-a-Service (PaaS).
Platform as a Service (PaaS) is a paradigm for delivering operating systems and associated services over the Internet without downloads or installation. PaaS is sometimes called "cloudware" because it moves resources from privately owned computers into the Internet "cloud."
Platform as a Service (PaaS), also known as cloud platform services, provides a framework to build everything—from simple apps to sophisticated cloud-based enterprise software.
The developers work on the platform to design, run, and manage apps without worrying about the software updates, hardware maintenance, security, storage configuration, data serving, and load balancing. [5]
Characteristics that define PaaS include:
· PaaS tools are accessible by multiple users via the same development application.
· It's highly scalable, which means we can choose resources as per your needs and scale up/down according to the size of the business.
· While the servers, storage, and networking are configured and managed by third-party vendors, the developers are responsible for managing data and applications.
· It offers smooth integration with web services and databases.


PaaS Advantages
· The user don't require extensive system administration knowledge to run and sign-up for the service.
· The user can easily create large, complex applications without downloading the related infrastructure.
· Since PaaS provides a platform with built-in software components, the user don't need to develop an app from the ground up. This cuts down on the time, cost, and amount of code you must write.
· It frees developers from the hassles and complexities of updating and configuring servers, networking, and more. 

PaaS Limitations & Concerns
· The user only get control over what's being built on the platform. 
· Some PaaS solutions might be incompatible with the programming languages and frameworks the user use.
· Unpredictable changes by the vendor can be a severe issue
· Since the PaaS company stores the user sensitive data, it can pose security risks and concerns to your app's users. [5]

Infrastructure as a Service
Infrastructure as a service (IaaS), is a form of cloud computing that allows users to outsource compute, network and storage requests to an external server instead of completing them on their own devices. It also increases the functionality of a computer and enables companies to manage demand without having to invest in and maintain expensive hardware built to cater for the highest estimated amount of traffic which may only occur a couple of times a year upfront.
Advantages of IaaS
· Enhanced security - This is achieved by managing security at all levels from the physical data centers to the infrastructure.
· Back-up and recovery- IaaS provides access to unlimited infrastructure designed for both disaster recovery and information backup allowing you to duplicate content across multiple servers in case one of them fails.
· Affordable- Set up using a pay-as-you-go model where you only pay for the amount you use ensuring there is no extra cost.
· High Performance- With geographically distributed data centers it is possible to increase scale in locations where there is the highest demand.
· Speed- Taking advantage of extra computing power increases its overall speed allowing all processes to happen quickly. [6]

What IaaS is used for.
· Testing and development
· Storage, backup, and recovery
· Web apps and website hosting
· High-performance computing and data analysis

Advantages for the organizations to move to IaaS.
· Better compatibility: Organizations running Oracle Databases or Oracle-packaged applications—such as Oracle EBS, PeopleSoft, and JDEdwards—will typically find better support and cost savings by running these solutions in Oracle Cloud.
· Agility: Organizations that want to quickly meet their use cases may take advantage of features from Azure or AWS Marketplace for the best time-to-value.
· Best-of-breed: Organizations that want to get the best service available may combine solutions from different vendors.
· Costs: Many organizations implement controls to treat IaaS as a utility, implementing picking service on-demand that provides the best costs at runtime and taking advantage of at-cost computing. [7]
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Azure Regions
The Azure datacenters are located around the world in strategic places that best meet the customer demands. These areas are known as Azure regions and are placed at a distance of at least 300miles or 480km from each other in case there is a natural disaster that would affect more than one region at a time. [8]
Azure operates in multiple datacenters around the world. These datacenters are grouped into geographic regions, giving you flexibility in choosing where to build your applications.
Special Azure regions: 
· US Gov Virginia and US Gov Iowa
· China East and China North
· Germany Central and Germany Northeast
Region pairs:
· In the event of a wider Azure outage, one region is prioritized out of every pair to help reduce the time to restore for applications.
· Planned Azure updates are rolled out to paired regions one at a time to minimize downtime and risk of application outage.
· Data continues to reside within the same geography as its pair (except for Brazil South) for tax and law enforcement jurisdiction purposes.
Storage availability:
· Azure Managed Disks: Locally redundant storage (LRS); Replicates your data three times within the region in which you created your storage account.
· Storage account-based disks: Locally redundant storage (LRS); Zone redundant storage (ZRS); Geo-redundant storage (GRS); Read-access geo-redundant storage (RA-GR). [9]

Azure Availability Zones
Availability zones expand the level of control the user must maintain the availability of the applications and data on the VMs. An Availability Zone is a physically separate zone, within an Azure region. There are three Availability Zones per supported Azure region. Each Availability Zone has a distinct power source, network, and cooling.
Azure availability zones depend on Azure virtual machine scale sets. Scale sets provide high availability to user applications, and allow the user to centrally manage, configure, and update many VMs. [10]

Azure Resources Group
A resource group is a container that holds related resources for an Azure solution. The resource group can include all the resources for the solution, or only those resources that you want to manage as a group. The resource group stores metadata about the resources. Therefore, when the user specifies a location for the resource group, the user specifies where that metadata is stored. [11]

1. The case with a very high budget with no cost limit.
I will be choosing to operate with the IaaS and storing the data depending on the Azure Regions and Azure Availability Zones.
I have chosen the first option because the servers are located in strategic places and that meet the customer demand, around the world, and the distance between every datacenter location is far enough to be protected in case of a disaster. Another reason is that Azure Region it gives the flexibility in choosing where to build the application, having three special regions and replicates the data three times when the user create a storage account.
The second option it can be applied for the scenario, as well, the reason been that is expand the level of control for the user, providing a high availability and a central configuration.
2. The case with a medium budget where some loss of services can be to be tolerated under certain circumstances.
In this case I would choose the Azure Availability Zone that gives the user full control of the data and that can generate few mistakes or errors made by the user.
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Difference Between Authentication and Authorization.
In terms of security, authentication is technologies and processes that determine who a user is and that they are who they say they are.
Authentication is the mechanism a user use to verify the identity of visitors to the Web site or Web application. Typically, the user does this by assigning a username and password to a visitor or allowing a visitor to anonymously access public content on the site. [12]
Authorization is the act of granting an authenticated party permission to do something. It specifies what data you're allowed to access and what you can do with that data. 
Authorization is a security mechanism used to determine user/client privileges or access levels related to system resources, including computer programs, files, services, data and application features. [13]

	
	Authentication
	Authorization

	What is it?
	Determines who a user is.
	Determines what resources a user can access.

	When does it happen?
	Happens first, before the user accesses the resource.
	Continually applied to user actions in a system to determine access permissions

	Where does it come from?
	Rooted in identity management credentials, identity verification and liveness proofing.
	Rooted in system access policies defined by roles, attributes, or other user- and data-level criteria.

	What are related technologies?
	Passwords, PINs, biometrics, Identity Access Level (IAL) verification, one-time passwords (OTPs) and tokens, identity federation and Single-Sign On (SSO).
	Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC), token-based authentication (JSON, SAML), OAuth.



Importance of multi-factor authentication (MFA):-

Multi-factor authentication serves as a security control. A security mechanism known as multi-factor authentication confirms a user's identity by requesting various credential like: 
· Fingerprint, facial recognition;
· Security card, mobile phone, iPad;
· PIN number, Passcode;
The user’s single-factor credentials may be stolen as part of an attack, but MFA is made to defend you against such threats. Knowing the password alone won’t give someone access to an account with MFA. [14]
MFA, in connection with the least-privilege permissions, request to create layers within a system adds to its complexity but also its security. Ensuring the users have access to only the data they need vs everything just in case is of key importance.
This means that any user, program, or process should have only the minimum privileges necessary to perform a task. [15]
MFA in connection with network security groups, it refers to security rules that are evaluated and applied based on the five-tuple (source, source port, destination, destination port, and protocol) information). Application security groups enable the user to configure network security as a natural extension of an application's structure, allowing the user to group virtual machines and define network security policies based on those groups.
MFA in connection with Bastion: Bastion connects VMs, the user local computers, and cloud resources without exposing them to public network connections. As a Platform as a Service, it simplifies the process of setting up and administrating bastion hosts or jump boxes in the user cloud environment. Bastion hosts and jump-boxes function similarly: they segregate between one private network or server group and external traffic. [16]
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resources are segmented into smaller channels that can be assigned to resources
and users as needed. This gives administrators more control over resource
allocation on the network.

* Application virtualization: Application virtualization allows software to run on an
operating system for which it was not initially intended. Known as a guest operating
system, this type of software can be used by a user to, for example, run a Linux app
on a Windows computer and use it by simply switching between windows.
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