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Abstract
With the consumerisation of IT, personally owned mobile devices have found their way from the employees' home, into the employees' workplace and on to the corporate network. Securing devices chosen by employees and not IT poses challenges that existing security measures configured by IT may not adequately address. Hyper-fort has chosen to embrace “bring your own device” across their global company, and consequently must take measures to ensure the confidentiality, integrity and availability of their corporate data and resources. To assist in reaching these goals, the following report provides policy and technical recommendations that can be used to secure the devices, the data and the network. A mobile device management solution for centralised management of BYOD devices is recommended and a simulation of the enterprise network is created and discussed, demonstrating secured and restricted access and countermeasures for potential internal and external threats.	Comment by arya sdgh: 
Write abbreviations out in full on first use.	Comment by arya sdgh: 
Write abbreviations out in full on first use.
 
1. Introduction
Bring your own technology (BYOT) or Bring your own device (BYOD) refers to the ever-increasing trend whereby employees and clients are permitted to use personal mobile devices to access corporate networks and resources. Acquired originally for personal use, consumer smartphones, tablets and laptops running operating systems from companies such as Apple, Google or Microsoft have found their way from the employees' home, into the employees' workplace and on to the corporate network. 
Research suggests employee’s familiarity with their own devices may lead to increased productivity and satisfaction [1], however, BYOD also acts as an additional platform from which threats to the enterprise network may originate. Nevertheless, employers have begun to encourage the use of BYOD due to the perceived benefits to the organisation, such as cost savings and the use of hardware and software solutions that are more current than those offered by the company themselves.
As a result, corporate network endpoints extend to hardware, software and physical locations that data controllers may have difficulty in gaining administrative access. Ensuring the confidentiality, integrity and availability of data in these circumstances therefore requires additional measures that standard IT Security policies and infrastructure cannot adequately cater for. 
In the case of Hyper-fort, who are a global company with a large staff and customer base, the implementation of a comprehensive BYOD strategy is essential in order to mitigate the potential risks posed by non-company issued devices connecting to their network. The aim of this report is to specifically identify those risks, assess the technologies that may be used to mitigate those risks and synthesize a comprehensive security policy that limits the threats posed by BYOD on the Hyper-fort network.	Comment by arya sdgh: 
Good overall introduction, however your intro section should also give an overview of the oranisation of your report. i.e. in section 2 the current literature is discussed on BYOT, section 3 moves on to examine various available MDM solutions etc....

2. Related Work
When compared to corporately issued hardware, personally owned mobile devices present several additional security concerns that must be considered if they are to connect to the Hyper-Fort corporate network. The National Institute of Standards and Technology provides guidelines for managing the security of mobile devices in the enterprise [2] and lists some of the major threats as follows:	Comment by arya sdgh: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.	Comment by arya sdgh: 
Literature Review is often the largest piece of any academic work. It is expected that you examine multiple appropriate sources.
· Lack of Physical Security Controls
Mobile devices exist to allow the user to operate the device in any location they deem fit. For some this means the device follows them on a near permanent basis, particularly in the case of smartphones. This mobility inevitably leaves them at increased risk of being lost or stolen and the data held within at increased risk of becoming compromised. Malicious parties could then potentially access the organisations remote resources once access to the device has been gained. 
· Use of Untrusted Mobile Devices
Personally-owned mobile devices running Googles Android operating system or Apples iOS may be subject to rooting or jailbreaking by the device owner. This alters devices at an administrative level and by-passes built in restrictions on security. With full access rights, rogue applications can view, modify or delete data they would not normally have access to. Under these circumstances, malware could inflict maximum damage.
· Use of Untrusted Networks
Personally-owned mobile devices are likely to be used on several different networks that organisational IT has no control over. Much of these may be public or unsecured, meaning data transmitted may be at risk of interception via eavesdropping or a Man-in-the-middle attack.
· Use of Untrusted Applications
Employees will likely install applications on their mobile devices via an official online app store managed by the creator of their operating system. For Android devices, mobile apps can also be sideloaded from unofficial repositories. Unfortunately, some apps will contain malware or will have been created with malicious intent, perhaps to steal sensitive data stored elsewhere on the device. Data on the corporate network and resources is then exposed to these threats when the device is connected to it. 

Other security concerns listed included interaction with other systems, the use of untrusted content and the use of location services.  However, location services may also be beneficial when policy enforcement is dependant on where the device is being operated from (on-site or off-site). 
3. Problem Formulation
Traditionally, IT departments could easily enforce technical controls to eliminate and reduce risks to corporate entities that may emanate from devices owned and configured by the organisation. For example, group policies may be applied to a domain joined Windows device that ensure it receives the latest operating system and antivirus updates, or that data residing on the device is encrypted and only accessible by users who have been authenticated and authorised to do so. Employees are unable to reconfigure the device and compliance with usage policies while operating them increases as a result.
In contrast, a consequence of BYOD is the potential enablement of end users to connect consumer hardware and software to enterprise networks and data without any of the aforementioned security measures being enforced. Without intervention, IT departments are unable to manage and mitigate the security risks posed by such devices and applications. Malware, malicious users, Unpatched operating systems, physical loss of the device, data loss and data breaches are just some of the scenarios that need to be addressed if a successful BYOD strategy is to be implemented.
Having considered the previous factors, in order to manage BYOD at Hyper-fort the technological solutions required will need to perform 3 main tasks:
1. Securing and enforcing security policy on the devices connecting to the Hyper-fort network.
2. Securing data stored on BYOD devices and data transiting to and from the devices.
3. Securing Hyper-forts network infrastructure. 

4. Design and Implementation
4.1 Permitted Devices and Users
Personal mobile devices permitted to connect to the Hyper-fort network should be limited to smartphones, tablets and laptops running either Apple iOS or macOS, Google Android or Microsoft Windows, providing they are capable of meeting security requirements specified by the organisation, which should be assessed during initial onboarding of the device. 	Comment by arya sdgh: 
You should justify your recommendation by referring to appropriate literature.
4.2 Securing and enforcing security policy on the device
In order to manage the security configuration of BYOD devices a Mobile Device Management (MDM) software solution should be implemented. This will enable all mobile devices across hyper-forts company sites across the world to be centrally managed. When a new device is granted access to the network for the first time after meeting network access control requirements, a hosted MDM server will install an MDM client application on the device. An encrypted MDM “container” will be created on the device that segregates corporate data and applications from personal data and applications. The MDM client will then provide the following functions that will enforce aspects of Hyper-forts security policy on the device:
· Restriction of access to device hardware -  
· Access to removable storage when corporate data is being processed should be prevented. Depending on location within the campus, the camera, mobile data and wireless interfaces could also be disabled to prevent data breaches occurring.
· Restriction of access to software – 
· Unauthorised applications should be prevented from interacting with data originating from the secure MDM container on the device. Cloud backup services should be blocked from automatically uploading sensitive data stored in the container.
· Enforcement of passcode and complexity requirements, auto-lock period 
· To authenticate the user, all devices should be secured with a complex password that is required at the time the device is powered on. Devices should auto-lock after a 2-minute period of inactivity. Credential sharing must be prohibited.
· Encryption of corporate data stored on the device – 
· Unauthorised access by users or applications should be prevented via encryption using strong cryptographic algorithms.
· Enforce authentication before allowing access to corporate apps and data – 
· Multifactor authentication should be required prior to execution of installed corporate apps.
· Malware detection and removal, detection of rooted and jailbroken devices –
· Detection and removal of threats can be performed via the MDM client using integrated antimalware capabilities. 
· Devices that have been rooted or jailbroken should not be permitted for use on any part of the hyper-fort network and should be blocked from access.
· Mobile application management – 
· Approved applications should be deployed and maintained by Hyper-fort. An application whitelist should permit the use of only those applications made available via a corporate app-store, accessible from the device. The applications available for each user should be dependent on their job role within the organisation.
· Applications should be “sandboxed”. Sandboxing “wraps” an application prior to execution and will prevent the application accessing data outside of its sandbox. Additionally, applications outside of the sandbox will be unable to interact with the application within it.
· Software updates and application patching –
· When possible, software patches and updates should be distributed to fix vulnerabilities as they become known.
· Remote wiping or locking of the device – 
· If a device is lost or stolen, an MDM administrator can issue a remote command to either lock or wipe the device, depending on circumstances of the loss. A remote lock command can be sent to prevent access until the correct credentials are entered. If the device is reported stolen, the entire device may be wiped erasing personal and corporate data which may benefit both the company and the owner. Otherwise, the corporate container portion of the device may be wiped leaving the personal data intact. This procedure can also be performed when an employee leaves the organisation.

The suggested software solution chosen to perform mobile device management at Hyper-fort is MobileIron [3], which offers support for all mobile operating systems. MobileIron can be utilised as a “software as a service” (SaaS) cloud solution meaning no physical hardware needs to be deployed on site at Hyper-forts data centre, reducing set up and maintenance costs and in keeping with Hyper-forts existing majority SaaS setup. Automated device setup can automatically configure Hyper-forts connectivity settings for wireless and VPN access, deploy enterprise apps via an enterprise Appstore and configure device specific restrictions as detailed previously, preventing non-compliant devices from accessing corporate resources. MobileIron can also leverage the existing Active Directory identity store for authentication purposes, using digital certificates to secure access to enterprise services on the device such as email, Wi-Fi and VPN. Should an employee leave the organisation the corresponding identity certificate can be deleted through MobileIron and access can be revoked. MobileIron can also integrate with a network access control solution, described in more detail in the following section.	Comment by arya sdgh: 
Why are you suggesting this? Have you considered any other solutions?

4.3 Securing data stored on the devices and data transiting to and from the devices.
4.3.1 Stored Data Encryption
In addition to securing the device itself, data stored on the devices at Hyper-fort must be protected from unauthorised access and potential loss. Data exists in one of three states – at rest (stored), in motion (transmitted) and in use. In each state, built in encryption technologies of the device and those applied by MobileIron can be used to protect the confidentiality of the data. 
For stored data, device level encryption can be enforced via requirement of a device passcode to authenticate the user. As part of MobileIron’s containerisation solution, virtual disk encryption along with file-based encryption can secure enterprise apps and data, allowing access when domain credentials are supplied for authentication. Additionally, Data Loss Prevention measures built in to MobileIron can block cut/copy/paste functions to prevent data sharing with apps outside of the secure container, such as email.
4.3.2 Network Traffic Encryption
Employees enrolled in Hyper-forts BYOD program will connect to the network wirelessly. As previously stated, unless the wireless network is secured, data flowing through it can be intercepted. All wireless access points at Hyper-fort should be configured with WPA2-Enterprise level authentication and encryption. This combines WPA2 security with the advanced encryption standard (AES) to protect data in motion between the device and the access points. Enrolled BYOD devices connecting from remote locations should not be permitted access to the enterprise network if insecure protocols such as WEP have been utilised on the originating network.
To connect securely from home or other private networks via the internet a Virtual Private Network should be used. Data transmitted between the employees device across the internet to Hyper-fort should be encapsulated and encrypted using Internet Protocol Security (IPSec) which authenticates and encrypts IP packets, effectively securing communications between the computers and devices [4]. Application-level traffic encryption using Transport Layer Security should also be implemented for apps that use Hypertext Transfer Protocol for communication, providing secure access to Hyper-forts cloud-based services. 

4.4 Securing the Network Infrastructure
4.4.1 Network Access Control
Network access control (NAC) sets the rules by which connections to a network are governed [4]. It is recommended to Combine NAC and mobile device management (MDM) to enforce policies in a BYOD environment [5]. A NAC solution at Hyper-fort can integrate with the wireless infrastructure to verify the integrity of devices and check for compliance as they connect. For example, NAC can check for the presence of an installed and up to date antivirus and that an MDM client is present, before the device is allowed to connect to the internal network. Once devices and users have been identified, pre-determined policies based on role (staff, client, guest) should control their access to the network. For example, some staff members who are involved with Hyper-forts online social presence can be permitted to access social media while connected, while the remaining staff will not. Also, depending on role, NAC will permit and restrict access to network resources and place devices on an appropriate pre-configured logical area of the network, known as a Virtual Lan (VLAN), discussed next.

4.4.2 Network Segmentation
BYOD traffic should be isolated from core servers by implementation of Virtual Local Area Networks (VLAN). Port based VLANs configured on network switches at Hyper-fort can segment the network resulting in employees being able to access only the servers and services they require to perform their duties. To determine the appropriate network segment that the BYOD is permitted to access, the AD group membership of the user, applied device policies and device security posture can be used.





5. Simulation of the Hyper-for Network
Below is diagram of the proposed implementation to be used at Hyper-fort:
[image: ]
5.1 Assumptions 
1. Active Directory is configured and used for identity and digital certificate management. 
2. An existing firewall has been configured to protect the internal network.
3. Access control lists have been setup on layer 3 switches and routers to filter traffic based on its type. 
4. An off-site cloud-based service has been implemented for data backup purposes.
5. An extranet has been configured in the DMZ to allow secure data sharing between Hyper-fort and other organisations it may be collaborating with.
5.2 Types of User
Hyper-forts existing Active Directory configuration in conjunction with a RADIUS server will allow users to initially authenticate to the wireless network via with their existing domain account username and password and subsequently via a digital certificate installed on the device. 
In order to apply appropriate levels of access, BYOD users permitted to utilise the Hyper-fort network can be categorised into 3 main roles, as follows:
1. Staff – Staff users are employees of Hyper-fort and depending on role can access all systems and resources either on premise or cloud based.
2. Client – Clients are customers of Hyper-fort and may be granted access to some network resources but restricted from others, for example core servers and production data.
3. Guest – Guest users do not have permission to access the internal network and will be provided with internet access only.

5.3 Wireless Networks
At Hyper-forts offices users will authenticate to the wireless network via one of 3 different SSID’s depending on their role and device type. Bandwidth policies will limit network speed and traffic types on each network. The Wi-Fi network names and configuration will be as follows:
SSID “Hyper_fort”
This is the production wireless network for company owned devices. Manual connection to this network when using company issued hardware is not required due to automatic configuration deployed via group policy. Devices on this network can access all resources on the internal network and will be placed on VLAN 10, segmented from any other traffic on the network.  This SSID is hidden by default.
SSID “Hyper_fort_byod”
This is the wireless network for authorised staff personally owned devices. Users must initially authenticate to this SSID using their existing active directory username and password. NAC will assess the security posture of the device and check for the presence of an MDM agent before authorising further access to the network. NAC will also automatically assign the device to VLAN 20, dependent upon their role within the organisation, linked to AD group membership (staff, client, admin). Certificate installation via MDM will authenticate future connections. If an agent is not present remediation options will be presented to the user. 
SSID “Guest”
Sponsored access, for customers. Guest users will be provided authentication details upon request while on site at any of Hyper-forts offices. Internet only access will be provided. Guest network traffic will be segmented from the internal network via VLAN 30 and routed directly to the DMZ.

5.4 Securing network hardware
Physical access to the server room and core network infrastructure will be secured via an RFID reader on each door. Permitted staff will use an RFID card to gain entry.
For routers and switches, passwords and secret have been configured and encrypted. All unused ports, including SSH and telnet have been disabled. Centralised log collection has been implemented and port security configured to prevent unauthorised hardware connecting to managed ports.

Conclusion
It can be seen that an effective BYOD implementation requires the integration of multiple different systems and technologies, underpinned by strong security policies to govern the use of personal devices connecting to the network. For more granular control, it appears a network access control solution should be used in addition to MDM to manage users, devices and operating systems appearing on the network. As MDM systems mature it may be of benefit to consider other offerings that combine both functions in one system. In future, the introduction of a wireless intrusion prevention system (WIPS) should be a prioritised to detect and mitigate threats emanating via the radio spectrum, such as a rogue access point.	Comment by arya sdgh: 
Conclusion could be improved by expansion and not just summarizing the work.
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