
Networks and Cyber Security Essentials
Secure the Network from Common Threats and Attacks













Jake Fearn
2112668@student.uwtsd.ac.uk

Table of Contents


Abstract	3
Introduction	4
1. Possible Security Breaches	4
2.  A Review on different types of threats, vulnerabilities and attacks	6
3. How security could be implemented in Bruce's network infrastructure	9
4. Guideline	12
Conclusion	13
References	14






[bookmark: _Toc]Abstract

The following report details the information I have composed to illustrate the importance of Cyber Security from a business perspective. The scenario detailed a mid-sized business, “Batman Textiles”, which needed recommendations of an appropriate solution to potential security breaches in their network. 
Throughout my investigation and analysis, it became evident there are many potential routes for a cyber-criminal or hacker to pursue if Batman Textiles was their target. This report outlines the possible security breaches of the current network setup. It provides advice on threats, vulnerabilities and attack types to help protect the business. 
As the scenario is fairly complex there are many suggestions within the report which will improve cyber security. Therefore, there is not one proposed solution but rather a plethora, including though not limited to implementing secret passwords, remote access passwords, encrypting log files, and a DHCP server to enable monitoring of Wi-Fi connections.
While it may be difficult to pinpoint the cause of the recent breach, this report includes steps on recovering data and restoring the PC in question. Other advice suggested will assist in preventing future breaches.
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Following a consistent increase in data breaches over recent years with a significant increase in threats such as phishing and ransomware,[footnoteRef:1] the aim of this report is to analyse the scenario (Batman Textiles) and potential security breaches. In doing so, this report will subsequently recommend reasonable and appropriate solutions tailored to the scenario. [1:  Verizon, "2021 Data Breach Investigations Report" [Online] 2021. Available: https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/] 
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Possible Security Breach 1 – Access available from Open Network devices
Reason – In the scenario, it was stated the business offers complimentary Wi-Fi to all customers, using the same network to run his business applications. It is very poor practice to leave an unencrypted Wi-Fi hotspot broadcasting from your business network. This creates a clear vulnerability within the infrastructure. There are several different potential types of attack that could occur as a result of open public Wi-Fi including Packet sniffing / Eavesdropping. When this occurs, the hacker can intercept any information being passed through the network.[footnoteRef:2] While public Wi-Fi may be essential for businesses, I suggest it is provided via a separate connection to the business network while utilising another SSID and WPA-2 security methods. This will immediately close the vulnerability within the network. [2:  Federal Trade Commission, Consumer Information, "How To Safely Use Public Wi-Fi Networks," [Online] May 2021. Available: https://www.consumer.ftc.gov/articles/how-safely-use-public-wi-fi-networks] 


Possible Security Breach 2 – Disgruntled employees
Reason – In the scenario, it was stated there are users with access to different systems depending on job title. It is noted a senior member of staff left the company on bad terms. It is possible the disgruntled employee may have maliciously compromised one or more of the workstations. This could include systems or servers within Batman Textiles’ network. It is important to investigate this before any accusations are made. This threat is not limited to a single employee, it could be any employee who has accidentally infected the system or has a different grievance with the company.

Possible Security Breach 3 - Phishing Attack 
Reason – It is possible the compromised network is a result of a phishing attack. Users can receive fraudulent communications from what they believe is a reputable source.[footnoteRef:3] This is very common in cyber security. This type of attack is used to steal information like financial data, access to systems or install malware on end devices. It is possible an employee has accidentally clicked a link from a phishing email attack. It is essential staff are made aware of their best action when receiving unexpected emails. [3:  National Cyber Security Centre, "Phishing attacks: defending your organisation," [Online] Feb 5 2018. Available: https://www.ncsc.gov.uk/guidance/phishing] 


Possible Security Breach 4 – Vulnerable systems 
Reason – If operating systems are out of date or unpatched it could be leaving potential backdoors open to hackers.[footnoteRef:4] If there are any systems with legacy versions of Microsoft Windows, these should be upgraded immediately as they are obsolete and particularly vulnerable to exploits. It is not only operating systems that need to be patched / updated regularly. It is equally important systems such as antivirus products are regularly updated to download the latest virus databases. This prepares your systems for the newest types of attacks. [4:  D. Winder, "Are old operating systems putting the NHS at risk in 2020?" [Online] Sep 30 2020. Available: https://www.digitalhealth.net/2020/09/are-old-operating-systems-putting-the-nhs-at-risk-in-2020/] 


Possible Security Breach 5 – Unsecure / compromised passwords
Reason – Unsecure passwords can be obtained through interception by eavesdropping methods.[footnoteRef:5] They can also be cracked by 'brute-force'; this means the password is cracked via an automated method, guessing millions of different passwords. The more complex the password, the more difficult it is to crack. The passwords could be guessed or physically stolen if they are written down. They could also be obtained by 'shoulder surfing', a method of observing people entering their passwords in public places. [5:  The Association of Taxation Technicians, "Cyber security: making the most of passwords", [Online]. Available: https://www.att.org.uk/cyber-security-making-most-passwords] 
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1. Threats
Batman Textiles’ IT infrastructure, data and finances could be vulnerable to a range of different cyber security threats. This is defined by the Computer Security Resource Centre as any circumstance 'with the potential to adversely impact organizational operations... via unauthorized access, destruction, disclosure, modification of information, and/or denial of service'.[footnoteRef:6] [6:  Computer Security Resource Centre, "Cyber Threat, Definition," [Online]. Available: https://csrc.nist.gov/glossary/term/cyber_threat] 

This definition and the ramifications of cyber threats emphasise that cyber security is of the upmost importance in the digital world. Threats include but are not limited to:
Malware
Malware is a piece of software designed to cause disruption to computer systems.[footnoteRef:7] Malware can be designed to gain unauthorised access, leak information or remove a user’s access to said systems. Malware includes viruses such as trojan horses which allow backdoor access to systems, enabling unauthorised access to information. [7:  R. Moir, "Defining Malware: FAQ", Microsoft [Online], Jan 4 2009. Available: https://docs.microsoft.com/en-us/previous-versions/tn-archive/dd632948(v=technet.10)?redirectedfrom=MSDN] 

Ransomware
Ransomware is a type of malware where the attacker effectively holds a person or business’ data ransom by encrypting it.[footnoteRef:8] A ransom fee is often asked to be paid in exchange for the return of the data stolen. [8:  United States Government, "Stop Ransomware" [Online]. Available: https://www.cisa.gov/stopransomware] 

Phishing attacks
Phishing attacks can be a significant threat to cyber security. These occur when a user receives communications from what they believe to be a reputable source.[footnoteRef:9] For example, a user could receive an email from their bank requesting they reset their online banking password. The process requires the user to enter the old password. Once this process is complete the attacker has full access to the user’s online banking account. Users should follow the guidelines for their responsibilities when accessing systems within the business, which includes not clicking any suspicious links within emails. [9:  ibid [3]] 


Should Batman Textiles be subject to any of the aforementioned threats it could effectively leave the business unable to operate their computer systems. Data can be stolen, destroyed or held ransom for undisclosed fees. Furthermore, these threats could be used to access the financial accounts of the company, potentially enabling money to be stolen.

2. Vulnerabilities 
Insecure network devices
There may be vulnerable devices installed onto the Batman Textiles network. If routers, switches and end user computers are not secured properly the infrastructure may be susceptible to a cyber-attack. Therefore, it is critical each device is configured with maximum security in mind. For example, routers or switches will need to be configured with security enabled on each port to prevent attackers gaining access by physically connecting to the device. It is also good practice to disable ports that are not in use and secure remote terminal connection methods such as telnet or SSH. Moreover, it is safer to separate and secure public accessed Wi-Fi.
Excessive Access Rights
I believe the attack will present an opportunity to review each user’s access rights. Users should only have permissions to applications and data they require as part of their role. If as suggested a disgruntled employee was responsible for the hack, it would be easier to cause the most damage as a user with full privileges. Not only access to systems but limiting users so they are not admins of their PCs will restrict them from installing any potentially harmful software. If an employee leaves, the account and access rights should be immediately suspended.
Zero Day Exploits
Keeping operating systems and applications up to date ensures network security. Zero-day exploits are slightly different as the vulnerability is exploited before there is a patch released for them. This makes defending against these attacks difficult as they are not discovered until after the security is breached. 


3. Attacks
Distributed Denial of Service (DDoS) Attacks
A DDoS attack is when an attacker tries to make it impossible for normal digital services to be delivered.[footnoteRef:10] They are typically utilised by drowning a server with requests for data, resulting in limited bandwidth and overwhelmed hardware. This can be achieved by limiting access to computers, servers applications or entire networks. [10:  J. Fruhlinger, “DDoS explained: How distributed denial of service attacks are evolving,” CSO [Online], Feb 12 2021. Available: https://www.csoonline.com/article/3222095/ddos-explained-how-denial-of-service-attacks-are-evolving.html] 


Man in the Middle Attack (MitM)
MitM attacks occur when a hacker places themselves in the middle of a two-party transaction.[footnoteRef:11] Placing themselves in-between both parties gives the attacker the ability to eavesdrop in certain situations potentially gives them access to secret information. Public Wi-Fi gives MitM attacks a platform to place themselves between two different users or devices and exploit the situation to their benefit. Using a VPN where public Wi-Fi is accessed can give end users greater security. [11:  M. Elakrat, C. JunG, "Development of field programmable gate array–based encryption module to mitigate man-in-the-middle attack for nuclear power plant data communication network," Nuclear Engineering and Technology, 50(5): 780–787] 

Drive by Download Attack
A Drive by Download attack is where a user unintentionally downloads malicious code onto their computer which leaves them vulnerable to cyber-attack. There is no prompt to download anything, and the user is totally unaware their device is compromised.[footnoteRef:12] These types of attacks take advantage of out-of-date web browsers and operating systems, installing malware such as trojan horses, spyware or ransomware to a system without the user’s knowledge [12:  J. Melnick, "Top 10 Most Common Types of Cyber Attacks," Netwrix Blog [Online], May 18 2021. Available: https://blog.netwrix.com/2018/05/15/top-10-most-common-types-of-cyber-attacks/] 


4. REKT File analysis
A REKTLocker file format attack is a ransomware malware attack that infiltrates systems and encrypts files held on that system.[footnoteRef:13] Once a device has been infiltrated, the files on that system will be changed to a .rekt file format following encryption. It is likely the systems desktop background will change, or a text file will appear containing a ransom note requesting cryptocurrency to release the data. It is highly unlikely paying this ransom will result in the data being decrypted. Our best option is to attempt to restore the system to a previous version or roll back the files to previous versions (Providing Windows backup is active). [13:  T. Meskauskas, "REKTLocker Ransomware," PCRisk [Online], Dec 9 2021. Available: https://www.pcrisk.com/removal-guides/10351-rektlocker-ransomware] 
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During this report I have securely configured each network / computer device to allow Batman Textiles to defend itself. The router and switch have secret passwords, remote access passwords, config files are encrypted, and unused ports are disabled. Console ports have passwords. I configured a wireless LAN controller and 2 access points with 2 different SSID’s named “Staff" and “Public”. Both have WPA2 PSK encryption with different passwords. The public Wi-Fi password is available in the restaurant. A DHCP server will allow us to monitor Wi-Fi connections. We can utilise Mac filtering if required. A firewall device will improve cyber security even further.
My Physical and Logical Topologies of my network guidance are illustrated below:[image: ]
[image: ]

[image: ]
	Device
	IP Address
	Subnet Mask
	Default Gateway

	Router
	192.168.1.1
	255.255.255.0
	N/A

	Switch
	192.168.1.2
	255.255.255.0
	192.168.1.1

	Server0
	192.168.1.3
	255.255.255.0
	192.168.1.1

	Wireless Lan Controller
	192.168.1.4
	255.255.255.0
	192.168.1.1





All other devices assigned IP addresses by the DHCP service on Server0.
My introduction to Packet Tracer certificate can be viewed through the following link:
https://uowtsd-my.sharepoint.com/:b:/g/personal/2112668_student_uwtsd_ac_uk/EatC44mpgk1AqtHGafNpiaMBD04TuTLjvT2HNikKvjem4Q?e=xmqiQt
[image: ]
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I have provided a guideline for Batman Textiles' staff members and customers to responsibly use their digital space. This is illustrated below as a 'Digital Usage Policy'. 

Batman Textiles' Digital Usage Policy
Batman Textiles' employees and customers are expected to use the internet and all devices responsibly. This policy outlines the guidelines which are to be followed.
When accessing digital systems within Batman Textiles you agree to the following policy:
Staff / Public are always responsible for the security of their own data.
It is illegal under the Computer Misuse Act 1990 to access any system or information you are not authorised to do so.[footnoteRef:14] [14:  Computer Misuse Act 1990, section 1] 

The hardware and services provided are the property of Batman Textiles. We reserve the right to monitor user activities of internal systems / computers – this includes sites accessed and files downloaded. The internet should be used for job-related activities including research and education. You may not use the internet for any political causes or activities, religious activities or adult material (Gambling/Pornographic).
Do not download or upload any indecent, offensive or illegal materials. When browsing the internet, you should use reasonable judgement to determine whether a website is potentially dangerous to our cyber security. Tools such as sitechecker.pro may help.
Passwords must be complex and meet the minimum requirements (8 characters, a mixture of upper- and lower-case letters, numbers and a special character). Do not write your password down and keep your password secret – if your password gets revealed, you must change it!
Email communications sent through Batman Textiles email system should never contain any offensive content, chain letters, spam, adverts or any information not relating to official activities. If you receive a suspicious email, delete it and contact IT support. Never click the links on suspicious emails.
Users should not engage in any activities that threaten the security of our computer systems. Users are not authorised to install any applications on company devices including instant messaging software. Systems should not be used to perform illegal activities such as hacking, fraud, copywrite breaches etc. Do not assist any unauthorised users gain access.
Do not send, post or share any negative information which could damage Batman Textiles' reputation, including the company’s products, services, colleagues and customers.
We are all responsible for our cyber security. Any breaches in the policy provided could result in disciplinary action and/or criminal proceedings.
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To conclude, this report has identified the potential threats, vulnerabilities and attacks to Batman Textiles' security network. Once the threats were pinpointed, the report explored how security could be implemented into their network infrastructure to improve their cyber security.  These recommendations include implementing secret and remote access passwords, using a DHCP server to enable monitoring of Wi-Fi connections, and encrypting device log files among other advice.
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