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[bookmark: _Toc56076664]Introduction and Assumptions
Names and addresses of a departments staff members have accidentally been emailed to a member of the public by the departmental manager. The manager has approached me, as someone responsible for Information Governance, and reported the matter. It was done in error when a report downloaded from another system was attached to the email instead of the correct document.
During investigation of the incident it has come to light that the manager has occupational health reports and copies of staff sick notes saved directly onto their computer desktop.
For the purpose of this report there are two assumptions:
· The manager has less than 100 staff reporting to them
· The data downloaded was saved to the local (C drive) desktop
[bookmark: _Toc56076665]Policies and Procedures
The following Cwm Taf Morgannwg University Health Board and NWIS policies and procedures are referenced in these reports:
· Personal Data Breach Management Procedure
· Policy & Procedure for Incident Reporting
· NHS Wales Information Security Policy
· NHS Wales Information Governance policy


[bookmark: _Toc56076666]1. Report for the Head of Information Governance
[bookmark: _Toc56076667]1.1 Datix Incident 01/10/20-1
On 01/10/20 a manager brought to my attention an error they had made, which resulted in their departmental staff’s names and addresses being emailed to a member of the public.
This was done accidentally when a report was attached to an email by mistake, instead of the intended document. Both documents were saved on the managers local hard drive. The report contained data downloaded from another system, that the manager had extracted in order to work more efficiently.
As per the Personal Data Breach Management Procedure, section 6, the data breach was formally reported on the Datix incident reporting system as breach of confidentiality/information security.
[bookmark: _Toc56076668]1.1.1 Additional Issue
In addition to the data breach we discovered that the manager had saved scanned staff sick notes and occupational health reports on the desktop of their PC. These contain sensitive data and this is in violation of the NHS Wales Information Security Policy section 5.2, which states that electronic documents must be stored on a network drive, or protected by encryption, and goes on to state that users must not store information on local drives.
[bookmark: _Toc56076669]1.2 Principles Breached
There are seven key principles defined by the GDPR (General Data Protection Regulations) that all UK organizations are legally obliged to uphold:
Lawfulness, fairness and transparency
Purpose limitation
Data minimization
Accuracy
Storage limitation
Integrity and confidentiality (security)
Accountability
In this case the data already exists in a system, so we do not need to immediately consider the principles referring to collection, accuracy, retention or storage in regard to the sending of the data. However, the saving of documents to the PC hard drive does breach this principle. When data is saved outside of a controlled system we can no longer control its accuracy, ensure it’s security, or ensure it is held no longer than the appropriate amount of time.
The data was sent in error and not for personal or financial gain or with unlawful intent. Therefore the principles breached concern:
Fairness – a persons data must be handled in a way they would reasonably expect.
We would all expect that our confidential data can only be accessed and shared within the limits we have agreed to. In this case an internal system contained information that we would fairly expect to be used only internally and when appropriate.
[bookmark: _Hlk53917557]Integrity and Confidentiality – suitable security measures must be in place to protect the personal data you are holding.
The manager downloaded data from a system in order to complete a task more  efficiently. At the point the data is downloaded without appropriate control of where to and for how long, we lost control of that data. This breaches the storage limitation and security principles.
Accountability – you are responsible for what you do with personal data.
For this mistake to happen so easily we must question whether we have adequate security measures in place.
[bookmark: _Toc56076670]1.3 Organisation Policies Breached
Cwm Taf Morgannwg University Health Board (CTMUHB) are required to comply with the policies and procedures created and managed by the All Wales Information Governance Management Board, who ensure our compliance with the GDPR principles and policies. In addition there are internal policies, such as the Policy and Procedure for Incident Reporting that also require adherence.
The scope of the policy applies to anyone employed by NHS Wales, including contractors, students, volunteers etc. (referred to here under the general term ‘staff’.)
In regard to this incident the NHS Wales Information Governance Policy has not been adhered to in several areas:
4. Role and responsibilities
Managers must ensure that staff are aware of the policy, understand their role in upholding it, and complete the mandatory training every two years.
Staff are responsible for making sure they are familiar with the policy and follow it. 
Had the manager been fully aware of, and compliant with, the above mentioned policy and the NHS Wales Information Security Policy section 5.2, they would not have had data saved on their desktop.
5.1.1 Personal Data
Identifying data lists can include a large number of potential identifiers. 
In this case the name and address is a clear identification of individuals.

5.1.3 Fair and Lawful Processing
The term ‘processing of data’ includes disclosing and sharing of data.
Allowing the data to be sent outside where we cannot control it is neither fair nor lawful.
5.1.4 Individual’s Rights
Individuals have rights in regard to the processing of their personal data and appropriate arrangements should be in place to manage these rights.
As the data has left our control we have not adequately protected the individuals rights.
5.2 Information Security
NHS Wales organizations are required to maintain appropriate confidentiality.
This clearly has not happened in this case. Although the policies are written for the most part to protect patient data, it also extends to all staff data.
6. Training and Awareness
Information Governance is the responsibly of everyone. Mandatory training must be completed at the start of employment, and then every two years.
Are we providing the correct training and ensuring staff remain aware of the policies? The manager has data saved locally, suggesting that they are not aware of the policy or do not appreciate the importance of it.
[bookmark: _Toc56076671]1.4 Avoiding Future Breaches
We cannot stop human errors, but we can endeavour to block them being able to cause breaches. We also need to be mindful that if it is easy to breach policies accidentally, it is even easier to breach them deliberately should someone choose to.
In order to contain an incident in future we could:
· Regularly remind staff of their obligations to ensure policy compliance.
· Ensure staff remain up to date with their mandatory governance training.
· Where possible to do so, block data downloads from systems except where essential.
· Apply an outgoing email policy that requires attachments to have password protection.
· Use an encrypted email system that requires us to send the recipient a password in order to open the mail.
· Scan outgoing mail for PII (personal identifiable information) and block mail that contains such data.
· Force all saved documents to network drives, and stop users saving locally (to a C drive or removable drive) using security policies applied across the network.
[bookmark: _Toc56076672]1.5 Actions required for the staff affected
The majority of people have their name and address details publicly available on the Open Register (previously called the Electoral Roll). If you are registered to vote you will be automatically included in it unless you have opted out. This is one of the few publicly available lists that will contain your address details. In areas such as social media you can choose to retain a degree of privacy.
Those that opt out of inclusion on the open register do so for many reasons. For some just a desire for privacy, but others could potentially be in danger should their details be publicly available.
We cannot know the personal situation of the staff affected, and we cannot know what the recipient may choose to do with the information. We must therefore assume the worst case scenario – that the recipient of the email may make the data public, and that a staff member may therefore be at risk.
All staff affected should be notified as soon as possible so that they can take any action that they may feel is required.
[bookmark: _Toc56076673]1.6 Actions in regard to the manager
The manager has failed to comply with the standards of the health board, and the legal obligations of the GDPR. But due consideration should be given to several factors:
· Have we ensured that the manager is up to date with their mandatory training in governance and security?
· Are our security protocols adequate?
· Was it done with malice or for personal gain?
· How significant was the impact - was it reported to the ICO? 
· The CTM Policy and Procedure for Incident Reporting, section 7, states that emphasis should be on learning and not blame, and that disciplinary action is generally only considered in circumstances such as misconduct, abuse, malpractice or failure to report a serious incident.
In this case the mistake was genuine and the manager notified me immediately. After scoring it using the Personal Data Breach Management Procedure it was deemed not necessary to report it to the ICO. There is nothing to gain from pursuing a case against the manager. I therefore recommend no formal action is taken.
END OF REPORT



[bookmark: _Toc56076674]2. Report for the Executive Board
Report on Datix Incident 01/10/20-1
On 01/10/20 I was notified by a manager that they had accidentally sent a list of their staffs names and addresses to a member of the public via email.
This was done in error when a report was attached to an email in error instead of a leaflet that had been requested. Both documents were saved on the managers local hard drive. The report contained data downloaded from another system, that the manager had extracted in order to work more efficiently.
[bookmark: _Toc56076675]2.1 Organisation Policies Breached
This has breached the NHS Wales Information Governance Policy in several areas:
4. Role and responsibilities
Managers must ensure that staff are aware of the policy, understand their role in upholding it, and complete the mandatory training every two years.
Staff are responsible for making sure they are familiar with the policy and follow it. 
The manager failed to adhere to the policy, and additionally breached the NHS Wales Information Security Policy section 5.2 by saving data locally.
5.1.1 Personal Data
Identifying data lists can include a large number of potential identifiers. 
A list of name and addresses is a clear identification of individuals.

5.1.3 Fair and Lawful Processing
The term ‘processing of data’ includes disclosing and sharing of data.
Although the data has not been ‘processed’ in the way we would normally use the word, disclosing data is classed as processing. Doing so against the limitations agreed with the individual is not fair or lawful.
5.1.4 Individual’s Rights
Individuals have rights in regard to the processing of their personal data and appropriate arrangements should be in place to manage these rights.
We have not adequately protected the individuals rights. The data has left our control and is potentially in the public domain. We have failed to ensure that our processes are adequate to protect the individuals rights.
5.2 Information Security
NHS Wales organizations are required to maintain appropriate confidentiality.
This has not happened in this case. The policies were written predominantly in relation to patient data, but are just as relevant to staff data.
6. Training and Awareness
Information Governance is the responsibly of everyone. Mandatory training must be completed at the start of employment, and then every two years.
We need to look at whether our training is adequate and staff are suitably aware of the policies. The error in sending is a mistake and suggests our systems and processes are not adequate, but the saving of data locally was a deliberate act, although not done maliciously. Why was this manager not aware that this violates policy? Or did they not appreciate the importance? Our staff are a primary source of data breaches and must be suitably educated in this area.
[bookmark: _Toc56076676]2.2 Risk Exposure
In the past we did not have access to digital cameras, scanners or copiers. An incorrectly sent document could be retrieved from the recipient. It’s imperative that we understand that in the digital age any data that leaves our control is potentially out in cyberspace permanently, and assess risks and impacts accordingly.
The areas we need to consider when discussing the risk exposure in this case may differ significantly from a data breach involving patient data. There is a high likelihood that patient data will contain sensitive information about illnesses and treatment, but this data breach contains only names and addresses. 
No special category data has been involved, or any medical, social care, sexual health data. So there is no risk of embarrassment to the individuals.
In terms of breach size, this is small and unlikely to attract media interest. Their interests will be in significant breaches affecting large numbers of people and medical/sensitive/financial data being revealed. This breach affects less than 100 people and reveals only basic identifying information that is available elsewhere in most cases.
There is a risk of a complaint being made, from a staff member or the member of the public. Given the size of breach and data type, and the unlikely potential media interest, a complaint is not likely to cause more than temporary embarrassment. We should be prepared to make a formal apology and discuss how we are improving our processes to avoid it happening again. Importantly, we must start making those improvements as soon as possible.
There is no reason to assume that the member of the public will make the email public, but we need to assume it is possible. An affected staff member may suffer serious consequences should the data be released and we need to ensure their situation is understood and offer support to ensure their safety.
[bookmark: _Toc56076677]2.3 Informing the ICO
We refer to the Personal Data Breach Management Procedure in order to decide whether the ICO (Information Commissioners Office) needs to be informed.
Not all breaches are required to be reported to the ICO, but those that are must be reported within 72 hours of the breach becoming known to us. Failure to report in an appropriate and timely manner can result in fines to the board.
We decide what qualifies as reportable using a severity scoring system, as detailed in the Personal Data Breach Management Procedure. In this case the score is:
Baseline Scale			less than 100 individuals affected			  1
Sensitivity Characteristics	no ‘special category’ data				 -1
 				info readily accessible in public domain		 -1
 				failure to follow safeguards				+1
 				individual placed at risk (unconfirmed but possible)	+1
 									TOTAL SCORE = 1
A score of 1 or less does not have to be reported to the ICO.
END OF REPORT


[bookmark: _Toc56076678]3. Alternative Situation
As we are aware the manager had staff sick notes and occupational health reports saved on their desktop. Had one of those been sent to the member of the public would our actions differ from the above?
Both the sick note and the occupational health report will contain the staff members name and address, and other identifying data such as birth date. Potentially it could contain extremely sensitive information – sexual health, HIV status, social/child care issues, mental health issues etc. 
A revised score using the Personal Data Breach Management Procedure, assuming sensitive data has been revealed:
Baseline Scale			less than 100 individuals affected			  1
Sensitivity Characteristics	detailed info of clinical care				+1
 				child safeguarding matter				+1
 				failure to follow safeguards				+1
 				individual suffers embarrassment/distress		+1
 									TOTAL SCORE = 5
This score makes assumptions about data revealed – it could be higher or lower. The lowest it could be is 2:
Baseline Scale			less than 100 individuals affected			  1
Sensitivity Characteristics	failure to follow safeguards				+1
 									TOTAL SCORE = 2
A score of 2 or more triggers the process to make a formal report to the ICO.
In these cases it is likely that the staff member will make a formal complaint.
If it is one persons data it is unlikely that the media would be interested – but that does depend on whether any special data is involved that may be of public interest. 
[bookmark: _Toc56076679]4. Governance Committee – Discussion Notes
There are several possible options that could minimise the potential for a repeat of these types of breaches:
Block users from saving data locally (to their ‘C’ drive) and force saving to a network drive instead. By default this could be set to save to the users private folder, which only they can access. Whilst this does not stop the potential of a wrong attachment, it would keep the data private from other staff, and ensure compliance with the Information Security Policy Section 5.2. In a thin client environments this is easier to manage, so where possible staff should be using thin clients (such as Citrix) rather than PCs or laptops.
Where staff are using personal devices for remote access they must use CAG (Citrix Access Gateway) to access our network. Data accessed this way can only be seen via the Citrix session. It cannot be downloaded to a user device.
Where staff are using CTM devices for remote access they can use CAG, or VPN. VPN will allow access to network drives but block the saving of data to the device C drive, or an external drive. In addition the device will be encrypted and password protected.
Review whether the systems can block data downloads. Where possible use the blocking facility to stop data potentially falling outside of our control. We must remain mindful of the storage limitation and security principles.
Use email security controls to force all outgoing attachments to have password protection. If no password has been applied, block the email from sending. This won’t stop the wrong document from being sent, but at least it is unlikely that a wrong recipient could open it.
Apply an email filter that looks for PII (personal identifiable information) and blocks anything it perceives as containing such data. A name alone is rarely enough to identify an individual, but with one more piece of information such as postcode, staff/patient number, gender, race, geographical area, religion, criminal record, age, health condition etc. identification is potentially possible. If an email is blocked in error by the system there will be processes in place to release it and allow it to pass through.
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