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[bookmark: _Toc235793691]Task 1: Research Report

1.1 Hypervisor Research
There are two main types of hypervisors used to run virtual machines. A Type 1 hypervisor installs directly onto a computer's hardware, with no underlying operating system such as Windows — it runs independently and communicates straight with the physical resources (Bahri, 2025). This is the approach typically used by large organisations for server infrastructure, since removing the extra OS layer makes it faster and more secure. A Type 2 hypervisor, by contrast, does not require dedicated server hardware. Instead, a standard operating system is installed first, and the hypervisor then runs on top of it as an application — this was the approach used in this project, with Oracle VirtualBox running on top of a Windows host. Because Type 2 hypervisors rely on an underlying OS, they are generally slower and less secure than Type 1, which is why large enterprises tend not to favour this approach for production servers.
I believe a Type 2 hypervisor was the only realistic option for this project, since the aim was simply to understand how the components work and connect together, rather than needing high performance or strong security. I installed VirtualBox (a Type 2 hypervisor) on my main laptop, as I needed both the Windows Server 2022 and Debian virtual machines to run simultaneously on the same device, without having access to dedicated server hardware for a Type 1 installation.	
	
1.2 IP Addressing Research
Data travels across networks by being broken into small chunks called packets. Your computer's operating system and router use your device's IP address as a unique return address, while using the destination IP address to map out the most efficient route across the global internet.
Data stays within one switch when devices share the same IP subnet and communicate via MAC addresses. Data requires a router when devices are on different subnets, requiring the switch to forward the traffic to the default gateway.
An IPv4 address is a 32-bit number written as four decimal values separated by periods (dotted-decimal notation). Each section, called an octet, ranges from \(0\) to \(255\). A classic example of a private IPv4 address (like those used on internal VMs) is 172.16.1.1 (Turanyi, 2003)
Compared to the familiar numeric format of IPv4, an IPv6 address is much longer, uses both numbers and letters, and is separated by colons instead of periods.
I used a /30 for the B-DC to L-CD link because only 2 devices needed to be connected, so it fit perfectly. For the LAN, I used a /24 instead, because even though only 2 devices are currently connected, it leaves plenty of space to connect more devices in the future.
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Figure 1: NOSSLONDON2026 as-built topology diagram, illustrating the IP addressing scheme (172.16.1.0/24, 172.16.2.0/24, and the 10.0.0.0/30 point-to-point link) configured and tested by Yevhen Lytko across B-DC, L-CD, ClientS1, and ClientL1.

1.3 Routing Research
Manual static routing is necessary for the network admin to specify each route individually, unlike dynamic routing which permits routers to share information autonomously between them to find the best path. Static routing makes the most sense because a single, permanent link requires no automatic adjustments or discovery.
1.4 Network Services Research

A Virtual Private Network (VPN) builds a safe, encrypted tunnel over the public internet to hide your data, mask your real IP address, and securely link separate devices or networks together. Implementing a site-to-site VPN links the Birmingham and London offices into a single secure network over the public internet. Key benefits include strong data encryption, seamless resource sharing, and significant cost savings compared to dedicated physical lines.
DHCP - automatically assigns IP addresses and network settings like subnet masks and DNS servers to devices.
AD DS: Active Directory Domain Services (AD DS) acts as the centralized digital directory and security authority for a network, managing identity information, user authentication, and resource organization. For a domain controller like B-DC in the BIRMINGHAM.ACCA domain, its job is to act as the single source of truth for the entire local site.
Certificate Authorities: A Certificate Authority (CA) acts as a trusted third-party organization that verifies website identities, issues digital certificates, and prevents impersonation. A public CA like Let's Encrypt cannot issue a certificate for a purely private, internal-only address, since it cannot perform domain validation for private network spaces. By running its own internal CA, an organization gains full control over which internal devices and servers are trusted, which fits naturally with a domain-joined network like BIRMINGHAM.ACCA.

[bookmark: _Toc235793692]Task 2: Technical Documentation
2.1 Hypervisor Choice Justification
Continuing to use VirtualBox for future coursework makes it easier to keep building on familiar territory — remaining within one program allows for ongoing learning and experimentation without the added complexity of switching to unfamiliar tools. This familiarity supports confidently managing new configurations and services as the topology grows into Coursework 2. The tools within VirtualBox are also easy to understand and use. I was able to take snapshots before attempting anything risky that could break the progress I had already made, which also allowed me to add new configurations and continue building on the setup with confidence.
2.2 Download and Setup Evidence




     
2.2.1 Download 
All software used in this deployment was downloaded exclusively from official, legitimate sources, in line with best practice for building a secure and trustworthy network environment. Oracle VirtualBox, the hypervisor selected for this project, was downloaded directly from Oracle's official website to ensure the installer was genuine and free from unofficial modifications. Windows Server 2022 was obtained as an evaluation image from Microsoft's official Evaluation Center, providing a fully licensed trial version suitable for testing and coursework purposes. Debian was downloaded as a netinst image from the official Debian project website, chosen specifically for its minimal footprint and suitability for a command-line-only server role. Windows 10, used for ClientS1, was downloaded via Microsoft's official Media Creation Tool, ensuring the installation media matched the latest supported release directly from the vendor.

[image: ]
Figure: Oracle VirtualBox downloaded from the official VirtualBox website.
[image: ]
Figure: Windows Server 2022 evaluation image downloaded from Microsoft's official Evaluation Center.
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Figure: Debian netinst ISO downloaded from the official Debian project website.
[image: ]Figure: Windows 10 ISO created via Microsoft's official Media Creation Tool, used for ClientS1.
2.2.2Network Deployment Setu[image: ]Figure: B-DC — Region settings confirmed as United Kingdom, with regional format set to English (United States).
[image: ]
Figure: B-DC — Windows display language confirmed as English (United States), per brief requirements.

[image: ]
Figure: B-DC — Windows Server 2022 installation type selection screen.
[image: ]
Figure: L-CD — confirmed CLI-only login with no desktop environment, matching the brief's requirement for the Debian server.[image: ][image: ]
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2.3 Configure IP Addressing
The IP addresses used throughout this deployment (172.16.1.1, 172.16.2.1, 172.16.1.10, 172.16.2.10, and the 10.0.0.0/30 point-to-point link) were taken directly from the topology provided in the brief, rather than designing a custom VLSM scheme. This allowed time and effort to be focused on successfully deploying, configuring, and testing the network itself. 
[image: ]
Figure: B-DC — Server Manager dashboard confirming static IP 172.16.1.1 on the Birmingham LAN interface.

[image: ]
Figure: B-DC — VirtualBox Adapter 2 settings, confirming Internal Network 'BHAM-LDN-LINK'.
[image: ]
Figure: B-DC — ipconfig output showing both configured interfaces  (172.16.1.1and10.0.0.1). 


[image: ]
Figure: L-CD — VirtualBox Adapter 2 settings, matching Internal Network 'BHAM-LDN-LINK' to enable the point-to-point link with B-DC.
[image: ]
Figure: L-CD — /etc/network/interfaces final static configuration, showing 172.16.2.1/24 and 10.0.0.2/30.


[image: ]
Figure: L-CD — ip a output confirming both interfaces correctly and cleanly assigned.


[image: ]
Figure: B-DC — ipconfig confirming 10.0.0.1/30 correctly applied on the point-to-point link to L-CD.
[image: ]Figure: ClientS1 — ipconfig confirming static IP configuration (172.16.1.10/24, gateway 172.16.1.1).
[image: ]
Figure: ClientL1 — Ip a output confirming static IP configuration (172.16.2.10/24).
2.4 Test and Troubleshoot
2.4.1 Connectivity Tests
Outcome 1:
[image: ]
Figure: Successful ping from ClientS1 (172.16.1.10) to B-DC (172.16.1.1), confirming connectivity within the Birmingham LAN .







Outcome 1:
[image: ] 
Figure: Successful ping from ClientL1 (172.16.2.10) to L-CD (172.16.2.1), confirming connectivity within the London LAN


Outcome 2:

[image: ]
Figure: Failed ping from L-CD (172.16.2.1) attempting to reach B-DC's LAN address (172.16.1.1), confirming no routing exists between the Birmingham and London LANs 
[bookmark: _Toc235793693]Task 3: Personal and Technical Reflection
3.1.1 Technical Reflection
I was trying to ping B-DC and L-CD, and it failed even though the IPs were correct. I was genuinely surprised and tried to understand what issue was causing the ping not to work. I started by checking the adapter configurations, and that's where I found that the adapters on both virtual machines weren't configured in the correct way. I changed the adapter from Host-only to Internal Network, which resolved the issue and allowed the connection to work.
3.1.2 Personal Reflection
In my opinion, I was very motivated and focused hard on something difficult, so much so that I managed to miss a problem with the adapter — it wasn't a difficult thing to fix, but I spent a long and difficult time trying to find it. The lesson I learned after finding and fixing the adapter issue is that when studying in the IT sphere, the most important skill you're supposed to have is carefulness.
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# This file describes the network interfaces available on your system
¢ and how to activate them. For more information, see interfaces(s).

source /etc/netuork/interfaces. d/x

# The loopback netuork interface
auto lo
iface lo inet loophack

auto enpas3

iface enpos3 inet static
address 172.16.2.1
netmask 255.255.255.0

auto enpase

iface enpos inet static
address 10.0.0.2

netmask 255.255.255.252
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localadmin@ClientL:~$ ping -c 4 172.16.2.1

PING 172.16.2.1 (172.16.2.1) 56(84) bytes of data.

64 bytes from 172.16.2.1: icmp seq=1 tt1=64 time=2.84 ms
64 bytes from 172.16.2.1: icmp seq=2 tt1=64 time=0.602 ms
64 bytes from 172.16.2.1: icmp seq=3 ttl1=64 time=0.721 ms
64 bytes from 172.16.2.1: icmp seq=4 tt1=64 time=0.636 ms

--- 172.16.2.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3042ms
rtt min/avg/max/mdev = 0.602/1.198/2.835/0.945 ms
localadmin@ClientL:~$ [
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root@-CDe1:"# ping -c 4 172.16.1.1
PING 172.16.1.1 (172.16.1.1) 56(B4) bytes of data

From 169.254.92.85 icmp_seq=1 Destination Host Unreachable
From 169.254.92.85 icmp_seq=2 Destination Host Unreachable
From 169.254.92.85 icmp_seq=3 Destination Host Unreachable
From 169.254.92.85 icmp_seq=4 Destination Host Unreachable

- 172.16.1.1 ping statistics ---
4 packets transmitted, o received, +4 errors, 100% packet loss, time 3062ms
pipe 3

ronteL-CDo1: “#




