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  Abstract - The latest pandemic, which has made people sit at home all over the world, has taught us how much we depend on our home Wi-Fi network. Whether we keep doing our daily work, supporting our school children, watching our favourite TV shows, or maintaining social contacts with friends we spend more time online than outside. But that also carries with it the threat of hacker attacks. Growing the risk of cyber threats makes us think about the confidentiality and security of personal information. Working with a home Internet connexion can expose you to more vulnerabilities-which is particularly important for people dealing with confidential and sensitive information. That is why particular attention needs to be paid to the security of home network. (www.lex.bg, 2020), (Videnov, 2017)
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 1.Introduction 
  The home network is a private set of computers, many of which are wired to a router or link-computers, cell phones, game consoles. Home network is a community of computers able to exchange files and printers among themselves. In the homegroup, you can exchange images, audio, videos, documents, and printers with other users. 
  Currently more people prefer to choose the wireless link, so the implementation is much more comfortable and faster. The wireless communication often allows greater flexibility while the wired connexion rather reduces connectivity.
The next thing we need to be careful about and really take seriously is defence!
(tscomputersblog.wordpress.com, n.d.), (support.microsoft.com, 2018), (ironymusic.com/bg, n.d.)
2.Theoritical statement
 2.1 Wireless Network
 Wireless protection is to prevent unauthorised access or damage to computers or data through wireless networks, including Wi-Fi networks. Wi-Fi access is the most common form, which includes Wired Equivalent Privacy (WEP) which Wi-Fi Secure Access (WPA).
  Majority of laptop computers have pre-installed wireless chips. The ability to reach a network when the device is mobile has great advantages. Wireless networking, however, is subject to some security issues. Hackers find wireless networks fairly simple to break into and also use wireless technologies to hack into wired networks. Consequently, it is very important for businesses to identify successful wireless securities. When wireless technology was first introduced there were only a few dangers, however the risks increased as the technology became more popular. 
  Connecting to the internet means users will get lots of traffic. Large traffic can cause problems with reliability, which can lead to device vulnerabilities. Network protection supports the network stability by avoiding lagging and downtime by constantly tracking any suspicious activity that can disrupt the system.[image: Book Cover of Richard Meyers - Wireless Network Security: Introduction and Explanation of Cybersecurity and Hacking Technology for Wireless System, Kali Linux Tools and Other]
  The purpose of this book is to help the audience understand how we have come to where we are now with the focus on Network Security since before the growth of the internet. The book discusses the most common threats faced by wireless networks, the security measures organisations have put in place to address the risks, and the steps a person can take to increase their chances of doing so. 
One of the main topics the book establishes is the descriptions and differences of Wireless security protocols i.e. WEP, WPA, and WPA2. (Meyers, 2019)
2.2 Types of Wireless security protocols
WEP was designed for wireless networks and was approved in September 1999 as a Wi-Fi security standard. WEP was meant to provide the same degree of security as wired networks but there are many well-known security vulnerabilities in WEP that are also easy to crack and difficult to configure.
WPA had been used as a momentary improvement to WEP security. WPA was officially introduced and established a year before WEP was formally deactivated. Most modern WPA use a pre-shared key (PSK). When it became clear that WEP was a highly insecure standard, the Wi-Fi Alliance developed WPA to provide extra security for network connexions.
WPA2's biggest development over WPA was the use of the Advanced Encryption Standard (AES). The U.S. government supports AES to encrypt the information classified as highly confidential and it must be sufficient enough to secure homebased networks.
WPA3 - Most routers and wireless networks actually operate on WPA2. WPA3 is WiFi Security Next Generation.  (www.netspotapp.com, n.d.), (tscomputersblog.wordpress.com, WEP, WPA, WPA2, WPA3: Типове сигурност при безжичната мрежа, n.d.)
  This topic is extremely popular and widespread at this point in society as the technological era is expanding and developing into more extensive types of technologies and networks, which are vulnerable to a risk of hackers and other viruses. Not being able to protect your home or business network can lead to many problems and complications within the device and the system itself. 
  When the topic about network security is discussed, people tend to concentrate on computers, phones, and tablets. However, at this point in time another real threat is an attacker using a weakly secured device as an entrance into a private network. For example, if hackers can access the network through the smart TV, they can effortlessly hack a laptop on the same network with software or access files on the laptop. (Macdonald, 2015)
  Having your network protected at all times is essential, as large quantities of the data that is being shared within a home broadband network is personal and confidential and if exposed or accessed by a malicious third party. Hardware and software can both be attacked and hacked as there are multiple systems and external technologies that have been created for the specific reason of accessing personal files and networks. 
WIFI network is one of the most popular broadband systems in the world. There are different types wireless networks, WAN, LAN and PAN. 
2.3 Wireless Network types
WANs are created by using mobile phone signals typically provided by specific mobile (cellular) service providers and maintained by them. Even when away from other forms of network access, WWANs can provide a way of staying connected.
LAN is a wireless network, using radio waves. Cables are usually used by the backbone network, with one or more wireless access points connecting wireless users to the wired network. WLAN range can be from a single room to a whole campus anywhere. 
WPANs are short-range networks that make use of Bluetooth. They are frequently used to connect multiple compatible devices, such as an office, near a centralised point. A WPAN has a typical 30-foot-range. (Agarwal, 2010)
  With the use of more and more wireless devices, the system can easily be overloaded, poor coverage may occur, and the Internet speed offered by your provider may vary greatly from what the contract promised.
  The first thing you need to learn is if your Internet Service Provider (ISP) is having an issue. If you have a laptop, computer, or game console, check your WIFI connection by plugging the device with an Ethernet cable directly into the router.  
  The only mechanism most people use to secure their home network is to set up a password to protect the connection from neighbours and other people and prevent them from taking control over the data. But we've got to take protection more seriously and do more than just setting a basic password. 
  Wi-Fi networks are not always SECURE networks, but they are relatively easy to use and connect. Wi-fi comes with lots of security issues and the Krack vulnerability found in the Wireless Protected Access II (WPA2) protocol that affected all devices connected through Wi-Fi is worth remembering.
  This vulnerability was initially discovered by Mathy Vanhoef, a security expert at Belgian University KU Leuven, and is also known as the Krack attack. 
The name stands for Key Reinstallation Attacks and indicates an attacker may use this technique to exploit vulnerabilities contained in WPA2. In practise, hackers use it to "read information assumed to be encrypted safely". (RIJNETU, 2017)
3. Research Methodology
  This section will explore why its necessary to secure our home network. 
Which are the recommended steps and equipment to protect it?
Can we protect our network from hackers? 
Is it dangerous to use public WIFI?
  In the research we can see that if the network is not protected there many losses and deficits as there are cyber-attacks every 39 second and in 2019 alone there are more than 1000 data breaches and the numbers continue to rise over the years.  The breaches affect 30% of the consumers and disturb their networking. (broadbandsearch.net, 2020)
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  Cybercrime can be extremely expensive and valuable. 500 billon dollars was lost from global cybercrime and just in the USA 50-100 billion was lost. 60% of smaller business are more vulnerable and therefore suffer in more cyberattacks and fail to manage them. (broadbandsearch.net, 2020)
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(Foster, 2020)
[bookmark: _Hlk50149334][bookmark: _Hlk50212260]  3.1 Recommended security steps
· If you want your home network to be better protected, the first thing you can do is change the name of your Wi-Fi network, also known as the SSID (service set identifier). Changing the default name of your Wi-Fi makes it more difficult for malicious attackers to know what kind of router they have. When a cybercriminal knows the name of your router's maker, they'll know what bugs the model has and instead seek to exploit them.
· Another thing you can do to protect your wireless WIFI router is create a unique password. A good password consists minimum of 20 characters and contains different symbols. Furthermore, you can encrypt the network to make it even more secure. 
· Disabling home networks is recommended when the network is in prolonged non-use. You should do the same with all your devices that use Ethernet cables, or when you're not going to be home. By doing this it prevents and closes the window of malicious hackers accessing the wireless network and its data.
· Enabling Hotspot Shield (Virtual Private Network) VPN helps to protect your privacy, provide strong Internet protection, defend against malware and secure protection when you access Wi-Fi publicly. The correct VPN encrypts your internet activity, protects your IP address and helps to protect your digital privacy. Users will be able to select from thousands or even hundreds of VPN server sites around the world based on which VPN provider you are running. That means you can deceive websites into believing you are surfing, streaming or torrenting from a particular city or country. No malicious attacks from the same Wi-Fi network would have access to your data this way. (Migliano, 2020), (HOFFMAN, 2019)
· Do not share any financial or personal information over the phone about your accounts. Never open a direct link or download an attachment from unfamiliar senders' emails unless you anticipate a closely related one from the sender, even if a known sender has sent it to you.           
· Never send account details over the Web, even if you know the email recipient. Never enter any personal data on a pop up add. (www.pchelpbg.com, n.d.)
· Choosing web browser. This is an essential activity since the bulk of ransomware or viruses arrives from a web browser. Choosing the right web browser is important, since it will help defend the user from any persistent malware or ad-ware attacks. Trust existing brands such as Google Chrome, Mozilla Firefox, Opera, Edge.
· Using “HTTPS everywhere” plugin. Installing the "HTTPS Everywhere" extension can increase the security of your web browser. This extension protects against surveillance by "hacking" or by third parties. Increases security when opening pages and encourages the use of a secure protocol further. This protects personally identifiable data and accounts much safer. (www.pchelpbg.com, n.d.)
· A "firewall" is a network system or programme that controls or enables the passing of packets entering and exiting a network and prevents, depending on the environment on what traffic is needed and what isn't. Firewall helps deter hacker attacks or ransomware from reaching your machine over the internet. (К., 2019), (RUBENKING, 2018), (svd-komi.ru/bg, 2018), (TechNews.bg, 2018)
[image: ]
· Antivirus software is developed to defend machines from viruses , trojans, bots, rootkits, worms, and other malicious programmes that can destroy the hardware or negatively effect user protection and privacy. Without it, the user can unintentionally download a virus or malware that creates chaos on their device and leaks information to the wrong people. (antivirus.comodo.com, 2019), (www.intersecure.co.uk, n.d.)
  Protecting and securing your wireless connection should be a priority for anyone who wants to protect their data as it would allow them to feel sheltered from the hackers and not worry about the threats that can be found in the network industry. (RIJNETU, How to Enhance your Home Wireless Network Security, 2019)  
[bookmark: _Hlk50149669]3.2 Using public WIFI can be dangerous!
  A public Wi-Fi, also known as a public hotspot, is a physical location where you can access the Internet through WIFI technology over a wireless local area network (WLAN) using a router connected to an ISP.
While that sounds like a great idea for anyone who doesn't want to lose their mobile data, public WIFI is in fact the place where others can see your information most easily. You send your personal information through websites or mobile applications when connecting to a Wi-Fi network and it is very easy for hackers to intercept or damage it
  Encryption is the key to securing your digital details. It ultimately encrypts the information that you send over the Internet, converting it into code to prevent unauthorised third parties from accessing it. If you are logging in to an unencrypted site using an unstable network, other users using that network can see what you see.
The information which we send over the internet in WIFI hotspots is unencrypted which makes it not secure or safe. In fact, if the network does not need a WPA or WPA2 password, its most likely not secure. Most public hotspots are vulnerable to this. (Meyzar, 2017) , (us.norton.com, n.d.)
[bookmark: _Hlk50212389]4.Inference/Results
  The report 's aim is to focus home network security and the importance of securing the privacy of information and personal data. Home network performance and security is a serious concern for many people, and it is important to ensure that we have the correct equipment to minimise risk and stay protected online. The Internet is full of risky websites, hackers, and malware designed to infiltrate our computer. Therefore, following the recommended security steps to protect our home network, installing a reliable firewall and antivirus program on your system is a must. (www.lex.bg, 2020), (К., 2019)
5.Conclusion
  Today we live in a world of Technology and security is one of the most important things. The theft of personal data and confidential information can lead to great losses and causes serious problems both for businesses and personally. Therefore, it is absolutely imperative that we take the necessary measures, even if we have to result in investing in security software to protect our home network. 
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CYBER CRIMETO COST

$6 TRILLION BY 2021

In the 2017 Official Annual Cybercrime Report, it's
estimated that cyber crime will cost $6 trillion
annually by 2021. In 2015, that figure was $3
trillion. Cyber crime is now becoming more
profitable than the global trade of illegal drugs!
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