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Task 1: Lab Setup

3 virtual machines have been created :

- Windows 10 client
- Windows Server 2022
- Ubuntu
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Task 2: Ensuring Integrity

To prevent the Virtual Lab to be able to write on USB disk, we need to block the ability to
write.

We firstly verify that the virtual windows 10 client can have access to USB disks :
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After verifying this, we can open the Registry Editor to set up the blocking system:
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By opening the Registry Editor, we can now add a new control for the virtual computer to
block it the writing ability on USB disks.

For that, we need to go into

“Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet/Control” to see all the controls

available.

After, we can create a new key called StorageDevicePolicy.
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With this new key, we can create a DWORD value called BlockWrite, and by setting its value
to 1, the virtual computer won’t be able to write in a USB disk.
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We can now try this by creating a text file and copying into a USB disk.



When | tried using this method, | encountered a problem where the disk is not write-
protected. With some research, | found another method to achieve the same result :

We can press Win+R and type diskpart.
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If we run the command “list disk”, we can see the different disks in the virtual machine :

- Disk 0 =>the default computer disk
- Disk 1 =>the USB disk connected
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With this, we can select the disk 1 with the command “select Disk 1” and see all the
attributes of this disk using the command “attribute Disk”.
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When we look through the different attributes, we can see that there is one called “Current
Read_only state” and it is set to no.

We need to set the disk on Readonly with the command “attributes disk set readonly”. We
can verify that the disk is on read only by doing the command “attribute Disk”.
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We can now try creating a text file called Test.txt ( File
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We have now an error message saying that the disk is write-protected. (see screenshot
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The disk is write-protected.
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