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[bookmark: _Toc33792446]The database:
A MySQL database hosted locally named ‘weather’ containing 2 tables (‘rainfalldata’ and ‘users’) has been created to hold data transferred from sensors and the login details of users registered to access the site.
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The rainfalldata table contains four fields: id, rainfall, thedate and sensor. Appropriate data types have been chosen of suitable lengths to hold the data transferred from the sensors, as shown below.
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[bookmark: _Toc33792447]Transfer of data in text files to the database:
The rainfall data collected from 3 different sensors is stored in 3 separate text files, labelled ‘rainfall1.txt’, ‘rainfall2.txt’ and ‘rainfall3.txt’ respectively. In this implementation, the files reside in the root directory of the website. 

Username and password fields are displayed on the initial landing page (landing.php).

[image: ]
Figure 1: Landing Page
As a security measure, a session must first be established by logging in to the website with a registered username and password to begin the transfer of data to the database or to search the data already present. Upon successful authentication of a username and password, a global session variable is created and assigned the username as its value. 


If the global session variable is determined to be empty during an attempt to access the data transfer page, a message informing the user that they must log in to proceed is displayed. To perform this check, an If statement first checks that the global session variable is not empty:

[image: ]
Figure 2: Session Variable

Otherwise, a for loop increments a variable ‘$i’ sequentially with values in the range 1 – 3. Each value of $i is subsequently concatenated to the string value of variable ‘$myfile’, with the final value equalling the name of the file to open during each loop. 
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Figure 3: Datafile variable generation

After opening the file for reading and checking data exists within it, a variable ‘$data’ is assigned the value of its contents. The string function explode separates the values present in $data by line break (chr(13)) and stores them in separate elements of a variable ‘$incoming’. A nested for loop using string processing extracts rainfall and date readings from the array and assigns the values to variables ‘$rainfall’ and ‘$timeofreading’ respectively.

A transfer query is then produced and executed, writing the data contained in the variables to their respective fields in the database:
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Figure 4: Transfer Query
To ensure data is not duplicated by transferring the same file twice, the files are effectively wiped by opening them for writing:
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Figure 5: Data file opened for writing = wiped
A message informing the user that data has been transferred successfully echoed to the screen. The loop then continues, transferring data from the remaining files. Should a transfer be attempted on the same files after they have been wiped, the user is informed no data is present in the file.

[bookmark: _Toc33792448]Selecting search parameters:
As with data transfer, the global session variable is checked via an ‘if’ statement to determine if a session exists before access to the search page functionality is granted (searchtest.php). If the session is empty, the user is informed that they need to log in before they can proceed.
 If a session exists, a search form allows the user to select any combination of sensors they wish to retrieve data from via checkbox inputs. A second radio input option area allows the user to select the required date, or all dates combined. 
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Figure 6: Search Parameters
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Figure 7: Search page

Values for sensor and date are submitted to ‘showdatabasetest.php’ via POST method for processing, where they are stored in variables ‘$sensor’ and ‘$ft’ respectively.

[bookmark: _Toc33792449]Querying the database:
The PHP isset() function is used to check if the variables $_POST(‘sensor1’), $_POST(‘sensor2’) etc are empty. A simple if statement combined with the AND operator redirects the user to the search page if it is determined no sensor options have been selected prior to submitting the search:
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Figure 8: Isset function check for sensor data

The isset() function is then employed again in a for loop to check which $_POST variables contain values and assign them to the variable ‘$sensor’, depending on which sensors have been selected previously. The ‘$sensor’ variable is updated after processing has completed for each loop. 


The following queries are then run against the database depending on the content of the date and sensor variables :

· If all dates are chosen:

[image: ]
Figure 9: All dates query
· If specific dates are selected:
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Figure 10: Specific dates query

The results of either query are obtained via mysqli_query($link,$query) and stored in ‘$result’. A simple table with corresponding headings is created in HTML and function mysqli_fetch_array($result) is used to store each row in array variable ‘$r’. The contents of each element in ‘$r’ is then output in turn to the corresponding column in the table.

[image: ]
Figure 11: Echo data into table
An example of the table created is shown below:
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Figure 12: Data presented in table

[bookmark: _Toc33792450]Graph creation:
A form may be submitted to either sensor1graph.php, sensor2graph.php etc. which calls on the freely distributable ‘phpMyGraph 5’ library to render a vertical line graph corresponding to the selected data. The file ‘makegraph.php’ uses global session variables defined in ‘$SESSION[“date”]’ and ‘$SESSION[“sensor”]’ to customise the graph according to the data selected. The graphs also use these variables to customise the title. 

[image: ]
Figure 13: Vertical line graph example
[bookmark: _Toc33792451]Account creation:
The ability to create new users who can access the functionality of the site has also been incorporated. A link to register a new account is present in the navigation bar, which is only accessible if an existing session is present as a security measure. A form on the registration page (register.php) provides fields for the requested username and password to be submitted to ‘createaccount.php’ which inserts the data into the users table in the weather database.

[image: ]
Figure 14: Account creation


[bookmark: _Toc33792452]Improvements

Database:-
Further improvements to the structure of the database could include increasing the rainfall field length of the rainfall table to 3 from 2, as realistically total rainfall in mm is likely to exceed 99mm.

Multiple accounts with same username/password are currently possible and should be prevented.

[bookmark: _GoBack]SQL prepared statements should be implemented for queries to increase security and prevent SQL injection. 

Website:-
Graph creation – using global session variables rather than multiple individual files for the production of each graph would reduce file size and improve coding efficiency. 
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if(@$_SESSION["uname"]!="")
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for (81 = 13 $1 <= 3; $i++)
{
$myfile="rainfall".$4.". txt";
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$query="INSERT INTO rainfalldata(rainfall,thedate,sensor)
VALUES ($rainfall, ' $timeofreading’,$i)";

$result=mysqli_query($Link,$query);
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$filelink=fopen($myfile,"w");
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<h3>Select one or more sensors:</h3> <br>

<form action="showdatabasetest.php" method="post" role="form">

<div class="form-check">
<label><input type
<label><input typ:
<label><input typ:
<br>
</div>

checkbox" name:
checkbox" name
checkbox" name

<div class="col-md-6">

<div class="radio">

<h3>Choose a date:</h3>
<label><input typ: fieldtype"
checked="checked"> 14th</label><br>
<label><input type="radio" name="fieldtype"

<br>

<label><input type="radio" name="fieldtype"

<br>

<label><input type="radio" name="fieldtype"
</div>

</div>
<div class="row">
<div class="col-md-12">

sensorl" value
sensor2" valu
sensor3" valu

value="2019-12-14"
value="2019-12-15">15th</label>
value="2019-12-16"> 16th</label>

value="all"> All</label><br><br>

<button type="submit" class="btn btn-primary">Show Rainfall Data</button>

<br><br>
</div>
</div>
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[if (tisset($_POST['sensorl']) and !isset($_POST['sensor2']) and !isset($_POST['sensor3'])) //No sensor options selected
{
header ("Location:searchtest.php"); //Redirect back to search page
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if ($ft=:
{

"all")//all dates

$query="SELECT + FROM rainfalldata WHERE sensor like $semsor";
|
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else

{
$query="SELECT * FROM rainfalldata WHERE thedate like '$ft%' AND sensor like $sensor";//
}

$result=mysqli_query($Link,$query);
$numrows=mysqli_num_rows ($result);
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<table class="tg">
<tr>
<th class="tg-bagh">Rainfall (mm)</th>
<th class="tg-bagh">Date & Time</th>
<th class="tg-bagh">Sensor</th>
</tr>

<2
while($r=mysqli_fetch_array($result))//get the 1st row
{2>
<tr>
<td class="tg-bagh">
<?echo $r["rainfall"];?>
</td>
<td class="tg-bagh">
<?echo $r["thedate"];2>
</td>
<td class="tg-bagh">
<?echo $r["sensor"];?>
</td>
</tr>
<?}

}2>

</table><br>
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Sensor 2 Rainfall for 2019-12-16
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<?include "conninfo.php";
$un=$_POST["username"];
$pw=$_POST["password"];

if($un=="" OR $pw=="")

¢ echo "Username and password cannot be empty!";
}

else {

$query="INSERT INTO users(username,password)
VALUES('$un','$pw')";

$result=mysqli_query($link,$query);
echo "Account Created successfully!";

}
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