 






Task 1: Reflection essay. 
Introduction: 
This document will cover what was taught in the online cisco course “DevNet associate- Network Programmability module.” The document will outline the technical concepts in chapters 2,3 and 4. It will document how the material in these chapters can help students in real world situations and any challenges I faced. 


Chapter 2 reflection: 
Chapter 2 of the DevNet cisco course mainly outlined how you can use cisco DevNet online resources to help improve your network programmability skills. For example, The Module overview explains that you can use the Cisco Learning Labs for self-paced online tutorials that can help you better understand basic coding to Using Rest APIs [1]. Using these labs allowed me to better understand what the module and course was teaching, and I got to have a hand on try at programming Python and using Linux operating systems through the virtual machine and testing commands. These are extremely important skill I need to have to progress my skills in networking as programming has become a larger part in networking. It was also important for me to practice my skills using Linux as this skill will prove useful in real world situations as it’s a widely used operating system. 
This chapter also highlighted tools such as DevNet exchange. [1]  These tools are useful for students such as myself as it gives me access to different exchanges to help with projects I’m working on. For example, I can utilize automation exchange which provides me with network automation use cases with different solutions. I can also utilize code exchange which allows me or members of my team to use GitHub repositories to easily view other peoples code. These are extremely useful tools to have as they are helpful for better understanding how network programmability works and how it can be utilized. 

Chapter 3 reflection: 
This chapter covered software development and design specifically using Python. I found this chapter very useful but difficult as my programming skills are limited. However, the chapter covered very useful terms and programming methods clearly that helped me understand them a lot more. For example, the chapter covered “waterfall software development” [2]. This means the process of development can only go in one direction. [2] This means you cannot move onto the next stage of development until you have completed your current stage of development. The chapter also covered Agile methods in programming which I hadn’t heard off until completing this module. One Agile method covered was Agile scrum, this method refers to self-organizing teams that meet daily and work in iterative sprints. [2]. The chapter also covered Lean software development which is also an agile method. Lean software development refers to delivering what the customers want by eliminating waste, deciding as late as possible while delivering as quick as possible. [2] It is important that I understand these principles and methods to help me improve my skills in software development and better understand how I can use these in a work environment and working in teams. 

Chapter 4 reflection: 
Chapter 4 covered the use of Application Programming Interfaces (APIs) and specifically REST APIs. This was an important chapter for me to cover as APIs and REST APIs are very common in networking and understanding them is very important for me to better my career in networking as APIs are very common in networking and are very widely used is most industries.
This chapter taught me important principles of APIs that are crucial for improving my knowledge in using them. For example, the chapter covered the different API design styles such as synchronous design. This is when the data that the client has requested is readily available from as it’s usually stored in a database or internal memory. [3] This means the client can receive data immediately. [3]  Asynchronous data, however, is usually not readily available as sometimes the server needs to make a request to a remote server to retrieve the data. However, Asynchronous data doesn’t always mean the data isn’t always readily available. [3] Asynchronous APIs are better for multi-tasking as it lets the application continue to execute tasks without being blocked for the amount of time it takes to process the request.
APIs are an aspect of networking I have not studied properly until looking into the chapter. For that reason, I had a few issues with following some parts along and completing some of the module tests. However, for this reason I believe it was important for me to complete the chapter as understanding APIs is very important in networking and chapter 4 overall explain most aspects of APIs well and was easy to follow along. 


Conclusion:
Completing these chapters was important for me as they covered important aspects of networking that I will need to improve my skills in the field. The chapters were easy to understand and follow such as chapter 4 which explained APIs and what they are used for well allowing me to understand their importance in networking. 

Task 2- Case study on how Tesco has used DevOps and Network programmability 

Introduction:
Network programmability refers to when a network engineer uses a coding language to create programs that can automate some aspects of a network. [4] Some use cases of network programmability and automation is that it can help businesses with creating apps or online services. It can also be helpful for cyber security as network administrators can make use of APIs to prevent malware from accessing the network [4]
DevOps is a set of principle in development. It encourages a collaborative effort in software development. This principle is used as its efficient for helping to increase productivity. [5] The key elements of this practice is CD (Continuous delivery) and CI (Continuous integration). 
Over the years, Tesco as a corporation has expanded as a company meaning it has had to modernize and expand its digital framework and digital services because of its network becoming more demanding in the modern era. Configuring all of the network devices and managing them manually is both time consuming and would cost the company more money. To overcome these difficulties, Tesco has taken advantage of network programmability by automating some of these networking tasks. Network engineers can manage the devices software, APIs and different automation tools such as Python and REST APIs instead of using CLI (Command Line Interface) to complete their tasks. This allows for the same configuration to be completed on hundreds of devices to be done at the same time save Tesco a lot of time and money.
This case study will evaluate how Tesco use network programmability and DevOps. Tesco has more than 3,000 stores in the UK [6] along with an online store(Tesco.com), warehouses, along with loyalty programs (Tesco Club Card) and a huge POS system that heavily relies on network access to operate correctly and efficiently. Tesco also heavily relies on its network access for managing its colleagues (i.e. Payroll) and for maintaining stock levels. As a result, Tesco is heavily reliant on efficient and scalable network infrastructure. 
Relevance of this case study. 
This case study analyses how Tesco can use network programmability and DevOps principles to address challenges they face in their day-to-day operations. I have choses Tesco for this case study as they have an ever-growing online sector with their online shop, scan as you shop, and their club card. Because of this growing online sector, Tesco would benefit from automation APIs and implementing DevOps practices to greatly improve productivity and reduce costs for the company. This case study will mainly focus on how Tesco can use these automation approaches by using APIs, Python scripts and DevOps practices such as CI/CD and how Tesco can make use of these. This study also evaluates how these methods can be used for other large retailers and how it can be used to improve workflow and business performance by analysing Tesco as an example. 
Tesco’s current challenges
Some challenges Tesco faces currently include configuration on their network. For example, if a Tesco store needed a new wi-fi SSID can take a lot of time to configure manually leading to delays and affecting business causing the company to lose money. Another challenge is setting standards and configuring networks across multiple stores. This is because if the company doesn’t have any standardisation there can be a conflict with different devices (such as duplicated IP addresses and misconfigured switches) can cause issues across different stores affecting the POS system and causing outages. 

Analysis 

Using python scripting
Tesco cam benefit from using different network programmability tools to improve upon its current issues. Currently, the company has manually carried out routine tasks on its network. For example, when updating the Vlan, network engineers have to use a manual CLI-based configuration for each Vlan. The network engineers also have to use this for QoS and ACL updates. This configuration is extremely inefficient for the company as it means they need to employ multiple network engineers to complete these tasks. Each network device takes approximately 2 hours to configure manually. Across Tescos thousands of stores this is very costly and time consuming for the company. To overcome this, Tesco should implement Python scripting that can automate these tasks. Python is ideal for network automation as it has compatibility with APIs, easy to learn for network engineers who aren’t great with programming and has good community support making it a good language to create automation scripts in. [7] Python also already has a good variety of libraries that are created for network automation. For example.  Tesco’s network engineers could use Netmiko which is used to simplify the SSH connection on networking devices. [7] This would improve productivity for Tesco and reduce costs significantly. 
Implementing REST APIs 
Implementing REST APIs in Tesco’s network can help improve their network as the network engineers can use a REST API to automate parts of the network. A rest API is a set of rules that help define how different applications communicate. [8] [9] The network team can use this to create a centralised automated network management. [10] Without this, the engineers would need to log into each network devices individually and use a command line interface to manage and monitor the devices. [10] Implementing a REST API could be used to automate the management of these devices by handling requests and responses. [11] Using REST APIs allows the engineers to use proactive monitoring. This means that the engineers can see if the network is down or if performance is down earlier allowing them more time to react and fix any issues. [11] automation of this part of the network would also reduce the amount of time it takes to fix issues as automation can do it in minuets without the need of human interference. [11] Implementing REST APIs into Tesco’s network can also reduce the networks downtime. By reducing downtime on the server, Tesco can save thousands of pounds [11] as downtime results in a loss of business as the tills and online shop cannot operate if there is a downtime. 
Using CI/CD Pipeline
It is also important that Tesco network engineers adapt CI/CD (Continuous integration and Continuous delivery/deployment) for their network. This is a set of software development practices that are designed to making changes in coding more reliable and frequent. [12] The benefits to Teso adapting the CI/CD pipeline include improves deployment speeds for changes, decreased validation errors, more reliable as CI/CD is a constant process, and it is scalable. [12] 

Using Git for version control and Collaboration
The networking engineers can make use of Git for version control and Collaboration during the development of their network automation. Git can handle large enterprise projects making it ideal for the engineers to use for collaboration. [2] Git also allows the developers to keep track of any changes and when the changes are made. This allows the developers to keep track of who has made changes and if they need to remove the changes. Git also integrates with every previously mentioned. For example, it allows for the CI/CD pipeline to be carried out more efficiently maximizing time and collaboration for the projects. 

Broader implications 
Beyond the technical implications of automation, there are several industry implications that can benefit Tesco as a business. For example, by implementing automation, Tesco don’t need to employ as much network engineers to maintain their network which reduces cost for the company allowing them to make more profit. Implementing these changes can also improve security for Tesco’s network saving Tesco from possible scrutiny. These implementations can also improve the customer experience as the stores would have a more reliable WIFI network that can handle more traffic efficiently, it can also improve the current self-service tills and improving the “scan as you shop.” 

Limitations
Some limitations of automation, however, include a high setup cost for the company. This is because Tesco would need to employee network and software engineers to implement the scripts and APIs which could cost the company more money. The current engineers would also need to be upskilled in python, APIs and DevOps tools costing time and money. 

Future Trends in network automation 
In retail, zero touch provisioning can shape the future of automation in the industry as implementing this removes the need for onsite manual configuration [13] meaning the company can save a lot of time and resources. This can be implemented in different network devices such as firewalls, routers and switches [13].  AIOps or “AI-Driven Network Operations” can also shape the future of network automation in retail as it can automate and optimize IT management easily and without human input. [14] It can be used to help network engineers to manage and sort the large amount data large retail companies manage. It can also automatically diagnose issues on a network and alert the IT technicians and DevOps [14]before any damage is done.

Conclusion 
In this case study, I have investigated how Tesco can improve its current network by using network programmability. I have investigated how using scripting languages such as Python can be used but Tesco’s networking engineers to automate certain tasks. I also investigated how REST APIs, CI/CD pipelines and using Git can help the networking team with implementing automation on Tesco’s large network to reduce the number of manual tasks that have to be carried out by individual technicians to save Tesco time and money in the long term. I also investigated how new evolving technology such as AIOps can benefit not just Tesco but the Retail sector as evolving technology improves efficiency and reduces cost for the companies. 
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