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Physical  Config _CLI_ Afibutes

10 Command Line iterface

[¥ TevaTia Tapw Gevested aT T waTEeT

R1(config-line) oranspors inpu telnet
R1(config-line) fexic

R1(config) srouver ospf 1

0SPE process 1 cannot stare. Thers must be st least one "up
R1(config-rouser) fexic

R1(config)tine g1

R1(config) #ine gigabicTthernes 0/0/1

R1(config-if) sdescriprion connestion to R2

R1(config-if) senic

R1(config)tine g1

R1(config) #ine gigabicEthernes 0/0/0

R1(config-if) $Descriprion Connection to R2

A1(config-if)sip address 205.165 201 1 255.255.255.255.254

" Ip incerface

% Tnvalid inpuc devected av ' marker.

A1(config-if)sip address 205.165.201.1 255.255.255.254
Bad mask /31 for address 205 165 201 1
A1(config-if)sip address 205 165 201 1 255.255.255.224
R1(config-if) senic

R1(config)sai

R1(config)#ine g1

R1(config) #ine gigabicEthernes 0/0/1

Al(config-if)sip address 152 163.1.1 255.255.255.0
R1(config-if) senic

R1(config)tine g1

R1(config)sine gigabicEthernes 0/1/0

STnvalid incerface cype and number

R1(config)tine 5

1 (config) tine serial 0/1/0

A1(config-if)sip address 10.€7.254.2 255.255.255.252
R1(config-if) #no shusdown

O





image8.png
® R - O

Physical  Config _CLI_ Afibutes

10 Command Line iterface

R (config-ins
SLINKS-CHANGED: Incerface GigabicEchernet/0/L, changed state ©o up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEchernes0/0/1, changed state To up

R1(config-if) senic
R1(config)#ine 1
R1(config)pine loopback 0

A1 (config-ine
SLINK-5-CHANGED: Incerface Loopbackd, changed state o up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackd, changed state ©o up

A1(config-if)sip address 10.52.0.1 255.255.255.245
R1(config-if) #no shusdown

R1(config-if) sexic

1 (config)s
SLINK-5-CHANGED.

Tnterface Serial0/1/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serisld/L/0, changed state ©o up

R1(config) srouser ospf 1
R1(config-routes) szouter-id 1.1.1.1

R1(config-router) nevwork 152 165 1.0 0.0.0.4 area 0

OSPE: Invalid address/mask combinavion (disconviguous mask)
1 (config-router) necwork 152.163.1.0 255.255.255.0 area 0
R1(config-rouser) passive-int

R1(config-router) fpassive-interface gi

21 (config-router) tpassive-interface gigabitSthernet 0/0/1
R1(config-router) tpas

R1(config-router) tauto-cost performance-band
R1(config-router) fauto-cost performance-bandwideh 1000

Le rowarsn desecied so tot mecie.

O





image9.png
X Rl

Physical  Config _CLI_ Afibutes

10 Command Line iterface

R1(config-rouser) sexic
R1(config)tine g1

R1(config) #ine gigabicEthernes 0/0/1
R1(config-if)#ip ospf mevwork point-to-point
R1(config-if) senic

R1(config)#ine 1o

R1(config) #ine loopback 0

R1(config-if)#ip ospf mevwork point-to-point
R (config-if)#ip ospf hello-ine 15
R1(config-if) senic

R1(config)tine g1

R1(config)sine gigabicEthernes 0/1/0
STnvalid incerface cype and nusber
R1(config) #ine

R1(conig) #inverface gig

R1(config) #inverface

R1(config) #inverface seri

21 (confi) tinterface serial 0/1/0

R (config-if)#ip ospf hello-inc 15
R1(config-if)#ip ospf dead-inc €0

R (config-if)#ip nac inside soruce stavic 209.165.201.1 255.255.255.224

% Tnvalid inpuc devected av ' marker.
R1(config-if) $ip nat inside so

R(config-if)#ip nac inside source stavic 209.165.201.1 255.255.255.224
R1(config)tine g1

R1(config) #ine gigabicEthernes 0/0/1

R1(config-if) #ip nav oucside

R1(config-if)#ip nac inside

R1(config-if) sexic

Rl(contig) sine seri

21 (config) tine serial 0/1/0

O
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Rl(config-17)#ip nav inside soruce stavic 205 165 201 1 255 255 255 224

% Tnvalid inpuc devected av ' marker.

R1(config-if) $ip nat inside so
R(config-if)#ip nac inside source stavic 209.165.201.1 255.255.255.224
R1(config)tine g1

R1(config) #ine gigabicEthernes 0/0/1

R1(config-if) #ip nav oucside

R1(config-if)#ip nac inside

R1(config-if) sexic

Rl(contig) sine seri

21 (config) tine serial 0/1/0

R1(config-if) #ip nav outside

R (config-ine

21 cond s now svailsble

Press RETURN to gev svarved.

O
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SLINK-5-CHANGED: Interface FascEchernes0/S, changed state To up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEchernes0/s,
SLINK-5-CHANGED: Interface FastEchernes0/4, changed state ©o up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEchernes0/4,

Switchsensble
Swicenghoscname S1

% Tnvalid inpuc devected av ' marker.

Swisenseontiy ©
Sncer configuration commands, one per line. End with CNTL/Z.
Switch (contig) thostname S1

Sl(config)tine v

S1(contig) gine vianl

S1(config-if)sip address 152.163.1.2

% Tncompleve command.

S1(config-if)sip address 152.163.1.2 255.255.255.0
S1(config-if)tno shucdown

S1(config-ine
SLINKS-CHANGED: Incerface Visnl, changed state co up

S1(config-if) tip defaulo-gateway 152.163.1.1
Slicontig)s

changed scate o up

changed scate o up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Vianl, changed state to up

O
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Sisensble
Siscont ©

Sncer configuravion commands,
S1(config)pine £
S1(config)sine fascEchernes 0/1
S1(config-if)#no shucdown
S1(config-if) senic
S1(config)sine faste

S1(config) tint fastechermet 0/15
S1(config-if)#no shucdown
S1(config-if) #shucdonn

one per line.

SLINK-S-CHANGED: Interface FastEchernes0/1s,
S1(config-if)sine fastechernes 0/1
S1(config-if) #shucdown

SLINK-5-CHANGE
Sliconfig-ifys
S1(config-if) senic
S1(config)sine gi

S1(config)sine gigabicithernes 0/2
S1(config-if) #shucdonn

Incerace FastEchernes0/l,

SLINK-5-CHANGE
Sliconfig-ifys

Tnterface GigabicEchernes0/2,

=nd wich CNTL/Z.

changed state to administravively down

changed state to administravively down

changed state to administravively down

[ 7op
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SLINEPROTO-5-UPDOWN: Line protocel on Inerface FastEcherne0/l8, changed state o up
SLINK-5-CHANGED: Interface FascEchernes0/S, changed state To up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEchernec0/S, changed state ©o up

Switchsensble
Swicehscont ©

Sncer configuration commands, one per line. End with CNTL/Z.
Swiceh (config)#inc v

Switen(config) #ine vianl

Switen(config-if)#ip address 10.€7.1.2 255.255.255.0

Switeh (config-if) fexic

Switch (conig) thostname S2

52(config)#in v

2 (contig) gine vianl

52 (config-if)#no shusdown

52 (config-ine
SLINKS-CHANGED: Incerface Vianl, changed state co up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Vianl, changed state to up

S2(config-if)sip defaulo-gaveway 10.€7.1.1
S2(config)s

O
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Sosensle
s2sine £

S2scont ©

Sncer configuration commands, one per line. End with CNTL/Z.
52 (config)pine £

52 (config) tine fastIthermet 0/22

52 (config-if) #shucdown

SLINK-5-CHANGED: Tnterface FascEchernes0/22, changed state to administravively down
2 (contig-if) sexic

52 (conig) #ine £

52 (config) pine fascEthernes 0/5

52 (config-if) #shucdown

52 (config-ine
SLINK-5-CHANGED: Interface FascEchernes0/S, changed state to administravively down

SLINEPROTO-5-UPDOWN: Line protocol on Inerface FastEchernec0/S, changed state co down

2 (contig-if) sexic
S2(contig) sine fast

52 (config) #ine fascEthernes 0/€
52 (config-if) #shucdown

SLINK-5-CHANGED: Tnterface FastEchernet0/€, changed state to administravively down
52 (contig-if) sexic

52 (config) #ine gigabic

52 (config) #ine gigabicEthernes 0/1

52 (config-if) #shucdown

SLINK-5-CHANGED.
S2(config-if)s

Interface GigabitEchernes/l, changed state to administravively down

O
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Device Interface P Address Subnet Mask | Default Gateway |
RI seotio 10672542 26256256252 | NA

oot 10216811 2562552550 | NA

L0 105201 256256255248 | NA
R ) 10672541 266256256252 | NA

Gt 06711 2552552550 NA

coo0 209 1652011 255255256224 | NA
[t VLAN T 19216812 | 2552852550 0216800 |
s2 VLN T 106712 2562562550 1067.1.1
PCA NG 192.168.1.50 2562562550 19216811
PCB NG 1067150 2552562550 106711
Webserver NOG 2091652012 256266256204 | 2091652011
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ERe—
Routersensble

Routerscontia

Configuring from terminal, memory, or mevwork [verminall? ©
Snter configuravion commands, one per line. End with CNTL/Z.
Routes (confiz) fne ip demsin leskup

Router (config) thostnane AL

R1(config) senable secres ciseol23

R1(config)#line console O

R1(config-line) password ciseal2s

R1(config-line) #login

R1(config-line) fexic

R1(conig) ¢securicy password min-lenght 10

% Tnvalid inpuc devected av ' marker.

1 (config) pexic
a1s
85YS-5-CONFIG_I: Configured from console by console

Rlssercuirey pa
Rlscontig o

Snter configuravion commands, one per line. End with CNTL/Z.

R1(conig) $securicy passwords min-leageh 10

R1(config) #service password-encryprion

R1(config) shanner motd #Unauchorized access is Prohibitieds

R1(config)#ip domain name ensa.com

R1(config) fusername admin secrec ciscol2d

& Passvord too short - mist be st least 10 characters. Passvord not configured.
R1(config) username admin secrec ciscol23ds

R1(config)s

O
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Unsuthorized access is Prohibited

User Access Verification

Passwora:

a2>ensble
Passwora:

R2scont ©

Znter configuracion commands, ome per line. Iad with CNTL/Z.
22 (config) sint se

22 (config) tint serial 0/1/0

22 (config-if)sip address 10.67.254.1 255.255.255.252

22 (config-if) no shusdown

%2 (config-ins
SLINK-5-CHANGED: Interface Serial0/1/0, changed state ©o up

R2 (config-if) sexit
22 (config) 81

SLINZPROTO-S-UPDOWN: Line provocol on Interface Serialo/1/0, changsd state to up
% Tncomplete command.

22 (config) sint g

22 (config) tint gigabitSthernes 0/0/1

22 (config-if) sip address 10.67.1.1 255.255.255.0

22 (config-if) no shusdown

%2 (config-ins
SLINK-S-CHANGED: Inverface GigabitZthernes0/0/1, changsd state ©o up
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22 (contig-if) 2
LINK-5-CHANGED:

Tnterface GigabicEchernes0/0/1, changed state To up

\LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEchernes0/0/1, changed state To up

2 (config-if) sexit
22 (contig) #int gi

2 (confiq) $int gigabitEthernet 0/0/0

2 (consig-i%) sip address 205 165.201 1 255.255 255 254
sad mask /31 for address 205 165201 1

2 (config-if) sip address 205 165201 1 255.255.255 224
22 (contig-if) 2

2 cond is now available

oress RETURN to get starved.




image5.png
Physical  Config _CLI_ Afibutes

10 Command Line iterface

Unsuthorized access is Prohibited
User Access Verificstion
Passvoza:

Rosensble
Fassvoza:

R2scont ©

Zncer configuration commands, one per line. End with CNTL/Z.

22 (config) srouter ospf 1

22 (config-router) router-id 2.2.2.2

22 (config-router) necwork 205165 201.0 255.255.255.224

* Tncomplete command.

22 (config-router) nevwork 209.165.201.0 255.255.255.224 area O

22 (config-rouser) fexic

22 (conig) #ine

22 (config) #inverface ser

22 (config) tinterface serial 0/1/0

22 (config-if)#ip ospf hello-inc 15

22 (config-if)$ip ospf dead-inc €0

R2 (conig-if) texic

22 (conig) #ine g1

22 (config) tint gigabitSthernet 0/0/0

22 (config-if)#ip nac inside source stavic 209.165.201.1 255.255.255.224
22 (config) #ine g1

22 (config) tint gigabitSthernet 0/0/0

22 (config-if)#ip nav oucside source stavic 209.165.201.1 255.255.255.224
22 (config)s

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabicEchernez/0/L, changed state to
ey
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R2scont ©
Zncer configuravion commands, one per line. End with CNTL/Z.
22 (config) sospf 1

% Tnvalid inpuc devected av ' marker.
22 (config) srouser ospf 1 10

% Tnvalid inpuc devected av ' marker.
22 (config)srouser ospf 1 id 10

% Tnvalid inpuc devected av ' marker.

22 (config)srouser ospf 1 id
22 (config) srouter ospf 1

2 (config-rouser) sexic

22 (config) #ip access-lisc standard R2_SSCURITY
R2 (config-std-nacl) sdeny htops 205.165.201.2 any

% Tnvalid inpuc devected av ' marker.

22 (config-std-nacl) sdeny top 209.165.201.2 any hoops

% Tnvalid inpuc devected av ' marker.

22 (config-std-nacl) sexic
22 (config) #ip access-lisc exvended R2_SECURITY

Access-list typs comflicts with pricr defimitien

S A named scandsrd IP sccess list wich this name slresdy exists
R2 (config) #ip R2_SECURITY

% Tnvalid inpuc devected av ' marker.

Oe




