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Abstract
This scoping review examined the main risks and challenges associated with data privacy in digital health systems within the United Kingdom. Guided by Arksey and O’Malley’s framework, five peer-reviewed UK studies published between 2019 and 2025 were reviewed to identify recurring issues in governance, technology, ethics, and trust. Data were charted and analysed thematically following Aveyard’s approach.
The findings reveal four major themes: fragmented governance and limited transparency, technical vulnerabilities and interoperability failures, ethical and consent challenges, and declining public trust in digital health tools. Despite the presence of comprehensive legal frameworks such as the Data Protection Act (2018) and GDPR, the studies show inconsistent implementation across NHS organisations. Weak coordination between institutions, outdated information systems, and inadequate communication about data use continue to expose patient information to potential misuse.
The review concludes that privacy protection in UK digital health systems depends on stronger national oversight, interoperable infrastructure, and transparent data governance. It recommends standardising Secure Data Environments (SDEs), embedding ethical evaluation in data use decisions, and expanding staff training on digital confidentiality. Future research should assess the impact of new governance models on privacy outcomes and public confidence in NHS digital services.
Keywords: Data Privacy, Digital Health, Health Information Governance, Public Trust.




1. [bookmark: _Hlk213911907]Introduction
The United Kingdom is one of the countries relying on digital health systems in the provision of modern healthcare. They include electronic health records, telemedicine, mobile health applications and digital data sharing networks that are deployed by the National Health Service (NHS) to document, process and share information about the patient (Pope et al, 2024). Such tools are designed to increase efficiency, coordination of care and accessibility of care (Mahadik et al, 2024). But, with healthcare being more data-driven, the problem of security, storage and access of personal information has become more pronounced (Alma Lawi et al, 2023; Tazi et al, 2024).
Data privacy is the right of individuals to control the process of collecting, using and distributing personal information (Jayakumar et al, 2024). In healthcare, this means ensuring that sensitive medical information is not abused, lost or accessed by unauthorised people (Alrashdi et al, 2024). The UK has implemented effective legal and ethical standards to ensure patient information protection, such as the Data Protection Act (2018) ensures the principles of fairness, transparency and accountability under the General Data Protection Regulation (GDPR) (Gov.UK, 2018). Complementary guidance, such as the Caldicott Principles, the recommendations of the National Data Guardian (NDG) emphasise the importance of confidentiality being the mainstay of any health and social care endeavours (Department of Health and Social Care, 2020). Regardless of these safeguards, recent cases have demonstrated that even policy cannot ensure privacy as it remains a challenge due to the vulnerability of the systems, lack of responsibilities, and technology (Zhang et al, 2023; Warren et al, 2019).
Privacy threats in online health systems are now of high priority, with various controversies and cyber-attack incidents related to the NHS. The WannaCry ransomware attack that occurred in 2017, as examined by Ghafur et al. (2019), not only affected the services but also revealed the vulnerability of digital infrastructure. It has also been shown that there is unequal confidence among the population. Kerasidou (2023) identified that patients have confidence in the NHS as a service provider, but they feel uncomfortable when their information is distributed to business or research partners. Such developments demonstrate that the threat to privacy in digital health is not only technical but also ethical, social and organisational in nature, which influences the way individuals use healthcare innovation.


1.1 [bookmark: _Hlk213912116]Rationale
This review is important because the success of digital transformation in the NHS depends on public trust. Without clear evidence of where privacy risks occur and how they can be managed, policy and practice may fail to meet public expectations for confidentiality and accountability.
[bookmark: _Hlk213912135]1.2 Review question
What are the main risks and challenges associated with data privacy in digital health systems in the United Kingdom?
[bookmark: _Hlk213912262]1.3 Objectives
i. To identify and discuss key risks and challenges that threaten data privacy in UK digital health systems.
ii. To examine how governance, technology, and ethics influence data protection practices.
iii. To suggest practical and evidence-based measures that can strengthen data privacy within UK healthcare.
2. [bookmark: _Hlk213912349]Background
The digital health systems have now become a significant component in healthcare within the United Kingdom. The National Health Service (NHS) also relies on electronic devices to record patient data, to organise medical data, and to deliver care remotely. This shift to digital records helps national priorities to enhance efficiency, connect services, and promote innovation in health and social care (NHS England, 2023). The goal of the Department of Health and Social Care (DHSC) as well as the NHS England is to establish a paperless setting where information enhances patient safety, aids research, and planning (Health and Social Care Committee, 2023). The developments have, however, raised new privacy and data security issues.
The UK provides a robust policy and legal framework to guard patient data. The primary legislation that regulates the way personal information and health information should be managed is the Data Protection Act (2018) (Gov.UK, 2018). It is based on the General Data Protection Regulation (GDPR) which sets principles of lawfulness, fairness, purpose limitation, and data minimisation (European Union, 2016). These policies mandate that organisations should only gather the data that they require due to certain purposes and store it correctly, safely and in a confidential manner. As a practical implication, this will require the health providers to obtain consent, restrict access to authorised individuals, and report any breach of data as soon as possible.
There are also rules of ethics that inform the management of information. The Caldicott Principles, originally published in 1997 and revised in 2013 explain that patient information must not be used when it is not needed and shared when it is not evident that the information will benefit the individual person or the population in general (Department of Health and Social Care, 2020). The National Data Guardian (NDG) provides recommendations on the application of these principles in practice. There is also an encouragement of honesty in the use of information by the NDG, as well as the need to build public trust in health organisations by being open and responsible (National Data Guardian, 2024).
Many national policies support this system of data governance. The NHS Data Security and Protection Toolkit assist organisations to verify their data protection standards. Information sharing in direct care is encouraged under the Health and Social Care (Safety and Quality) Act 2015, which however demands that privacy should be upheld. The NHS Long Term Plan (2019) has also focused on changes in digital aspects using electronic records and linked data systems to improve the coordination of care. These policies show an attempt by the government to use information to improve the result of health and security of information.
Despite these efforts, studies suggest that there are policy-practice gaps. The results of Zhang et al. (2023) showed that there were many transfers of data in NHS England, in which there were several middle agents with minimal oversight. This complicates the task of finding responsibility when information is transferred between systems. Edwards et al. (2023) also discovered that there is a variation in the access and security of general practice databases, resulting in unequal protection. These papers indicate that a lack of privacy is usually caused by laxity and not the absence of legislation.
Another issue that is persisting is cybersecurity. Ghafur et al. (2019) report that the ransomware attack of 2017, WannaCry, stopped hospital operations and delayed treatment in many parts of England. The intrusion revealed the vulnerability of old computer systems and lack of preparedness on digital threats. New Data Security and Protection Requirements were introduced by the government later, and more robust cyber defences were invested into, though technology keeps changing more rapidly than the mechanisms are enhanced (Bharij, 2025).
The success of digital health depends on public trust. Kerasidou (2023) discovered that individuals are in favour of data sharing in the NHS, but they do not understand the involvement of private companies. Past issues, including the care.data project, have demonstrated that a closed system can demolish trust very fast. Also, Horvath et al. (2022) discovered that less willingness to use digital tools like the NHS COVID-19 app was related to privacy fears.
The UK has effective legal and ethical frameworks to safeguard health data, but poor enforcement, old systems and lack of confidence in the systems continue to pose a threat. These persisting problems render it important to review current research to understand how scholars describe and interpret privacy risks in UK digital health systems. The next section explains the method used to select and analyse the studies for this review.
3. [bookmark: _Hlk213912403]Methods
The review followed the framework developed by Arksey and O'Malley (2005) which offers systematic approach to map existing literature and summary findings from both empirical and theoretical studies. This approach was appropriate given the wide range of research on digital health privacy in the UK, which consists of policy analyses, surveys and observational research studies rather than a coherent body of evidence.
[bookmark: _Hlk213912476]3.1 Scoping Review Framework
Arksey and O'Malley have outlined five key stages that include (1) identifying the research question, (2) identifying relevant studies, (3) selecting studies that meet inclusion criteria, (4) charting the data, and (5) collating and reporting results. This structure ensured that the review was transparent and replicable and was inclusive of different types of studies and sources of data.
The guiding research question was:
“What are the main risks and challenges associated with data privacy in digital health systems in the United Kingdom?”
This question aligned with the review objectives to:
i. Identify and discuss the key risks threatening data privacy in UK digital health systems.
ii. Examine how governance, technology, and ethics influence data protection outcomes.
iii. Suggest evidence-based measures for improving privacy and public confidence.
[bookmark: _Hlk213912546]3.2 Search Strategy
A structured search was conducted across PubMed, ScienceDirect, Google Scholar, and Scopus to ensure wide coverage of both clinical and policy-based literature. Search terms combined keywords and Boolean operators, including: “data privacy” AND “digital health systems” AND “United Kingdom,” “data protection” AND “NHS,” and “cybersecurity” AND “healthcare governance.”
The search was limited to peer-reviewed articles that were published between 2019-2025 to represent the most up-to-date developments in the UK following the introduction of the Data Protection Act (2018) and GDPR. Reference lists of selected papers were also searched for additional eligible studies.
[bookmark: _Hlk213912577]3.3 Inclusion and Exclusion Criteria
The eligibility criteria are summarised in Table 1 below.
[bookmark: _Hlk213912613]Table 1: Inclusion and Exclusion Criteria
	Criteria
	Inclusion
	Exclusion

	Location
	Studies focused on the United Kingdom
	Studies based outside the UK

	Topic
	Research examining data privacy, protection, or governance in digital health
	Studies unrelated to health data or privacy

	Period
	2019–2025
	Before 2018

	Language
	English
	Non-English publications

	Source Type
	Peer-reviewed journal articles
	Editorials, commentaries, or grey literature



Six studies initially satisfied the inclusion criteria; five were finally included after a detailed review of study quality to ensure they are relevant to the UK healthcare system.
[bookmark: _Hlk213912747]3.4 Data Charting and Analysis
A data charting form was used to record important information about the selected studies: author, year, aim, design, sample, main findings and limitations (see Appendix 1). The data was then analysed thematically following Aveyard's (2014) approach. Codes were created in an inductive manner to identify recurring concepts and were divided into four themes: governance and transparency, technical vulnerabilities, ethical and consent hurdles and public trust. This approach provided a structured, but flexible framework for the synthesis of different forms of evidence.
[bookmark: _Hlk213912783]3.5 Ethical Considerations
This review only used publicly accessible and peer-reviewed sources. Academic integrity was guaranteed through proper referencing of all sources, no plagiarism, and fair presentation of the results of each study.
4. [bookmark: _Hlk213912805]Results
[bookmark: _Hlk213912833]Table 2: Summary of Included Studies
	Author (Year)
	Study Design / Sample
	Aim / Focus
	Key Findings

	Horvath et al. (2022) 
	Three-wave panel survey of 2,500 adults in England
	Examine predictors of adoption and continued use of the NHS COVID-19 contact-tracing app
	Privacy concerns, lack of transparency, and low trust in government reduced adoption and retention. Misconceptions about third-party data access discouraged participation.

	Zhang et al. (2023) 
	National mapping of 93,384 NHS England data flows
	Identify transparency gaps and privacy risks in NHS data governance
	Most data flows involved multiple intermediaries with limited oversight. Only 0.5% of data collected with explicit consent; transparency and public reporting were inconsistent.

	Kerasidou & Kerasidou (2023) 
	Normative and empirical literature review
	Examine public trust and ethics in NHS data partnerships
	Public trust in the NHS does not automatically extend to commercial data sharing. Perceived conflict between public benefit and profit damages legitimacy.

	Warren et al. (2019) 
	Retrospective observational study of 152 NHS trusts (21 million patients)
	Assess EHR distribution and data-sharing between hospitals
	21 EHR vendors identified; poor interoperability caused record fragmentation and privacy risks during inter-hospital transitions of care.

	Sujan et al. (2023) 
	Mixed-methods analysis in remote primary care settings
	Investigate safety and governance in remote digital consultations
	Remote care relied on disconnected systems and unclear governance. Inconsistent consent and lack of data-integration raised privacy and safety risks.


Source: Author’s Computation (2025)
[bookmark: _Hlk213912966]4.1 Thematic Analysis
Based on the thematic approach of Aveyard (2014), four themes were identified in the five articles selected, they are (1) fragmented governance and insufficient transparency, (2) technical vulnerabilities and interoperability failure, (3) ethical and consent concerns, and (4) societal trust and confidence in data utilisation.
[bookmark: _Hlk213912999]4.1.1 Fragmented Governance and Limited Transparency
In the chosen studies, fragmented governance was among the major issues that led to privacy risk. According to Zhang et al. (2023), the transfer of patient information to NHS England is done via thousands of individual data flows, many of which pass through commercial distribution with little transparency. Only a fraction of these flows was publicly documented, and most relied on the "public interest" legal basis under the Data Protection Act (2018) rather than explicit consent. Similarly, Warren et al. (2019) found that hospitals have different EHR systems, so it is unclear who would be accountable for managing data when patients travel between trusts. These governance gaps mean that there is a higher risk of data becoming exposed and that the NHS is less able to demonstrate that it is complying with data protection principles in the UK.
[bookmark: _Hlk213914151]4.1.2 Technical Vulnerabilities and Interoperability Failures
Technical weaknesses make privacy threats even more difficult. Warren et al. (2019) revealed that over one-fifth of NHS trusts are still partly paper-based and that only two out of twenty pairs of hospitals with the highest likelihood of patient sharing did so with the same EHR vendor. Inconsistent systems make secure electronic transfers impossible, requiring staff to use temporary or insecure methods that are prone to breaches. Sujan et al. (2023) have found similar patterns in remote primary care: since remote platforms were not integrated with NHS records, clinicians often used email or manual data entry to transfer patient information. These workarounds put the responsibility of privacy protection on individuals, instead of on the system itself.
[bookmark: _Hlk213914175]4.1.3 Ethical and Consent Challenges
Ethical issues concerning consent and the use of secondary data were discussed in Zhang et al. (2023) and Kerasidou & Kerasidou (2023). Zhang et al (2023) found that most NHS data collections are undertaken without any explicit patient consent, while Kerasidou argued that this practice undermines the social licence for data driven research. The public expects to use their data for the improvement of healthcare and not for commercial gain. Ethical tension exists when partnerships with private companies have no apparent value return to the NHS. Sujan et al. (2023) also noted blurred consent processes in remote consultations; patients had no idea how their information was stored and shared. Together, these findings show that existing frameworks for consent are inadequate for complex secondary uses common to modern digital systems.
[bookmark: _Hlk213914192]4.1.4 Public Trust and Confidence in Data Use
Public trust became a key issue in determining the outcome of privacy. Horvath et al (2022) demonstrated that low trust in government and uncertainty about access to personal data by third parties decreased engagement with digital health tools such as the NHS covid-19 app. Kerasidou & Kerasidou (2023) further argued that trust needs to be built through openness and dialogue and not just through technical assurances. When people feel that their data is being monetised or handled in an opaque way, they opt out of being involved, which implies that digital transformation can fall short of its potential benefits (Horvath et al 2022). Transparency, therefore, is not only a matter of ethics but it is a matter of practicality of effective system use. 
5. [bookmark: _Hlk213914211]Discussion
[bookmark: _Hlk213914245]5.1 Governance Fragmentation and Policy Implementation
Fragmented governance is the biggest hurdle to the assurance of privacy. Zhang et al. (2023) showed the way data moves through multiple intermediaries, which often includes commercial data processors with little oversight or reporting. This fragmentation creates a lack of accountability and makes it hard to see how information is used once it has left its original source in the NHS. Although the UK has set up governance frameworks, including the Caldicott Principles and the NHS Data Security and Protection Toolkit the implementation of these frameworks varies unevenly across trusts (Department of Health and Social Care, 2020). The lack of central enforcement means that huge variation in compliance standards is possible, as shown in Warren et al. (2019) in their national analysis of hospital record systems.

[bookmark: _Hlk213914314]This inconsistency suggests that privacy protection is greatly dependent on local leadership as well as resources available rather than a standardised national approach. The result is a patchwork system in which some trusts have good data management, while others are lagging (Jawad, 2024). Strengthening the national coordination and monitoring mechanisms could therefore support uniformity and reduce exposure to breaches (Conduah et al, 2025). The development of Secure Data Environments (SDEs), as suggested by Zhang et al. (2023) is a promising step towards unification of governance, but these systems need constant investment and accountability to the public for them to be successful.
5.2 Technical Vulnerabilities and System Fragmentation
Technical limitations add to the governance challenges identified. Warren et al. (2019) found that many hospitals in the UK have been using incompatible electronic health record (EHR) systems that have blocked seamless transfer of information from one institution to another. When patients travel between hospitals, it is usually not possible to actively follow their digital records and have them securely followed, and staff often must use insecure workarounds such as printing their records, sending them via email or re-entering data manually. Sujan et al (2023) found similar problems with remote primary care, where clinicians were found to need to copy patient information between disconnected systems or store data temporarily on private devices. These practices increase the risk of accidental disclosure and provide a false sense of efficiency while bypassing approved security protocols.
Outdated or isolated digital systems compromise the primary goals of the NHS Long Term Plan to develop integrated digital care records (NHS England, 2019). Investments in interoperability and shared technical standards must therefore be considered as part of privacy management, and not as separate infrastructure problems (Ademola et al, 2024). Privacy cannot be achieved if data systems themselves are disjointed. Technical reliability and security should be considered as part of patient safety as reinforced by Sujan et al., (2023) who argue that upholding privacy is inseparable from guaranteeing clinical safety in distance care.
[bookmark: _Hlk213914335]5.3 Ethical and Consent Challenges in Data Use
One major takeaway from this review is that ethics and the law do not always coincide. Zhang et al. (2023) found that express patient consent for data flow operates in less than one percent of NHS data flows. Although the GDPR provides data processing for "public interest" purposes, such practices run the risk of alienating the very public whose trust is crucial. Kerasidou & Kerasidou (2023) argues that the NHS evolving relationship with the private technology firms has altered the way the public views its moral duty. Citizens trust the NHS as a care provider; however, this trust is reduced when data is shared for commercial or research purposes without transparent benefit to patients (Kerasidou & Kerasidou, 2023).
The ethical legitimacy of the use of data rests on the continued distinction between public value and private gain. Current consent mechanisms, which are often based on opt-out models or broad research exemptions, do not align with the expectations of autonomy and transparency in contemporary times. Sujan et al. (2023) further observed that many providers of remote care did not have clear documentation of consent, and that patients were unsure how their information was stored or transmitted. Together all these findings mean that ethical reform should not be limited to policy compliance but must focus on nurturing informed and continuing participation in decisions related to data.
Introducing dynamic consent models where individuals can handle permissions via digital platforms could increase control and engagement (Lee et al, 2024). Such tools have been trialled in UK biobank and genomic research settings and may provide a scalable model for digital health (Teare et al, 2015). Ethical Stewardship should therefore be part of the technical and organisational architecture of data systems rather than considered a secondary concern.
[bookmark: _Hlk213914367]5.4 Public Trust as a Foundation for Privacy
Public trust is both a product and a prerequisite of good privacy management. Horvath et al. (2022) showed that a low level of trust in government and a lack of understanding about the access to data were directly linked to a decreased adoption of the NHS Covid-19 app. This finding highlights the relationship between privacy protection as perceived and user participation. When citizens feel the data is not safe, they abandon digital services, which in turn restricts the system's capacity to improve healthcare outcomes based on data.
Rebuilding trust demands transparency, not only of policy statements, but also of day-to-day data operations. Kerasidou & Kerasidou (2023) argue that efforts in communicating technical safeguards are insufficient; it is not enough to communicate to the public how and why their data is being used, but they need the moral justification of the use of their data. Openness about partnerships, value-sharing arrangements and data access requests can show respect for patients as partners instead of passive data sources. Without such engagement, privacy protection can be seen as procedural as opposed to ethical.


[bookmark: _Hlk213914391]6.0 Conclusion and Recommendations
The evidence demonstrates that legislation is not sufficient to ensure data privacy. Effective protection must have consistent practice across NHS organisations, compatible technology and clear accountability. Many NHS bodies still employ isolated systems and have different interpretations on the national guidance which results in patchy protection of patient information. Without stronger governance and investment in secure digital infrastructure, these weaknesses will continue to put sensitive data at risk of misuse and breach.
Future policy should be aimed at nationwide consistency in data management. Secure Data Environments (SDEs) should be mandatory in all areas of the NHS, backed by transparent reporting of data access and use. Stronger interoperability standards and incorporating privacy-by-design in every digital tool will help avoid unsafe data handling. Ethical oversight practices must also shift from compliance and consider the social value of data use to ensure that secondary data applications have a positive social value.
For healthcare practice in the UK, organisations should address privacy training as part of all digital transformation programmes and use data protection as part of clinical safety. Continuous professional development on consent, data handling and digital ethics will empower staff to manage patient information in a more responsible way.
Future research should evaluate the real-world impact of recent reforms such as Trusted Research Environments and dynamic consent models, measuring their effects on both privacy outcomes and public confidence. Only through coordinated governance, modern technology, and genuine public engagement can the NHS maintain the trust essential for a secure digital future.
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Appendix 1 - Data Charting Form
	Study ID
	Author(s) and Year
	Title / Source
	Aim / Research Question
	Study Design / Methodology
	Sample / Setting
	Key Findings
	Limitations
	Relevance to Review Objectives

	1
	Horvath et al. (2022)
	Adoption and continued use of mobile contact-tracing technology: multilevel explanations from a three-wave panel survey and linked data — BMJ Open
	To examine predictors of adoption and continued use of the NHS COVID-19 app
	Three-wave panel survey
	2,500 adults in England
	Privacy concerns and lack of trust reduced uptake; misinformation about third-party access lowered continued use
	Self-report bias; limited ethnic-minority representation
	Objectives i and ii — shows how privacy perception and governance/trust affect digital-health engagement

	2
	Zhang et al. (2023)
	Mapping and evaluating national data flows: transparency, privacy, and guiding infrastructural transformation — Lancet Digital Health
	To map NHS data flows and assess transparency and privacy risk
	National mapping / mixed methods
	93,384 NHS data flows; FOI requests; public registers
	Fragmented governance, low explicit consent rates, opaque intermediary chains
	Likely under-reporting of commercial flows; excludes devolved nations
	Objectives i and ii — highlights structural governance and consent gaps affecting privacy

	3
	Kerasidou & Kerasidou (2023)
	Data-driven research and healthcare: public trust, data governance and the NHS — BMC Medical Ethics
	To analyse ethical tensions and public trust in NHS data partnerships
	Normative and empirical literature review
	UK policy documents and empirical studies
	Trust in NHS care not automatically extended to commercial data sharing; transparency required
	Conceptual; relies on existing studies rather than new empirical data
	Objectives ii and iii — provides ethical framing and guidance for policy and practice reforms

	4
	Warren et al. (2019)
	Improving data sharing between acute hospitals in England: distribution of health-record systems and inter-hospital transitions — BMJ Open
	To assess EHR distribution and interoperability between NHS hospitals
	Retrospective observational study
	152 NHS trusts; 21 million patients
	Multiple EHR vendors; frequent cross-trust transitions with incompatible systems; fragmentation risks data integrity and privacy
	Excludes primary care; EHR use definitions vary
	Objectives i and ii — supplies quantitative evidence of technical and organisational risks to privacy

	5
	Sujan et al. (2023)
	Patient safety in remote primary care: combining Safety I and Safety II analysis — BMJ Quality & Safety
	To investigate safety and governance issues in remote digital primary care
	Mixed-methods (incident review, interviews, observations)
	Clinicians and managers across English primary-care and telehealth settings
	Remote care used disconnected systems; unclear data stewardship and consent processes; staff relied on informal safeguards
	Small qualitative sample; limited generalisability
	Objectives i and iii — links information-governance weaknesses to practical recommendations for safer practice
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