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Activity 3 — Continuation

Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to scan and enumerate networks.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Part 1. Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the
target replies.

Part 2. Use MegaPing to identify live hosts and open ports of the Target.

Part 3. Use NetScanTools Pro to initiate various Scans

Part 4. Explore various network scanning Techniques

This activity will continue...

Part 5. Being Anonymous on the Internet

Part 6: Identify Target Operating System with TTL
Part 7: Map your Network

Part 8: Enumerate using NetBIOS

Part 9: Enumerate using Nmap and Net Use

ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution
[ ]

* g Do research and complete the task. Need referencing/ in-text citations.
'=_'|' Shall be included as a part of your coursework.

Eed Record your Reflection
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1. Download Proxy Switcher.

2. Install Proxy Switcher in Windows 2016. USE ONLY IN LAB
ENVIRONMENT
3. Make sure you have changed your Browser’s Proxy settings.

o] @ firefex sheurpreferances

Connection Settings

Configure Praxy Access ta the Interet
O Mo prowy
() muto-sitect ey setings for his natwork

[ P ——

socks W O 50KS 55

) automatic prosy configuratian AL

bio prony for

Exampls: moaiba.ceg. Lz, 192.1681.0/28
Connedions 16 locabas, 12100.1/2, s0d i1 are neves prsied.

(7] Do ot prompt o aubetcation# passmord i saved
(71 oty NS e ing SOCKS 15

] enabie oris aver HITSS.

(This is in Firefox. Options varies in each browser. Look for Settings->
Network Settings = Proxy)

@éuae system proxy settings

4. Look at your public IP Address.
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(G what is my ip address

Google

Q. Search Google or type a URL

(=

e +

Web Store Add shortcut

& whatismyip.com/my-ip-information/

WhatlsMylP.com Q p Up * Login

WhatlsMylIP.com® » Tools » My IP Information

My IP |nformation

Internet Speed Test

IP Address Lookup

IP Address Hostname Lookup

IP WHOIS Lookup

My Public IPv4 is:
2.96.16.17

Your IPv6 is: Not Detected

Server Headers Check

Email Header Analyzer

Blacklist Check

User Agent Info

DNS Lookup N Noraven

Stay safe, browse fast. Get Special Deal

Reverse DNS Lookup

Proxy Check
Port Scanner My IP Location Info @ My IP Hostname
Password Strength Test
[ HOW'T6 5 ] City: Bristol ISP: TalkTalk Communications Limited
State: England Host Name: host-2-96-16-
Knowledge Base - 17.as13285.net
Country: United Kingdom of Great
[ Resources - ] Britain and Northern Ireland ASN: 13285 @ x
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5. Use Proxy Switcher:

a. List the available Proxies: Use Common Tasks wizard to find new

Servers.

Commen Tasks Wizand b %

7

] Caurery u Uptrme

Welcome to the Proxy Swilcher
g s o can ki commen e

To cortrus, chck e,

A Sow ks on S

b. Select any one of the servers from the basic anonymity list and connect
to the server. In this example, the connect was made using an available
US Server. Make sure you select any available server in Alive-SSL

State.

2R Proxy Switcher Unregistered (Direct Connection }

File Edit Actions View Help

Z8x

g

(> ] =

S

A

Server State Response
] & 181.143.224.43:999 Dead 12008ms
CORE (0} ¥ 87.117.2215:8080 Dead 21031ms
B[ High Anonymous (0) ¥ 46229214150:3128 Dead 2281ms.
Non-S5L(0) ¥ 36.9574103.:2080 Dead 21031ms.
lte (0 & 7238186794011 Dead 2297ms.
B[ Dead 222) ¥ 62.193.68.80:1976 Dead 21031ms.
Pemznently (34) ¥ 159223.136.87.3128 Dead 21047ms.
)+ [ Basic Anonymity (30) ¥ 4176216.123:8088 Dead 21031ms.
Non-55L (28) ¥ 155138.232.191:80 Dead 21031ms.
Prvate (266) ¥ 115.178.78.58:8080 Dead 21032ms
Dangerous (22) ¥ 4165224801976 Dead 22532ms.
Wy Prowy Servers (0) ¥ 103.121.38.138:80 Dead 422ms
Proxy Switcher (0) & 181.196.241.198:9100 Dead 5937ms
¥ 9517120823128 Dead 2103Ims
181.48.91.91:989 Dead 21047ms
¥ 21730170.2133128 Dead 2603ms
¥ 175.101.120.146:3080 Dead 21031ms
& 6694120.161:443 Dead 8266ms.
<
|
Keep Aive || Auto Switch
193.148.225 680 tested as [Dead] because connection was refused
193,149,225 77:80tested as [Dead] because cornaction was refused
193.203.14.245:80 tested as [Dead] because mismaich in retrieved contert:
S5L Target: hitps://cdns cloudfare. com/ajax i p/33 T/css/b heme.css
) Idie 138/96 Scanning started

| Fiter Provy Servers 5

Country
s COLOMBIA
mm RUSSIAN FEDERATION
s RUSSIAN FEDERATION
= |NDONESIA
s RUSSIAN FEDERATION
= EGYFT
=— UNITED STATES
SOUTH AFRICA
UNITED STATES
‘s, REPUBLIC OF KOREA
= EGYFT
I BANGLADESH
mim ECUADOR
== FINLAND

COLOMBIA
== UZBEKISTAN
= INDIA
=— UNITED STATES

N... Uptime

Cancel

DL: 14.5 kBfs UL: 1.7 kB/s

78X 005 A 7« A

[% Proxy Scanner Sarver « State Response
- 1 New (10582) ¥ 200.37.240.130:989 (Alive-55L) 5006ms
CORE (244) ¥ 176.31.68.252:20325 (Mlive-S5L) 34ms
El High Anonymous (0) ¥ 8592185.180:31704 (Mlive-S5L) 88ms
Nen-SSL (0} ¥ 21021220788:3128 (Alive-SSL) 5271ms
Elite (0} ¥ 472432451159394 (Miive-SSL) 1152ms
=] Dead (1781) ¥ 149347653080 {Mlive-SSL) 479%ms
Permanently (123) ¥ 1763168252.20117 {Mlive-S5L) 768ms
=) Basic Anonymity (32) ¥ 54.167.247.1423128 (Alive-55L) 37ms
Non-55L (33) ¥ 45233.17098:999 (Mlive-S5L) 5937ms
Prvate (268) ¥ 31173.13.192:41890 (Mlive-S5L) 5056ms
Dangerous (31) ¥ 103.224.103.85:15402 (Alive-SSL) 6997ms
My Proxy Servers (0} ¥ 4724322 4859394 (Mive-SSL) 1158ms
ProxySwitcher (0) ¥ 4313045.137.24468 {Mlive-S5L)
¥ 223.204.84 212:8080 (Mive-55L)
¥ 103.105.8153:41890 (Blive-SSL) 2209me
¥ 4577.157.80:8899 (Blive-SSL) 384ms
¥ 831512503128 (Alive-SSL) 4522ms
& 91.107.15.221:53281 (Mive-SSL) 6731ms
<
| S
Name State Progress Size Foun
Core Proxy Network Complete I s 1000
wiw aliveproxy.com Receiving | 1247kb 607
wiw.cybersyndrome.net Complete I ke 22
wiw nntime.com Complete D 224kb 416
User-Defined-Lists Complete Y
(1) Active 144/96

s ‘ Fiter Proxy Servers

Country

=
[ HONG KONG

= SPAIN

1 N FRANCE

== UNITED STATES

mmm COLOMBIA

mm RUSSIAN FEDERATION
= NDONESIA

[ HONG KONG

N |NDONESIA

== UNITED STATES
mmm RUSSIAN FEDERATION
mmm RUSSIAN FEDERATION

®

N... Uptime

Cancel

DL: 30.2 kB/s UL: 1.9 kB/s




ACCB6000

Dr. Nitheesh Murugan Kaliyamurthy | n.kaliyamurthy@uwtsd.ac.uk

4B Proxy Switcher Unregistered (Active Proxy: 54.167.247.142:3128 UNITED STATES ) - ul X
File Edit Actions View Help
78X 00E0E 7 o f" A s |pro=— &
[ Proxy Scanner Server : State Response Country M... Uptime
2 P New (10294) ¥ 20037240.130.999 (Mlive-S5L) s006ms  [] [ FERU 1A
[ CORE (444 ¥ 176.31.68.252:20325 (Mlive-S5L) 3g4ms | I FRANCE 1
High Anonymous (0) ¥ 85.92.185.180:31704 {Alive-55L) 68ms 5= UNITED KINGDOM 1
[ Neon-S5L (0) ¥ 210212.22768:3128 {Aive-55L) 5271ms o INDIA 1
: = Blte (0) ¥ 4724345115534 (Alive-S5L) 1152ms [l HONG KONG 1
) [ Dead (2429) ¥ 143347658080 (Mlive-S5L) 47%6ms o SPAIN 1
[ Pemmanently (124) & 176.3168.252:20117 (Mlive-SSL) 768ms [ I FRANCE 1
Basic Anonymity (31) D
‘- [Z7 Non-SSL (34) ¥ 45233.170.98.59% {Alive-55L) 5937ms g COLOMBIA 1
|7 Private (268) 31.173.13.192:41330 {Aive-55L) 5056ms RUSSIAN FEDERATION 1
[ Dangerous (31) 103 224.103.65:15402 (Alive-55L) 6997ms ™= INDONESIA 1
o[ My Proxy Servers (0) ¥ 172432224855394 (Mlive-S5L) 1155ms [ HONG KONG 1
[ ProxySwitcher (0) ¥ 43130.45.137:24468 (Alive-SSL) 840ms == UNITED STATES
¥ 223.204.84.212:8080 (Alive-55L) 1050ms == THAILAND
o 103.105.81.53:41830 Testing 2203ns ™ NDONESIA
45.77.157.80:3899 (Alive-55L) 3@4ms == UNITED STATES
& 831512503128 (Aive-55L) 4522ms  gmm RUSSIAN FEDERATION 1
& 91107.15.22153281 (Alive-55L) 6731ms  mmm RUSSIAN FEDERATION 1w
< >
[ Cace
Name State Progress Size Found
Core Proxy Network Complete I ckb 1000 ~
wiww aliveproxy.com Receiving | 1623kb 869
wiww ybersyndrome net Complete D ke 22
wew ntime com Complete I 24k 416
User Defined Lists Complete I 0.0k v
(2) Active 144/35 | DL: 7.7 kB/s UL: 1.5 kB/s

Make sure you are connected: Use Proxy Switcher to check your
connection.

B ety

Your possible IP address is:  54.167.247.142 =
Location: UNITED STATES

P

5
Proxy IP:
Proy Country:

Check your IP Address.

€ > C At GLER BR324 0 =
Google wrtis my p antiess e T T T e — ~ o
QM B Bhes Qs G@vass e octs Ao
-
54167 247142
Your F address.
S
T
Vihat Is My IP Address - See Your Public Address - [Pv4 & IPUG E—— =
B O — n
D e E—
e, mr R e =
IP Loakup o e . .
T s iy e T e
e - e
IP Addresses
-
anm ® MRE § == E
——
: I Prusy Swcher U gotered (Adtve Peteys 4172471425302 UMD SWIES | - o x|
‘ e,
FEX 00 EBE 7 3 F¥dd i [
; = SE oR e ==

e ceplesemess: inseeplese, BATA (13)]
{76 seguent Len: 8]

N pe— Tu———
Seqence Hamber (cam): AHSGES30]
et sequence taser fretstiue sequence number)]
Ackronladgmt. embar: 77T {elative ack nmbar}

Gt e sEG ARHAMBGE R O
& 53 %0 ue an os 3 5

- g R
D AT tAG NI TAH WG B8RP =
rame s Praren - e
e Py st Gt — i 0 -
e s o ooy EE— s
e cteceen Grcite — iz
e e con Gt — o
st s Gt — .

(hacane [TOTTT TSI e
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6. Use tools, that you have used so far during information-gathering ﬂ
phase to further analyse. What did you get? Did you manage to ‘.
identify your proxy server or type? C )

7. Use Whatismyip.com to check your Proxy. What do you see?

[@) whatisMyiP.com QP Lookup © Speed Test @ Change 1P @ Hide 1P

Proxy Check

Proxy Check

Proxy Detected
oxy Type: DCH

8. Based on your usage of this tool, and the analysis done, write your
understanding on using Proxy tools like this. Referring to the :.
above screenshot, what is the Proxy type DCH? =
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Part 6: Identify Target Operating System with TTL

Machine: Windows Servers 2016, Windows 10, Ubuntu, Kali Linux.

Use Wireshark to capture the packets from the target machine and observe TTL, TCP
Window Size to determine the Operating System.

Task

1.

Before starting this task, you need to know the TTL & TCP Window Size
values of different Operating Systems. With reference to our discussion
during our lectures,

a. What is TCP Window Size? .n
b. list out the values below. .&
Windows TTL: TCP WS:
Linux TTL: TCP WS:
FreeBSD TTL: TCP WS:
Server 2016 TTL: TCP WS:
Cisco Router (I0S 15.9) TTL: TCP WS:

Login to Win Server 2016. Use Packet Capturing tool and start capturing
packets.
Ping Win Server 2016 from Windows 10, Ubuntu and Kali Linux Machines
(Assuming they are the target machines)
Observe the captured packets in Win Server 2016.
a. Select icmp packets from each target machines to the Server and
look for the packet details.
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5 W Server 2016 < | 5 Kb 202 e |
P
Fie

View Go Ca Anayze Statistics Telephony Wireless Tools Help

Admze (BRB«>gTisEEHaaan

(W [aoi a dspiy fiter _ <crif>
Mo Tme Source. Destnaton Prowcel  Length Info.
91 224.823479 18.18.. 11 10.10.18.16 e 98 Echo (ping) request id=BxedbS, seq=8/2048, ttl=64 (reply in 92)
10.0.30. 20.30.10.11 e

96 Echo (ping) reply  id=GxedbS, 5eq-8/2048, ttl-128 (request in 91)
10.10.10.15 16.20.10.11 % 98 Echo (ping) reply  1d-0xe3ds, seq-9/2304, trl-128 (request in 93)
M Wineshari: . Packet 93 . EshemetD

» Frame 83: 88 bytes on wire 784 bits) on interface \Device\NPF_{B435F8S2-1AGE-4621-AE1C-906FBO1SADFD}, id
> Ethernet 1T, Sre: Vhare st: Vhaare_Ga:Se:db (60:0c:29:68:5e:2h)
¥ Tnternet Protocol Version 4, Sre: 10.18.16.11, Dst: 10.18.16.15

#1600 - Version: 4

(784 bits), 98 bytes captured (
:3e:44 (00: a6:0e:14), s

©ve. G161 = Header Length: 20 bytes (5)
Differentiated Services Field: 8xd@ (DSCR: CS6, ECN: Not-ECT)
Total Length: 84
Identification: @x6ees (27845)
Flags: @xde, Don't frageent
...0 0202 0000 PegE - Fragnent offset: @
Tine to Live: 64
Protocol: ICHP (1)
Header Checksum: GxaSbS [validstion dizshled]
[Meader checksum status: Unverified

10.11

Type: IPva (2x0800)
 Internet Protacol version
160 .... - version: &

<., 8101 = Header Leng]

> Differentisted Services
Total Length: 84

9000 08 Gc 29 63 5 2b 00 Oc 29 35 9e 14 08 B0 43 08 )Ju )
> Flags: Bxdd, Don G010 8 54 Ec c5 48 08 48 @1 25 bS Ba € Ga O 8a G2 T1-§@
2200 9626 ©a 18 BB 88 84 7f e3 b5 64 09 d2 23 19 62 60 80
o830
9050
aas0
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Map your network using Automatic Mapping Tool.

Task

1. Download Network Topology Mapper from Solarwinds. (You may use different
tool to accomplish this task)

& i ity

[ J
-

IP address management software
designed to save time and prevent costly
errors

= Automated IP address tracking

- Integrated DHCP. DNS, and IP address
management tools

+ IP alerting, troubleshooting, and
reporting

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

Network device tracking software designed
to locate users and devices on your
network

+ Quickly locate network devices

- Map and monitor WAPs, switches, and
ports

+ Manage switch and switch port capacity

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

VolP monitoring software designed for
deep critical call QoS metrics and WAN
performance insights

+ Real-time WAN monitoring

- Troubleshoot VolP call quality problems

+ Visual VoIP call path trace

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

Network Automation Manager

Network automation software designed for
on-prem, cloud, and hybrid environments

+ Network performance monitoring
+ Traffic and bandwidth analysis

= Config and change management

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

@ Log Analyzer

Easily investigate machine data to help
identify the root cause of IT issues faster

+ Log and event collecticn and analysis
« Powerful search and filter

+ Real-time log stream

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

2. Install the tool in Windows Server 2016.

SolarWinds Registration

S0 Iarwmdﬁ

E-mail Address: | |

Please confirm the email address you provided when registering to download
MTM, Ifitis blank, please provide your preferred e-mail address, This will help us
assist you with pre-sales technical support, educational material, and other
account related communications. Installation reguires a valid email address.

Network Topology Mapper

Network mapping software built to
automatically plot your network

= Automate device discovery and mapping
+ Build multiple maps from a single scan

= Perform multi-level network discovery

DOWNLOAD FREE TRIAL Quick View

Free for 14 days
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SolarWinds Netwark Topology Mapper X

SolarWinds Network Topology Mapper Setup

License Agreement

SOLARWINDS
END USER LICENSE AGREEMENT

BY ACCEPTING THIS AGREEMENT, EITHER BY INDICATING YOUR
ACCEPTANCE, BY EXECUTING AN ORDER FORM THAT REFERENCES
THIS AGREEMENT, OR BY DOWNLOADING, INSTALLING AND/OR
UTILIZING THE SOFTWARE (DEFINED BELOW), YOU AGREE TO THIS
AGREEMENT. THIS AGREEMENT IS A LEGALLY BINDING CONTRACT

| agree to the license terms and conditions

‘ Options | | Install ‘ ‘ Close

SolarWinds Network Topology Mapper Setup

Installation Progress

Action 19:03:20: RunSWLicReg.

[

Cancel

Please click 'Enter Licensing Information'
tolicense your product.

Your evaluation ends in 14 days.

Buy MNow!

Enter Licensing Information

| Continue Evaluation I

If you are using Network Topology Mapper from Solarwinds,
a) what option did you select on the following “Would you like to send
anonymous data to SolarWinds about how you use Network Topology

Mapper?”
| . o
b) Why did you select the stated option? ..
[
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E7 Help SolarWinds Improve — | X
Would you like to send anonymous data to SolarWinds about how

Networks " e

TODOlogy - Help us design and build features that it your needs

Mapper G patopton o o e by i this sppicatn s

() Yes, | wish to participate anonymously (recommended).
(@ No, | would not like to participate.

-
solarwinds ¥

3. After Installation, begin a New Scan

SolarWinds Network Topology Mapper
File Edit View Reports Help

ew Scan |1 New Map pen | (@ Rescan rint 53] Export Visio ele ove ,~* Connect Devices ackground | Zoom is map
5 w6 e o 220301 | B |1 3|8 911 Bl gt o [y st @ioe o oo | S i | 2o | 9 19 |[sescttiero—5)

Click New Network Scan to scan your environment

4. Select SNMP Credentials and Select the Network.
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Metwork Topology Scan x

T
SNMP Credentials /////_{

Pick SNMP credertials used for discovery on your network from list of stored Credentials or add new credential. Credentials are = e
used in the order listed below.

SNMP Credentials Stored Credentials: Discovery Credentials:
WMI Credentials [ Name OO #  Name
VMWare Credentials EA11 public
Network Selection O] public v

Discovery Settings
Scheduling

Summary

SMNMP must be enabled on your devices before running MNetwork Discovery Scan to get the results on the map.
» Leam mare about SNMP

MNetwork Topology Scan

Network Selection

Where are the nodes that you want to discover? Define the section of your network to be scanned below.

o *fou can combine subnets, IP ranges and free-form IPs in your Network Discovery.

SNMP Credentials PR
anges -Nat- i
WMI Credentials Subnets g Freeform IPs = Do-Mot-Scan List

VMWare Credentials Start Address: End Address:
Network Selection 192.168.1.0 | [192.168.1.255)

Discovery Settings
Scheduling

Summary

To include IPvE addresses in the discovery, add them in the Freeform IPs tab.
Network Selection Summary:

Subnets: Mo selection

IP Ranges: Ix

Freeform IP Entries: Mo selection
Do-Not-Scan List No selection

5. Assign your name and Student Id as the Name to Scan and Discover the
network.
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[ Network Topolegy Scan

Network Discovery Setlings

Name your network discovery scan below and configure number of Hops.

SNMP Credentials Scan name:

WMI Credentials [My_Name_Studert_id|

VMWare Credentials

Network Selection Number of Hops: [0 | Recommended heps iz 0.
Discovery Settings » What are hops?

Scheduling

[ lgnere nodes that enly respond to ICMP (ping). Nodes must respond ta SNMP or WHMI
Summary
» Learn more

[] Dont use Bridge Table information to calculate network topology

» When not to use Bridge Tables?

[ Network Topology Scan x
Di Y ¥ i
Review your Network Discovery configuration ;_ '.J,J}'J i ;—//,

SNMP Credentials SNMP Credentials- public

WMI Credentials private
VMWare Credentials

S WMI Credentials: <o credeniials added>
Discoser Settinns VMWare Credentials: <o credentials added>
Scheduling
Summary Network Selection: [P ranges 152.168.1.0- 192.163.1.255
Subnets: <no selection>
Freefomn IPs <0 selection>

Do-Net-Scan Lst: <o selection>

Discovery Settings: Map name My_Name_Student_Id
Number of Hops: ]

Scheduling: Frequency: Once
Execution: Immediately

TIPS = MNetwork discovery can only draw connections between devices that have SNMP enabled
Non-SNMP devices cannot be mapped.
= Provide Windows and VMWare credentials for devices on your network.

[ <Back || Discover | Cancel |

/* In my case, | have used 192.168.1.0 range of IP Address.

6. Use the details to map your network. You will now have a network topology.
Expand and explore the Node Display Options, Map Layouts to gather more
information. /* In my case, | have used 10.10.10.0 range of IP Address.
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¥ NewScan 1§ NewMop 3 Open |8 Rescan |1 1 Prct £ Export Visio

| Move o* Connect Devices | (% Background | Zoom 100%

-8 B |[sexcnmemmd 3

[ e x|

1101016
Server2016

[

Scanring Network

»
1010100 101010100
Uningwn

None.

Eushistnn ot

&

Evaluation mode
Foght cich fox node cetads

1010018
1010.00.11
Uninown

oM

Use Integration with Windows Tools to gain access using Remote Desktop,
gather more information using ping, traceroute, Telnet etc.

Generate Report

Nitheesh_123456 - Inventory report

IPAddress I Addresses  Hostname  PrimayRole  Roles  Sysname  Machine Type  Vendor  locaon  Cortact  System Descripon  Poling Method  MAC Addresses
1010102 [10.10.102 1010102 |ICMP Node ICMP N Unknown Unknown IcMP
1010108 1010108 WINALTUT .. |ICMP Node ICMP N Unknown Unknown IcMP
10101010 [10.10.10.10 DESKTOPS... |ICMP Node ICMP N Unknown Unknown IcMP
10101011 |101010.11 10.10.10.11  |ICMP Node ICMP N Unknown Unknown IcMP
10101016 |10.10.10.16 Sever2016 | ICMP Node ICMP N Unknown Unknown IcMP
IP Range10.... |Network Seqm
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With reference to our lectures, enumeration when you try and connect to the system
and do deliberate actions to gather more information. The initial process of
enumeration includes finding names of the machines within Target network. Using the
gathered names, detailed information on network and its resources could be probed.

Using tools like Global Network Inventory is used to scan the networks based on IP
range, Domain, Host etc.

Task

1. Download Global Network Inventory tool. (You may use different tool to
accomplish this task)

2. Install GNI tool. Open the New Audit Wizard and initiate the scan. You have two
options to proceed further.

Global Network Inventory - Unregistered

© File View Scan Tools Reports Help

R - e Helg- DY BOBECNE-I & @,

View results

- 8 Scan summary |
A FORA
Name 2 Lonah New Audit Wizard X
...... & [All addresses
Type E Welcome to the New Audit Wizard

E This wizard will guide you through the process of creating a
i new inventory audit.
:
:
-
L]

To continue, click Next.

<Back [ MNet> | | Cancel
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a. Connect as currently logged on user
If you are using this tool in an initial stage where you don’t have the user
credentials of the target, use this option. However, by using this option
you might only get basic information like Physical and Logical addresses.
b. Connect as
Once you have managed to get the user credentails of the target, use
that and connect as the target and gather information.

Global Network Inventory - Unregistered
! File View Sean Tools Reports Help
K- e @anP - OcF AOBBENRE-0 8 6,

| i Scan summary

hes ) OWH

Name eRED New Audit Wizard X
& [l addresses
Tipe Authentication Settings
Specify the authentication settings to use to connect to a remote computer, [

Connect as cumently logged on user
® a0
() Connect as

Domain b User name:

Pazsword:

To continue, click Next

| <Back [ Ned> || Cancel |

3. Do scans using both the options and gather as many information as possible.

5 Global Network Inventory - Unregistered

- 3
¢ File View Sean Tools mmms Help
(X - e BelE- OEEBOEEDR-B & @
Viewresuts v 2 x] - De: k‘p | ces |, Videocontrolers WS Monitors | logical disks |, Diskdives |ggh Priters [ Networkadepiers [[@] NetBIOS |} Sheres | Usergoups |[# Usex | @, Loggedon
A ORAR n summ a%ﬁ Compier sm \n Processors [ Main board %' BI0S @) Memory (WM Memory devices |1 Pottcomectors [(j Systemsiots | &) Opermting System | Instaled sofware ||y Envionment | &5 Services

Name
= 1€ All addresses
£1-14%¥ WORKGROUP
[l SERVER013 (1D...

Product 7 [=] version [=]| Publishar [~]| Instal Dats =] Fieg Owner [=]| Rea Compary [~]| Cd Key [~ ]| Praduct Id (]
~[Doman WORKGAOUP [COUNT =)

~| Host Name : SERVER2012 (COUNT=2)

=| Timestamp : 27/02/2022 16:15:06 [COUNT=2)
ual C++ 20152019 1464)-14... [14.28.29913.0
ual C++ 2015-2019 [#2E] - 14. ‘14 28.29913.0

Tota 2 tomls) [ [ [ [ |

Product 7 [+ Version [+ ]| Publisher (]| Cdkey [+ Productld = Count =]
Micrasalt Visual C++ 2015-2013 Redistibutable (x64) - 14.28.29913 [12.2823913.0 [Microsoft Corporation [ [ [ 1 |
& Microsoft Visual -+ 20152019 (x86) - 14.28. 29913 [142829973.0 [Mistosoft Corporstion [ [ [ 1 |

What is the difference between both the scans? ﬂ
[ ]
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4. Generate Report
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([ Windows Server 2016 ([ Windows Server 2012

£] C:\Program Files (x86)'Magneto Software\GlobalNetworklnvente © - ¢

Global Network

Inventory Services | February 27, 2022

wvisit http-//www.magnetosoft.com for sales and support.

[ Windows 10 and later x64

@& C:\Program Fi.

[ Windows 8.x x64

@& C:\Program Fi...| @& C:\Program Fi.

([ KaliLinux-2021.4a-vmware-a..

@ C\Program Fi... | @ C:AProgram Fi.

@ C:\Program Fi... | @ C:\Program Fi

& CiProgra.

Services
fiame Tetar Tyee Tt
[Domain - WORKGROUP (COUNT=156)
[Host Name - SERVER2012 (COUNT=16)
imestamp - 27/02/2022 161506 (COUNT=156)
“App Readiness Manuat )
“Application Experience Manual (C:\Windows\system32svchost.exe -k netsves
“application Host Helper Service |Automatic (GAWindowsisystem32isvchost.exe -k apphost
“iapplication Identty [Manual oxe k
“Application Information Manual (C:\Windows\system32isvchost.exe -k netsves
“iapplication Layer Gateway Service Manual ©
““Application Manual (C:\Windows\system32\svchost.exe -k netsves
ppX Deployment Seice (AppXSVC) Manual (C:Windows\systemaZisvhost.exe -k wsappx
““ASP NET State Service [Manual 0. t_state.exe.
i und Inteligent Transfer Senvice Manual K netsy
g und Tasks Infrastructure Senice |Automatic exe -k DeomLaunch
“Base Fitering Engine |automatic
*BrancnCach |automatic K PeerDist
‘Certicate Propagation Manual e netsy
Glient for NFS |avtomatic (CAWindows\system3Znfscint exe
“ONG Key Isolation Manual (CWindows\system3Zisass exe
-COM+ Event Sysiem [Automatic (CWindows\system3Zisvchost.exe -k LocalSenvice
““:COM+ System Application Manual e D4B3F1-FD83-11D1-980D-00805FCT9235)
- Gomputer Browser [Disabled (CAWWindows\S ystem32isvehost exe & netsves
“iGredential Manager Manual (CAWindows\system32usass exs
£ Services |Automatic e
*.DCOM Server Process Launcher [Automatic (G\Windowslsystem32\svchost exe -k DeomLaunch
i ion Service Manual ok
: Service Manual exe -k DcomLaunch
“““Device Setup Manager Manual (C:\Windows\system32svchost.exe -k netsves
“DHCP Client lautomatic oxck
“iDiagnostic Policy Sevice [Automatic kL
“~Diagnostic Serice Host Manual (C:\Windows\System32\svohost exe - LocalService
“iDiagnostic System Host Manual Running &L
““Distributed Link Tracking Ciient Automatic Running &L
& 2016 || I o1z G2 windows 10 and ater x64 52 Windows 8. x64 [ KaliLinux-2021. da-mmare-2,

£ C:\Program Files (x36)\Magneto Software\GlobalNetworkinvent O ~ €&

Global Network

Inventory Desktop | February 27, 2022

visit hitp://www magnetosoft com for sales and support.

Desktop

& c\Program...

& c:\Program.

& ci\Program.

& c\Program...| @ C:\Program..

[Ecreen Saver Executabie

Soreen Saver ACe T

& c:\Program.

Screen Saver Secure T

@ caProgram... & C\Program... & C:\Progr.

Screen Saver Timeout, min

7
jame -_DEFAULT (COUNT=1]

[ [] [ Ho [ Ho [ Cl
Tiarme 115 APPPOOLLRET VA% {COUNT=1]
= [ No [ No [ 0
[Name - 1S APPPOOL\NET v4 5 Classic (GOUNT=1)
= [ No [ Ho [ 0
[Name - NT AUTHORITYWLOGAL SERVICE (COUNT=1)
[ ] | No [ No [ 0
Eam: NT AUTHORITY\NETWORK SERVICE (COUNT=1)
[ | No [ No [ 0
Eam: NT AUTHORITY\SYSTEM (COUNT=1)
[ | T o I Ho I o
Tiarme - SERVERZOT {COUNT=1)
[ T o I Ho I o
Frotar 7 fom(s] [ 1 I
[ Windows Server 2016 [ Windows Server 2012 ([ Windows 10 and later 64 I3 Windows 8.x x64 [ Kali-linux-2021.4a-vmware-a..
] C:\Program Files (x36)\Magneto Software\GlobalNetworkinvente © = & || @ CAP..| @ C\P...| @ CAP.. &GP @ G\P.| & CAP.. @ G\P.. @ CP.| @ GIP..| @ CP..| @ GIP. @ GIP.| @ P @GP B C O
Global Network
Inventory Network adapters | February 27, 2022
visit hitp:/www magnetosoft com for sales and support.
Network adapters
[RGapter Name. TIAC Address TRdapter IP Address. R=pier Defaull 1P Gateway fanuTactrer TRaapter Type FICP Enabied
|Domain - WORKGROUP (COUN
[HostNlame - SERVER2012 (COUNT=1)
imestamp - 27/02/2022 16:15:06 (COUNT=1)
S I ol(R) 525741 Gigabil Network Gonpection Pooc7s60TCH 552552550 Towoz Jotel Gorporation Ftnemets023 o

[Total 1 tem(s)

What are the other similar tools did you manage to research? Could st

you compare those tools with this and discuss the pros and cons?
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Using this technique, we could gather User names, User groups, List of Computers,
OS, Ports, Names, Network resources, Services, Polices and Passwords

Task

1. Download and Install Nmap in Win Server 2012.

2. By default, you could see an Intense scan profile present. Do various scans on
the target OS. Refer to our lecture sessions to use various nmap commands.

3. Based on the earlier activities, we have managed to find our Users, Host
Names, Live Hosts, List of Machines in the Target Network etc. Now, let us
focus on gathering ports open, their services and shared resources.

4. Issue the nmap command to find out the operating system. Which command
would you use?
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Scan  Tools Profile Help

Target: | 10.10.10.16 [v] Profile v

% Command: | nmap -0 10.10.10.16

Hosts Services Nmap Output |Ports,." Hostsl Topologyl Host Detailsl Scans|
]

Cancel

05 4 Host - nmap -0 10.10.10.16

<1 10,10.10.12 Starting Mmap 7.92 ( https://nmap.org ) at 2022-82-27
. 16:45 GMT Standard Time

= 10.10.10.18 Nmap scan report for 10.18.10.16

Host is up (©.8819s latency).

Not shown: 992 closed tcp ports (reset)

PORT STATE SERVICE

Bo/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1801/tcp open msmg

2183/tcp open zephyr-clt

1 2185/tcp open eklogin

2187 /tcp open msmg-mgmt

B MAC Address: @@:8C:29:6A:5C:2B (VMware)

Device type: general purpose

Running: Microsoft Windows 2812|7|8.1

05 CPE: cpe:/o:microsoft:windows_serwver_2812:r2 cpe:/
[ | o:microsoftiwindows_7:::ultimate cpe:/
o:microsoft:windows_8.1

05 details: Microsoft Windows Server 2812 R2 Update 1,
Microsoft Windows 7, Windows Server 2812, or Windows 8.1
Update 1

Network Distance: 1 hop

05 detection performed. Please report any incorrect
results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 2,92
seconds

Filter Hosts

: Zenmap - [ o7

Scan Tools Profile Help

Target | 10.10.10.16 IZI Profile: Cancel

Command: |nmap -0 -v 10.10.10.16

Hosts Services Nmap Output | Ports / Hostsl Topologyl Host Detailsl Scans|
05 4 Host «  |nmap-0-v1010.10.6 [v]

-1 10.10.10.12 Retrying 05 detection (try #4) against 18.18.18.16 ~
. WARNING: OS5 didn't match until try #4
< 1DIDA0IE Nmap scan report for 10.10.10.16

Host is up (2.8816= latency).

Not shown: 992 closed tcp ports (reset)

PORT STATE SERVICE

88/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1881/tcp open msmg

2183/tcp open zephyr-clt

2185/tcp open eklogin

2187 /tcp open msmq-mgmt

MAC Address: @8:8C:29:6A:5C:2B (VMware)

Device type: general purpose

Running: Microsoft Windows 2816

05 CPE: cpe:/o:microsoft:windows_server_2816

05 details: Microsoft Windows Server 2816 build 18586
- 14383

Uptime guess: 8.852 days (since Sun Feb 27 15:45:22
2822)

Network Distance: 1 hop

TCP Seguence Prediction: Difficulty=258 (Good luck!) =
IP ID Sequence Generation: Incremental

Read data files from: C:\Program Files (x86)‘\Nmap
05 detection performed. Please report any incorrect
results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.48
seconds

Raw packets sent: 1865 (49.708KB) | Rcvd:
1865 (45.388KB)

- v
Filter Hosts

5. From the above output/ or from your output, what is your finding? Did you notice
Ports 80, 135, 139, 445, 1801 etc are open and 139 is using netbios service?
Let us use NBTSTAT command to look at NETBIOS related information.
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NBTSTAT is a diagnostic tool for NetBIOS over TCP/IP. It's primary objective
is to troubleshoot NetBIOS name resoultion problems. (Wikipedia)

wUeeprssAdministrator>nbtstat —A 10.160.168.16

thernet@:

SERUER2016 <@a> UNIQUE Registered
WORKGROUP <@a> GROUP Registered
SERUERZ816 <28> UNIQUE Registered

MAC Address = BE-BC-29-6A-5C-2B

wUeeprssAdministrator>nbtstat —A 10.160.168.12

[18.18.168.121 Scope Id: [1]
MetBI0OS Remote Machine Name Table
Status
SERUERZ612 <B@> UNIQUE Registered
WORKGROUP <@@> GROUP Registered
SERUERZ612 <28> UNIQUE Registered

MAC Address = BB-BC-27-6C-7C—49

6. Now use net use command to view the created shared folders from your hosts.

wUeerssAdministratornet use
ew connections will bhe remembered.

Local Remote Hetwork

swwnuare—hostsShared Folders
UHware Shared Folders

he command completed successfully.

7. Do research on net use. Know what is the purpose of net use i
command? Which OS versions is that supported? = |
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Part 10: Enumerate Services

Machine: Windows Servers 2016, Windows Server 2012, Kali.

Scan all the machines in the target network, list out the up and running machines, find
open ports, find the status of firewall and enumerate the services running on the port
along with their versions.

Task

1. Download and Install Nmap in Win Server 2012.

[ Kali-Linux-2021.4a-vmwa... [ Windows Server 2012 [[3 Windows Server 2015
SemPOF]-|1 23 4|8
Q|
%l Favorites TRy T AR
®) Recently Used » Q IDS/IPS Identification
I Al Applications » Q » Live Host Identification
ettings *N . Port Scanners
I Usual Applications » Q = OSINT Analysis
Q 01 - Information Gathering » Q * Route Analysis
- Vulnerability Analysis b Q « SMB Analysis
b Application Analysis N Q « SMTP Analysis

04 - Database Assessment
» Q - SNMP Analysis

R Q SSL Analysis

‘; dmitry

?f} ike-scan

‘( legion (root)

g Elnetdiscover
- Forensics <> nmap
- Reporting Tools s

recon-ng
ineering Tools
spiderfoot

2. Execute the commands
a. nmap -sP 10.10.10.0/24

This lab activity has a number of nmap commands. Could you list out

all the descriptions of these commands? PY
a9

For example, the 15t command used here is nmap -sP 10.10.10.0/24 -

What is the purpose of this command? This scan lists the hosts that
responded to the ping within the specified range of IP addresses. By using
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this command, you could determine the status like up and live hosts in the
target network. This is also known as Ping sweeping.

t is up
Not shown:

R

MSTPC
bios-ssn
microsoft-ds
NFS-or-115
LSA-or-nterm
115
unknown
ms-1lsa

ad
]

Nmap -Ss <target> scan is a

c. nmap -ssV -0 10.10.10.12

] /home/kali

Host is up (
Not shown: L ports (reset)
VERSION
http M ft HTTPAPI 2.0 (SSDP/UPNP)
msrpc Windows
Windows 05-55N
microsoft

msrpc Windows
msrpc t Windows

msrpc Windows
msmg?

msrpc Windows
msrpc icr t Windows
msrp r Windows

cp o:microsoft:window:

R2 Update 1, Microsoft Windows 7, W

ion performed. Please report any incorrect results

1 IP address (1 host up) scanned in 7 seconds

nmap -ssV -O <target> scan is a
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d. Save this report to a txt file with your name. What command do you use
to save?

Network

3. Save the Report and submit the report.

[ ~[Nitheesh_Enu.txt [Read Only] - Mousepad
File Edit Search View Document Help
o t h C x O a«&n

1# Nmap 7.92 scan initiated Sun Feb 27 12:42:10 2022 as: nmap -sSV -0 -oN Nitheesh_Enu.txt 10.10.10.12
2 Nmap scan report for 10.10.10.12
3 Host is up (0.000665 latency).
4 Not shown: 984 closed tcp ports (reset)
5 PORT STATE SERVICE VERSION
6 80/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
7 135/tcp open msrpc Microsoft Windows RPC
8 139/tcp open netbios-ssn Microsoft Windows netbios-ssn
9 445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
10 1025/tcp open msrpc Microsoft Windows RPC
11 1026/tcp open msrpc Microsoft Windows RPC
12 1027/tcp open msrpc Microsoft Windows RPC
13 1028/tcp open msrpc Microsoft Windows RPC
14 1029/tcp open msrpc Microsoft Windows RPC
15 1030/tcp open msrpc Microsoft Windows RPC
16 1031/tcp open msrpc Microsoft Windows RPC
17 1032/tcp open msrpc Microsoft Windows RPC
18 1801/tcp open msmq?
19 2103/tcp open msrpc Microsoft Windows RPC
20 2105/tcp open msrpc Microsoft Windows RPC
21 2107/tcp open msrpc Microsoft Windows RPC
22 MAC Address: 00:0C:29:6C:7C:49 (VMware)
eneral purpose

g soft Windows 2012|7|8.1
2505 CPE: cpe:/o:microsoft:windows_server_2012:r2 cpe:/o:microsoft:windows_7:::ultimate cpe:/o:microsoft:windows_8.1
26 0S details: Microsoft Windows Server 2012 R2 Update 1, Microsoft Windows 7, Windows Server 2012, or Windows 8.1 Update 1
27 Network Distance: 1 hop
28 Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows
29
30 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
31 # Nmap done at Sun Feb 27 12:43:12 2022 — 1 IP address (1 host up) scanned in 61.58 seconds
32

4. Now, let us focus on SNMP.

Which is the default port for SNMP?

a. Check the port status.

s 161 1d.18.18.12
Starting Mmap 7.92 ( https:
Nmap scan report for 10.18.10
Host is up ( latenc

PORT STATE
161/udp openl|filtered snmp
MAC Address

Nmap done: 1 I
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b. From the above output, knowing that SNMP Service is running in port 161 and
the status is open, execute a script to extract the SNMP Community string from
the target machine.

ap 161
Starting Nmap 7.92 ( https
Nmap scan report for 18.10.
Host is up (©0.80042s latency).

PORT STATE SERVICE
161/udp open|filtered snmp
MAC Address: @@:@( 6CIT7CI49 (VMware)

Mmap done: 1 IP address (1 host up) scanned in 1.78 seconds

-] /home/kali
1 161
Starting Nmap 7.92 ( https://nmap.org
Nmap scan report for 18.10.18.12
Host is up (@ 65 latency).

PORT STATE SERVICE
161/udp open snmp

| snmp-brute:

[

MAC

Nmap done: 1 IP address (1 host up) scanned in 3.79 seconds

Above two commands are same but outputs are different. Could you
justify why the outputs are different? What actions was taken before o
executing the command second time? .&

c. With valid credentials, let us perform SNMP enumeration on the target machine.
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5. Open MSFCONSOLE

/home/kali

METASPLOIT CYBER MISSILE COMMAND VS

Know about MSF console. Do research on Metasploit. A very useful ..
tool in Kali Linux. Refer to Metasploit.com, Github for references. -" |

a. Use auxmary/scanner/snmp/snmp login. Setg RHOSTS <target>. Exploit.

snmp,/snmp_login
) setg RHO 16.10.10.12

) > exploit

anned 1 of 1 hos
y modul uTan compl

Did you notice that the target has a read-only community string? (If you don’t
understand SNMP Community String — refer to our lectures and/or do research)

b. Use Enumeration to epr0|t further.

/scanner/snmp/snmp_enum

[+] 10.10.10.12, Connected.
[*] em information:

Host IP

Hostname 2 ;

Description 2 r o1 |64 Family & Model 15 tepping 9 AT/AT COMPATIBLE -
ndows rsion 6.3 (Build 9¢ )

Cont

Location

Uptime snmp

UpTlmn
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Record your Reflection:

1. Understanding on all the activities

2. Understanding about various tools used

3. New/ Similar tools you identified and used

4. Compare and Contrast the tutorial tools with your identified tools

5. Rate yourself: How confident are you to do footprinting and reconnaissance
activity ethically?

6. Any other Troubleshooting Steps, you need to share?



