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Activity 3 – Continuation 

Objectives 

In continuation to our earlier lectures, this tutorial helps in providing you an 

overview of tools used to scan and enumerate networks.  

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 

virtual machine environment and the purpose is entirely to demonstrate various 

types of cyber-attacks. Experimentation with these tools, techniques, and 

resources is at the discretion of the instructor and institution. If you as a student 

consider using attack tools for educational purposes on an outside 

environment, you should contact me prior to any experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 

in many jurisdictions and often is accompanied by severe consequences, 

regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 

the user of this material, to be cognizant of and compliant with computer use 

laws. 

Part 1: Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the 
target replies.  

Part 2: Use MegaPing to identify live hosts and open ports of the Target. 

Part 3: Use NetScanTools Pro to initiate various Scans 

Part 4: Explore various network scanning Techniques 
This activity will continue… 

 

Part 5: Being Anonymous on the Internet  

Part 6: Identify Target Operating System with TTL 

Part 7: Map your Network 

Part 8: Enumerate using NetBIOS 

Part 9: Enumerate using Nmap and Net Use 

 

ICONS Used in this document: 

Find out the outcome/ Answers/ Solution 

 

Do research and complete the task. Need referencing/ in-text citations. 

Shall be included as a part of your coursework. 

 

Record your Reflection 
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Part 5: Use Proxy Switcher to browse anonymously. 

Machine: Windows Servers 2016/2012 

1. Download Proxy Switcher. 

 

Which link did you use to download the tool? Why? 

 

 

What is the purpose of this tool? 

 

2. Install Proxy Switcher in Windows 2016. USE ONLY IN LAB 

ENVIRONMENT 

3. Make sure you have changed your Browser’s Proxy settings. 

 
(This is in Firefox. Options varies in each browser. Look for Settings→ 

Network Settings → Proxy) 

 
 

4. Look at your public IP Address.  
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What is your IP Address?  

 

What is your location? 

 

Could you locate/see any proxy detected? 

 

Which tool did you use to find the above information? 
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5. Use Proxy Switcher: 

a. List the available Proxies: Use Common Tasks wizard to find new 

servers. 

  
 

b. Select any one of the servers from the basic anonymity list and connect 

to the server. In this example, the connect was made using an available 

US Server. Make sure you select any available server in Alive-SSL 

State.  
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c. Make sure you are connected: Use Proxy Switcher to check your 

connection. 

 
 

d. Check your IP Address. 

 
e. Capture Traffic and Check. 
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6. Use tools, that you have used so far during information-gathering 

phase to further analyse. What did you get? Did you manage to 

identify your proxy server or type? 

 

 

 

7. Use Whatismyip.com to check your Proxy. What do you see? 

 
 

 

8. Based on your usage of this tool, and the analysis done, write your 

understanding on using Proxy tools like this. Referring to the 

above screenshot, what is the Proxy type DCH? 
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Part 6: Identify Target Operating System with TTL 

Machine: Windows Servers 2016, Windows 10, Ubuntu, Kali Linux. 

Use Wireshark to capture the packets from the target machine and observe TTL, TCP 

Window Size to determine the Operating System. 

Task 

1. Before starting this task, you need to know the TTL & TCP Window Size 

values of different Operating Systems. With reference to our discussion 

during our lectures,  

a. What is TCP Window Size? 

b. list out the values below. 

 

Windows    TTL:    TCP WS:  

Linux    TTL:    TCP WS: 

FreeBSD   TTL:    TCP WS: 

Server 2016   TTL:    TCP WS: 

Cisco Router (IOS 15.9)  TTL:   TCP WS: 

 

2. Login to Win Server 2016. Use Packet Capturing tool and start capturing 

packets. 

3. Ping Win Server 2016 from Windows 10, Ubuntu and Kali Linux Machines 

(Assuming they are the target machines) 

4. Observe the captured packets in Win Server 2016. 

a. Select icmp packets from each target machines to the Server and 

look for the packet details. 

 
 



ACCB6000 Dr. Nitheesh Murugan Kaliyamurthy | n.kaliyamurthy@uwtsd.ac.uk 

 

 
c. From the above output, could you determine what is the Operating 

System running in 10.10.10.11 host machine? 

 

d. What details did you gather?  

 

e. What assumptions could be made with the gathered information? 
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Part 7: Map your Network 

Machine: Windows Servers 2016, Windows 10, Windows 8. 

Map your network using Automatic Mapping Tool.  

Task 

1. Download Network Topology Mapper from Solarwinds. (You may use different 

tool to accomplish this task) 

Which link did you use to download the tool? Why? 

 

 

What is the purpose of this tool? 

 

 

 

 
 

2. Install the tool in Windows Server 2016.  
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If you are using Network Topology Mapper from Solarwinds,  

a) what option did you select on the following “Would you like to send 

anonymous data to SolarWinds about how you use Network Topology 

Mapper?”  

 

b) Why did you select the stated option? 
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3. After Installation, begin a New Scan 

 
4. Select SNMP Credentials and Select the Network. 
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5. Assign your name and Student Id as the Name to Scan and Discover the 

network. 
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/* In my case, I have used 192.168.1.0 range of IP Address. 

 

6. Use the details to map your network. You will now have a network topology. 

Expand and explore the Node Display Options, Map Layouts to gather more 

information.  /* In my case, I have used 10.10.10.0 range of IP Address. 



ACCB6000 Dr. Nitheesh Murugan Kaliyamurthy | n.kaliyamurthy@uwtsd.ac.uk 

 

 
7. Use Integration with Windows Tools to gain access using Remote Desktop, 

gather more information using ping, traceroute, Telnet etc. 

8. Generate Report 
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With reference to our lectures, enumeration when you try and connect to the system 

and do deliberate actions to gather more information. The initial process of 

enumeration includes finding names of the machines within Target network. Using the 

gathered names, detailed information on network and its resources could be probed. 

Part 8: Enumerate using NetBIOS 

Machine: Windows Servers 2016, Windows Server 2012. 

Using tools like Global Network Inventory is used to scan the networks based on IP 

range, Domain, Host etc. 

Task 

1. Download Global Network Inventory tool. (You may use different tool to 

accomplish this task) 

Which link did you use to download the tool? Why? 

 

What is the purpose of this tool? 

 

 

2. Install GNI tool. Open the New Audit Wizard and initiate the scan. You have two 

options to proceed further.  
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a. Connect as currently logged on user 

If you are using this tool in an initial stage where you don’t have the user 

credentials of the target, use this option. However, by using this option 

you might only get basic information like Physical and Logical addresses.  

b. Connect as 

Once you have managed to get the user credentails of the target, use 

that and connect as the target and gather information. 

 

 
3. Do scans using both the options and gather as many information as possible. 

 

 

What is the difference between both the scans? 
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Using user credentials, did you manage to gather information like 

Software’s Installed, Services Running, NetBIOS information, Users, User 

Groups, Operating System etc? 

Yes!! – What is your gathered information?  

 

 

No!! – Why? Reason out and do research, troubleshoot, and gather the 

above information.  

 

 

4. Generate Report 
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5. What are the other similar tools did you manage to research? Could 

you compare those tools with this and discuss the pros and cons?  
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Part 9: Enumerate using Nmap and Net Use 

Machine: Windows Servers 2016, Windows Server 2012, Win 10, Win 8, Win XP. 

(If you don’t have all these machines, you can do this activity with a minimum of 2 

windows machines) 

Using this technique, we could gather User names, User groups, List of Computers, 

OS, Ports, Names, Network resources, Services, Polices and Passwords  

Task 

1. Download and Install Nmap in Win Server 2012.  

Which link did you use to download the tool? Why? 

 

What is the purpose of this tool? 

 

 

2. By default, you could see an Intense scan profile present. Do various scans on 

the target OS. Refer to our lecture sessions to use various nmap commands.  

 

3. Based on the earlier activities, we have managed to find our Users, Host 

Names, Live Hosts, List of Machines in the Target Network etc. Now, let us 

focus on gathering ports open, their services and shared resources. 

 

4. Issue the nmap command to find out the operating system. Which command 

would you use? 

Nmap -O <Target>  

Nmap -O -v <Target>  

what is the difference between the above two commands?  
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5. From the above output/ or from your output, what is your finding? Did you notice 

Ports 80, 135, 139, 445, 1801 etc are open and 139 is using netbios service? 

Let us use NBTSTAT command to look at NETBIOS related information. 
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NBTSTAT is a diagnostic tool for NetBIOS over TCP/IP. It’s primary objective 

is to troubleshoot NetBIOS name resoultion problems. (Wikipedia) 

 

 
6. Now use net use command to view the created shared folders from your hosts. 

 

 
 

7. Do research on net use. Know what is the purpose of net use 

command? Which OS versions is that supported?  
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Part 10: Enumerate Services 

Machine: Windows Servers 2016, Windows Server 2012, Kali.  

Scan all the machines in the target network, list out the up and running machines, find 

open ports, find the status of firewall and enumerate the services running on the port 

along with their versions. 

Task 

1. Download and Install Nmap in Win Server 2012.  

 
2. Execute the commands 

a. nmap -sP 10.10.10.0/24 

 

This lab activity has a number of nmap commands. Could you list out 

all the descriptions of these commands? 

For example, the 1st command used here is nmap -sP 10.10.10.0/24 

What is the purpose of this command? This scan lists the hosts that 

responded to the ping within the specified range of IP addresses. By using 
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this command, you could determine the status like up and live hosts in the 

target network. This is also known as Ping sweeping.  

b. Nmap -sS 10.10.10.12 

 

Nmap -Ss <target> scan is a 

 

 

c. nmap -ssV -O 10.10.10.12 

 

nmap -ssV -O <target> scan is a  
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d. Save this report to a txt file with your name. What command do you use 

to save?  

 
3. Save the Report and submit the report. 

 
4. Now, let us focus on SNMP.  

Which is the default port for SNMP?  

 

a. Check the port status. 
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b. From the above output, knowing that SNMP Service is running in port 161 and 

the status is open, execute a script to extract the SNMP Community string from 

the target machine.  

 

 
 

 
 

Above two commands are same but outputs are different. Could you 

justify why the outputs are different? What actions was taken before 

executing the command second time? 

 

 

c. With valid credentials, let us perform SNMP enumeration on the target machine.  
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5. Open MSFCONSOLE 

 
Know about MSF console. Do research on Metasploit. A very useful 

tool in Kali Linux. Refer to Metasploit.com, Github for references.   

 

a. Use auxiliary/scanner/snmp/snmp_login. Setg RHOSTS <target>. Exploit. 

 
Did you notice that the target has a read-only community string? (If you don’t 

understand SNMP Community String – refer to our lectures and/or do research) 

 

b. Use Enumeration to exploit further. 
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After enumerating the target on SNMP, what information did you 

gather? 

 

In similar method, could you try to enumerate LDAP on an ADDS and modify 

domain user accounts? 

 

 

 

Record your Reflection: 

 

 

1. Understanding on all the activities 

2. Understanding about various tools used 

3. New/ Similar tools you identified and used 

4. Compare and Contrast the tutorial tools with your identified tools 

5. Rate yourself: How confident are you to do footprinting and reconnaissance 

activity ethically? 

6. Any other Troubleshooting Steps, you need to share? 

 


