Answers:
1a) Students should successfully identify, and succinctly describe the following:
· Failure of a given sub-system will have a significant adverse effect on productivity.  There are numerous, significant points of failure, making this likely. [2]
· Backup of critical data for the enterprise is evidently ad-hoc, and likely to be unreliable. [3]
· Lack of a unified network inevitably increases time taken for collaborative tasks. [2]

1b) Inclusion of:
· A description of an integrated network, which includes an appropriate topology.  A diagram may support this, but should only inform and not replace the description. [3]
· Consideration of an appropriate backup system, including a mention of an appropriate RAID level. [2]
· Description of the possibility of using idle machines to form part of a high performance Beowulf cluster, or use of additionally purchased failover hardware to the same end. [3]
· Mention that Windows XP is at end of life, and that Vista and 7 are out of mainstream support. [1]
1c) The outline should include:
· Identification that this will be a failover, rather than NLB cluster [2]
· Description of two independent, physical servers [2]
· Appropriate connectivity (InfiniBand or teamed Ethernet – no marks for Ethernet alone). [1]
· An appropriate form of independent storage (e.g. a NAS or SAN). [2]
· An appropriate fabric (e.g. FCIP, iSCSI)
· Description, or consideration of redundancy for the disk array.
· A server operating system, such as Windows 2012 server, FreeBSD, Red Hat, etc. [1]
· Appropriate failover clustering software (e.g. Failover Cluster Manager for Windows). [1]
· A diagram should not be considered mandatory, nor awarded marks in addition to the above, but may be used by the student to clarify their intended infrastructure.

2a) A description of redundancy, which includes:
· Mention of hardware redundancy (e.g. RAID). [4]
· Automatic off-site backup. [2]
· [bookmark: _GoBack]321 strategy [3]

2b) Answer should include:
· Consideration of physical location of the new system; above ground-level. [2]
· The requirement for a cool environment for high-performance equipment. [2]
· Software security, such as a firewall. [3]
· The concepts inherent in basic physical security, i.e. ensuring expensive equipment is access-restricted. [2]

2c) Answer should describe how:
· The systems should initially run simultaneously, with transfer being a continuous process – avoiding the “big bang” approach. [4]
· Migration of systems which cannot be relatively seamless, such as transferring license server locations, should occur outside of regular working hours, then tested. [3]
3a) An FQDN is absolute, i.e. it specifies all domain levels, and thus is not subject to its position in the hierarchy. [3]

3b) An explicit mention of a DNS server should be assumed.  The key steps of a DNS lookup should be described in detail:
· An iterative query is a query made to a DNS server in which a request is made for the best answer that the DNS server can provide without seeking further help from other DNS servers. The result of an iterative query is often a referral to another DNS server lower in the DNS tree. [2]
· Can be redirected to another DNS server. [2]
· Can only return IP address or domain not found. [2]
· To resolve IP address the DNS server that receives the recursive query will make a number of iterative queries. [3]
· Typically, an iterative query is made by a DNS server to another DNS server when a DNS client makes a recursive query. [2]

3c) Student should expand on the following, possibly with diagrams:
· A zone is a range of IP addresses that this DNS server will be concerned about. [3]
· Before you can add resource records you must add them to a logical container called a zone. [1]
· Zone file is the file on the DNS server’s hard drive that contains all the information for a zone and the resource records contained therein. Actually an ASCII file if not using Active Directory. [1]
· Each zone has its own zone file (when not using Active Directory). [1]
· One zone can contain multiple domains and a DNS Server can also manage multiple zones. [2]
· Each Active Directory domain needs its own zone (use the same name for DNS domain). [1]
· Forward lookup converts text to IP address. [1]
· Reverse lookup converts IP address to text. [1]

4a)
· Permits single sign on (SSO). [3]
· Allows easy credential management locking. [1]
· Can be restrictive in unintended ways. [1]
4b)
1. DHCP client broadcasts a DHCPDISCOVER packet [2]
2. DHCP server broadcasts a DHCPOFFER packet [2]
3. DHCP client broadcasts a DHCPREQUEST packet [2]
4. DHCP server broadcasts a DHCPACK packet [2]
Should include a detailed description of the process [2]
· DHCP relay.  Because routers don’t pass broadcast packets, relay agents forward requests across subnets [4]
· Limited to 4 hops. [2]
4c)
· Replication involves the creation and maintenance of a copy of the data. [2]
· True failover utilises shared storage. [2]


